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Abstract. The article describes the IT infrastructure for implementing
e-health based on the development of standards that determine the fea-
sibility of realization a service-oriented architecture. This IT infrastruc-
ture provides full interoperability between information systems involved
in supporting healthcare processes. Particular attention was paid to the
introduction, use and features of a unified health information system.
Also features of architectural models and management characteristic for
e-health of Kazakhstan are described. The functional and architecture
of e-health information systems are considered; the proposed concep-
tual functional architecture for health care; architecture of software and
hardware for e-health.
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1 Introduction

In the modern world, one of the main factors determining the dynamics of social
and economic development of any state, including health care, is the informati-
zation of society and the active introduction of information and communication
technologies in all sectors of human life.

The main goal of informatization of healthcare in general can be formulated
as follows: the creation of new information technologies at all levels of health
management and the introduction of new medical computer technologies that
improve the quality of medical and preventive care and contribute to the realiza-
tion of the basic function of protecting public health - to increase the duration
of active life [1].

In order for health services to promote the integration of medicine and public
health, they must have three main characteristics: a population-based and geo-
graphical focus in the context of a decentralized health system; an attempt to
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develop organizational models to support coordination and integration processes;
and the proper use of the health information system.

As we know, the medical industry produces and accumulates a very large
volume of medical and statistical data. All these data are to some extent used by
doctors, medical workers, and also by the governing bodies in order to properly
organize and improve the quality of medical care and raise the overall standard
of living of the population.

To be relevant, a health information system must fit into the organization of
the health system for which it generates information. Based on clearly defined
management functions, it is relatively easy to identify the information needed
to make appropriate decisions at each level of management.

The next question is how to obtain this information in the most efficient
and effective way. To answer this question, it is important to understand the
structure of the health information system.

Health information system, like any system, has an organized set of interre-
lated components that can be grouped into two objects: information process and
management structure. Through the information process, raw data (input data)
are converted into information in a “convenient” form for management decision-
making (output data). The information process can be broken down into the
following components: (I) data collection, (2) data transmission, (3) data pro-
cessing, (4) data analysis and (5) reporting for use in patient and health care
solutions for service management.

Not only health of the population depends on the qualitative use of medical
information, but also the level of development of the country as a whole. Thus,
the use of constantly growing large volumes of medical data in solving diagnostic,
therapeutic, statistical and management tasks for the development of e-health
in Kazakhstan is topical.

The prerequisites for the development of e-health in the Republic of Kaza-
khstan are:

(1) The State Program of Health Care Reform and Development for 2005-2010.

(2) The Code of the Republic of Kazakhstan “On the health of the people and
the health care system”.

(3) The State Program for the Development of Health Care of the Republic of
Kazakhstan “Salamatty Kazakhstan” for 2011-2015, approved in November
2010.

(4) Message from the President of the Republic of Kazakhstan N. Nazarbayev.
to the people of Kazakhstan on December 14 2012 “Strategy” Kazakhstan-
2050 “: a new political course of the held state”.

(5) The state program “Information Kazakhstan 2020”, approved in January
2013.

(6) The concept of e-health development in the Republic of Kazakhstan for
2013-2020, approved by order in September 2013 and road map.

(7) The State Health Development Program of the Republic of Kazakhstan
“Densauly” for 2016-2019, approved in January 2016.
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(8) Law of the Republic of Kazakhstan of November 24, 2015 No. 418-V “On
Informatization”.

(9) Project of the World Bank and the Government of the Republic of
Kazakhstan “Transfer of technologies and institutional reform in the health
sector of the Republic of Kazakhstan.

List of officially approved regulatory and legal acts that regulate the develop-
ment of e-health in the Republic of Kazakhstan; a number of important medical
automated systems integrated into a single health information system was stud-
ied in [2]. A detailed review of the current automated information systems in
medical organizations of the country was conducted, using methods of system
and structural-logical analysis, SWOT analysis was carried out.

As part of the development of e-health in accordance with the approved Con-
cept of e-Health Development of the Republic of Kazakhstan information and
communication technologies will be introduced into the medical sphere every-
where. The focus of e-health will be the formation of a single health information
space in which all interested parties, including the patient, have access to the
necessary information, regardless of the type of information systems used.

2 Development of e-Health in Kazakhstan

One of the most important strategic directions for the development of the health-
care system is the organization of a single information space and its technological
infrastructure.

By today, Kazakhstan’s healthcare sector is transitioning to automation of
medical information processing and document management. This implies an
increase in processing speed, thereby improving the quality of patient care, facil-
itating the work of medical and medical personnel.

In order to implement e-health in Kazakhstan, it is planned to develop and
implement standards that enable the realization of a service-oriented architec-
ture. In turn, it will ensure full interoperability between information systems
involved in supporting health processes. That is, this architecture allows the
system to interact and function with other products or systems without any
restrictions on access and implementation.

Today, the information and technology platform, the so-called Unified Health
Information System (UHIMS), is actively implemented in the country, the main
purpose of which is to create an information healthcare structure of the Repub-
lic of Kazakhstan that corresponds to the level of economic, social, technical
and technological development of society and ensures the rational use of health
resources in more quality provision of medical services to the population [3].

The creation of UHIMS involves the fulfillment of a number of tasks based on
the development and implementation of uniform standards for the exchange of
medical data, the use of a unified system for identifying objects of account and
subjects of information interaction in health care. It is planned to implement
centralized management and open access to a database of common classifiers,
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directories and standards, including a database of standards of medical care,
patient records, state registries of medicines and medical products [4].

Within the framework of the State Health Development Program of the
Republic of Kazakhstan “Densaulyk” for 2016-2020, the development of a uni-
fied national health information system (hereinafter - UHMIS) will continue to
develop common standards, technological specifications and characteristics of
various information systems for the required functionality.

It is clear that the task of forming the UHMIS can be solved only at the state
level and only for many years. At the same time, the technological prerequisites
for its solution already exist. Two private information technologies (in addition to
many other components), which have received significant development in recent
years, are the basic ones for solving this problem: telemedicine and medical
information systems [5].

By the end of 2018, it is planned to create the necessary software and hard-
ware for the implementation of the Electronic Health Passport (hereinafter -
EHP), a single repository of analytical health data, an integration bus, tools for
maintaining single classifiers, directories and registers.

EHP will become the central link ensuring the interaction of medical infor-
mation systems and providers of medical services through the implementation
of a standardized model of medical information. At the same time, information
security mechanisms and protection of personal and confidential data will be
provided.

Most medical institutions are currently developing an environment using
medical information technology, through the introduction of integrated access
to clinical information. Here information technologies and their tools help with
administrative and financial issues, in scientific research, in office automation,
and also helps patients. At the heart of these evolving integrated environments is
an accessible, confidential, secure and integrated electronic medical record [6-9].

3 Health Information Systems: Architectural Models and
Management

From a functional point of view, e-health in Kazakhstan supports three main
levels of the health system:

Centralized management at the national and regional levels: this includes
central planning, resource management, the rules and procedures to be followed,
overall financial control, quality and safety control.

Primary health care: this level includes all systems that support services
provided to citizens throughout the national or regional territory. It includes all
service providers, such as general practitioners, local customs, etc.

Secondary health care: this level refers primarily to systems that support
health processes among health care providers.

These three levels are usually interrelated only with respect to administrative
and accounting flows, but the potential exchange of data between different layers
makes ICT's important for both exchange and processing of large sets of clinical
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data. These data provide a great potential for the future development of health
care. In fact, ICT solutions that are now present in the healthcare industry
have the opportunity not only to simplify the relationship between patients and
physicians that improve the overall effectiveness of health services - but also to
better control the entire health care system.

Functionality and architecture of e-health information systems, as well as the
need for standardization is determined by the information model EMR (Elec-
tronic Medical Record)/EHP (Electronic Health Passport) (Fig. 1).
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Fig. 1. General scheme for the implementation and development of e-health.

The creation of e-health is based on the following fundamental directions:

digitization of information flows at the national and regional levels;
development of a national, as well as a regional social insurance card;

— the presence of an integration bus and a single repository that provides cen-
tralized storage of medical and non-medical health data, including electronic
health passports of each citizen of the Republic of Kazakhstan (Fig. 2);
development of regional infrastructure supporting online services for citizens;
development of a strong set of interrelations between providers of medical
services (secondary care) and general practitioners (primary health care);
establishment of a regional electronic health record, which will subsequently
be integrated at the national level;

digitization of the processes of providing services with secondary care.

Among other priority areas of e-health, the State Program “Information
Kazakhstan 2020” noted the following;:

— creation of a unified database of medicines;
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Fig. 2. The proposed conceptual functional architecture of e-health.

— creation of electronic system of medical prescriptions and prescriptions;

— introduction of a system of telemedicine bracelets for monitoring the state of
health;

— automation of ambulance services;

— creation of a database of scientific and medical information [3].

Technical architecture is the architecture of the hardware and software infras-
tructure that ensures the operation of application systems and the execution of
operational (non-functional) requirements for the architecture of application sys-
tems and information.

Currently, the e-health architecture contains two types of information sys-
tems and applications. The first part is developed on the principle of client-server
desktop applications. When using these systems, it is assumed that all MOs have
servers within the enterprise itself, and all users work with systems on the local
network from their workstations. During the night, all the data that was updated
during the day is sent from the local server to the top (to the level of the area
to ensure data backup), where the data is synchronized, and downward possi-
ble changes in directories, data structures and software codes are transmitted.
Exchange of operational information necessary for the process of medical care
between centralized systems and nodes of UHMIS systems is carried out by
accessing services through messaging through the transport environment. The
second part of the applications is developed on the web technologies, in which
users via web browsers access directly to the central data center of the Ministry
of Health of the Republic of Kazakhstan, where web servers, applications and
databases are located.

In the future, the transition to cloud technologies is expected. The availability
of a backup center for processing medical data (MDC) and a communication
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channel is considered. In this architecture, there are two categories of medical
organizations: (1) working in the cloud, and (2) working with the local server,
at the beginning most organizations will be from the second category (Fig. 3).
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Fig. 3. The architecture of software and hardware in e-health.

Inside the MDC, all databases will be stored, among which the following are
highlighted:

— patients Index (PI), which contains the basic identification data for each
patient (the personal data are stored in encrypted form in a database), demog-
raphy and other basic data;

— Electronic health passport, which stores the basic medical data of each
patient;

— Specialized databases of individual EMR and web applications, as well as
centralized information systems operating in the cloud;

— Data warehouse for statistical calculations.

Data center servers will be treated as existing systems (centralized database
from local systems and web applications), and software for virtual desktops and
new systems (EHP, IP Polyclinic, IS Hospital, IS Ambulance), etc.

Now the service “Software as a Service” (SaaS) is becoming more widespread.
Consequently, cloud computing services are becoming more popular. Often they
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even completely displace local systems and data stores. It is assumed that such
systems can rely solely on SaaS services and provide all the necessary functions
through thin clients, which are a combination of inexpensive hardware, an oper-
ating system and a web browser.

The health benefits of the SaaS model are undeniable. These advantages are
expressed in the following points:

(1) Availability of a single information space. The ability to quickly access com-
puting and information resources when needed is largely the ideal solution
for many hospitals, medical clinics and doctor’s offices. This should provide
them with an opportunity to improve services for their patients.

(2) All system data is stored in a single storage and processed on the system
servers. The problem, at least for now, is maintaining patient privacy. The
risks of providing sensitive patient data, especially in public cloud infras-
tructures, continue to constrain the pace of cloud adoption.

(3) Updates and backups are done automatically. The distribution of electronic
medical records, implemented on the basis of cloud technologies, allows you
to automate not only the registration of the patient, but also to conduct cen-
tralized monitoring of the process of providing medical services at a higher
level. It also facilitates the transfer of statistical, administrative, financial
data in electronic format, which greatly simplifies their processing and opti-
mizes business processes.

(4) System requirements to jobs user is minimal, no need to install and config-
ure, thereby saving time and money.

(5) Possible access from any node of the system. The cloud brings powerful
it resources to healthcare professionals, healthcare organizations that are
available anywhere in the world. World-class applications and computing
infrastructure are available to all without significant upfront investment.

Areas of application of the SaaS model in health care:

— ERP (Enterprise Resource Planning) system that allows you to store and
process most of the critical data: workflow, financial report, personnel records,
procurement and inventory management;

— System of medical reference information;

— CRM (Customer Relationship Management) - software for organization and
automation of work with customers. In health care, these include: manage-
ment of the patient base, management of the current activities of the health
facility);

— Portal solution. In order to raise public awareness, an information portal is
being created within the framework of the unified health system. It aims to
increase public awareness, transparency and accountability and effectiveness
in the health system. Through this, citizens should have access to reliable
and complete information about: public health programs, medical services,
service providers, medical equipment, medical personnel and their workplace.
The portal should allow the citizen to check his/her insurance status and find
out what services are available to him/her within the framework of health
care programs.
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Thus, the introduction of cloud technologies in the medical industry can solve
a number of problems associated with the inefficiency of medical services.

Large volumes of various medical data, which are mainly stored in paper
form, are difficult to process and analyze. Also this medical data are prevent
rapid clinical decision-making.

Although this approach may be rational in some cases, it can not be universal,
because it is thus impossible to provide usability, full integration with productive
desktop systems, and the ability to work offline (without an Internet connection).
Therefore, it is considered expedient to apply the advanced approach “software
products and Internet services” (S+S) [10].

4 Conclusion

This article presents the urgency of the process of development of administra-
tive and clinical information systems in the medical sphere of the Republic of
Kazakhstan. Particular attention was paid to the introduction, use and features
of a unified health information system. Also features of architectural models
and management characteristic for e-health of Kazakhstan are described. The
functional and architecture of e-health information systems are considered; the
proposed conceptual functional architecture of e-health; architecture of software
and hardware in e-health.

The introduction of medical information systems, even if well-organized and
technologically sound, has its own difficulties. The main problem is that informa-
tion systems are managed and used by people who have certain beliefs, attitudes
and practices, and it will take time to change them.

Most health care providers feel threatened by a system that leads to objective
decisions and are suspicious of automation; health consumers believe that more
accessible information systems pose a threat to privacy; and there is no close
relationship between consumers.

Another important issue of resource management concerns the appropriate-
ness of computerization and at what level. Although the majority of medical
institutions in big cities, now have access to the computer equipment, in many
rural areas of the country, the computers may still not be available and the
computer literacy of the population is not at the proper level.

However, rapidly evolving computer technologies will make health infor-
mation systems an increasingly effective and powerful management tool for
health services. Computer equipment is becoming increasingly available. Soft-
ware applications for database management and geographic information systems
can improve the use of information for decision-making on the health of individ-
uals and society as a whole.

However, the introduction of computer technology is not necessarily the deci-
sive factor that creates efficiency and effectiveness in the health sector. On the
other side, the lack of properly trained staff, as well as problems with hard-
ware and software, sometimes lead to the decline and obsolescence of expensive
computer equipment without any benefit in decision-making. Therefore, in this
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area it is also important to train medical staff in the use of information and
communication technologies for their professional needs.

In the future, due to the development of e-health, it will be possible to provide
medical care to citizens through various telecommunication services, for example,
services that provide remote interaction between doctors or doctors and patients,
remote monitoring of the patient’s health status, maintaining medical records of
the patient in electronic form, creating a personal account of the patient.

The development of e-health is considered as a complex project in terms
of integration of computing, information and telecommunication infrastructure
with the health care system. This will bring the quality of medical care to a new
level. E-health technologies will make it possible to monitor the population at a
distance, better disseminate information among patients, and improve access to
health care.
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