
Chapter 6
Internet of Things for Advanced
Targeted Nanomedical Applications

6.1 Introduction

The fundamental idea behind nanomedicine is to improve the efficiency of medical
and healthcare systems using nanotechnology concepts, devices, tools, technologies
and techniques. On the other hand, another nanotechnology offshoot,molecular com-
munication engineering, considers the design and development of nano-scale devices
andmachines that can communicate bymeans of biochemical information exchange.
By integrating the concept of molecular communication into nanomedicine [1],
the coordination of activities and information sharing among several nanomedical
devices and machines can be achieved, which results in expanded potentials in the
medical and healthcare systems. The concept of ATN takes advantages of the MC-
nanomedicine synergy by incorporating historical information of the patient as well
as real-time biosignal information to personalise disease treatment, as well as mon-
itor/control the therapeutic process. The interconnection of the network of nanosys-
tems and the body area network of biosignal sensors [2], as well as the off-body
processing unit, forms the basic heterogeneous network of an ATN solution.

With the rise in global population, coupled with the low number and uneven
distribution of medical personnel, the need for a new approach to global healthcare
delivery that will ensure that medical aids get to wherever and whenever it is needed,
is necessary. Over the years, the concept of the Internet of Things (IoT) [3, 4],
which enables the connection and communication of physical objects with anything,
anywhere, at any time using embedded wireless capabilities [5], has become the
focus of research and industrial interest. It has been predicted that the IoT will
create opportunities for more direct integration of the physical world into computer-
based systems, resulting in improvements in many facets of life, economic benefits
and reduced human intervention. With regard to nanotechnology and healthcare
delivery, the concept of the IoT has ushered in related concepts such as the Internet
of NanoThings (IoNT) [6], the Internet of Bio-NanoThings (IoBNT) [7], and Internet
of Bio-NanoThings for Ambient Assisted Living (IoBNTAAL) [8] into the research
and industrial domain. The IoNT considers the potential of making nanomachines

© Springer Nature Switzerland AG 2019
U. Chude-Okonkwo et al., Advanced Targeted Nanomedicine, Nanomedicine
and Nanotoxicology, https://doi.org/10.1007/978-3-030-11003-1_6

113

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-11003-1_6&domain=pdf
https://doi.org/10.1007/978-3-030-11003-1_6


114 6 Internet of Things for Advanced …

to communicate using the Internet platform. The IoBNT projects the prospective
application domain where the activities of nanosystems operating in an in-body
nanonetwork can be monitored and controlled through the Internet. The IoBNTAAL
specialises the IoBNT to ambient assisted living. By synergising nanotechnology
and the Internet on a platform, these technologies aim at ensuring that medical aids
get to people wherever and whenever they are needed. These technologies have the
potential to also offer remote fitness programmes, epidemic control and elderly care.

The ATN can greatly benefit from the promises of the IoT. In this sense, the
IoT-ATN synergy, which is simply referred in this book as IoT-ATN, taps into the
benefits of the IoNT, IoBNT and IoBNTAAL to provide personalised nanomedical
therapy, monitoring and control anywhere, anytime and for anyone. The resources,
knowledge and expertise that are not available at the patient’s physical location can
be accessed through the Internet by the ATN solution.

6.2 Layered Architecture and Essential Components
of IoT-ATN Solution

In the IoT-ATN system, ATN considers tapping into the capabilities of the IoT to
query the states of a set of living and non-living systems and to change their states
as required in order to tackle medical challenges in an unprecedented way. To be
able to query and alter the states of the living and non-living systems in the network,
there is a need for embedded sensors, actuators, processors and transceivers, which
have to work in harmony. In this chapter, the conceptual layered architecture of the
IoT-ATN solution that ensures effective connectivity among the IoT-ATN devices
and services is introduced. This layered architecture will facilitate the identification
of opportunities in each layer and across the layers.

6.2.1 Layered Architecture

Just like for the IoT [10], the devices, nodes and firmware/software applications
that are connected together in an IoT-ATN system require a de facto standard to
ensure seamless interoperation. A layered architecture for the IoT-ATN application
is presented in Fig. 6.1.

6.2.1.1 Environment of Things Layer

This layer comprises the objects or places where the observations and activities of the
nanosystems and sensors take place. The basic object is the patient or patients (in the
case where multi-patient response is required) in whose body the nanosystems and
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Fig. 6.1 IoT-ATN layered architecture
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sensors/other devices work. The ‘places’ can be the immediate environment where
the patient is at the time of observation.

6.2.1.2 Device Layer

This is a physical layer where hardware such as nanosystems, body area sensors,
relays, environmental sensors, tags, readers and embedded systems are considered.
In the IoT-ATN, the nanosystems form an in-body nanonetwork, while the body area
sensors/actuators and other devices form the body area network. The nanosensors in
the nanonetwork work inside the body to acquire information on the various states of
the patient’s internal environment, cells, tissues and organs, as well as of the activi-
ties of other nanosystems in the nanonetwork. The body area sensors/actuators and
other devices form the body area network in the IoT-ATN and acquire some biosignal
information of the patient, externally. Sensory information on environmental con-
ditions like temperature, humidity, air quality and movement can also be acquired
using environmental sensors that are resident in the off-body network. Tags may be
located in the body area network or off-body network for information storage. And
embedded edge processors (centralised or distributed) will usually be employed to
process acquired information.

6.2.1.3 Connectivity and Data Processing Layer

This layer takes care of the communication connectivity and data processing among
the various nanosystems in the nanonetwork, the devices in the body area network
and those in the off-body networks. The diversity in the communication formats
among the different networks necessitates that this layer be separate from the gate-
way and network layer discussed below. Concerns at this layer include the physical
placement and configuration of the network devices to achieve the desired goals. The
achievement of good connectivity among the nanonetwork nanosystems requires the
development of network technologies that depend on biological signalling and other
appropriate signalling functions for information exchange in an in-body nanonet-
work. For the body area and off-body networks, technologies such asWi-Fi, ZigBee,
ultrawideband (UWB) and Bluetooth can be used to connect the devices. Further-
more, this layer takes care of the processing of the information that is passed around
the respective networks in a way that enables real-time information collection and
processing as may be required.

6.2.1.4 Gateway and Network Layer

This layer performs the basic role of connecting the nanonetwork, body area network,
off-bodynetwork and the Internet together. Issues such as routing and addressing, net-
work/transport capabilities and error detection/correction are considered in this layer.
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These functions will be handled by some kinds of nanogateways, microgateways and
macrogateways [11]. Due to the diversity in the various constituent networks in the
IoT-ATN environment, which entails the availability of many different networking
technologies and access protocols, this layer should be able to handle connectivity
in a heterogeneous network.

6.2.1.5 Management and Service Layer

This layer coordinates and manages the diverse network service providers within
the IoT-ATN setting. Its functions include data and application management,
control, security, monitoring, storage, organisation and visualisation across various
services. In this layer, different policies such as quality of service management,
traffic management, device management, traffic engineering, business process
modelling/execution, packet inspection, identity management, access authorisation
and functions that can be applied to better manage the information generated by all
the devices and network constituents are considered.

6.2.1.6 Application Layer

This layer is responsible for delivering various applications that provide user interface
within the IoT-ATN environment. It defines the applications in which the IoT-ATN
can be deployed, which in this case is the personalised medical care delivery.

6.2.1.7 Essential Components of IoT-ATN Solution

An IoT-ATN application system comprises primary components such as sens-
ing, actuation, communicating, firmware/software, virtual resources and energy
components.

6.2.2 Sensing Components

The sensing components gather information from the points of activities in the IoT-
ATN system. This can be the information captured by the in-body nanosensors,
implants, on-body sensors, off-body sensors and other wearable devices. The diver-
sity in the sensing methods of these heterogeneous components could be a challenge
to information processing and analysis.



118 6 Internet of Things for Advanced …

6.2.2.1 Actuation/Moving Components

These components include nano-, micro- or macro-machines such as molecular
motors, nanorobots, micro-robots and moving parts that are involved at any point
of activity in the IoT-ATN system. Usually, information gathered from the sensing
components is used to activate these components to act in a desired manner in order
to achieve an effectively controlled ATN process.

6.2.2.2 Communication Components

The communication components are the devices whose function in the IoT-ATN
system is to ensure optimal communication between the various components, systems
and networks. These include the nano-, micro- and macro-transmitters, receivers,
switches and routers; local area network (such as Wi-Fi, Bluetooth, ZigBee); the
Internet; and virtual systems like the cloud (for big data storage). The importance of
the cloud can be seen in the need to access or store massive information during the
deep curation process of designing and developing nanosystems for the application.

6.2.3 Firmware and Software Components

To make information such as data, graphs, images, and audio available to the users
in a simple and transparent format for the IoT-ATN process, various firmware and
software are required. This necessitates the design and development of robust and
accurate user interfaces that provide an optimised experience across multiple com-
municating device platforms.

6.2.3.1 Virtual Resources

Due to the crucial requirement for processing and storing data generated in the various
networks within the IoT-ATN system, there is a need for efficient computational and
storage systems. These systems can be some high-end processing mobile systems,
or supercomputers with high computational and storage capabilities.

6.2.3.2 Energy Components

To be able to power the devices and networks in the IoT-ATN system, there is
a need for energy sources. Unlike the conventional IoT, the IoT-ATN requires
different types of energy sources to power the different systems in the network.
For instance, while most electronic devices will be powered by batteries and other
conventional power sources, the in-body bio-nanosystems will be powered by
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biological/biochemical sources that may mimic the mechanisms of the adenosine
triphosphate (ATP) synthase in natural cells. The ATP synthase is an enzyme that
creates the energy molecules called ATP in the cells [12]. The ATP synthase working
involves the accumulation of torque by twisting a rod-shaped structure composite.
The discharging of this torque by the rotation of the structure provides the energy
for the synthesis of the ATP molecules.

6.3 Characteristics of IoT-ATN Applications

The fundamental characteristics of the IoT-ATN are as follows.

6.3.1 Diverse Network Devices

The devices and nodes that can be connected to the IoT-ATN systems are very diverse
in composition and dimension. They could range from macro-size to nano-size in
dimension, and from living to non-living in composition. In the IoT-ATN scenarios,
usually, there may be so many nanosystems operating in the nanonetwork and a
handful of body area sensors and other important on- and off-body devices. Hence,
timely and efficient processing of the sensor data and the resultant control activity
are needed.

6.3.2 Heterogeneity of Signalling

Unlike the signalling among devices in the conventional IoT, whose nature is mainly
electromagnetic, signalling in the IoT-ATN systems is typically diverse. Truly,
signalling in the IoT-ATN is usually the combination of all the signalling formats
discussed in Chap. 2, namely, electromagnetic, biological, chemical, electrical,
magnetic, optical, acoustic, and so on. With each of these signalling formats having
different characteristics, the design and development of the IoT-ATN solution will
be very challenging.

6.3.3 Diverse Timescale of Communication Processes

Dissimilar to the conventional electromagnetic-based IoT, whose communication
processes are physical in nature, IoT-ATN communication processes are typically a
combination of physical and biological (biochemical) processes. For instance, within
the in-body nanonetwork, it is known that the process of molecular diffusion that
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mainly governs communication between nanosystems is a physical process; the inter-
actions between the transmitted molecules and the nanoreceiver surface receptors
involve biophysical processes; and the intracellular processing of received signals is
basically biological in nature. These different types of nanonetwork communication
processes usually operate on different timescales, which can range from nanoseconds
to years. For example, the diffusion time step can occur in nanoseconds [13] with
diffusion over 1 µm occurring in about 10–100 ms [14]; protein–protein interaction
can occur in seconds [15]; ligand–receptor residence time can be in milliseconds
[16]; and enzyme turnover time can be in microseconds [14]. On the other hand, the
timescale of the electronic communication processes of the core IoT can occur at the
speed of light. This diversity will make the design and development of the IoT-ATN
solution very challenging.

6.3.4 Dynamism

The states of the devices and functions in the IoT-ATN system change as functions of
space, time and composition. For instance, the position of nanosystems in a nanonet-
workmay change inadvertently or not in the course of the process. On the other hand,
the position of the body area sensors may change due to variations in the patient’s
orientation (position change). These dynamic processes can influence the working
of the entire IoT-ATN system.

6.3.5 Heterogeneity in Energy Source and Forms

Coupled with the huge data demand of the IoT, the heterogeneity in the type and
characteristics of the devices in the IoT-ATN implies diverse forms and amount of
energy required in the network. For instance, energy sources for the off-body and
on-body systems will mostly be batteries and other conventional power sources, and
the in-body nanosystems will be powered by biological/biochemical sources. Such
sourcesmaymimic themechanisms of theATP synthase in natural cells asmentioned
earlier.

6.4 Challenges of IoT-ATN

The IoT-ATNprocess involves interaction among living and non-living systems in the
multiple networks. In comparison to the conventional IoT, while the design, devel-
opment and configuration of the various composite devices for IoT applications are
well-established, the IoT-ATN and its umbrella technologies are still at the infant
stage. As an offspring technology of the IoT, most of the challenges in IoT [17, 18]
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abound in IoT-ATN. Here, we highlight some of the unique challenges of designing
and implementing the IoT-ATN. These challenges include nanonetwork interface,
data fusion and analysis, nanonetwork energy management and conservation, secu-
rity, privacy and standards/policy.

6.4.1 Nanonetwork Interface

A very crucial challenge that is unique to the IoT-ATN is the design and develop-
ment of effective units that can be used to interface between two nanonetworks, or
between a nanonetwork and a body area network/off-body network. The nanonet-
work–nanonetwork interface requires what may be termed a nanogateway or
microgateway, depending on the size of the gateway. The gateway/interface for the
nanonetwork-body area network/off-body network will most likely be a microgate-
way or macrogateway depending on the size of the gateway. The architecture and
working principle of these gateways, which typically resides in the gateway and
network layer of the IoT-ATN protocol, depends on nature/format of the commu-
nication signals, the channel through which the signal will be propagated and the
transmit/receive requirements of the communicating network access points. Unlike
the gateway devices in the conventional IoT, whose nature is mainly electromagnetic,
signalling in the IoT-ATN systems is typically the combination of diverse signalling.
Hence, the design of protocols to manage the multiple signalling formats of the
IoT-ATN implies that the gateway should be able to handle such a challenge. In such
design, one is compelled to ask whether the biological nanonetworks are suitable
for the transmission of the ‘traditional’ types of traffic such as video, images and
audio. The answer is most likely no. Even when the transmission of such traditional
traffic is required, achieving it with say, biochemical signalling will be challenging.

In the design of the IoT-ATNgateways, inspiration fromnatural biological systems
and phenomenawill be very helpful [19]. Some proposals for addressing the interface
issue have been presented in [20, 21]. More recently, the architecture and model of a
bio-cyber interface for connecting the conventional electromagnetic-based Internet
to the biochemical signalling-based bio-nanonetwork is presented in [9, 22].

6.4.2 Information Fusion and Analysis

Information fusion and analysis in the IoT-ATN fundamentally focus on the com-
bination of information from sensors, databases and other related sources in the
network. This information is processed and explored in the most optimal manner
possible to obtain estimates of some unique characteristics of the process. In the
IoT-ATN, there are sensors of different kinds producing diverse information formats
of diverse signal strength/complexity, and with different delay, bandwidth and
throughput requirements. Examples of the IoT-ATN sensor information and other
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Fig. 6.2 Multidisciplinary design model of information fusion and analysis

information sources include biosignals such as electromagnetic signals, electric
signals, hormonal signals, blood glucose variation, blood pressure, neuronal signals,
electrical signals (from electroencephalograph, electrocardiograph, electromyo-
graphy, etc. sensors), and other closely associated signals and sources such as
bioluminescence, fluoresces and databases. Issues and challenges, such as whether
to consider centralised, distributed [23, 24] or hybrid processing, also arise.

To deliver the promises of ATN, the information from these diverse multisources
has to be fused and processed to obtain the desired results, which are challeng-
ing tasks. The process requires the design and implementation of a heterogeneous
multisource information fusion and processing system based on a multidisciplinary
approach, as depicted in Fig. 6.2. The sub-disciplines mentioned in Fig. 6.2 work
together to refine observed information in order to make informed decisions in real
time, and possibly to modify the course of the ATN process if desired.

6.4.3 Security Concern

Securing the IoT-ATN devices and networks is an important consideration for
allowing multiple devices, vendors and users to participate in a single platform.
For example, a set of devices may be associated with a particular service provider;
therefore, the control of such devices should only be accessible to the authorised
service provider. Also, the issue of unwanted malicious interference in the working
of the entire system is an important and challenging concern. Securing the system
requires that (i) communication between entities is genuine, (ii) only authorised
sources can provide information to the network, (iii) only the desired destination
systems can understand given information, and (iv) information cannot be modified
by a malicious intruder. The existing methods for securing traditional wireless
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communication systems cannot be applied to the entire IoT-ATN system for reasons
such as low computational capability and large technology variance. For instance,
in conventional practice, coding, encryption and steganography are some of the
methods used to secure traditional wireless communication systems. In the context
of IoT-ATN, some coding schemes have been discussed [25, 26]; however, how
these schemes can be practically implemented in a real IoT-ATN nanosystem is
unclear, with size and complexity of the nanosystem being defining factors.

Concurrently, privacy will be a major issue to the users present in the network.
Due to the integration of multiple devices into a single platform, multiple authorities
may have information about who is doing what, which in turn violates the privacy of
the users. Consequently, researchers need to consider such cases in order to preserve
the privacy of the users while integrating multiple devices into a single platform. The
fine-grained control of flows using a software-defined network may be employed to
enhance the security and privacy of network traffic [27].

6.4.4 Standards

Within the scope of the IoT, several technologies are typically connected together, and
different participating industries and parties define different IoT solutions. Hence, the
need to define a standard for IoT to performcommonbackend tasks in order to guaran-
tee levels of interoperability, manageability and portability across various platforms
is important. The same need for standardisation extends to the IoT-ATN, but with the
added requirement that the concerns of parties from the medical science sector be
integrated. Hence, efforts have to bemade to harmonise the regulatory framework for
IoT and medical science, specifically, nanomedicine. The Food and Drug Adminis-
tration regulations/standards and the IEEE Standards Association project, the IEEE
P1906.1 [28], can provide some recommended practice that can be employed in
defining the IoT-ATN standards. The FDA is a federal agency of the United States of
America Department of Health and Human Services responsible for protecting pub-
lic health by assuring the safety, security and efficacy of human and veterinary drugs
and medical products/devices. The IEEE P1906.1 presents guidelines for developing
clear, common definitions and a conceptual framework needed to accelerate, solidify
and guide nanocommunication research towards practical implementation.
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