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1.1 Introduction

With the rise in global population, the increase in the number of medically challenging
diseases and the low number (as well as uneven distribution) of medical personnel,
there is the need for a new approach to global healthcare delivery. In particular, the
lack of clear-cut, permanent cures for cancer, Alzheimer’s disease, human immun-
odeficiency virus (HIV), diabetes, cardiovascular diseases (such as severe coronary
artery disease) and Ebola, as well as the projected increase in the proportion of the
population at risk of some of these diseases [1, 2] means that everyone has something
to worry about.

In his paper titled ‘There’s plenty of room at the bottom: An invitation to enter
a new field of physics’ [3], published in 1959, the physicist and Nobel prize winner
Richard P Feynman stated that there would one day be nanotechnologies with associ-
ated possibilities. Recent advances in nanotechnology have triggered the exploration
of advanced concepts in the field of medicine to address the abovementioned health
challenges. This exploration gave birth to a highly specific medical intervention
termed nanomedicine [4]. Fundamentally, nanomedicine focuses on the diagnosis,
therapy, monitoring and control of diseases at the cellular levels of systems, with a
high degree of specificity. This shift in thinking from contemporary medicine towards
nanomedicine is motivated by the fact that diseases manifest from miniscule activ-
ities in the cells of living organisms such as humans. Typically, disorders in the
activities of a cell or a group of cells result in uncoordinated communication among
many other cells in the body. This is consequential to the pathological manifesta-
tion of subjective evidences such as headache, fatigue, fever and so on—symptoms
of diseases. Hence, the fundamental concept of nanomedicine is that it is insight-
ful and seemingly effective in tackling health challenges at the cellular level [5].
In nanomedicine, nanoparticles (usually 30-300 nm in diameter [6]) are designed
and developed to deliver drug molecules to the disease cells (with minimal adverse
effects to healthy cells), conduct highly precise in vivo disease diagnosis/analysis
on specific cells and identify/mark disease agents in the body for elimination. It has
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found application in many disease therapies, such as in the treatment of cancer [7,
8], Alzheimer’s disease [9], HIV [8], diabetes [10] and cardiovascular diseases [11].

Over the course of treatment for many of these diseases, it has been found that
different individuals may respond differently when subjected to the same treatment.
And even for the same individual with a particular ailment, physiological conditions
often change with time, as is observable in cancer therapy [12]. For instances, intrin-
sic anticancer drug resistance appearing prior to chemotherapy, as well as acquired
resistance due to drug treatment, remain the dominant impediments to curative can-
cer therapy [13]. The same applies to the treatment of Alzheimer’s disease, where
the vast heterogeneity in the disease aetiology involves very complex and divergent
pathways [14]. Hence, there is the need for a personalised nanomedical approach to
disease intervention that is based on the stratification of in-depth individual demo-
graphic and historical information. This personal nanomedicine is also termed tar-
geted nanomedicine.

An important factor that must be noted at this point is the relationship between
information exchange and diseases. Cells in our bodies are constantly sending and
receiving signals, and many pathological conditions arise due to the breakdown
in signalling/communication between or among cells. This is evident from dis-
eases such cancer [15], Alzheimer’s disease [16], multiple sclerosis [17], diabetes
[18], stroke [19], etc. Hence, diseases and their treatments can be addressed using
conventional communication paradigms, approaches, tools and devices. The tar-
geted nanomedicine approach that relies heavily on the principle of information
exchange/communication is termed advanced targeted nanomedicine (ATN). The
rudimentary framework for ATN is molecular communication (MC) engineering.
MC is a communication paradigm that uses biochemical signals to achieve informa-
tion exchange among naturally and artificially created bio-nanosystems over short
distances [20-24].

This chapter presents the role of communication principles, ideas and systems in
understanding and treating diseases. The discussion is extended to concepts such as
molecular communication, nanomedicine and ATN.

1.2 Communication Engineering and Medicine

From the standpoint of evolution theory, the idea that man evolved from molecules
through single-cell and multicell organisms offers us a way of connecting commu-
nication principles to medical interventions. In the illustration presented in Fig. 1.1,
molecules are the centre of the wheel of evolution. At that fundamental level, inter-
actions (communications) exist between the molecules in the forms of covalent and
non-covalent bonding. At the single-cell level, where viruses and bacteria reside,
communications between these organisms are basically achieved by the interchange
of signalling molecules such as in quorum sensing [25] and pheromonal signalling
[26]. The last level is the multicellular level of evolution, where man exists. At this
level, communications among organisms of the same species are achieved using their
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Fig. 1.1 An illustration of
molecules-to-human

evolution *

naturally equipped facilities such as auditory systems, olfactory systems, visual sys-
tems, chemoreceptor systems and mechanoreceptor systems. In the case of man and
some animals, communication is achieved through a syntactically organised system
of signals, such as voice sounds, intonations or pitch, gestures or written symbols
that communicate thoughts or feelings.

1.2.1 Diseases as Breakdown in Communication

Communication at the various level of the evolution wheel is crucial to the contin-
uous and harmonious existence of each species, especially at the single-cell level
and beyond. These organisms communicate in a network format among themselves
to spread knowledge, establishing/improve relationships so as to achieve cohesive
organisation, attain greater productivity, search for food and mates and avoid dangers.
Figure 1.2 illustrates the different levels of communication networks associated with
humans and other multicellular animals. Here, the social communication network
involves person-to-person interactions, which enable humans to spread knowledge,
establish relationships, build cohesive organisation, increase productivity and ulti-
mately ensure survival. For a human to be able to establish a social communication
network, it is required that the network of body organs (brain, liver, heart, lung,
kidney, etc.) must be established and working. In this sense, the entropy required to
work, walk, talk, see, think, live, etc., must be properly ‘exchanged/communicated’
among the organs. These organs are primarily made up of cells, which themselves
communicate over the cellular network. Different organs have different cells that
work collaboratively to achieve the primary task of the particular organ. And each
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Fig. 1.2 Tllustration of the different levels of communication networks associated with humans
(and other multicellular animals)

organ works collaboratively with the other organs to keep the host alive in order to
communicate with other humans to build a more progressive and resilient society.

Typically, any breakdown in the communication among the organs renders the host
organism ineffective and may lead to the death of the host. Implicitly, the breakdown
in communications at the cellular level affects the effectiveness of the host organs
to perform their primary tasks, which invariably affect communication in the entire
organ network and the human at large. The breakdown in communication results
in diseases that usually manifest as observable symptoms. For instance, defects in
pancreatic cells make them unable to produce enough insulin to signal to the muscle,
fat and liver cells the presence of glucose in the blood, resulting in the Type I diabetes
with its attendant symptoms [27]. In Type II diabetes, while the pancreatic cells are
properly functioning, the muscle, fat and liver cells do not respond appropriately to
the insulin signalling [27]. Cell growth and death are strictly controlled by signalling,
and when there is a breakdown in the ability of a cell to respond appropriately to
growth or death signalling, cancer results [15]. Indeed, a large number of diseases
are caused by defective communication within the cellular network.
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1.2.2 Communication Principles: A Tool for the Analysis
of Pathological Conditions

As a breakdown in communication causes diseases, it follows that treatment can be
based purely on re-establishing normal communication at the points of breakdown.
This is the primary objective of medical therapeutic approaches to the treatment of
pathological conditions. Consider a communication network abstracted to represent
a typical electronic communication network as shown in Fig. 1.3a. The network con-
sists of nodes/vertices connected by edges, which are communication links. In an
electronic communication network, these nodes can be mobile phones, computers,
sensors and other communication devices. Typically, in electronic communication
networks, the nodes and the edges are continually and inevitably at risk of being
damaged, thereby disrupting essential services. The damage to network components
might be due to environmental factors, ageing, or technical failure. To re-establish
essential services in a damaged network, the affected components must be repaired
or reconfigured. The service normalisation approach will include identifying the
faulty nodes and edges, repairing them, replacing them and reconfiguring the net-
work (rewiring and re-routing). Various algorithms such as special rings [28], mesh
restoration [29], the p-cycle technique [30], distributed checkpointing and recov-
ery protocol [31] and graph theory [32] have been proposed for the recovery and
restoration of electronic communication networks.

In the same vein, Fig. 1.3b considers the nodes to be cells, tissues and the organs
in the human body and the edges to be blood vessels, lymphatic vessels, nerve fibres
and the extracellular space. And just like in electronic communication networks,
the cellular and organ networks are continually and inevitably at risk of being dam-
aged, thereby disrupting the harmonious working of the body system, resulting in
diseases. The damage to the network components (basically, cells) might be due to

Fig. 1.3 Simplified communication network abstracted to represent, a a typical electronic commu-
nication network and b a communication network of biological nanosystems
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environmental factors (pathogens, extreme weather conditions, etc.), ageing or phys-
ical injury (accidents). To re-establish effective communication across the damaged
links in the network, the affected cells must be repaired or reconfigured. This is the
primary objective of medical therapy. The communication normalisation approach
will include identifying the faulty nodes and edges (disease diagnosis), repairing
the nodes/edges by using medications that target disease cells (cell repair), remov-
ing the effected nodes/edges (surgery) and reconfiguring the network (replacement
surgery, tissue engineering, implants and prosthesis). Therefore, we can borrow the
tools and principles of electronic communication to analyse and address many health
challenges.

Naturally, the cellular network in living organism has the capability to execute
self-reconfiguration to address network restoration. The self-recovery capability is
due to the fact that the network is intrinsically equipped with memory capability to
keep track of the developmental stages of the network components. This enables it to
use information in its memory to repair, remodel and reproduce network components,
or isolate/remove components and reconfigure network links. However, this process
of recovery usually takes a long time, and in most cases, many years—evolution. In
contemporary medical practice, it is desired that the process of network recovery is
achieved within a very short period (seconds, minutes and hours).

On this basis, the first stage in contemporary medical methods for re-establishing
effective communication at the damaged links is to identify the faulty nodes and
edges. This stage is termed diagnosis and is usually carried out in vitro, which
includes taking blood, urine and tissue samples and running lab-based tests. Based on
the results of diagnosis, medications are administered with different modalities such
as ingestion and injection. Sometimes, outright physical removal/repair/replacement
of the defective cells from the network may be necessary, necessitating the use of
surgical operations, which are done using macro tools such as forceps, scalpels,
retractors, haemostats, chisels, drills, curettes, etc.

However, the real-time capability of in vivo diagnosis compared to in vitro diag-
nosis [33, 34], the uncertainty of oral ingestion [35], the drug wastage and increase in
nonspecific toxicity in normal cells of drug delivery by injection [36] and invasive-
ness of the contemporary surgical approach make the existing medical approach to
disease treatment challenging. To address these challenges, a paradigm shift from the
vastly explored macro-medicine to nanomedicine has become a focal point in recent
times. Nanomedicine [4] is geared towards improving the efficiency of medical and
healthcare systems using nanoscale concepts, devices, tools, technologies and tech-
niques. For instance, in traditional drug delivery methods [37] such as intravascular
injection and oral ingestion, the drug particles are eventually distributed throughout
the cardiovascular system from where only a small percentage of the administered
drug particles reach the targeted (pathological) cells and perform therapeutic actions.
Hence, the traditional drug delivery systems result in drug wastage and increase in
nonspecific toxicity in normal cells. Severity in the issue of toxicity is evident from
chemotherapy for cancer treatment, where side effects include alopecia, compro-
mised immunity, fatigue, haemophilia, loss of appetite, painful urination, nausea and
vomiting, nail toxicity and anaemia [38].
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Fig. 1.4 Comparative exposition of some objects from macro- to nanoscales

Using a nanomedical approach, in vivo diagnosis can be conducted, which pro-
vides real-time diagnostic capability. Also, drug localisation to targeted cells is
achieved in nanomedicine by encapsulating, entrapping or encapsidating drug and
therapeutic molecules/particles or agents in nanosystems of nanoscale sizes (see
Fig. 1.4). These drug-carrying nanosystems are mainly conveyed to the targeted
cells in a controlled manner through the cardiovascular system, which ordinarily
carries nutrients to all cells in the body. In the case of cancer treatment, the target-
ing process is often aided by the enhanced permeability and retention (EPR) effect,
which is the property by which nanosystems of certain sizes tend to accumulate in
tumour tissue much more than they do in normal tissues. Also, instead of invasive
surgery, nanorobots can be introduced to the targeted disease cell to perform precise
cellular surgery (nanosurgery) with no or minimal inversion.

1.3 Molecular Communication Engineering

While the progress in nanomedicine over the years is commendable, the translation
of expectations and promises of efficacious results is still challenged by the com-
plexity and heterogeneity of disease sites and routes to the site, among other factors
[5, 39]. These challenges translate to poor pharmacokinetics and inappropriate
biodistribution of the nanomedical nanosystems at the targeted cells after being
introduced into the body. To address these challenges, the obvious approach is to
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have a way of monitoring and coordinating the delivery and activities of sets of
nanosystems from the point of introduction into the body, through the course of their
activities in the body, and until they are eliminated from the body. By adopting such
a strategy, we can develop nanomedical systems that are composed of nanosystems
capable of concurrently providing in vivo therapeutic and monitoring functionalities.
We can also incorporate in vivo diagnostic functionality into such nanosystems.

However, contemporary nanomedical approaches and nanosystems are not capa-
ble of combining these functions. The most that can be achieved at present is the use
of nanosystems with multifunctional capability, which is being considered under the
subject of theranostics [40, 41]. The term theranostics was coined to define ongoing
efforts to develop more specific, individualised therapies for various diseases, and
to combine diagnostic and therapeutic capabilities into a single nanosystem [40].
The generalised structure of a theranostics nanosystem incorporates multifunctional
capabilities such as magnetic particles [42], folate ligands for targeting [43], pH
sensors [44], contrast agents [45], X-ray agents [46] and ultrasonic agents [47].

Nevertheless, the tiny size of nanosystems limits how much functionality can
be incorporated into a single nanosystem. And this invariably limits the range of
functions it can carry out. Compared to conventional computing/communications
systems, the very tiny size of nanoparticles limits their computational capabilities,
which ordinarily enables them to function as secure, standalone multitaskable sys-
tems. Moreover, as can be deduced from our discussion so far, the system design
and operation of the contemporary nanomedical therapeutic systems are such that
the nanosystems are pre-equipped with capabilities that enable them to execute pre-
defined tasks, independent of each other. Hence, to make the system more efficient,
a game changer will obviously be to have various sets of nanosystems, each with
different capabilities and functionalities, working cooperatively to achieve effective
nanomedical solutions. In other words, the nanosystems have to communicate with
each other and with the targeted cells. This idea puts nanomedicine capability into an
entirely new and challenging perspective. The challenges include those associated
with the design and development of nanoparticles that can cooperatively communi-
cate with one another to address health problems. This brings us to the concept of
molecular communication (MC) engineering, which is a communication paradigm
that uses biochemical signals to achieve information exchange among naturally and
artificially created bio-nanosystems within the body. The collaborative communi-
cation capability can offer us the ability to control and even change the course of
an entire nanomedical therapeutic process. Figure 1.5 provides an illustrative com-
parison between a theranostic approach and an MC-based nanomedical approach
to disease treatment. In the theranostic approach, nanosystems with multiple func-
tionalities but no communication capability are deployed, while in the MC-based
nanomedical approach, nanosystems with single/multiple functionalities including
communication capability are deployed.
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Fig. 1.5 Illustration of the difference between a theranostic approach and b MC-based nanomedical
approach for disease treatments

1.3.1 Basics of Molecular Communication Engineering

A communication system inspired by biological systems such as cells, MC has been
proposed as a new communication paradigm that uses biochemical signals to transfer
information from one nanosystem to another over a short distance. MC is realised
through the transmission and reception of biochemical information encoded in the
concentration and type of molecules. However, instead of using the electromagnetic
wave as the information carrier (depicted in Fig. 1.6), information is conveyed by
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Fig. 1.6 Illustrative block diagram of electronic communication system

molecules, and a combination of molecules and electric pulses in the case of ner-
vous signalling, as shown in Fig. 1.7. The same general principle of communication
that applied to electronic communication can be extended to MC, albeit with some
variations.

Since the pioneering work of Suda et al. [20], there has been an increase in
the number of research expositions and articles in MC. Some interesting introduc-
tory/review/survey articles on recent works on MC and its applications can be found
in [5, 21, 48-51]. However, not much attention has been given to research in experi-
mentation and the actual system design/engineering/fabrication of components. This
trend is understandable since MC is still a budding multidisciplinary research area.

1.3.2 Molecular Communication Engineering:
A Nanomedical Tool

MC research and applications can primarily be categorised into abstraction tool and
solution tool as shown in Fig. 1.8.

As an abstraction tool, MC can aid in gaining deep understanding, better represen-
tation, optimum design, proper characterisation, accurate analysis and evaluation of
nanoscale systems and networks. For instance, the MC conceptis used in [52] and [53]
to abstract drug transportation through the cardiovascular system and extracellular
spaces (ECS), respectively. In [54], the various noise effects that cause uncertainty in
the cardiovascular system are analysed, modelled and evaluated from the MC-based
information theory perspective.
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As a solution tool, the MC paradigm can be employed to provide novel ideas,
techniques, methods, technology and devices to address contemporary challenges
in many application areas. In respect of nanomedical applications, MC has been
considered as a platform for overcoming contemporary challenges in targeting and
efficient administration of drugs at the desired locations. For example, a molecular
communication-based TDD solution for the delivery of therapeutic drugs to multiple
disease sites that may or may not express trigger stimuli is presented in [55]. In
[24], an MC model applied to targeted drug delivery, where inactive drug particles
are transmitted and received/processed by means of enzyme catalysis to minimise
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toxicity, is presented. Furthermore, an MC-based structure is proposed in [56] for
combating cardiovascular diseases.

1.4 Advanced Targeted Nanomedicine

Irrespective of the tremendous progress so far, the preclinical studies and clinical trials
of targeted nanomedicine remain detached, particularly due to poor understanding of
the pathological factors, which arises from the dynamics of the disease conditions and
properties. The dynamism stems from the fact that over the course of treatment for
many diseases, it has been found that different individuals may respond differently
when subjected to the same treatment [57]. Moreover, even for the same individual
with a particular ailment, physiological conditions often change with time, as is
observable in cancer therapy [12, 13]. Hence, there is the need for a personalised
nanomedical approach to disease intervention that is based on the individual patient’s
stratified ex vivo and in vivo medical information.

The desire for targeted nanomedicine, the need for combined in vivo diagnostic,
therapeutic and monitoring in nanomedical systems and the ultimate aspiration to
control an entire nanomedical process present an entirely new challenge in nanomed-
ical science. The challenges include obtaining and stratifying the patient’s informa-
tion, using real-time information to control nanomedical processes. The solution
to these challenges can be built upon the principles of communications to acquire,
process and use patients’ real-time medical information to make decisions on treat-
ment course and modalities, as well as control the nanomedical process. Here, we
define this solution under the platform of advanced targeted nanomedicine, whose
framework is illustrated in Fig. 1.9.
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Fig. 1.9 Illustrative framework of advanced targeted nanomedicine solution

1.4.1 Ex Vivo Profiling

Firstly, ex vivo biomarker profiling is conducted, in which the expression levels
of certain genes and proteins in healthy versus pathologic tissues of a patient are
acquired and quantified. This serves to predict how well a given patient might respond
to a given therapeutic intervention, and to quantify any side effects. Genotyping
patients, for instance, has been shown to be highly useful in assuring optimal efficacy
and minimal toxicity [58]. Second, by using the information from gene and protein
profiling and bio-nanoinformatic resources/tools, the comprehensive knowledge of
how the nanomaterials interact with the patient’s biological system is obtained. This
exercise helps in quantifying the toxicity of the advanced targeted nanomedicine
process [59]. The integration of the individual’s medical history and physiological
factors, such as age, race, sex, living environment, nutrition, genetic background,
drug metabolism and health condition into the personalised therapeutic decisions is
also crucial.

1.4.2 Optimal Decision-Making Process

Based on the information from gene and protein profiling, molecular interaction map-
ping, medical/physiological conditions, and existing nanobioinformatic databases,
optimal decisions can be made regarding the modalities for in vivo diagnosis, therapy
and process monitoring. The information can also help in deciding on the appropri-
ate choice of drug molecules, as well as the molecules for communication among
nanosystems. The information from the ex vivo profiling will also be utilised to define
the choice of nanomaterials in the design of nanosystems for the nanomedical pro-
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cess. Further, we can utilise the ex vivo information in the design and development
of the communication components/architecture and networks and for the delivery of
the ATN solutions. The typical ATN communication network may include an in vivo
sub-nanonetwork comprised of interconnected nanosystems that diagnose diseases,
deliver therapeutic molecules to targets and monitor the progress of the ATN pro-
cess. Typical nanonetwork nanosystems include nanotransmitters, nanoreceivers,
nanosensors, molecular switches, nanoattenuators and nanorelays. The communica-
tion between nanosystems at the nanonetwork level is often achieved by means of
molecular signalling and/or electric signalling.

The ATN may also include a body area network [60] of sensors that can help
obtain real-time readings of some biosignals, which can be used to further optimise
the decision-making process and change the course of therapy as desired. Examples
of biosignal readings include electroencephalograph, blood pressure and electro-
cardiograph. For instance, the effect of in vivo nanosystems distribution on blood
pressure and heart rate has to be taken into consideration while deploying nanoparti-
cles/systems for nanomedical applications. Larger forms of communication networks
such as the local area network (LAN), metropolitan area network (MAN) and the
Internet can also be integrated as feedback paths to the ex vivo profiling and opti-
mal decision-making processes systems, and for remote processing, monitoring and
control.

1.4.3 In Vivo Process

The in vivo process involves the practical deployment of the ATN solutions or sys-
tems, as illustrated in Fig. 1.10. Deployments include sets of nanosystems that com-
municate by means of MC to form a nanonetwork. The nanonetwork of optimally
chosen nanosystems (nanotransmitter, nanosensors, nanoreceivers, etc.) is usually
introduced into the targeted site through the cardiovascular network, and is charged
with the task of in vivo diagnosis, therapy and monitoring of the ATN process. The
EEG, ECG, blood pressure and heart rate sensors continuously measure the respective
changes in biosignal readings and transmit the values to the ex vivo and decision-
making information processing systems for improved modification of the ATN pro-
cess. Nanosensor readings and other important information from the nanonetwork
are also fed to the ex vivo and decision-making systems (by physical interaction or
through the local area network via the nanonetwork-to-body area network interface)
for improved modification of the ATN process. The associated communication net-
work solutions involve heterogeneity that is indicative of the diverseness of the types
of signalling in the entire network, which may include molecular signalling, electric
signalling, magnetic signalling and electromagnetic wave signalling.
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