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Abstract. In this paper, we analyze the physical layer secrecy perfor-
mance of a 5G radio frequency energy harvesting (RF-EH) network in
the presence of multiple passive eavesdroppers. In this system, the source
is considered as an energy-limited node, hence it harvests energy from
RF signals generated by a power transfer station to use for information
transmission. Additionally, in order to enhance the energy harvesting
and system performance, the source is equipped with multiple anten-
nas and employs maximal ratio combining (MRC) and transmit antenna
selection (TAS) techniques to exploit the benefits of spatial diversity.
Given these settings, the exact close-form expressions of existence prob-
ability of secrecy capacity and secrecy outage probability are derived.
Furthermore, the obtained results indicate that multiple antennas tech-
nique applied at the source not only facilitates energy harvesting but
also improves secrecy performance of the investigated network. Finally,
Monte-Carlo simulation is provided to confirm our analytical results.

Keywords: Energy harvesting · Maximal ratio combining
Secrecy capacity · Transmit antenna selection · Wireless power transfer

1 Introduction

In recent years, a new solution, namely Radio Frequency (RF) energy harvesting
(EH) has ben proposed for powering wireless devices in 5G network [1–3]. This
technology helps to prolong the lifetime of the devices without recharging or
replacing the batteries which is usually inconvenient or even impossible (e.g.,
medical devices embedded inside human bodies). More importantly, it can bring
energy-constrained communication nodes the possibility of collecting energy and
receiving information simultaneously.

On the other hand, many recent research works have been devoted to physical
layer security (PLS) [4–6]. Unlike the traditional secure methods (e.g., upper-
layer cryptographic protocols), which provide security under the assumptions
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of limited computational capability at the eavesdroppers and error-free physical
link, PLS regarded as a complement to the cryptographic technology, improves
secrecy performance of wireless networks by exploiting the nature of wireless
channels [7,8].

As to the RF-EH network, PLS has been studied to evaluate the informa-
tion security ability of this network [8–14]. Specifically, the works in [8,10] have
addressed secure cooperative communication in RF-EH networks. He et al. [11]
has investigated the optimal placement of the EH node with PLS considerations
by solving two optimization problems: maximizing the average EH power sub-
ject to a secrecy outage constraint and minimizing the secrecy outage probability
subject to an EH constraint. In [12], PLS in single-input single-output (SISO)
simultaneous wireless information and power transfer (SWIPT) system has been
evaluated by analyzing the optimization problems of transmit power allocations
and power splitting ratios. Moreover, to utilize the advantages of spatial diver-
sity, multiple antennas technique has been studied in [13,14]. In particular, the
work in [13] has investigated a MIMO information-energy broadcast system.
The authors have supposed that a multi-antenna source can transmit informa-
tion and energy simultaneously to a multi-antenna information receiver and a
multi-antenna energy receiver, where the energy receiver is considered as an
eavesdropper. Also, they has proposed global optimal solutions to the secrecy
rate maximization (SRM) problem. Furthermore, the authors in [14] have formu-
lated the resource allocation algorithm design for secure MISO communication
systems with RF energy harvesting receivers as a non-convex optimization prob-
lem. Given these studies, it can be concluded that besides reducing the received
signal at eavesdroppers, multiple antennas technique can improve the received
signals at both IRs and ERs. As a result, it can enhance the secrecy performance
and RF-EH. However, to the best of our knowledge, the secrecy performance
analysis for multi-antenna information source considered as energy harvesting
nodes has not been studied.

In this paper, we focus on anlyzing the secrecy performance of a wireless
power transfer system with multiple antennas at the source over Rayleigh fading
channels. In particular, the network consists of one power transfer station, one
energy-constrained source and one destination in the presence of multiple passive
eavesdroppers. The source is equipped with multiple antennas to facilitate the
energy harvesting and information transmission processes, meanwhile all the
remaining nodes have a single antenna. Our contributions can be summarized
as follows. First, we propose a communication protocol which helps to improve
energy collecting capability of the source and secrecy performance of the system.
Second, we derive the exact close-form expressions of existence probability of
secrecy capacity and secrecy outage probability. Third, we evaluate the secrecy
performance of the considered system under the influence of various system
parameters, namely energy harvesting time, energy conversion efficiency, source
location, and average transmit signal-to-noise ratio (SNR). Finally, we confirm
the analytical results by using Monte-Carlo simulation.
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The remainder of this paper is organized as follows. System and channel
model is presented in Sect. 2. Secrecy performance of the considered system is
analyzed in Sect. 3. The numerical results are discussed in Sect. 4. We conclude
our work with future scope in Sect. 5.

Notation: boldface lowercase letters are used to denote vectors. CN (0, N0) is
a scalar complex Gaussian distribution with zero mean and variance N0. E [·]
indicates the expectation operator. |·| and ‖·‖ denote the absolute value and the
Euclidean norm, respectively. Kν (·) stands for the νth – order modified Bessel
function of the second kind.

2 System and Channel Model

In this paper, we investigate a secure communication system with energy harvest-
ing, as illustrated in Fig. 1. The network consists of one power transfer station
denoted by P , one energy-constrained information source denoted by S, one des-
tination denoted by D and K passive eavesdroppers denoted by Ek(1 ≤ k ≤ K).
It is assumed that P , D, and Ek are equipped with a single antenna, meanwhile
S has NS antennas. Our proposed protocol divides the overall communication
process into two phases. In the first phase, source S harvests energy from the
power transfer station P by using MRC scheme to combine the received signals
from NS antennas. In the second phase, source S transmits information to des-
tination D by employing TAS scheme to reduce the signal processing cost and
choose the best antenna which maximizes the instantaneous SNR at the destina-
tion (i.e., maximize channel coefficient of S → D link) [7]. Moreover, we assume
that all the channels subject to Rayleigh distribution.

1 NS

Power Transfer Link 

Information Transmission Link 

Wiretap Link 

Fig. 1. System model for secure communication with energy harvesting.

First, the source S harvests energy from the power station P in the time
duration of by using MRC technique. The power used for the second phase is
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given by [15]

PS =
Eh

(1 − α)T
=

ηαP0‖hPS‖2
(1 − α)dθS

S

=
ηαP0

1 − α
γS , (1)

where, 1 < η ≤ 1 is the energy conversion efficiency which depends on the
rectification process and the energy harvesting circuitry; P0 is the transmit power
of the power station; T is the block time in which a certain block of information
is conveyed from the source node to the destination node; α is the fraction of
the block time in which source S collects energy from the RF signal produced by
the power station P , 0 < α < 1. Considering the link from the power station to
the source, ‖hPS‖2 is the channel power gain following exponential distribution,
with hPS is 1 × NS channel vector between an antenna at the power station
P and NS antennas at the source S, γS = ‖hP S‖2

d
θS
S

, dS is the distance, θS is

the path-loss exponent. The probability density function (PDF) of γS has the
following form [7]

fγS
(x) =

xNS−1e
− x

λS

Γ (NS)λNS

S

, (2)

where, Γ (·) is the Gamma function, λS = [‖hP S‖2]
d

θS
S

.

In the remaining duration of (1 − α) T , the source transmits signal x(t) to
the destination by applying TAS scheme and the signal received at D can be
presented as

y(t) =
√

PShSD√
dθD

D

x(t) + nD, (3)

where, hSD is the channel coefficient of S → D link with |hSD|2 =
max

1≤i≤NS

{
|hSD,i|2

}
, dD and θD are the distance and path-loss exponent of S → D

link, respectively, nD is white complex Gaussian noise, nD ∼ CN (0, N0).
The eavesdroppers try to extract the transmitted information at S without

active attack. The signal received at Ek (1 ≤ k ≤ K) is given by

zk(t) =

√
PS

d
θE,k

E,k

hSE,ky(t) + nE,k, (4)

where, hSE,k is the channel coefficient of S → Ek link, dE,k and θE,k are the dis-
tance and path-loss exponent from source S to the eavesdropper Ek, respectively.
nE,k is white complex Gaussian noise, nE,k ∼ CN (0, N0).

The instantaneous received SNR at the destination D and the eavesdropper
Ek are, respectively, presented as

γSD =
ηαP0‖hPS‖2|hSD|2
(1 − α) N0d

θS

S dθD

D

= aγSγD, (5)

γSE,k =
ηαP0‖hPS‖2|hSE,k|2
(1 − α) N0d

θS

S d
θE,k

E,k

= aγSγE,k, (6)
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where, a = ηαγ0
1−α , γS = ‖hP S‖2

d
θS
S

, γD = |hSD|2
d

θD
D

, γE,k = |hSE,k|2
d

θE,k
E,k

, γ0 = P0
N0

is the

average transmit SNR. The cummulative density function (CDF) of γD and γE,k

are, respectively, given by

FγD
(x) =

(
1 − e

− x
λD

)NS

(o)
= 1 +

NS∑
p=1

(
NS

p

)
(−1)p

e
− px

λD ,
(7)

and
FγE,k

(x) = 1 − e
− x

λE,k , (8)

where (o) is obtained by applying ([16], Eq. (1.111)) for binomial expansion,

λD = (|hSD|2)
d

θD
D

and λE,k = (|hSE,k|2)
d

θE,k
E,k

.

3 Secrecy Performance Analysis

3.1 Preliminaries

In this subsection, secrecy capacity and joint CDF of γSD and γSE,k (1 ≤ k ≤ K)
are presented.

The instantaneous secrecy capacity corresponding to the k-th eavesdropper
is defined as [5]

CS,k = max {0, CSD − CSE,k}

=

{
0, γSD ≤ γSE,k

log2
(

1+γSD

1+γSE,k

)
, γSD > γSE,k

,
(9)

where, CSD = log2(1 + γSD) and CSE,k = log2(1 + γSE,k) are the instantaneous
channel capacities of the legal and k-th eavesdropper channels, respectively.

Lemma 1. Let X and Y be γSD and γSE,k (1 ≤ k ≤ K), respectively. Under
Rayleigh fading, the joint CDF of X and Y is derived as

F
(k)
X,Y (x, y) = 1 − tNS KNS

(t)
Γ (NS)2NS−1

+
NS∑
p=1

(
NS

p

)
(−1)p

Γ (NS)2NS−1

× [
uNS KNS

(u) − vNS KNS
(v)

]
,

(10)

where,
(

NS

p

)
= NS !

(NS−p)!p! is the binomial coefficient, X = γSD, Y = γSE,k,

t = 2
√

y
aλSλE,k

, u = 2
√

px
aλSλD

, v = 2
√

pλE,kx+λDy
aλSλDλE,k

.

Proof. See AppendixA.
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3.2 Existence Probability of Secrecy Capacity

At this point, we investigate the existence probability of secrecy capacity (PCS),
which is one of the important measures to evaluate the secrecy performance of
a wireless network. For the k-th eavesdropper, it is computed as

PCS,k = Pr(CS,k > 0)

=

∞∫

0

x∫

0

fγSD,γSE,k
(x, y)dydx

=

∞∫

0

[
∂FγSD,γSE,k

(x, y)
∂x

]

y=x

dx.

(11)

Proposition 1. In the presence of K eavesdroppers, the existence probability of
secrecy capacity of the considered system over Rayleigh fading channels can be
derived as

PCS =
K∏

k=1

NS∑
p=1

(
NS

p

)
(−1)p+1

λD

pλE,k + λD
. (12)

Proof. See AppendixB.

3.3 Secrecy Outage Probability

Another prominent measure which is used to evaluate the secrecy performance
is secrecy outage probability (POut). It is defined as the probability that the
instantaneous secrecy capacity less than a given secrecy transmission rate, R > 0.
Given the definition, POut is formulated by (for the k-th eavesdropper)

POut,k = Pr(CS,k < R)

=

∞∫

0

2R(1+y)−1∫

0

fγSD,γSE,k
(x, y)dxdy

=

∞∫

0

[
∂FγSD,γSE,k

(x, y)
∂y

]

x=2R(1+y)−1

dx.

(13)

Proposition 2. In the presence of K eavesdroppers, the secrecy outage prob-
ability of the considered system over Rayleigh fading channels can be derived
as

POut = 1 −
K∏

k=1

NS∑
p=1

(
NS

p

)
(−1)p+1

λD

Γ (NS) 2NS−1 (p2RλE,k + λD)

×
⎡
⎣2

√
p (2R − 1)
aλSλD

⎤
⎦

NS

KNS

⎡
⎣2

√
p (2R − 1)
aλSλD

⎤
⎦ .

(14)

Proof. See AppendixC.
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4 Numerical Results and Discussion

In this section, numerical results in terms of the existence probability of secrecy
capacity (PCS) and the secrecy outage probability (POut) are presented to clarify
the physical layer secrecy performance of the considered system.

Fig. 2. PCS vs. Gd with α = 0.5, η = 1, dS = 2 (m), θS = θD = θE = 3, γ0 = 10 (dB).

Accounting for the path-loss exponent of the wiretap links, we set θE,1 =
θE,2 = ... = θE,K = θE . Furthermore, K eavesdroppers are randomly located
(following uniform distribution) in a circle of radius 5 (m) from the source.
To evaluate the impact of the distances dD and dE,k (1 ≤ k ≤ K) on the
secrecy performance parameters (PCS and POut), we define a factor Gd = dD

dE
,

with dE = min
1≤k≤K

{dE,k}. It can be seen that when Gd < 1, the position of

the destination is closer to the source than that of all the K eavesdroppers.
Additionally, as Gd > 1, some of eavesdroppers or all of them are placed closer
to the source than the destination.

Figures 2 and 3 plots PCS and POut versus Gd, respectively. Moreover, dif-
ferent values of NS and K are considered in these figures. It can be seen that
while the larger number of antennas at the source (NS) leads to the growth of
the secrecy performance (PCS increases and POut decreases), it decreases (PCS

decreases and POut increases) with respect to the upward trend in the number
of eavesdroppers (K). Moreover, we can see that the increase in Gd makes PCS
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Fig. 3. POut vs. Gd with α = 0.5, η = 1, dS = 2 (m), R = 1 (bit/s/Hz), θS = θD =
θE = 3, γ0 = 10 (dB).

degrade and POut upgrade. This can be explained that the greater Gd is, the
larger S → D distance is, hence the capacity of legal channel is much smaller
than that of illegal channels. When Gd → 0 then PCS → 1 and POut → 0, and
when Gd > 1 then PCS → 0 and POut → 1.

As can be seen from (12) and (14) that PCS does not depend on α, η and γ0
(i.e., it is not influenced by the amount of harvested energy at the source) but
POut is observed as a function of these system parameters as shown in Figs. 4
and 5, respectively. Specifically, it is apparent from Fig. 4 that when α and η
scale up (i.e., the amount of harvested energy increases) then POut scales down,
hence the secrecy performance of the considered system is improved. The similar
conclusions is also obtained when γ0 increases as illustrated in Fig. 5.

Generally, from the aforementioned results (in Figs. 2, 3, 4, and 5), one can
conclude that the secrecy performance of the considered system is better with
the increase in the number of antennas as well as the amount of harvested energy
at the source. Furthermore, the presence of multiple eavesdroppers makes the
secrecy performance get worse. Finally, our analysis is confirmed by the excelent
match between the analytical and simulation results.
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Fig. 4. POut vs. Gd with NS = 2, K = 3, dS = 2 (m), R = 1 (bits/s/Hz), θS = θD =
θE = 3, γ0 = 10 (dB).

Fig. 5. POut vs. γ0 with α = 0.5, η = 1, NS = 2, K = 3, dS = 2 (m), R = 1 (bit/s/Hz),
θS = θD = θE = 3.
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5 Conclusion and Future Scope

In this paper, we have investigated a RF-EH network under the secure communi-
cation over Rayleigh fading channels, in which the energy-constrained source is
equipped with multiple antennas. Furthermore, the MRC and TAS schemes have
been employed at the source to exploit the benefits of multiple antennas. To ana-
lyze the secrecy performance of the considered system, we have derived the exact
close-form expressions of existence probability of secrecy capacity and secrecy
outage probability. Also, by means of these analytical results, the impact of var-
ious system parameters, such as energy harvesting time, energy conversion effi-
ciency, source location, and average transmit SNR, on the secrecy performance
have been evaluated. Furthermore, our results have showed that by applying
multiple antennas at the source and using MRC as well as TAS techniques, both
secrecy performance of the considered system and EH capability of the source
are improved.

In the future work, we will extend this system model to multiuser schedule
scheme with hybrid energy harvesting architecture, i.e., the combination of time
switching and power splitting, to improve the secrecy performance of wireless
networks.
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Appendix A: Proof of Lemma 1

According to the probability definition, the joint CDF of X and Y is given by

F
(k)
X,Y (x, y) = Pr (X < x, Y < y)

= Pr
(

γD <
x

aγS
, γE,k <

y

aγS

)

=

∞∫

0

FγD

( x

az

)
FγE,k

( y

az

)
fγS

(z)dz.

(A.1)

Substituting (2), (7), and (8) into (A.1) and then using ([16], Eq. (3.471.9)),
the final result is obtained as shown in (10).

www.newtonfund.ac.uk/
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Appendix B: Proof of Proposition 1

By employing ([16], Eq. (6.561.16)) and ([16], Eq. (8.486.14)), (11) is expanded
as

PCS,k =
∞∑

p=1

(
NS

p

)
(−1)p2p

Γ (NS) 2NS−1aλSλD

⎧
⎨

⎩

∞∫

0

vNS−1
x KNS−1 [vx] dx

−
∞∫

0

(u)NS−1KNS−1 (u) dx

⎫
⎬

⎭

=
∞∑

p=1

(
NS

p

)
(−1)p

Γ (NS) 2NS−1

⎧
⎨

⎩
pλE,k

pλE,k + λD

∞∫

0

tNSKNS−1 (t) dx

−
∞∫

0

tNSKNS−1 (t) dx

⎫
⎬

⎭

=

∞∑

p=1

(
NS

p

)
(−1)p+1λD

pλE,k + λD
,

(B.1)

where, vx = 2
√

(pλE,k+λD)x
aλSλDλE,k

and u = 2
√

px
aλSλD

.
In the presence of K eavesdroppers, the existence probability of secrecy

capacity is given by

PCS = Pr (CS,1 > 0, ..., CS,K > 0)

=
K∏

k=1

Pr (CS,k > 0).
(B.2)

The final result of PCS in (12) is obtained by substituting (B.1) into (B.2).

Appendix C: Proof of Proposition 2

Similar to the process of calculating (11) in AppendixB, the integral in (13)
is solved by the help of ([16], Eq. (6.561.16)) and ([16], Eq. (8.486.14)) and the
result is indicated in (C.1) as follows:
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POut,k =
2

Γ (NS) 2NS−1aλSλSE,k

⎧⎨
⎩

∞∫

0

(t)NS−1KNS−1 (t) dy +
NS∑
p=1

(
NS

p

)
(−1)p

×
∞∫

0

[w]NS−1KNS−1 [w] dy

⎫
⎬
⎭

=
1

Γ (NS) 2NS−1

⎧
⎨
⎩

∞∫

0

tNS KNS−1 (t) dt

+
NS∑
p=1

(
NS

p

)
(−1)p

λD

p2RλE,k + λD

∞∫

u

tNS KNS−1 (t) dt

⎫⎬
⎭

= 1 −
NS∑
p=1

(
NS

p

)
(−1)p+1

λD

Γ (NS) 2NS−1 (p2RλE,k + λD)

×
⎡
⎣2

√
p (2R − 1)
aλSλD

⎤
⎦

NS

KNS

⎡
⎣2

√
p (2R − 1)
aλSλD

⎤
⎦ ,

(C.1)

where, t = 2
√

y
aλSλE,k

and w = 2
√

(p2RλE,k+λD)y+pλE,k(2R−1)
aλSλDλE,k

.

For K eavesdroppers, the secrecy outage probability is computed as

POut = 1 − Pr (CS,1 ≥ R, ..., CS,K ≥ R)

= 1 −
K∏

k=1

Pr (CS,k ≥ R)

= 1 −
K∏

k=1

[1 − Pr (CS,k < R)].

(C.2)

Substituting (C.1) into (C.2), the final result of POut in (14) is derived.
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