q

Check for
updates

The Benefits of Modeling Software-Related
Exceptional Paths of Business Processes

()

Krzysztof Gruszczynski— ~ and Bartosz Perkowski

Department of Information Systems, Poznan University of Economics
and Business, al. Niepodlegtosci 10, 61-875 Poznan, Poland
k. gruszczynski@live. com

Abstract. A business process is a collection of activities leading to increase
customer’s satisfaction. With organizations depending on the software’s relia-
bility, this satisfaction might be dramatically reduced with the growing number
of failures that might harm the business process related to the client. In this
paper, we identify the reasons for organizations to model their business pro-
cesses including exceptional paths. We begin with the summary of existing
research on benefits of business process modeling. Then we analyze current
status in the subject of techniques and tools for mapping exceptional paths in
process. By carrying out a case study, we verify what conditions should be met
for the organization to gain benefit from visualizing the process paths taken as a
result of software failure occurrence.
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1 Background

A software without defects, supporting execution of business processes, would be a
priceless asset for every organization operating on many different applications every
day. Every software failure generates a cost for the organization, therefore defects in
the source code of application should be prevented. But in the real life, it is almost
impossible to create a fully reliable software. Failures introduce chaos to the world of
business processes, where the standard paths of process are visualized. Is devoting time
on mapping other — exceptional paths, profitable?

Analyzing existing approaches to identify and classify benefits of applying business
process modeling was the first stage of this research. During this phase, based on the
literature analysis performed, we discovered three categories of benefits. The most
common is the possibility to analyze, measure and optimize existing processes. Sec-
ondly, creating shared knowledge of how the organization works is also a valuable
advantage of applying business process modeling tools and techniques. Additionally,
organizations begin to perceive the role of business process models in developing
software solutions by providing more reliable requirements.

Business process modeling is the activity of creating representations of organiza-
tion’s current and future business processes [3], thus being an effective technique for
analyzing and improving them [1]. Creating business process models is the essential
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step for the organizations, having an aim of applying business process management
methods [4]. The elementary information, that a business process model consists of, is
the flow of activities in the process. More information (like performance metrics) can
be added to the model to allow for a more thorough analysis [4]. By using visual-
izations of business processes, it is possible to discover bottlenecks and implement
simplifications to overwhelmed business processes. Those activities lead to achieve
higher customer satisfaction and responsiveness to customer demands [5].

Optimizing business processes is a significant benefit, but applying business pro-
cess modeling also affects current processes being performed at the moment [1]. One of
the main goals of implementing business process modeling is performing conformance
checking to verify, if the process is executed as desired. Also, it emphasizes under-
standing of the performance metrics and the flow of activities more clearly than
standard text, data tables or charts, thus allowing for a more complex quality
description [5].

Another advantage of modeling business processes is the creation and promotion of
an organization’s shared meaning between internal and external stakeholders involved
in the business process, by using process models [1, 14]. According to [5], business
process modeling allows formalizing existing knowledge, increasing its reusability and
reducing the cost of knowledge transfer. With business process models being more
available to all participants in the process, it is easier for them to solve problems of how
activities should be performed and why [9].

Through business processes being often the core of software systems, business
process models are widely used as a guide for developing new features or creating
applications supporting organization’s activities. Business process models are usually a
valuable source for requirements analysis, thus providing reliable specifications for
developing software [11, 13]. They also allow the identification of processes with the
need for automation [8].

A complex research in identifying benefits of implementing business process
modeling was conducted by [4]. As a result, they discovered 10 most compelling
benefits and ordered them by relevance for 3 groups of stakeholders — academic,
practitioners and vendors. The highest ranks are achieved by the following benefits:
process improvement possibilities, a better understanding of business processes and
enhanced communication between business process stakeholders. It is worth noting,
that for different groups of stakeholders, ranking lists of benefits also differentiate.

[9] in their paper explored the reasons for organizations to use process mapping
software. They collected data by telephone interview with project managers responsible
for process mapping solutions in their organizations. They resulted in a complex
classification scheme of benefits with descriptions and 21 reported factors. Results were
also analyzed by the sector of the industry of each respondent, thus allowing for
identification of the most desirable benefits or business process modeling for each
group. Some of the identified benefits are reduced auditing costs, creating a framework
for major facility development and sharing knowledge base.

The main goal of this stage of our research was to explore existing literature, that
reveals advantages of modeling business processes. It is common for most papers
treating business process modeling to present at least fundamental benefits perceived
by most stakeholders, who analyze or execute business processes. Additionally, there is
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literature regarding thoroughly this matter, depicting more complex classifications of
profits for different groups of interests. The outcome of this stage will be used while
carrying out a case study in this research.

2 Modeling Business Process Exceptional Paths

The essence of every business process model is the flow of activities adding value to
the organization. Therefore, the “happy path” of the process describes how should the
process be executed as desired. But in the real life, the situation is often much more
complicated. An exception caused by internal or external factor might be the trigger for
the process to run its unwanted path. Those undesired situations are usually not con-
sidered in the business process models [12]. In most cases, they require human control
to be completed [10].

One of the most important reasons to include undesired scenarios in the process
model is the possibility to monitor all varieties of a process with performance indicators
set up [12]. Modeling exceptional circumstances allows analyzing the process fully and
verifying if exceptions are handled correctly and efficiently [6]. That leads to the
process optimization and increasing its reliability by uncovering the main vulnerabil-
ities and the ways they are being dealt with. But including too many exceptional paths
in the model with low occurrence rates might cause the overflow of information and
decrease the usability of a model, especially if the business logic is mixed with
exception handling procedures [2]. That significantly reduces the possibility for
stakeholders to understand and analyze the modeled process.

[12] in their paper introduce the concept of mal-process — a collection of activities
executed intentionally, potentially harmful to the organization. Modeling those unde-
sired branches of the normal process increases the organization’s understanding of
what really happens, when problems arise and allows measuring those cases. Handling
unexpected exceptions in processes is thoroughly described in [7]. They propose a
framework for workflow systems supporting unstructured actions executed beyond the
model. Exception handling functions, diagnosis, and strategies can also be found there.

To avoid manual operations in handling exceptional flows of business processes,
[2] presents a dynamic and flexible model based on worklet — “a small, discrete
workflow process that acts as a late-bound sub-net for an enabled workitem” [2]. Using
a service-oriented architecture of YAWL, their solution consists of sub-services
dynamically selecting a proper process path and handling exceptions at runtime. That
allows maintaining clarity in process models with business logic in the middle and a
separated set of exceptional flows automatically included in the model when an
exception occurs.

[6] introduces common patterns for modeling exceptional paths in business pro-
cesses for 3 modeling notations. Each pattern features a description and illustrations in
UML, BPMN, and Little-JIL. Patterns rely on 3 exception handling behaviors —
selecting an alternative path, inserting an additional task and canceling the process.
They increase consistency of modeled processes and provide common solutions for
modeling exceptional scenarios.
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The purpose of this section was to investigate motivation for including unwanted
paths in business process models. Modeling undesired process flows is a complex
activity that might create additional value allowing an organization to work better.

But organizations must be cautious, as it is also possible to cause damage by
lowering readability of existing process models. Different techniques and patterns
supporting modeling exceptional scenarios were also analyzed, we will use them fur-
ther in our research.

There is a lack of existing research regarding strategies for handling exceptions that
occur while executing a given process step. Thus our approach cannot be com-pared
with other results. We plan to expand our research on other use cases in future to verify
the business value of our study more thoroughly.

3 Case Study

3.1 Collecting Data

To verify the need for modeling exceptional paths in a process model, we carried out a
case study on a real data collected from KRUK group — one of the leading enterprises
on the European debt collection market. For our analysis, we selected a process of
verifying clients email address. The data for our case study comes from three different
sources: software failure tracking system (BugTracker), the main system used in
KRUK Group (Delfin) and the source code of applications stored in subversion system
(SVN). We also asked domain experts (both software developers and system owners)
for their help in modeling the process correctly.

The main work during this stage was to collect proper data from failure collection
system. BugTracker stores over 2 million records of failures from all applications used
in KRUK Group. Our need was to extract the failure data that comes from two
applications — Delfin, which is used by the contact center employee to start a process
and EmailVerifier, which is used by the client and is accessible over the Internet. We
followed these steps:

1. Extraction of data regarding Delfin and EmailVerifier from the whole failure data
set.
With this achieved, we had the proper data from the system used exclusively in
email verification process (EmailVerifier) and a large volume of data recorded from
other operational processes using Delfin system.

2. Selection of the main data attributes needed for further analysis.
Within the primary extraction, we ended up with data described by 38 attributes.
We chose the minimum set of attributes valuable for the process analysis (Table 1).

3. Filtering records from Delfin failures data set not connected with the email verifi-
cation process.
We eliminated from our set all elements that were generated during execution of
other processes. We left failure records generated from the software module used in
email verification process and additionally filtered them by text using keyword
“verif”.
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Table 1. Sample data from the failure tracking system.

Failure |System |Error | User Message Type name
id id date | comment
2777556 | Delfin 2017- | During Sending Kruk.Delfin.Email.
09-21 | sending email failed EmailNotAddedToEmail
12:08 | verification QueueException
email
2639528 | Delfin 2017- | Unable to | Status HTTP Kruk.Delfin.Email. Bad
07-17 | send 400: Bad Request RequestException
14:19 | verification
link to the
client
2584108 | EVerifier | 2017- | NULL Procedure or function | System.Data.SqlClient.
06-02 ‘DEL_EContactIn SqlException
17:39 CaseLog_Add’ expects
parameter
‘@EContactIn
Caseld’, which was
not supplied
2553908 | EVerifier | 2017- | NULL A network-related or System.Data.SqlClient.
05-14 instance-specific error | SqlException
22:03 occurred while
establishing a
connection to SQL
server

After we had prepared proper data from failure tracking tool, we were able to
continue our research on the process model analysis. Our list of failure data consisted of
396 records from 3 different methods in the source code of applications, meaning that
99.75% of email verifications process instances executed as desired, without failure
occurrence. But the remaining 0.25% was the target of further analysis.

3.2 Business Process Model Analysis

The aim of the investigated business process is to confirm the correctness of client’s
email address stored in KRUK’s database. If the email address becomes verified, the
company will use it to contact the client. The email verification process begins after
contact center employee receives an email address from the client with a data pro-
cessing agreement. After the employee submits the received data to the system, a
unique link to the verification website is generated. The employee prepares an email
content that will be sent to the client with a generated unique link. When the client
receives an email from KRUK, he opens the embedded link in the web browser. The
verification system opens and the client is asked to select the type of data that will be
used for validation (for example date of birth). The verification system compares data
submitted by the client with data stored in the database. If they match, client’s email
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address will become verified and will be used as a way of communication with the
client. For the needs of our study, we modeled business process using BPMN (Fig. 1).
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Fig. 1. Email verification business process model.

With the data from the failure tracking system, we were able to identify 3 activities
of the process that were the most error-prone (Table 2). With the help of domain
experts, we modeled exceptional paths to identify steps taken to remove defects
causing failures. All failures occurring during the execution of the email verification
process involve IT staff as the only servicemen capable of removing the defect. When a
failure occurs, the process starts from the beginning and requires participation of a
contact center employee.

In Sect. 2 we discussed benefits of modeling business processes. In our case study,
we focused on the exceptional paths in the process to verify the need for modeling
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Table 2. Activities with failure occurrences.

Activity Number of Solution Caller Impact on the
failures process
Provide verification 37 Request IT Client Repeating the
data support process
Send verification 114 Request IT Employee | Repeating the
email support process
Search for data to 245 Request IT Client Repeating the
compare support process

them. We identified 396 failure records regarding the analyzed process, meaning that
396 process instances were repeated. Given this, in addition to the process model
extended with exceptional paths, KRUK stakeholders benefited with:

1. The common understanding of how the process is executed in the real life.
Software developers involved in developing the email verification product and
process experts realized the scale of the problem with failures and the lack of
automation in removing them. The model also helped to visualize that too many
failures occur when the company’s client uses the product.

2. Identification of bottlenecks and a good starting point to provide root cause analysis
optimizing the process.

Including exceptional paths in the process model allows not only to improve the
process but also to make it more secure and reliable. When software defects are
eventually fixed, the process model can be simplified to increase its readability.

4 Conclusions and Future Work

One of the key aspects of business process management is the business process
modeling. It is vital to visualize activities performed during the process execution to
achieve benefits mentioned in [1, 3-5, 11]. Those are above all efficient knowledge
management, process improvement directions and clearer definitions of software
requirements.

In our research, we aimed at mapping the aforementioned benefits on the reasons of
modeling exceptional paths in business process models which are taken as a result of
software failure. We carried out a case study based on the real data provided by a debt
collecting company and analyzed one of the core processes regarding managing client’s
personal information. We extracted data from the failure tracking system, we modeled
business process and connected failure occurrence records with proper steps in the
process. A report with conclusions presenting paths of investigated process and mea-
sures was provided to process expert and software developers in KRUK. As a result,
proper steps were taken to enhance system’s reliability.

It is worth mentioning that though gaining benefits from mapping exceptional paths
in business processes caused by failures is possible, estimating this activity’s cost is
fundamental. It requires knowledge of domain experts and software developers to
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create a process model and visualize how the process behaves when problems occur.
This kind of knowledge doesn’t usually exist at the primary stage of designing process
— it is acquired by executing more process instances and requires monitoring. Also,
when the failure occurrence rate is extremally rare or defects are entirely removed from
source code after their first occurrence, visualizing additional steps in the process
model might decrease its readability.

In our future research, we will try to measure and compare the cost of standard
process path with the cost of the exceptional path. This information will provide the
basis for stakeholders of the business process to decide if removing defects in software
is profitable according to the incurred cost of failures. This will allow for the more
balanced direction of developing the organization’s internal software.
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