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Abstract. Role-based Access Control (RBAC) and Attribute-based
access control (ABAC) are the most widely used access control models
for mediating controlled access to resources in organizations. In RBAC,
permissions are associated with roles, and users are assigned to appropri-
ate roles. Therefore, it is imperative that a proper set of roles is necessary
for the efficient deployment of RBAC. Most organizations possess a set of
existing user-permission assignments which can be used to create appro-
priate roles. This process, known as role mining, is an important and
challenging task in the deployment of RBAC in any organization. On
the other hand, in ABAC, the access decisions depend on the attributes
of the various entities and a set of authorization rules (policies). The
efficiency of an ABAC model relies upon the strength and correctness of
the authorization rules. Similar to role mining in RBAC, the process of
constructing an appropriate set of ABAC authorization rules, known as
policy engineering, is crucial for the implementation of ABAC. Regard-
less of the differences in RBAC and ABAC, the problems of role mining
in RBAC and policy engineering in ABAC are quite similar and equally
important for the corresponding access control models. In this chapter,
we explore the role mining problem and the policy engineering problem
along with their existing solution strategies and identify future directions
of research in these two areas.
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1 Introduction

The workflow of any organization depends on the continuous and consistent exe-
cution of the assigned tasks by all the employees belonging to that organization.
The execution of these tasks, in turn, requires that each and every employee
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be given the necessary authorizations and privileges. Employees can acquire the
relevant permissions based on some predefined rules, policies and mechanisms.
These rules, policies and mechanisms need to ensure not only that each user
is given all the required permissions but also that no user is given any extra
privilege. Failure to ensure the first aspect may lead to discontent among users
or at most, may create some sort of hindrance in the smooth execution of tasks.
However, failure to take care of the second aspect will most definitely lead to
serious security breaches which can cause far more severe damages than displea-
sure or discontinuity in organizational workflow. Thus, the rules, policies and
mechanisms need to be enforced properly so that none of the above mentioned
adverse scenarios occur at any point of time.

Several access control models have been proposed over the past years. Of
these, the Role-Based Access Control (RBAC) model [24,74] has become a pop-
ular and prominent model since the last decade of the 20th century. Roles are
the central elements of the RBAC model. A role is a collection of permissions.
Each user is assigned one or more permissions. Hence, in RBAC, users acquire
the requisite permissions through their assigned roles. The advantage of RBAC
is that it creates an intermediate layer between the users and the permissions
thereby, adding a level of stability to the somewhat volatile relationships existing
among the users and the permissions. The assignment of permissions to users
can vary quite frequently with time, but the membership of a user to a role
or the composition of a role is likely to vary infrequently. As a result, RBAC
significantly reduces the administrative cost. To successfully implement RBAC,
it is necessary to create a set of roles. Role mining is one of the techniques to
create roles.

Like any other access control model, RBAC also is not without some
drawbacks. RBAC, though being a very appealing choice in case of intra-
organizational access control, becomes unsuitable for scenarios where inter-
organizational access control is to be considered. The primary reason behind
this is that the nature of the roles as well as the permissions present in them
may not be uniform across organizations. Thus, the same role will assign different
permissions to users in different organizations. In order to cater to the needs of
the diverse inter-organizational interactions, the Attribute-Based Access Control
(ABAC) model [34,36,41] was proposed.

Attribute-Based Access Control (ABAC) [35] is rapidly emerging as the
desired access control model for providing restricted access to organizational
resources and to cater to the needs of inter-organizational access control. This
model was proposed as a general model which offers all the benefits of the existing
access control models, like Discretionary Access Control (DAC) [54], Mandatory
Access Control (MAC) [73], and Role-Based Access Control (RBAC) [74]. ABAC
mediates access based on the attributes of the requesting user, the requested
objects and the environment in which the request is made. ABAC essentially
depends on defining a policy consisting of many rules, which are evaluated for
deciding access to resources. Thus, for effective working of ABAC, an appropri-
ate set of rules is required to be created. Since a majority of the organizations
already have a set of accesses which represent the resources accessible by each
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user, this information can be capitalized to form a set of rules. Also, rules can
be constructed by careful evaluation of the different business processes of the
organization. This process, known as policy engineering, is a major challenging
task in the overall process of implementing ABAC in any organization. In recent
years, a number of policy engineering methods have been developed, which con-
sider basic components as well as the different features of the ABAC model.

In this chapter, we focus on the two above mentioned access control models.
We shall outline some preliminaries related to the models as well as discuss sev-
eral aspects regarding the policy engineering work in these two models. Specif-
ically, Sect.2 discusses overview of RBAC, and the different role engineering
techniques. In Sect. 3, we first present certain preliminaries related to the ABAC
model followed by a detailed discussion of the different ABAC policy engineering
techniques. Finally, Sect. 4 concludes the chapter.

2 Policy Engineering in Role-Based Access Control
(RBAC)

In this section, we first present a brief overview of the RBAC model in Sub-
sect. 2.1. This is followed by a discussion on role engineering and role mining in
Sub-sects. 2.2 and 2.3 respectively. Sub-sects. 2.4 and 2.5 focus on the different
unconstrained and constrained variants of the role mining problem respectively.
Future directions of research in role engineering and role mining are highlighted
in Sub-sect. 2.6.

2.1 Overview of the Model

In this sub-section, we discuss the basic concepts related to the RBAC model.
The components that constitute the model are as follows [74]:

— a set of users U

a set of roles R

— a set of sessions S

— a set of objects OBJS

— a set of operations OPS

— a permission set P such that each member of P is a tuple (op, obj) such that
op € OPS and obj € OBJS

— a user-role assignment relation UA representing the individual role assign-

ments of each user. UA C U X R

a function assigned_users : R — 2Y, the mapping of the set R onto the

powerset of U. This function is used to derive the set of users to whom a

particular role has been assigned. Thus, assigned_users(r) = {u | (u,7) €

UA}

— a role-permission assignment relation PA depicting the composition of each
of the roles in terms of their constituent permissions. PA C R X P
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— a function assigned_permissions : R — 2F, the mapping of the set R onto
the powerset of P. This function is used to determine the permissions included
in a specific role. Thus, assigned_permissions(r) = {p | (r,p) € PA}

— a partial order called role hierarchy RH which is a subset of R X R. RH
captures the relationships among the senior and the junior roles

— a collection of several semantic constraints like mutually exclusive roles, car-
dinality constraints, etc.

The operations that can be carried out on the objects are represented in the
form of the abstractions known as permissions. The set of roles assigned to each
user is captured in the user-role assignment relationship UA and the permission
set included in each role is depicted using the role-permission assignment rela-
tionship PA. RBAC is not a linear monolithic model. Therefore, relationships
exist not only among users and roles and roles and permissions, but also among
the roles themselves, thereby creating a hierarchy among the roles. A natural
extension of this hierarchy is the notion of senior and junior roles. The role hier-
archy seamlessly captures the hierarchical structure existing in any organization.
The membership of a user to a senior role implies his/her implicit assignment
to the related junior roles as well as the acquisition of the permissions included
in each of the junior roles. The constraints present in RBAC adds a semantic
flavor to it. Constraints reflect several organizational aspects which may or may
not relate directly to the security aspect of the model. Mutually exclusive roles
ensure that a single user is never allowed to perform all the tasks related to a
sensitive job. Cardinality constraints like the highest number of roles that can
be assigned to a user or the maximum number of users to whom a particular
role can be assigned balance the workload among the different users whereas
constraints like the maximum number of permissions permissible per role and
the number of roles in which a permission can be present help to make sure that
the permission distribution across the roles is uniform.

In order to successfully and effectively implement RBAC, any organization
requires to come up with a set of roles. These roles should capture all the per-
mission assignments of the users as well as specific organizational needs. Role
engineering is the process of creating the required set of roles [4,11,18,76]. The
major cost of deploying RBAC involves the process of role engineering according
to a NIST report [69]. We discuss role engineering in the next sub-section.

2.2 Role Engineering

Role engineering plays a pivotal role in the successful deployment of RBAC. In
order to implement the RBAC model, a set of roles is required which ensures
that all the users possess the relevant permissions to execute their designated
tasks. Also, it needs to be ensured that only these permissions are made avail-
able to the users. Any fault in the role creation process may either cause some
hindrances for some users when they try to access certain resources or may result
in unauthorized accesses. All kinds of errors in the role generation process that
lead to the second scenario should be removed completely in order to ensure the
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proper functioning of the system. In addition to creating a set of roles, role engi-
neering can also take into account several constraints and determine a hierarchy
among the roles. Role engineering can be broadly categorized into two types - (i)
top-down [68,70] and (ii) bottom-up [21,52,82]. We next discuss each of these
two approaches to role engineering in detail.

Top-Down: Top-down role engineering approach begins by analyzing the struc-
ture of the organization to identify the business processes that constitute its
workflow. On deeper analysis, these business processes are found to be com-
posed of job functions each of which in turn binds together a specific number of
tasks. A certain set of permissions is required to carry out each task successfully.
Once the permissions necessary for carrying out the tasks are identified, these
permissions are put together to create the individual roles. Thus, in the top-down
approach, starting from the top-level organizational structure, the business pro-
cesses and job functions are repeatedly decomposed to find out the lowest level
of granularity of access control, i.e., the permissions for determining the role set.

This methodology of role creation was first introduced by Coyne [18]. Sub-
sequently, several others also put forth processes of role creation that corre-
lated organizational theory with RBAC concepts [19] or was based on UML
concepts [22,23,76]. Kern et al. [43] amalgamated the concept of role life cycle
with role engineering. Other top-down role engineering approaches that have
been proposed include process-oriented role engineering [70] and scenario-driven
role engineering [4,68,78].

The top-down role engineering approach fails to take into account the existing
permission assignments of the users of the organization and may end up creating
roles which require changes to be made in these assignments. The consequent
revocation and re-assignment of roles may create a sense of apprehension or
even aversion among the employees and may ultimately hamper the smooth
working of the organization. Moreover, the top-down approach requires a massive
amount of human effort and hence is prone to intentional or unintentional errors.
Also, since human effort is involved in top-down role engineering, it is not a
scalable approach when hundreds or thousands of business processes, users and
permissions are present. However, efforts have been made to automate top-down
role engineering [67] so as to eliminate the human factor from this method.

Bottom-Up: Bottom-up role engineering was proposed as an alternative to
top-down role engineering so that the former did not suffer from the drawbacks
of the latter approach. Role mining [21,25,52,79,82] is a bottom-up technique
of role engineering. Role mining starts at the permission level by considering the
existing permission assignments of the users of the organization. The permis-
sion assignment information of the users is represented using a user-permission
assignment or UPA relation. The UPA is a many-to-many relation since each
user can be assigned more than one permission and each permission can be
made available to more than one user. Role mining takes as input the UPA and
produces two many-to-many relations - one is the user-role assignment (UA)
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relation and the other is the role-permission assignment (PA) relation. Being an
algorithmic approach, role mining can be easily automated, thereby completely
eliminating the issues related to scalability and any kind of human error. Due
to these reasons, role mining has become quite popular and has gained wider
spectrum of acceptability than the top-down role engineering techniques.

Inspite of having several advantages, role mining is not without drawbacks.
Since role mining takes into account only the permission assignment of the users
and leaves out analyzing the business processes of the organization, role mining
may create roles that may not directly correlate to the business processes and
consequently the job functions of the organization. To remove this drawback as
well as consolidate the benefits of the top-down and bottom-up techniques, hybrid
role engineering approaches [26,27,63] have also been proposed. The hybrid app-
roach not only ensures that the role generation process is scalable, automated
and free of human errors, but also helps to create semantically meaningful roles
by incorporating the information related to the business process into role cre-
ation.

2.3 Role Mining

Role mining, a bottom-up role engineering approach involves creation of a set
of roles and the appropriate assignment of these roles to users from the input
UPA. The UPA can be represented as a boolean matrix where users correspond
to rows and columns correspond to permissions. The assignment of a permission
to a user is depicted by putting a 1 in the corresponding cell of the UPA. The
output of role mining consists of the UA and the PA relations. The UA and the
PA can be represented as boolean matrices. Each row of the UA corresponds to
a user and each column corresponds to a role. If a role r is assigned to a user wu,
then the entry (u, r) of the UA matrix is set to 1. The rows of the PA matrix
correspond to roles and the columns correspond to permissions. The inclusion of
a permission in a role is indicated by setting the corresponding entry of the PA
to 1. Thus, role mining is a boolean matrix decomposition approach in which
two boolean matrices, the UA and the PA are obtained by decomposing a single
boolean matrix, the UPA. The output UA and PA can be combined together
to get the input UPA. Thus, UA ® PA = UPA, where ® is the boolean matrix
multiplication operator. Role mining may also sometimes additionally create the
role hierarchy.

While any arbitrary but correct set of roles may be generated from the UPA,
often, the objective is to create a minimal set of roles. In this context, a minimal
set of roles is one that is optimal with respect to some role mining metric. The
problem of generating an optimal role set from the input UPA is termed as
the Role Mining Problem (RMP). The variant of the role mining problem that
considers optimality as the number of roles is Basic-RMP. The formal definition
of Basic-RMP as defined by Vaidya et al. [80] is given below.
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Definition 1. Basic-RMP

Given a UPA, create a set of roles R, a UA and a PA such that |R| is
minimized and the output is consistent with the UPA (|R| = number of roles
in R).

The output of Basic-RMP is said to be consistent with the input UPA if the
user-permission assignment relation obtained by combining the UA and the PA
is same as the UPA.

Basic-RMP can be defined using matrix representation notations also. Let us
assume that |U| equals m, |P| equals n and |R/| is equal to k. Here, |X| represents
the size of any relation X. If X can be represented as a Boolean matrix, then |X|
is given by the number of 1s present in it. Thus, UA is an m x k matrix, PA is a
k x n matrix and UPA is an m x n matrix. Basic-RMP can be stated as: Given
an m x n UPA, create a minimal sized role set R, an m x kK UA and a k x n PA
such that

UA ® PA = UPA (1)

The output of Basic-RMP is said to be consistent with the input UPA if it
satisfies Eq.1. In addition to |R|, several other role mining metrics are also
present such as |[UA| + [PA| [52], |R| 4+ |UA| + |PA] [89] or a weighted structural
complexity (WSC) measure [62,63].

In certain cases, if a certain amount of mismatch is allowed between the input
UPA and the user-permission assignments obtained by combining the UA and
the PA, then the number of roles can be minimized further. However, the trade-
off is a more restrictive RBAC configuration which deprives some users of certain
permissions. Also, keeping the target number of roles constant, this amount of
mismatch can also be minimized. Apart from these, cardinality constraints and
separation of duty constraints [74] can also be considered during role mining.
Depending on the chosen minimization criterion, many variants of Basic-RMP
such as, d-approx RMP [80], MinNoise RMP [80], Edge-RMP [52], Weighted
Structural Complexity Optimization Problem [63] have been proposed over the
past years.

In Sub-sect. 2.4, we focus on the role mining problem variants and approaches
that do not consider any constraints and in Sub-sect. 2.5, we present those which
take into account several constraints that are part of the RBAC model. Figure 1
shows an overall classification of the different RMP variants, their corresponding
optimization metrics and the solution strategies used denoted by the leaf nodes
at the bottom.

2.4 Unconstrained Role Mining

In this sub-section, we discuss the RMP variants that do not consider any con-
straints and only aim at minimizing a specific optimization metric. We refer to
these problem variants as unconstrained RMP variants. An optimization metric
for role mining is expressed in terms of the sizes of one or more RBAC compo-
nents. Depending on whether the size of a single RBAC component is considered
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or the cumulative sizes of multiple RBAC components are considered, we classify
the optimization metrics into two sub-categories - (i) Simple (involving a single
RBAC component) and (ii) Composite (involving multiple RBAC components).
Simple optimization metrics that exist in the literature include the total number
of roles, the deviation of the role mining output from the input UPA calculated
as the number of mismatches between the two and the size of the role hierar-
chy. The Composite category includes metrics such as the cumulative sizes of a
combination of the RBAC components like the sizes of the set of roles, the UA
relation, the PA relation and the role hierarchy. Most of these unconstrained
problem variants have been shown to be NP-hard. We have already presented
the formal definition of Basic-RMP. Next, we discuss the other RMP variants.

Simple Optimization Metrics: While the target of Basic-RMP is to come
up with the minimum number of roles from an input UPA, several other vari-
ants of RMP have been proposed depending on the chosen optimization metric.
Each variant aims to minimize the chosen metric such that the solution either
exactly reconstructs the UPA or approximates it by allowing a limited degree of
mismatch. These problem variants are presented next.

d-approx RMP: Proposed by Vaidya et al. [80], d-approx RMP tolerates a
pre-specified degree of mismatch between the role mining output and the input
UPA. §-approx RMP can be defined as follows:

Definition 2. §-approx RMP
Given a UPA and a threshold 0, create a role set R, a UA and a PA, such
that |[UA® PA—UPA||; < 3§ and |R |is minimized.

In the above definition, || . ||; represents the L; norm and ¢ denotes the
allowed number of mismatches by which the user-permission assignments com-
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puted by combining the UA and the PA differ from the UPA. The higher the
value of 0, the lower is the number of roles obtained from role mining. How-
ever, a high value of § will make the output RBAC configuration too restrictive.
Basic-RMP is a special case of d-approx RMP where § = 0.

MinNoise RMP: Instead of pre-defining the number of mismatches and min-
imizing the number of roles, the complementary approach can also be adopted,
i.e., minimizing the number of mismatches keeping the number of roles constant.
The RMP variant which does this is referred to as the MinNoise RMP [80]. The
number of mismatches between the input user-permission assignments and the
ones obtained by combining the output UA and the PA is termed as noise. The
input to MinNoise RMP is the UPA and the target number of roles k. The gen-
erated output consists of k roles, a UA and a PA such that ||[UA @ PA - UPA||;
is minimized. In [80], the authors have mapped MinNoise RMP to the Discrete
Basis Problem [56].

Usage RMP: Usage RMP [53] takes as input a set of role-permission assign-
ments apart from the UPA and finds a UA and ||[UA ® PA - UPA||; is minimized.
Usage RMP is applicable for organizations where a set of roles already exists.
For such organizations, a new role set is not required to be created. Instead, only
the roles are appropriately assigned to the users so that the degree of mismatch
is minimized. Usage RMP reduces the effort of role mining by limiting the task
to creating only the UA.

Role Hierarchy Building Problem: The visual representation of a role hier-
archy can be obtained by drawing a directed acyclic graph where roles are repre-
sented as nodes and the relationships among senior and junior roles are denoted
using edges. A role hierarchy containing the minimum number of edges is said
to an optimal role hierarchy.

The Role Hierarchy Building Problem (RHBP), proposed by Guo et al. [29]
is an RMP variant which aims to build an optimal role hierarchy given a role set.
A role hierarchy is said to be a Complete Role Hierarchy (CRH) if it contains
the inheritance relationships between all pairs of roles. The formal definition of
RHBP is as follows:

Definition 3. Role Hierarchy Building Problem

Given a UPA, a role set R, a UA and a PA, create a complete role hierarchy
RH = G(V, E) where G is the graphical representation of RH, V denotes the set
of vertices and E represents the set of edges such that |E| is minimal.

Composite Optimization Metrics: In contrast to the simple role mining met-
rics, composite role mining metrics consider either a non-weighted or a weighted
sum of the sizes of more than one RBAC component. Based on the particular
composite metric chosen, different RMP variants exist in the literature. Choosing
a composite metric may considerably increase the effort required for role mining.
However, composite metrics reduce, to a great extent, the administrators’ effort
for managing and maintaining the finally deployed RBAC system.
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Edge-RMP: Edge-RMP [52,81], a variant of Basic-RMP attempts to reduce
redundant roles as well as redundancy in user-role assignments. It fulfills this
objective by considering the following minimization criterion - [UA| + |PA].
Edge-RMP also considerably reduces the administrative effort for managing the
deployed RBAC configuration.

User-Oriented Exact RMP: The objective of User-Oriented Exact RMP
[50,51] is to take the perspective of the end-user into consideration while deriv-
ing an RBAC state. An RBAC configuration that does not over burden any user
with too many role assignments is more preferable to the users than a configura-
tion which contains a large number of role assignments for each user. Therefore,
User-Oriented Exact RMP aims to minimize |R| 4+ |UA|. |[UA| can be trivially
minimized by making the number of roles and the number of users equal and
assigning a single role to each user. However, this kind of a solution contradicts
the principal objective of role mining which is to create roles by grouping permis-
sions as well as users. Hence, |R| is also included in the optimization metric. The
metric used by User-Oriented Exact RMP is a weighted sum of |R| and |UA],
i.e., wy.|R| + w,.[UA|. In this context, w, and w, denote the relative weightage
given to the size of the respective RBAC components.

Edge + Basic-RMP: Zhang et al. [89] proposed Edge + Basic-RMP. It aims
to minimize |UA| + |PA| + |R|. Edge + Basic-RMP thus reduces the overall
administration effort to manage the resulting RBAC state. Consequently, it takes
into account both end-user and administrator’s perspectives. This RMP variant
can minimize the chosen role mining metric even if partial role definitions are
available as input apart from the UPA.

Role Hierarchy Mining Problem: The Role Hierarchy Mining Problem
(RHMP) [29] was proposed by Guo et al. For this problem, no set of roles exists.
Therefore, solving this RMP variant requires creating the role hierarchy along
with deriving a role set. The objective here is to minimize the total number of
roles as well as the size of the role hierarchy. The formal definition of RHMP is
presented below:

Definition 4. Role Hierarchy Mining Problem

Given a UPA, the objective is to create a role set R, UA, PA and a complete
role hierarchy RH = G(V, E) such that RH is consistent with UPA and |R| +
|E| is minimal.

Since RHMP aims to find a minimal set of roles and then create an optimal
hierarchy from this role set, the sizes of both R and RH are included in the
minimization criterion.

Weighted Structural Complexity Optimization (WSCQO) Problem: The
metric Weighted Structural Complexity (WSC) was introduced by Molloy et al.
[63]. WSC is expressed as a weighted sum of |R|, |[UA|, |PA| and |RH|. Additon-
ally, WSC also considers a direct user-permission assignment (DUPA) relation,
in case it is available. DUPA consists of the isolated user-permission assignments
which cannot be included in a role. Let the weights associated with each of R,
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UA, PA, RH and DUPA be wy, ws, w3, wy, and ws respectively, each of which
is a non-negative rational number. WSC is calculated as: w;.|R| + wo.JUA| +
ws.|PA| + wy.tran-re(RH)| + ws.|DUPA|. Here, tran_re(RH) gives the mini-
mum sized set containing the relationships which are equivalent to those present
in RH. The RMP variant that minimizes WSC is referred to as the Weighted
Structural Complexity Optimization (WSCO) problem [63]. WSCO can be con-
sidered as a generalized version of all the RMP variants since by appropriately
setting the values of the weights, WSCO can be reduced to different RMP vari-
ants.

Among all the optimization metrics discussed so far, WSC is the most com-
plex since it tries to minimize the sizes of a number of RBAC components simul-
taneously. Though apparently this might seem to be a very appealing choice,
at times, minimization of the different components might conflict with each
other, consequently, resulting in an RBAC state that is not meaningful. The
RMP variants presented here can be further categorized as exact and inexact
variants depending upon whether the output generated is consistent with the
input UPA. Basic-RMP, User-Oriented Exact RMP, Edge-RMP, RHBP, RHMP,
WSCO Problem and Edge+Basic RMP are exact variants whereas MinNoise
RMP, §-approx RMP and Usage RMP can be considered as inexact variants.

Cost Based Metric: A cost based metric was proposed by Colantonio et al. [11].
This metric targets to minimize a cost function f = wy|UA|+wp|PA|+wg|R|+
we Y ,er (1), where each of wy, wp, wr and we is greater than or equal to 0.
The function f captures the cost of considering business information in the
function c separately from the cost incurred by the role set and the costs of the
UA and the PA. The problem of creating a minimal cost role set is equivalent
to Basic-RMP when wgr =1 and wy, wy, we = 0.

Noise Consideration: In scenarios where there are erroneous assignments or
noise present in the input UPA, it is essential to identify and cleanse the noise
before creating the RBAC configuration. Otherwise, the mined RBAC config-
uration will be erroneous as well. Several techniques have been proposed for
identification of noise present in the input which include a rank reduced matrix
factorization approach proposed by Molloy et al. [64], an association rule mining
based algorithm presented by Huang et al. [37], etc.

Solution Strategies: Since the RMP variants are NP-hard problems, a num-
ber of heuristic approaches have been adopted to solve them. Permission group-
ing based strategies include the ones proposed in [7,80,82,83,91], while prob-
lem mapping based techniques include [21,38,39,79]. In addition to these,
matrix decomposition based approaches [52,53], graph theoretic algorithms
[13,15,29,89], formal concepts analysis based techniques [62,63] are also present.
Moreover, it has been shown that data mining techniques and genetic algo-
rithms can be used to perform role mining [1,11,71,72,90]. Approaches to
mine roles meaningful from a business perspective have been presented in
[12,14,16,17,45,55,65,85] and [86]. Recently, a role engineering method has been
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proposed which can be used to create RBAC states in large organizations in a
scalable manner [20].

Temporal Mining of Roles: Temporal Role-Based Access Control (TRBAC)
model [5] is an extension of the RBAC model. In TRBAC, each role has an
associated temporal constraint specifying the time duration for which the role
is enabled. These roles have been referred to as temporal roles and the process
of mining these roles is termed as temporal role mining [59]. The temporal con-
straints for these roles are specified in a Role Enabling Base (REB). The prob-
lem of mining a minimal set of temporal roles has been termed as the Temporal
Role Mining Problem (TRMP) [57]. Generalized Temporal Role Mining Problem
(GTRMP) [58] is the inexact version of TRMP where a pre-determined number
of mismatches is allowed. Another variant of the TRMP is also present in the
literature which aims to minimize a metric known as the cumulative overhead
of temporal roles and permissions (CO-TRAP) [59], calculated as a weighted
sum of |PA| and the size of the REB. The corresponding problem variant is
known as the CO-TRAP Minimization Problem (CO-TRAPMP). The role min-
ing algorithms discussed so far are not suitable for mining of temporal roles.
Hence, several temporal role mining algorithms have been proposed based on
subset enumeration [58], matrix decomposition using many-valued concepts [59]
or algorithms which are extensions of the traditional role mining algorithms [60].

2.5 Constrained Role Mining

Several constraints have been incorporated in RBAC like mutually exclusive
roles, cardinality constraints and pre-requisite roles. Cardinality constraints cor-
respond to different organizational policies and rules in an RBAC state. The
cardinality constraints indicate at most how many roles can be assigned to a
user (C1) or at most how many users can be assigned to a specific role (C3) or
the highest number of permissions to be included in a role (C3) or the upper
bound on the number of roles in which a permission can be present (Cy). In the
role mining literature, C; has been named as the role-usage cardinality constraint
and C4 has been referred to as the permission-distribution cardinality constraint
[31]. Similarly, Co and C respectively can be termed as role-distribution cardi-
nality constraint and permission-usage cardinality constraint. The output of role
mining should be such that the required constraints are satisfied.

The RMP variant proposed in [50,51] considers the role-usage cardinality
constraint (C7) and is an user-oriented role mining problem. It attempts to
prevent over burdening of users with too many role assignments. T'wo versions of
the constrained User-Oriented RMP have been presented - (i) Exact version and
(ii) Approximate version. As the names suggest, the first one is an exact version
while the second one is an inexact version. The respective problem definitions
are presented below.
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Definition 5. User-Oriented Exact RMP

Given a UPA and t > 0, find R, a UA and a PA such that |R| is minimum,
the solution is consistent with the input UPA, and no user is assigned more than
t roles.

Definition 6. User-Oriented Approximate RMP

Given a UPA, t > 0 and a positive fractional number f, find R, a UA and a PA
such that |R| is minimum, the UA and the PA when combined reconstructs the
input UPA with an error rate less that is at most f, and no user is assigned more
than t roles. (Error rate denotes the fraction of the mismatched UPA entries.)

Two approaches have been presented for solving the above mentioned prob-
lem variants. User-Oriented Exact RMP can be solved using the following itera-
tive greedy strategy - Select the candidate role which when assigned to appropri-
ate users covers the maximum number of user-permission assignments till ¢ — 1
(i.e., C1 = t) roles have been assigned to each user. After that, the remaining
permission assignments of each user are collectively put in a single role and is
assigned to the corresponding user. User-Oriented Approximate RMP can also
be solved by adopting a similar strategy. The only difference is that the iter-
ative role selection terminates when the upper bound for the allowable degree
of mismatches is reached. Other approaches to solve RMP in the presence of
the role-usage cardinality constraint include the Role Priority based Approach
(RPA) and the Coverage of Permissions based Approach (CPA) proposed by
John et al. [42]. RPA first creates a UA and a PA and then enforces the con-
straint by modifying them whereas CPA enforces the constraint while creating
the UA and the PA.

Algorithms to enforce the role-distribution cardinality constraint (Cy) based
on the graph theoretic Minimum Biclique Cover [21] based role mining algorithm
has been proposed in [32]. The problem variant considering the permission-usage
cardinality constraint (C3) is formally defined in [8], which has been named as
the t-constrained RMP (i.e., C5 = t). The problem definition is as follows:

Definition 7. t-constrained RMP

Given an m x n UPA and a positive integer t > 1, find an m x k UA and a
k x n PA so that UA @ PA = UPA andV i, 1 <i <k, |PA;; =1| < t, where
1<j<n.

The authors have proposed an iterative approach named as t-SMA to solve
the t-constrained RMP. Two variants of this algorithm are presented depending
upon whether the row containing the least number of permissions is selected
(named as t-SMAR) or the column that contains the least number of permissions
is selected (named as t-SMA(¢) in every iteration. Kumar et al. [46] propose a
role mining algorithm called as the Constrained Role Miner (CRM) capable of
enforcing the permission-usage cardinality constraint. This approach first creates
a set of roles by clustering permission sets assigned to a single or multiple users
and then enforces the constraint to create the final role set.

Work on handling multiple cardinality constraints have been considered by
Harika et al. [31]. The authors propose the Multiple Cardinality Constraint Prob-
lem (MCP) which considers both the role-usage cardinality constraint (C7) and
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the permission-distribution cardinality constraint (Cy). The authors show that
MCP can be solved by using either the concurrent processing approach or the
post-processing approach. The former approach is similar to CPA and the latter
is similar to RPA.

In addition to cardinality constraints, the literature on role mining also con-
tains work on enforcing Separation of Duty (SoD) constraints such as the one
presented in [75]. The problem variant that has been proposed in this work
is referred to as RMP_SoD. The approaches to solve RMP_SoD enforce SoD
by determining the corresponding Statically Mutually Exclusive Roles (SMER)
constraints. Constraint supported role engineering technique has been proposed
in [33] which is capable of enforcing any desired constraint as a post-processing
step by modifying an initial RBAC state obtained as the output of a role min-
ing technique. Another constraint satisfaction approach based on satisfiability
modulo theories (SMT) solvers is proposed in [40].

Enforcing one or more constraints may lead to the creation of an RBAC con-
figuration of larger size (i.e., the size of one of more components of the constraint
satisfied RBAC configuration may be greater than the size of the corresponding
component/s in the unconstrained configuration). Nonetheless, these constraints
are necessary to reflect different organizational requirements and policies.

2.6 Future Research Directions

The hybrid approach to role engineering combines the advantages of both top-
down and bottom-up approaches. The hybrid techniques can be mostly auto-
mated but at the same time incorporates some amount of human intervention.
Therefore, in these role engineering techniques, the extent of human induced
errors is minimized as far as possible and at the same time the limited amount
of human intervention helps to create semantically meaningful roles. Though few
hybrid techniques have been proposed till date, this can be a promising direction
of future research which in turn may further encourage the real-life deployment
of these role mining techniques.

Another area of potential research can be attempting to design role mining
techniques which can generate semantically meaningful roles as well as make the
newly created roles similar to the existing ones as far as possible. Of course, these
two objectives need to be properly balanced with the requirement of minimizing
the appropriate role mining metric. Also, it is not just sufficient to deploy an
RBAC configuration in an organization. Periodic investigation is required to
identify obsolete roles and remove them from the system. It would be interesting
to look for approaches that can automate this process.

3 Policy Engineering in Attribute-Based Access Control
(ABAC)

While RBAC is competent in mediating efficient access control in environments
which involve a known set of users, it is relatively ineffective in scenarios involving



38 S. Das et al.

sharing of resources among organizations where the total number of users can-
not be known a priori. Attribute-Based Access Control (ABAC) [35] has recently
been proposed to enforce secure access to resources in a dynamic environment.
Basically, attributes are characteristics of the subject, the object, and environ-
ment conditions. Attributes consist of information in the form of a name-value
pair. In ABAC, subject requests to perform operations on objects are granted
or denied based on assigned attributes of the subject, assigned attributes of the
object, environment conditions, and a set of rules that are specified in terms
of those attributes and conditions. In this section, we explore the problem of
policy engineering in ABAC. ABAC along with its basic components and the
problem of policy engineering in ABAC, together with its different variants and
their corresponding solutions are discussed in the succeeding sub-sections.

3.1 Attribute-Based Access Control (ABAC)

In this sub-section and the subsequent sub-sections, first, we give a general
overview of the ABAC model and then, we elaborately discuss and classify the
basic problem of policy engineering together with its different variants and solu-
tion methodologies corresponding to them. Categorization is performed on the
basis of the characteristics of the strategies used to construct the rules, the goal
of policy engineering, and the mode of solution. Finally, we explore the limita-
tions of existing work and discover new areas of research that can potentially
enrich this area of research.

Overview of the Model: ABAC consists of a set of subjects, objects, environ-
mental conditions and a set of access control rules. A subject usually denotes a
human or a non-human entity, such as an application or an automated service.
An object or resource is an entity that needs to be protected from unauthorized
access. An environment defines the context in which an access request is made
like time of day, location of access, etc. In ABAC, attributes are characteris-
tics of the subject, the object, and environment conditions. Attributes consist of
information in the form of a name-value pair. Every subject is associated with
several attributes, such as designation, experience, etc., which either individually
or in combination, comprises an expression to identify a group of subjects having
similar access rights. Similarly, for each object, appropriate values are assigned
to a set of object attributes. Typical examples of object attributes include file
type, sensitivity level and date of creation. Similarly, examples of environment
attributes include location of access, time of access etc. Access decisions are
based on the values of the attributes assigned to the subject, object and envi-
ronment conditions. A subject requesting to perform operations on an object
is granted or denied access based on assigned attribute values of the subject,
the object, environment conditions, and a set of rules that are defined in terms
of those attribute values and conditions. Each access or access request is repre-
sented in the form of a 4-tuple consisting of a subject, an object, an environment
condition and an operation. Rules define the access control policy of the organi-
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zation. A set of formal notations is given below. We will use the same notations
throughout the chapter.

S: A set of authorized users. Each element of this set is represented as s;, for

1< <|S).

— O: A set of objects which is to be protected. Each element of this set is
represented as o;, for 1 < i < |0|.

— E: A set of environmental conditions. Each element of this set is represented
as e;, for 1 <i < |E|.

— Sa: A set of subject attributes that can affect access decisions. Each element
of this set is represented as sa;, for 1 < i < |S,|. Each sa; has a possible
set of values it can acquire. Similarly, O, and E, represent the sets of object
attributes and environment attributes, respectively.

— Fy: S xS, — {k|k is a subject attribute value}. The functions F, and F, are
similarly defined for object and environment, respectively. Essentially, these
functions assign values to attributes for all the entities.

— Syt A set containing the assignment of attributes and their corresponding
values for all the subjects. The sets O, and F, are defined for object and
environment, respectively.

— OP: A set of operations. Each element of this set is represented as op;, for
1<i<|OP|.

— R: A set of rules collectively called the ABAC policy. Each member of this

set is represented as t;, for 1 <i < |R|.

Each rule v € R is a 4-tuple (RS, RO, RE, op), where RS, RO and RE
represent a conjunction of subject attribute-value pairs, a conjunction of object
attribute-value pairs and a conjunction of environment attribute-value pairs,
respectively and t[RS] represents the subject attribute-value pairs associated
with rule v. t[RO],t[RE] and t[op] are defined similarly. op is the name of an
operation. Each attribute-value pair av € {RSUROU RE} is an equality of the
form a = ¢, where a is the name of an attribute and c¢ is the value associated

[ 7

with a. c is either a constant or a don’t care represented as “—”.

Policy Engineering: One of the most challenging issues in implementing
ABAC is to define a complete and appropriate set of rules each of which is
known as a policy. This process, known as policy engineering [47], has been
identified as one of the most difficult and costliest components in implementing
ABAC [47]. Similar to that of role engineering, primarily, there are two strategies
employed for ABAC policy engineering: top-down and bottom-up. In the top-
down approach, rules are constructed by precisely evaluating and breaking down
business processes into smaller functionally independent units. These functional
units are then associated with accesses from which the rules are constructed.
Specifically, this approach defines a particular unit of a business process and
then creates rules for it by considering the associated accesses with the job func-
tion. However, this approach may ignore some of the existing accesses in the
organization. In contrast, the bottom-up approach, also called policy mining
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takes into account the existing accesses to construct rules. ABAC policy mining
algorithms have been developed to lower the expense of developing an ABAC
policy, by partially automating the procedure. However, most organizations have
high-level requirement specifications that govern which user, in what conditions,
may access what resources. This approach ignores the high-level requirement
specifications in organizations that could be very effective for policy engineer-
ing. Interestingly, top-down and bottom-up approaches complement each other
in terms of their strengths and weaknesses.

Let us consider a scenario where, Bob and Alice are two entities of an uni-
versity. Both of them belong to the department of Computer Science and Engi-
neering (C'SE). Bob is a faculty and Alice is a student having roll number 1001.
Consider two objects doc; and docs, both belonging to the C'SE department.
The types of doc; and docy are questionnaire and assignment, respectively, and
Alice has the roll number C'S1751001. The existing accesses in the university
are given in Table 1.

Table 1. Existing accesses in the university

docy docs

Bob access | access

Alice | deny | access

First, we consider the top-down approach where the various departmental
authorities and the security officer (SO) identify two independent functional
modules in the organization as prepare question and prepare assignment. The
SO allocates doc; to Bob under the functional module prepare question, so
that he can prepare the questionnaire for C'SE. The rule generated from this
assignment can be represented as:

(subject.designation = faculty AND subject.department =
CSE AND object.type = questionnaire AND object.department = CSE)
Similarly, the functional module prepare assignment will form the rule:
(subject.designation = faculty AND subject.department =
CSE AND object.type = assignment AND object.department = CSE)

It is to be observed that the formed rules reflect the functional modules of the
university but any of the two formed rules doesn’t allow Alice to access docs.
Thus, although the rules are meaningful and help understand the functional
modules of the university, it ignores an existing access in the university which is
undesirable. This is the limitation of using the top-down approach.

In contrast, the bottom-up approach considers the existing accesses in the
organization to form the rules. From the given accesses in Table 1, let us form
the following rules from the accesses:

t1 = (subject.designation = faculty AND object.department = CSE) and
ty = (subject.roll number = CS1751001 AND object.type = assignment)
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We see that, rule t; allows Bob to access both doc; and docs. Rule t1 can be
literally stated as, “allow all faculties to access all objects of department CSE”.
Similarly, rule vy allows Alice to access docy and can be stated as, “subject
having roll number C'S1751001 is allowed to access objects of type assignment”.
Although the rules t; and vo satisfy the existing accesses in the university, the
rules do not reflect the functional modules of the university. Moreover, the rules
are not much meaningful. This is the limitation of using the bottom-up approach.

Therefore, an ABAC policy can be constructed either from the functionally
independent processes of an organization or a set of existing access data in
the organization. From this perspective, the policy engineering problem is a
process of constructing a set of authorization rules for an organization from
either the natural language policy documents or the set of existing accesses in
the organization given that the set of users, the set of resources, the attributes
associated with the subjects and objects and their associated values for each
subject and object is known.

A trivial solution to the policy engineering problem using the bottom-up
model can be formulated by converting each existing access into a separate rule.
While such a solution suffices for providing controlled access to the organiza-
tional resources, it results in the formation of a large number of rules. Moreover,
in case of a new access request, apart from the existing accesses, the rules con-
structed in this manner will not suffice. Often it is beneficial to fulfill additional
constraints such as minimization or maximization of one or more metrics. The
problem of specifying an optimal set of rules from the set of users, resources,
attributes and attribute-value assignments of all the entities is referred as the
Policy Engineering Problem (PEP). The fitness of a generated ABAC policy
can be represented in terms of the selected measure of optimality. Optimal-
ity here may refer to the number of rules constructed, the similarity between
the accesses permitted by the constructed ABAC system and the previous sys-
tem or a Weighted Structural Complexity (WSC). Based on the organizational
requirements and the chosen quality metric, different variants of PEP and their
corresponding solutions have been proposed in the recent years. Although there
are a number of existing policy engineering algorithms, there is no formal classi-
fication of the algorithms for policy engineering except broadly categorizing the
existing solutions into top-down and bottom-up approaches.

In this chapter, we explore the existing variants of PEP, categorize them, and
discuss the proposed solution methodologies. Figure 1 provides the classification
of various policy engineering approaches according to the approach and method
of solution used. First, we classify PEP on the basis of the approach for solving
it i.e., general, top-down and bottom-up approaches which are further classified
into different categories based on the metrices and techniques used for solving
them. The general approaches for policy mining are categorized into (1) Risk,
which associates each access to a potential risk i.e., it quantifies the possible risk
or benefit of granting an access. (2) Enumerated, where subjects and objects
are assigned a single label for a specific operation and a policy is constructed
by enumeration of the subject and object labels. The top-down approaches for
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Fig. 2. Classification of policy engineering approaches

policy engineering construct the rules from the high-level descriptions of the
business processes available from the natural language policy (NLP) documents
available in the organization. The procedures using NLP documents are further
categorized into (1) Natural Language Processing, which capitalizes on various
natural language processing techniques including point-wise mutual information
to identify access control policy sentences within NLP documents. The third
category of policy engineering techniques is the bottom-up approach which is
further categorized into (1) Mining, which utilizes the existing accesses of an
organization to identify a set of rules and can also be performed under various
constraints. (2) Log-based, which utilizes the accesses from the logs, then iterates
over the accesses extracted from the log to construct rules based on the attributes
and their associated values obtained from the entities in the accesses. (3) Role
mining based, similar to the role mining problem in RBAC, it first represents the
various components of ABAC in a matrix form and mines the attribute-value
pairs in the ABAC rules.

Table 2. Different approaches for policy engineering in ABAC

Problem Input Output Minimize Solution-type
Risk-based [47] S,0,0P,S54,04,Sy,04, RV | Risk Inexact
Enumerated [6] TRBAC L W SC(rules) Exact

From NLP documents [66]|Sentences from NLP documents|P Fl-measure Inexact
Mining [88] S,0,0P,Sq,04,Sv, Oy B W SC(rules) Exact
Constrained mining [28] |S,0,O0P, Sq, 04, Sy, Oy B TW (rules) Exact
Migration-based [84] Multiple access control policies | TotalCost Exact

Log [87] S,0,0P,S,,04,Sy,04, L B WSC(rules) Inexact

Log + Deep learning [61] |S,O0,O0P, Sq,0q, Sy, 0y, L B Hamming distance|Inexact
Matrix decomposition [44]|S, O, OP, Sq, 04, A B, Sy, Oy | N.A. Exact
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3.2 Approaches for Policy Engineering

As discussed in Sect. 3.1, the policy engineering problem involves the construc-
tion of a set of authorization rules either from the natural language policy doc-
uments or from existing accesses in the organization. In this section, we study
the various approaches for solving the policy engineering problem for ABAC.
Figure 2 shows the general classification of techniques for policy engineering in
ABAC. The first subsection describes the general approaches, the second sub-
section details the top-down approaches and the final subsection focuses on the
bottom-up approaches. Table 2 lists the different approaches for policy engineer-

ing in ABAC.

General Approaches: The general approaches consist of solutions to PEP
which are not based on the high-level functional requirements or the exist-
ing accesses of the organization. They are either constructed directly from
other traditional access control models or obtained by enumeration. The general
approaches are briefly discussed below:

Risk-Based: One of the major concerns while constructing an ABAC policy is
the potential risk of allowing an unauthorized access. Risk has been used to assess
the efficiency of different RBAC models [3,9]. From this perspective, minimizing
the total risk of an ABAC model can be a suitable optimization metric for policy
engineering. Krautsevich et al. [47] used risk to quantify the possible impairment
caused due to unfair use of a granted access. A potential risk value is computed
for each possible access. The risk-based policy engineering procedure assumes
that permitting an access to a user is associated with the risk that the user may
misuse or abuse the obtained access permission. Therefore, the attribute values
associated with the rules should be assigned in such a manner that the benefits
of granting or denying access minimize the possible risk for the system. The
risk-based policy engineering problem is defined below.

Definition 8. Risk-based PEP

Given a set of subjects S, a set of objects O, a set of subject attributes S,
a set of object attributes O, attribute value assignments for all subjects S,
attribute value assignments for all objects O,, a set of accesses A and a set RV
of computed risk values associated with each possible access construct an ABAC
policy P in such a manner that the total risk calculated from the accesses allowed
by B is minimum.

The authors do not consider risk for making dynamic access decisions in case of
an access request. However, the dynamic access decisions help in constructing
balanced ABAC policies in which risk is minimized.

Enumerated: The conventional approach to define ABAC policies is to form
logical formulas using the attribute values of the different entities. For instance,
ABAC, [41] and XACML [2] form logical formulas using attribute values. Alter-
natively, ABAC policies can be specified by enumeration. The Policy Machine
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uses enumeration to construct policies. Biswas et al. [6] proposed a label-based
ABAC model which uses enumeration for constructing ABAC policies. The
authors refer to their model as LaBAC. There is one user attribute (uLabel)
and one object attribute (oLabel) in LaBAC. An authorization rule in LaBAC
corresponding to an access is an enumeration of these two attributes. This makes
LaBAC a very basic ABAC model consisting of only one subject attribute and
one object attribute.

Top-Down Approach: The top-down approach is like a clean slate procedure.
Here, a group of authorities in charge of the business processes, with the help
of a SO, identifies the functionally independent business processes in the orga-
nization and associates them with their corresponding accesses. The authorities
and the SO identify the users who perform a specific function and assign them
the accesses to the desired objects.

In other words, rules are specified by precisely evaluating and disintegrating
business processes into smaller functionally independent units. These function-
ally independent units are then associated with accesses from which the rules
are constructed. Specifically, this approach defines a particular unit of a business
process and then creates rules for it by considering the associated accesses with
the particular unit. One difficulty of this approach is that it is not always feasible
to assemble a team of authorities from multiple departments of the organization
within a specified duration to accomplish the objectives of policy engineering.
Also, it is human-effort intensive and thus, is prone to errors. Moreover, this
approach may ignore some of the existing accesses in the organization.

From Natural Language Policy (NLP) Documents: As it is very difficult
to assemble a team of authorities from various departments within a given time
period, the existing NLP documents in the organization are sometimes used to
identify the different business processes of the organization. Narouei et al. [66]
present a top-down policy engineering framework for ABAC that employs a deep
recurrent neural network to automate the construction of an ABAC policy from
unrestricted natural language documents. Majority of organizations have spec-
ifications regarding access to organizational resources that state the conditions
in which a user can access a particular resource [35]. These documents define
security specifications and provide a set of Access Control Policies (ACPs) which
contain the permitted accesses. The authors address these documents (high-level
requirement specifications) as natural language access control policies (NLACPs)
which are specified as statements that regulate and facilitate access to organi-
zational resources. These are expressions in human language that can be trans-
formed to digital policies which mediate machine enforceable access control. The
information extracted from NLACPs is used to develop ABAC policies. However,
a difficulty in constructing ABAC policies is that the required information to cre-
ate the authorization rules is usually concealed in the NLACPs, and are hard
to identify. This necessitates processing and extracting information from natural
language documents. The authors claim their work to be the first attempt to
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construct ABAC policies from requirement specification documents and various
policy documents which are written in unrestricted natural language.
For evaluation of the obtained results, the authors use recall, precision, and
Fy measure. The portion of ACPs that is relevant is the precision and the fraction
of ACPs retrieved correctly is called the recall. For computational purposes, the
predictions from the deep neural network classifier are categorized into 4 groups:
(1) True positives (TP) corresponding to the correct predictions, (2) True nega-
tives (TN) corresponding to the sentences which are correctly identified as non-
ACP sentences, (3) False Positives (FP) representing the sentences incorrectly
identified as ACP sentences and (4) False negatives (FN) are the sentences that
are identified as non-ACP sentences but are actually not. Precision and recall
are calculated as:
p_ P  ar-_TP
TP+ FP TP+ FN
An efficient model will have high values of both precision and recall. The authors
express the F; measure as the harmonic mean of precision and recall and can be

calculated as:
2P x R

P+ R

It may be noted that the value of F; tends to shift towards the lower value of
precision and recall.

1=

Bottom-Up Approach: The bottom-up approach seeks to capitalize on exist-
ing access definitions available in an organization. An organization invests time
and effort in defining a set or sets of access control rules and conventions. Rather
than using a clean slate method, this approach aims to construct authorization
rules from these existing accesses. Constructing authorization rules from the
existing accesses is called policy mining. ABAC policy mining algorithms have
been developed to cut the cost of constructing an ABAC policy by partially
automating the process. But, most organizations have specifications in context
of different business processes that determine the access decisions regarding orga-
nizational resources. This approach ignores the specifications related to the busi-
ness processes in organizations that have the potential to facilitate the policy
engineering process. In other words, the rules formed using the bottom-up app-
roach may fail to reflect the business processes of the organization.

Mining: Xu et al. [88] proposed the first known algorithm for mining ABAC
policies using a bottom-up approach. Their algorithm constructs an ABAC pol-
icy from Access Control Lists (ACLs) and attribute data. The policy mining
problem is defined as follows.

Definition 9. Policy mining problem

Given a set of subjects S, a set of objects O, a set of subject attributes Sy, a set of
object attributes O, and a set of accesses A, two sets S, and O,,, which contain all
the subjects and objects with their associated attributes and their corresponding
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values, respectively and a set of existing accesses A, find an ABAC policy P such
that the WSC of B is minimum.

Mining can also be used to derive ABAC policy from an RBAC policy and
attribute data by converting the RBAC policy into ACLs and converting a role
into an attribute and then applying the mining algorithm. The policy mining
algorithm works as follows. It iterates over the accesses contained in the given
ACL, selects specific accesses and uses them to construct candidate rules, then
the candidate rules are generalized to cover additional accesses in the given ACL
by substituting conjuncts in attribute expressions with constraints. When the
complete ACL has been covered by the constructed candidate rules, the algo-
rithm merges and simplifies the candidate rules to improve the policy. Finally,
the algorithm selects the highest-quality candidate rules which are added to the
generated policy. The quality metric used in the policy mining algorithm is the
WSC metric which is a generalization of the policy size. The WSC of an ABAC
rule is a weighted sum of the number of elements of each ABAC component that
is present in the rule. Similarly, the sum of the WSCs of the rules of an ABAC
policy gives the total WSC of the policy.

Constrained Mining: Policy mining is an effective means for constructing
an ABAC policy. However, rules consisting of numerous attributes affect the
time required to evaluate each rule in case of an actual access request. There-
fore, imposing a constraint on the number of attributes in each rule, along with
minimizing the number of attributes in the total policy is beneficial. Gautam
et al. [28] gave a constrained policy mining algorithm which takes as input an
Access Control Matrix (ACM) and constructs a minimal set of ABAC autho-
rization rules in such a way that each rule can have at most a fixed number of
attributes. Minimality here refers to the total weight of all the rules. The authors
refer to the problem as Constrained ABAC Policy Mining Problem (CAPM) and
define the problem as follows.

Definition 10. Constrained policy mining

Given an access control matriz A, a set of subject attributes S,, object attributes
O,, attribute value assignments for all subjects S, attribute value assignments
for all objects O,, and a constant c, construct an ABAC policy B in such a way
that the rules in P cover all the accesses in A, there are no extraneous accesses
permitted by P which is not present in A and the number of attributes in each
rule in P is at most ¢ and the total weight of the policy i.e., TW (B) is minimum.

Here, TW (*B3) denotes the total number of attributes in the policy. For a policy
consisting of n rules, the total weight of 8 can be denoted as:

TW(P) =>_TW(v)

Migration-Based: The process of upgrading from a traditional access control to
a recent access control model is known as policy migration. Many organizations
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want to migrate to ABAC for the increased flexibility it offers in regulating con-
trolled access to organizational resources. Any organization migrating to ABAC
requires an ABAC policy. Moreover, the need for resource sharing among differ-
ent organizations necessitates the development of a common policy among them.
Quantifying the similarity among different access control policies is the key to
constructing a common policy. Lin et al. [48,49] present a metric for measuring
the similarity between two policies. In this context, Vaidya et al. [84] present a
framework for migrating to ABAC. Their work is based on a change detection
approach that is used to evaluate similarities between security policies of similar
or distinct access control semantics. Given a set of policies, they find a common
organizational policy with the lowest cost of migration. The cost of migration is
calculated on the basis of the changes that occurred from given policies to formed
common policy. The change between the policies is identified using the XyDiff
tool [10]. The authors mine the policies from access control lists and attribute
data. They also provide an extension of the algorithm to detect over-assignment
and under-assignment of accesses to a user.

From Logs: We have seen that existing accesses can be used for mining an
effective ABAC policy. Alternatively, operation logs can be treated as effective
sources of information on existing organizational accesses. Xu et al. [87] present
the first known algorithm for mining ABAC policies from logs and attribute data.
The authors represent a log entry as a 4-tuple, e.g., a log entry is represented as
(s,0,0p,t) where s,0,0p and t correspond to a subject, an object, an operation
and a time-stamp, respectively. A log record is a collection of such log entries.
The problem of mining policies from logs is defined as follows.

Definition 11. Policy mining from logs

Given a set of subjects S, a set of objects O, a set of operations OP a set of
subject attributes Sy, a set of object attributes O, a set S, of subject attribute
data, a set O, of object attribute data and a log record L, construct a set of
ABAC rules P such that the WSC of B is minimized.

The algorithm works as follows: First, it extracts the accesses from the logs, then
it iterates over the extracted accesses, uses selected accesses as bases for forming
candidate rules. Then the candidate rules are converted into more generalized
rules by replacing some of the attribute expressions with constraints. General-
ization of candidate rules results in the coverage of more accesses. Candidate
rules are constructed until all the accesses are covered. Finally, the candidate
rules are simplified and merged in order to make the policy more efficient. The
highest-quality candidate rules are included in the generated policy.

From Logs Using Deep Learning: Iterating over the extracted accesses from
the operation logs of an organization is one way of defining an ABAC policy.
Alternatively, machine learning techniques can be employed for mining autho-
rization rules from log records. Mocanu et al. [61] employ a deep learning tech-
nique to interpret rules from logs. Unlike the approach presented in [87], this app-
roach considers the denied accesses along with the permitted accesses. Moreover,
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it also considers the issues of under-assignment i.e., the logs may contain some
false positive instances like an unauthorized access being permitted, and situa-
tions of over-assignment where certain accesses, although authorized, presently
do not exist in the log records. The problem definition is similar to the one given
in [87]. The authors use Restricted Boltzmann Machines (RBMs) [77] to infer
authorization rules from the log records. After training with the log records, the
RBM is used to construct the generalized candidate rules. Hamming distance
[30] is used to evaluate the quality of the generated policy which measures the
reconstruction error.

Matrix Decomposition: Matrix decomposition can also be used to formulate
and solve the PEP in ABAC. Krautsevich et al. [44], for the first time formal-
ized ABAC in a matrix form and formulated the problem of policy engineering
in ABAC. The authors propose the most general policy engineering problem and
leave any potential algorithmic solution or quality metric for future work. This
method takes as input a set of subjects S, a set of objects O, a set of subject
attributes S,, a set of object attributes O, and a set of accesses A and pro-
duces two matrices S, and O,, which contain all the subjects and objects with
their associated attributes and their corresponding values, respectively and also
represents the rules in an ABAC policy in a matrix form.

3.3 Future Directions

As discussed in the previous sections, both the top-down and bottom-up
approaches have their corresponding shortcomings. In order to address the issues
faced by the existing algorithms for policy engineering, it is essential to develop
methods which can benefit from the advantages of both the approaches. We refer
to such methods as the hybrid approaches.

The hybrid approach seeks to utilize both the top-down and bottom-up
approaches. Accesses can be gathered using bottom-up methods and evaluated
to prevent any unauthorized access. Organizational authorities with the help
of SO then can consider the obtained accesses while performing the top-down
approach, potentially saving time and effort.

Some organizations often involve multiple business processes with tens of
thousands of employees and even more number of resources. In such a scenario,
often it becomes very difficult for various authorities from different departments
within the organization to understand the business processes of one another
and construct an ABAC policy. Therefore, depending exclusively on a top-down
approach is not reasonable in the majority of scenarios. Besides, such an organi-
zation is likely to have millions of possible accesses, all of which are required to
mine a meaningful ABAC policy. It is imperative that obtaining all the accesses
is difficult in practice. Conversely, it is easier for the security officer (SO) of the
organization to answer in yes or no when asked whether a given subject can
perform a given operation on a given resource in an environment condition.

In such situations, a hybrid approach may prove to be beneficial. The SO
can be consulted whether a few accesses pertaining to a certain business pro-
cess in the organization are allowed or not. This is similar to the top-down
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approach. Rules can be inferred from the decisions obtained from the SO in a
bottom-up fashion. Thus, this may eventually resolve the issue of leaving out
existing accesses in case of top-down approaches. Moreover, as the SO is con-
sulted for accesses related to similar business processes, the rules formed using
the bottom-up fashion will be relevant to the business processes of the orga-
nization. Therefore, the issue of forming irrelevant rules using the bottom-up
approach will also be resolved.

4 Conclusions

In this chapter, we have reviewed policy engineering in the two most widely used
access control models - the RBAC model and the ABAC model. Role engineering
is a crucial step in the deployment of RBAC. We have discussed the different
role engineering techniques present in the current literature. More specifically,
we have concentrated on role mining, a bottom-up role engineering approach. We
have also discussed the different role mining problem variants and have presented
a detailed overview of the different role mining algorithms.

The second half of the chapter discusses the different approaches for policy
engineering for ABAC which are essential for the efficient deployment of ABAC
in any organization. The existing variants of the policy engineering problem
in literature have also been discussed. For both role mining and ABAC policy
engineering, we have given a classification of the problem variants and solution
strategies based on different criteria. Future directions of research for both role
and ABAC policy engineering have also been highlighted in the chapter.
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