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1 Introduction

The paradigm of communication is shifting toward fifth-generation (5G) technology
as the increased traffic demands cannot be met with existing conventional sub-6 GHz
communication. This is because today’s era is saturated with widespread usage
of smart devices and ever-increasing wireless data traffic. The 5G communication
encompasses certain key enabler technologies at the physical layer that makes
5G networks plausible. This includes the massive multiple-input multiple-output
(MIMO) technology and millimeter wave (mmW) communication, at 10 to 300 GHz
radio frequency bands with bandwidth above 2 GHz, which are envisioned in
conjunction with heterogeneous cellular networks (HetNets) [1, 2]. The HetNets
provide enhanced coverage and throughput to the end users by operating in such
a fashion that they create a layer of overlay deployment of small cells over the
existing sub-6 GHz macro cells, thus, bringing network close to the user. Small cells
consist of low-powered base stations (BS) with variable operating frequencies and
communication ranges [3].

In HetNets, massive MIMO technology works by deploying a range of large-
scale antenna arrays at the transmitting nodes to produce highly directional beam
gains and optimal radio spectral efficiency [4]. Whereas mmW communication cells
have limited coverage because of operation at smaller wavelength and higher path
loss [5] due to sensitivity to blockages and severe propagation losses, however,
the small wavelength of mmW communication allows placement of large array of
antennas in small area; therefore, beamforming can be implemented to compensate
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for path losses, additional noise power, and out-of-cell interference [7]. It has been
proved through measurements that there are significant differences in path loss of
line-of-sight (LoS) and non-line-of-sight (NLoS) mmW propagation paths [2, 6].

Shifting the focus from coverage probability and achievable rate at the end user,
in 5G communication, investigation of its secrecy and information integrity aspects
has recently become an important discussion in both academia and industry. The
subsequent discussion will aim to analyze the aspects of physical layer security
(PLS) in massive MIMO-enabled hybrid HetNet with mmW small cells, since the
physical layer security (PLS) presents an important, low complexity solution for
protection of confidential information in complex networks and the aforementioned
network presents a common deployment scenario for future 5G communication
networks.

In this chapter, we study the PLS in three-tier hybrid HetNets with massive
MIMO in macro tier and mmW frequency and sub-6 GHz small cells. Specifically,
we analyze the performance of the proposed network, through analytical modeling
and simulation, in terms of secrecy outage probability, secrecy spectral efficiency
(SSE), and secrecy energy efficiency (SEE). The developed tractable approach
of analysis of the network accounts for key features of mmW communication,
massive MIMO technology, beamforming gains, number of transmitting antennas
at BSs, and node densities. Secrecy outage probability modeling for each tier of the
network is performed to quantify the effects of various system parameters on secrecy
outage. Following it, tractable model is developed for achievable ergodic rate at the
legitimate users and eavesdropper to model average achievable secrecy rate of the
network. The SSE and SEE of massive MIMO-enabled three-tier hybrid HetNet
are modeled and studied based on the aforementioned average achievable secrecy
rate. Finally, with the help of numerical simulations, analytical models are verified,
and relation between secrecy outage probability (SOP), SEE, SSE, key features of
mmW communication, massive MIMO technology, beamforming gains, number of
transmitting antennas at BSs, and node densities is studied.

2 Background

PLS in 5G communication networks is an emerging field of study in wireless
technologies. In this respect, major research studies have been done in recent years.
Liang et al. [9] and Wang et al. [10] have shown in their work the effects of fading on
secrecy outage probability of the network. Wang et al. [8] and Wang et al. [11] inves-
tigated that the secrecy performance can be improved by degrading the eavesdropper
channel with the help of techniques such as jamming, artificial noise, beam forming,
and Wyner codes. Lv et al. [12] designed the techniques for spectrum allocation and
transmit beamforming that can improve secrecy rate in two-tier HetNet. Wu et al.
[13] stochastically modeled secrecy outage probability and throughout of a HetNet
and studied the model for different system parameters. Wang et al. [14] proposed a
mobile association policy, based on access threshold, for K-tier HetNet, and Deng
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et al. [15] worked on secrecy rate in massive MIMO-enabled HetNets. Wang et al.
[16] investigated jamming aspects of secrecy in a network where multiple antenna-
aided transmitter transmits to a single-antenna user. Xu et al. [17] studied secrecy in
HetNets based on coordinated multipoint scheme, and Wang et al. [18] derived and
analyzed energy efficiency and secrecy rate in massive MIMO-based heterogeneous
centralized radio access network (C-RAN) and showed that secrecy improves with
both centralized and distributed large-scale antenna systems in such networks. All
the aforementioned works are focused on PLS in conventional sub-6 GHz networks.
Sharma et al. [19] present the novel methodology for secure exchange of 3D way
points between unmanned aerial vehicles (UAVs), and Sharma et al. [20] discuss a
DMM scheme for secure and energy-efficient handover between the mobile nodes in
5G communication empowered fog networks. Jameel et al. [21] studied the secrecy
rate outage probability at the legitimate transmitter and receiver in the presence of
eavesdroppers capable of energy harvesting and information decoding.

mmW communication has different propagation properties from sub-6 GHz
communication, and investigation of its PLS properties is an emerging study. For
instance, Wang et al. [22] studied the secrecy properties of point-to-point mmW link
and showed that mmW systems have better secrecy as compared to the conventional
systems. Vuppala et al. [23] derived the effects of blockages on secrecy rate of
a networks with both sub-6 GHz and mmW frequency cells. Wang et al. [24]
analyzed the secrecy outage probability in a mmW communication network with
omnidirectional single-antenna-assisted users and eavesdroppers. Gong et al. [25]
proposed a beamforming scheme for mmW communication networks to maximize
their secrecy rate. This approach has been specifically developed for two-way
amplify-and-forward MIMO relaying mmW networks. Umer et al. [26] studied
the coverage and rate trends of a network with mmW base stations installed in
combination with massive MIMO-enabled hybrid HetNets. Umer et al. [27] used
stochastic geometry to model and discuss the secrecy outage probability aspects of
aforementioned network model.

The rest of the chapter is organized as follows. We first develop the system model
and channel model before proceeding to derive the analytical model for the secrecy
outage probability, SEE, and SSE of the network. Subsequently, the numerical
results for secrecy outage probability and other parameters are discussed. Finally
we draw conclusion at the end of the chapter.

3 The System Layout

Consider a time-division duplex-based downlink transmission scenario of three-
tier hybrid HetNet consisting of macro cells operating at sub-6 GHz at tier 1 and
small cells operating at sub-6 GHz and mmW band at tier 2 and tier 3, respectively,
as shown in Fig. 1. The BSs of each tier, legitimate users and eavesdroppers,
are spatially distributed, following a two-dimensional homogeneous Poisson point
process (HPPP) with intensity �k and density λk where k ∈ {1, 2, 3}, �u, and its
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Fig. 1 Proposed three-tier massive MIMO-enabled hybrid HetNet with mmW small cells

density λu and �e with density λe, respectively. Each BS of kth tier has transmit
power Pk and path loss exponent αk . Thus, the transmission from BS to the
legitimate user takes place in the presence of spatially distributed eavesdroppers.
The users and eavesdroppers are equipped with single omnidirectional antenna, and
massive MIMO is implemented at macro cells where each macro base station (MBS)
is equipped with multiple antennas forming an array, i.e., each MBS has N antennas
that simultaneously transmit to U users (N � U ≥ 1) with equal power distribution
among all users [28]. Assume that channel state information (CSI) is known at the
MBS that uses zero-forcing beamforming (ZFBF) to transmit U data streams [29].
Following Slivnyak’s theorem, we perform the analysis of the network for a typical
user located at the origin. A set of parameters used in this paper are outlined in
Table 1.

Since mmW frequencies suffer significant path loss, therefore, directional beam-
forming is implemented at the mmW small cells BSs. We employ a sectored model
to define the antenna pattern at the BSs of mmW tier such that constant array gains
are assumed for the main lobes as well as the side lobes. Beam direction is uniformly
distributed between (0, 2π ]. The effective antenna gain, Gl , at a typical receiver, r ,
for an interferer, t , for possible directions l = {1, 2, 3, 4} is given as

Gl =

⎧
⎪⎪⎨

⎪⎪⎩

al = MrMt with prob. pl = ( θr

2π
θt

2π
)

al = Mrmt with prob. pl = ( θr

2π
(1 − θt

2π
))

al = mrMt with prob. pl = ((1 − θr

2π
) θt

2π
)

al = mrmt with prob. pl = ((1 − θr

2π
)(1 − θt

2π
)),

(1)



Physical Layer Security in 5G Hybrid Heterogeneous Networks 107

Table 1 Table of nomenclature

Parameter Description Parameter Description

λk Tier k BS density fk Operating frequency of kth
tier

Bk Bandwidth of kth tier αk Path loss exponent of kth tier

λu User density Pk kth tier BS transmission
power

λe Eavesdropper density N Number of antennas at MBS

U Users served by a MBS αL Patloss exponent of LoS
mmW BS

αN Patloss exponent of NLoS mmW BS NN Nakagami parameter at NLoS
mmW BS

NL Nakagami parameter at LoS mmW BS Mr Main lobe gain at receiver

Mt Main lobe gain at transmitter/
interferer

mr Side lobe gain at receiver

mt Side lobe gain at transmitter/ interferer θr Beamwidth at receiver

θt Beamwidth at transmitter/ interferer σ 2 Noise power

RSk Average achievable secrecy rate at kth
tier

β Blockage density [30]

Rk Achievable ergodic rate at user
associated with kth tier

SINRu
k SINR at user associated with

kth tier

SINRe∗
k SINR at most malicious eavesdropper

associated with kth tier
P total

k Power consumption in kth
tier

where Mj , θj , mj , and pl donate the main lobe gain, beamwidth, side lobe gain, and
the probability of occurrence of certain gain Gl , where j = {t, r}. It is assumed that
the typical transmitting BS, t , and receiver, r , are perfectly aligned; hence maximum
directivity gain MrMt can be achieved.

Following the legitimate typical user, antenna gain seen at the eavesdropper e ∈
�e from serving BS, t , is defined as

Ge =

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

MeMt with prob.
(

θe

2π
θt

2π

)

Memt with prob.
(

θe

2π

(
1 − θt

2π

))

meMt with prob.
((

1 − θe

2π

)
θt

2π

)

memt with prob.
((

1 − θe

2π

) (
1 − θt

2π

))
,

(2)

where Me is the main lobe gain, me is the back lobe gain, and θe is the main lobe
beamwidth at the eavesdropper e, respectively.

Analysis is performed for the typical user to whom mmW BS can form line-of-
sight (LoS) or non-line-of-sight (NLoS) link. Moreover, we infer that the typical
user at the origin will only form the LoS link to the mmW small cell BS when
there is no blockage in path of their link. Thus, to define blockage model for mmW
communication in this network, in accordance with independent thinning theorem,
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we divide �3 to �L
3 and �N

3 = �3/�L
3 , with densities p(x)λ3 and (1 − p(x))λ3,

using LoS probability function p(x), as independent PPPs of LoS and NLoS mmW
small cells, respectively [30]. We define p(x) as a probability measure that a link
of length x is LoS, i.e., 1 − p(x) is NLoS probability of a link. Based on stochastic
blockage models, p(x) is given as p(x) = e−βx where β is dependent on statistics
of blockages at a certain cell location and x is the measure of link distance from the
serving BS to the typical user [31].

It is assumed that the small-scale fading in sub-6 GHz links is independent
and identically distributed (i.i.d) and follows a Rayleigh distribution, whereas for
mmW links, it is assume to be independent Nakagami fading with Nakagami fading
parameter NL and NN for LoS and NLoS links, respectively. Nakagami fading
parameters are considered as positive integers for ease of tractability [37].

An open access scheme for users’ connectivity to BSs is assumed where user
connects with any tier BS based on the maximum average received power. Thus, the
typical user will connect to tier j if

j = arg max
k∈{1,2,3}PkLk(x), (3)

where Pk = Pk

( 4π
λc

)2
and Lk(x) = x

−αk

k are the normalized transmission power of the

kth tier and path loss function. λc is the carrier wavelength and x is the link distance
from typical user to serving BS.

We define the average received power at a typical user connected with the MBS
tier as

Pr,1 = GM

P1

U
Lj,M(x), (4)

where GM = (N − U + 1) is the array gain for ZFBF transmission and Lj,M(x) =
x

−α3
3 is the path loss function [29]. Likewise, we define average received power at

the typical user associated with small cell tier BS as

Pr,i = PiGiLi(x), where i ∈ {2, 3}, (5)

where Gi is given as

Gi =
{

1, sub − 6 GHz small cell,

Gl, defined in (1), mmW small cell,

For the channel modeling of considered three-tier HetNet, we model the signal-
to-interference-plus-noise ratio (SINR) for the entire network. It is assumed that the
transmission channels of eavesdroppers and legitimate user are independent of each
other, and distortion of eavesdropper channel with interference leads to enhanced
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secrecy performance of overall network. We define most malicious eavesdropper for
any transmission link as one with the highest received SINR; thus it dominates the
secrecy rate. The SINRs discussed below are for the most malicious eavesdropper,
i.e., SINRe∗

i = max
e∈�e

{SINRe
i } where i ∈ {M,S,m}.

We define received SINR for a typical receiver and any eavesdropper connected
with the MBS bo,M as

SINRu
M =

P1
U

ho,MLo,M(x)

σ 2 + ∑
v∈�1\bo,M

P1
U

hv,MLv,M(xv) + IS

, (6)

SINRe∗
M =

P1
U

he,Mr
−α1
e

σ 2 + ∑
v∈�1

P1
U

hv,MLv,M(xv) + IS

, (7)

where Ls(xs) = x
−α2
s , Lo,M(x) = x−α1 , and IS = ∑

s∈�2
P2hsLs(xs) are the

intercell interferences from sub-6 GHz small cells and hs ∼ exp(1), hv,M ∼
	(U, 1), and ho,M ∼ 	(N − U + 1, 1) are the small-scale fading gains at the
typical user from the interfering channel, interfering MBS, and from serving MBS
for U users [29]. Here, he,M ∼ exp(1) is fading gain at eavesdropper at the distance
re from the serving BS, xs and xv are the distances between the receiver and small
cell BS and receiver and MBS v, and σ 2 is the noise power.

We define the SINR of a typical receiver with link distance x and an eavesdropper
with link distance re connected with the sub-6 GHz band small cell BS bo,S as

SINRu
S = P2ho,SLo,S(x)

σ 2 + ∑
s∈�2\bo,S

P2hs,SLs,S(xs) + IM

, (8)

SINRe∗
S = P2he,Sr

−α2
e

σ 2 + ∑
s∈�2

P2hs,SLs,S(xs) + IM

, (9)

where Ls,S(xs) = x
−α2
s , Lo,S(x) = x−α2 , and IM = ∑

v∈�1

P1
U

hvLv(xv) are the
intercell interferences from macro cells and hs,S ∼ exp(1), ho,S ∼ exp(1), he,S ∼
exp(1), and hj ∼ 	(U, 1) are the small-scale fading gains from the interfering
channel. Here, xs and xv are the link distance between typical user and small cell
BS s and MBS v, respectively.

The SINR for the typical receiver and an eavesdropper connected with mmW
small cell bo,m is defined as

SINRu
m = P3MrMtho,mLo,m(x)

σ 2 + P3
∑

q∈{L,N}
∑

l∈�
q
3\bo,m

Glhl,mLl,m(xl)
, (10)

SINRe∗
m = P3Gehe,mr

−α
(q)
3

e

σ 2 + P3
∑

q∈{L,N}
∑

l∈�
q
3
Glhl,mLl,m(xl)

, (11)
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where Lo,m(x) = x−α
(q)
3 is path loss, ho,m and he,m are small-scale fading gains,

and Gl and Ge are the directivity gains of interfering BSs, given by (1) and (2).
Here, q ∈ {L,N} identifies the interfering link as either LoS (L) or NLoS (N),
respectively.

The power consumption model for the assumed three-tier hybrid HetNet needs to
be quantified for the evaluation of SSE and SEE, respectively. We define total power
consumption at MBS as

P total
1 = ρ1 + P1

ε1
+

3∑

t=1

(U)t (�t + Nt), (12)

where ρ1 and ε1 are load-independent circuit power of BD and efficiency of
power amplifier, respectively. Parameters �t and t are dependent on the length
of transceiver chains and coding, decoding, and precoding involved in the transmis-
sion [32].

The power consumption in sub-6 GHz and mmW small cells is defined as

P total
i = ρi + Pi

εi

for i ∈ {2, 3}, (13)

where i ∈ {2, 3}, ρi is load-independent circuit power, and εi is the efficiency of
power amplifier of the BS of the i-th tier.

To characterize the secure transmission scenario for the proposed network, we
first assume that all tier links are eavesdropped such that eavesdroppers do not
attempt attacks to change information transmitted from BS to legitimate receiver,
i.e., passive non-colluding eavesdropping. A secrecy coding scheme, Wyner code,
is adopted at each transmission link for the protection of confidential messages from
intrusion from eavesdroppers. Under the Wyner coding scheme, each BS encodes
data using this scheme before transmitting it to the legitimate user [33]. Thus, the
rate of the transmitted confidential message signal Rm and rate of transmitted code
words Rc are defined at the BS before data transmission commences. The cost of
maintaining the confidential message secrecy from eavesdroppers is Rc−Rm [33]. It
is assumed that the aforementioned rates remain fixed during transmission [34, 35].
During transmission from BS to the legitimate user, whenever the wiretapping
capacity of the link from the serving BS to the eavesdropper Re is higher than the
rate Rc − Rm, secrecy outage event occurs. Thus, the secrecy outage probability
is defined as P k

so(γe) = Pr(SINRe
k > γe), i.e., the SINR at any eavesdropper

node is higher than threshold. We quantify SSE and SEE based on secrecy outage
probability where SSE is the average secrecy rate per unit bandwidth and SEE
is the secrecy performance of a three-tier hybrid HetNet based on unit energy
consumption.
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4 System Performance Evaluation

We specify the average achievable rate associated with successful transmission of
confidential information from BS to the legitimate user in proposed hybrid HetNet
as secrecy transmission capacity constraint [33, 36]. Thus, the average achievable
secrecy rate for the network tiers is represented as

RSk = [Rk − Re
k]+ for k ∈ {1, 2, 3}, (14)

where [y]+ = max{0, y}, Rk = E[log2(1+SINRu
k )], and Re

k = E[log2(1+SINRe∗
k )]

are the average achievable ergodic rates of the channel between the serving kth tier
BS and the typical receiver and most malicious eavesdropper . As we are performing
the analysis for the most malicious eavesdropper, therefore, the average achievable
ergodic rate cannot exceed Re

k . The ergodic transmission rate of the serving BS is
dependent on the CSI of the link between itself and legitimate user only as CSI of
eavesdroppers is unknown at the BS because of their non-colluding nature.

4.1 Achievable Rates

Following up from (14), we derive the achievable ergodic rate at the legitimate user
connected with MBS as

R1 = 1

ln2

∫ ∞

0

P 1
C(γ )

1 + γ
dγ, (15)

where P 1
C(γ ) = ∫ ∞

0 P 1
C(γ, x)fX1(x)dx is the complementary cumulative distribu-

tion function (CCDF) of SINRu
M , fX1(x) is the probability density function (PDF) of

the distance between the MBS and typical receiver, and P 1
C(γ, x) is the conditional

coverage probability for the given distance x between the typical user and serving
MBS [27]. In this scenario when the legitimate receiver is connected with MBS,
the average ergodic rate on the link between serving BS and the most malicious
eavesdropper is given by

Re
1 = 1

ln2

∫ ∞

0

1 − P 1
so(γe)

1 + γe

dγe, (16)

where P 1
so(γe) is CDF of SINRe∗

M . Following up from (14), we derive the achievable
ergodic rate at the legitimate user connected with sub-6 GHz small cell as

R2 = 1

ln2

∫ ∞

0

P 2
C(γ )

1 + γ
dγ, (17)
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where P 2
C(γ ) = ∫ ∞

0 P 2
C(γ, x)fX2(x)dx is the CCDF of SINRu

S , fX2(x) is the
PDF of the distance between the serving sub-6 GHz small cell BS and typ-
ical user, and P 2

C(γ, x) is the conditional coverage probability of the typical
user.

In a scenario when the legitimate receiver is connected with sub-6 GHz small cell
BS, the average ergodic rate on the link between serving BS and the most malicious
eavesdropper is given by

Re
2 = 1

ln2

∫ ∞

0

1 − P 2
so(γe)

1 + γe

dγe, (18)

where P 2
so(γe) is the CDF of SINRe∗

S .
Following up from (14), we derive the achievable ergodic rate at the legitimate

user connected with mmW small cell as

R3 = 1

ln2

∫ ∞

0

P 3
C(γ )

1 + γ
dγ, (19)

where P 3
C(γ ) = ∑

q∈{L,N}
A3,qP

3,q
C (γ ) is the CCDF of SINRu

m and P
3,L
C (γ ) and

P
3,N
C (γ ) are defined as the conditional coverage probability when the typical

receiver, connected with mmW small cell, connects with the BS in �L
3 and �N

3 ,
respectively. A3,q are the probabilities of typical receiver associating with LoS or
NLoS link.

In a scenario when the legitimate receiver is connected with mmW small cell
BS, the average ergodic rate on the link between serving BS and the most malicious
eavesdropper is given by

Re
3 = 1

ln2

∫ ∞

0

1 − P 3
so(γe)

1 + γe

dγe, (20)

where P 2
so(γe) is the CDF of SINRe∗

m . By substituting (19) and (20) in (14), we
obtain the average achievable secrecy rate for mmW tier.

4.2 Physical Layer Security Parameters

The secrecy outage probability, Pso, for the entire network is defined as

Pso =
3∑

k=1

P k
soAk, (21)
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where Ak is the association probability of tier k. Similarly, a lower bound on the
SSE, using the law of total expectation, is given by

SSEL =
3∑

k=1

Ak × SSEk, (22)

where SSE1 = U ×RS1 is the value of SSE for massive MIMO-enabled sub-6 GHz
macro tier and SSEk = RSk for k ∈ {2, 3} is the value of SSE for sub-6 GHz and
mmW small cell tiers, respectively. Average achievable secrecy rate RSk for each
tier k of the network is given by (14).

The lower bound on SEE for the proposed network is defined as [28, 38]:

SEEL =
3∑

k=1

Ak × SEEk, (23)

where SEE1 = U×RS1

P total
1

is the value of SEE for massive MIMO sub-6 GHz enabled

macro tier and SEEk = RSk

P total
k

for k ∈ {2, 3} is SEE for sub-6 GHz and mmW small

cell tiers, respectively. Average achievable secrecy rate RSk for each tier k of the
network is given by (14).

5 Simulation Results and Performance Analysis

In this section, numerical results are shown to study and understand the impact
of massive MIMO large antenna arrays and mmW channel characteristics on the
secrecy outage probability, SSE, and SEE of the network. The simulation parameters
are outlined in Table 2. Monte Carlo simulations are used to study the system
performance.

We begin by studying the performance of the proposed network’s secrecy outage
probability in terms of density of eavesdropper nodes, as shown in Fig. 2. This
plot has been obtained using (21) while taking varying small cell BS densities and
directional antenna gains at the eavesdroppers nodes of the network. The secrecy
outage probability of the network increases with increasing eavesdropper’s density,
thereby notifying that a large number of eavesdropping nodes in the network harm
the network secrecy. However, there is another important observation to be noted
that higher small cell BS density optimizes the secrecy of the network even though
the eavesdropper’s density might be high. These results allude to the fact that higher
small cell density results in the increase in interference in the network. Thus, the
uncertainty at eavesdropper nodes elevates leading to their SINR falling below the
threshold. This results in improvement in secrecy outage probability of the network.
The reader may notice that when the small cell density in the network is kept fixed,
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Table 2 Simulation
parameters

Parameter Value Parameter Value

λ1
(
5002 × λ

)−1
f1 = f2 1 GHz

B1 = B2 10 MHz α1 3.5

α2 4 P1 46 dBm

P2 30 dBm λe 1 × 10−6

f3 28 GHz B3 100 MHz

P3 30 dBm αL 2

αN 4 NN 2

NL 3 Mr 10 dB

Mt 10 dB mr −10 dB

mt 0 dB θr 90◦

θt 30◦ σ 2 −90 dBm

Noise figure 10 dB 1/β 141.4 m [30]

ε1 = ε2 = ε3 0.38 [28] ρ1 4 W

�1 4.8 �2 0

�3 2.08 ×10−8 1 1

2 9.5 ×10−8 3 6.25 ×10−8

ρ2 13.6 W [39] ρ3 13.6 W [39]
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Fig. 2 Secrecy outage probability of the three-tier network as the function of λe for γe = 40 dB,
N = 5

the secrecy rate of the transmissions in the network improves with small directional
antenna gains at the eavesdroppers. We conclude that lower directional gains at the
eavesdroppers and higher cell density in the network are the two major settings
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Fig. 3 SSE versus varying small cells BS density as multiple of MBS density for λ3 = λ2, Ge =
15 dB, N = 40, U = 5

that reduce the probability of eavesdroppers having SINR above the predefined
threshold.

Now, we study the SSE behavior based on varying small cell BS density of tier 2
and tier 3 for various eavesdropper’s densities. Figure 3 plots the SSE of the network
versus varying small cell densities. It can be seen that the SSE increases with
the increase in small cell density and falls when the eavesdropper node’s density
increases. This is because, the average cell radius decreases when small cell density
is increased. Therefore, more users are offloaded to small cells so the transmission
from the BS to the intended legitimate user becomes better. When the cell sizes
decrease, the distance from the intended receiver to the transmitting nodes decreases
that causes stronger links and enhanced secrecy rate between them. If we consider
the case of mmW small cells, the LoS probability function p(R) is directly related to
distance; thus, the LoS association probability increases with decrease in distance.
In such scenario, low path loss LoS links between mmW BSs and legitimate users
are more likely to be formed than NLoS links. Another interesting observation is
that user’s association with MBSs declines in the presented scenario though they are
high-power nodes but have low BS density compared to the small cells. Interference
in the network increases as transmitting node density is notably high; therefore, an
increase in eavesdropper’s density has little impact on SSE of the network.

Figure 4 illustrates the relationship between the SEE and the small cell density.
This plot has been obtained using (23). As a preliminary observation, it may be
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Fig. 4 SEE versus varying small cells BS density as multiple of MBS density for λ3 = λ2, Ge =
15 dB, N = 30, U = 5

stated that the SEE is higher for greater values of λ2 and λ3, respectively . This
is because of the increase in SSE over the identical power consumption, shown in
Fig. 3. Moreover, on increasing small cell densities, λ2 and λ3, more users associate
with low-power small cell BSs compared to high-power macro cell BSs. This shift
in association leads to a power-efficient network; however, it comes at the cost of
small cell BS deployment. Here again it may be noted that the interference in the
three-tier network is higher with dense transmitting BS nodes; therefore, an increase
in eavesdropper’s density has little impact on SEE of the network.

Extending the previous discussion, we now vary the number of transmitting
antennas on the massive MIMO-enabled MBS of the network and then observe the
effects on SSE of the three-tier hybrid HetNet over different small cell densities.
The results are shown in Fig. 5. It can be seen that the SSE of the network falls with
the increasing number of antennas at the MBSs and shows significant increase with
higher small cell density. This is because, when N increases, spectral efficiency of
MBSs increases. As the MBSs are high power nodes, transmission to eavesdroppers
in the network improves significantly that results in increases secrecy rate, Re.
Legitimate user to BS association gets biased toward MBSs because of their high
array gains at increased number of antennas. Thus, fewer portion of users connect
with small cells BSs. Hence, interference in the network reduces leading to better
reception at eavesdroppers.
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Fig. 5 SSE versus different number of antennas at macro BS for Ge = 15 dB, U = 5

Figure 6 illustrates the variation in SEE with increasing number of antennas at
massive MIMO-enabled MBSs. Plot is based on (23). It can be seen that SEE of
the network drops with increasing N . It follows from the previous result that SSE
drops over the identical power consumption. In addition, users are more likely to
connect to macro cell BSs with increase in transmitting nodes at their BSs, and
since macro cells are higher-power-consuming entities compared to small cells,
therefore, overall network setting shifts to a power-inefficient network. As a result,
SEE of the network decreases with the increase in average achievable rate at eaves-
droppers. The reader may notice that the interference in the network elevates with
small cell density; therefore, SEE improves with drop in eavesdroppers’ secrecy
rate Re.

Early on, we mentioned that mmW and massive MIMO technologies are the
candidates for being the enabling technologies for 5G networks due to their
higher gains and superior bandwidth as for mmW technology. We conclude the
Results section by highlighting these very important points that we cannot increase
the directional beamforming gains at mmW nodes neither can we increase the
number of antennas at massive MIMO-enabled nodes limitlessly to have optimum
coverage in the proposed network, without entertaining drop in the overall secrecy
performance of the network.



118 A. Umer and S. A. Hassan

N
10 12 14 16 18 20 22 24 26 28 30

S
E

E
 (

bi
ts

/s
ec

/H
z/

Jo
ul

e)

0.5

1

1.5

2

2.5

3

3.5

λ
2
=λ

3
=5λ

1

λ
2
=λ

3
=10λ

1

λ
2
=λ

3
=15λ

1

Fig. 6 SEE versus different number of antennas at macro BS for Ge = 15 dB, U = 5

6 Conclusion

In this chapter, we characterized the secure communication in massive MIMO-
enabled three-tier hybrid HetNet based on the unique features of massive MIMO and
mmW communication by using PLS. Particularly, we evaluated the secrecy outage
probability and achievable ergodic rate at each of the three network tiers and most
malicious eavesdropper node. The expressions were then used to develop a tractable
approach to determine network-wide SSE and SEE. It was observed that network-
wide interference elevates on high BS density that in turn dominates the secrecy
performance of the network. Moreover, the secrecy performance of the networks
drops at higher beamforming gains at mmW cells; therefore, a tradeoff exists
between optimal coverage and secrecy in the network. The relationship between the
secrecy outage probability, SSE, and SEE of the network and number of antennas at
MBS, BS density, antenna gains, and eavesdropper’s density has also been studied
through simulation results. Through these results, we conclude that the number of
antennas at the massive MIMO-enabled macro cell BSs and beamforming directivity
gains at mmW cells shall be carefully chosen for optimal secrecy performance of
the network.
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