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Abstract. In this work, we propose two IPE schemes achieving both
adaptive security and full attribute-hiding in the prime-order bilinear
group, which improve upon the unique existing result satisfying both
features from Okamoto and Takashima [Eurocrypt ’12] in terms of
efficiency.

— Our first IPE scheme is based on the standard k-LIN assumption and
has shorter master public key and shorter secret keys than Okamoto
and Takashima’s IPE under weaker DLIN = 2-LIN assumption.

— Our second IPE scheme is adapted from the first one; the security is
based on the XDLIN assumption (as Okamoto and Takashima’s IPE)
but now it also enjoys shorter ciphertexts.

Technically, instead of starting from composite-order IPE and apply-
ing existing transformation, we start from an IPE scheme in a very
restricted setting but already in the prime-order group, and then grad-
ually upgrade it to our full-fledged IPE scheme. This method allows us
to integrate Chen et al’s framework [Eurocrypt ’15| with recent new
techniques [TCC ’17, Eurocrypt 18| in an optimized way.

1 Introduction

Attribute-based encryption (ABE) is an advanced public-key encryption system
supporting fine-grained access control [20,31]. In an ABE system, an authority
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publishes a master public key mpk for encryption and issues secret keys to users
for decryption; a ciphertext for message m is associated with an attribute z while
a secret key is associated with a policy f, a boolean function over the set of all
attributes; when f(x) = 1, the secret key can be used to recover message m.
The basic security requirement for ABE is message-hiding: an adversary holding
a secret key with f(z) = 0 cannot infer any information about m from the
ciphertext; furthermore, this should be ensured when the adversary has more
than one such secret key, which is called collusion resistance.

In some applications, an additional security notion attribute-hiding [10,22]
is desirable, which concerns the privacy of attribute x instead of message m.
In the literature, there are two levels of attribute-hiding: (1) weak attribute-
hiding is against an adversary who holds multiple secret keys with f(x) = 0;
(2) full attribute-hiding is against an adversary holding any kind of secret keys
including those with f(z) = 1. Nowadays we have seen many concrete ABE
schemes [7,9,18-21,24-26,30,33]. Based on the seminal dual system method [32],
we even reached generic frameworks for constructing and analyzing ABE [2-
6,11,12,35] in bilinear groups. Many of them, including both concrete ABE
schemes and generic frameworks, have already achieved weak attribute-hiding
[9,11,12,18,19,21].

However it is much harder to obtain ABE with the full attribute-hiding fea-
ture. In fact, all known schemes only support so-called inner-product encryption
(IPE), in which both ciphertexts and secret keys are associated with vectors and
the decryption procedure succeeds when the two vectors has zero inner-product.
Furthermore, almost all of them are selectively or semi-adaptively secure which
means the adversary has to choose the vectors associated with the challenge
ciphertext (called challenge vector/attribute) before seeing mpk or before seeing
any secret keys [10,22,29,36]. Both of them are much weaker than the standard
adaptive security (i.e., the one we have mentioned in the prior paragraph) where
the choice can be made at any time. (Note that Wee achieved simulation-based
security in [36].) What’s worse, some schemes [10,22] are built on the composite-
order group, on which group operations are slower and more memory space is
required to store group elements. The best result so far comes from Okamoto and
Takashima [27]: the IPE scheme is adaptively secure and fully attribute-hiding
based on external decisional linear assumption! (XDLIN) in efficient prime-order
bilinear groups.

1.1 Owur Results

In this work, we propose two IPE schemes in prime-order bilinear groups
achieving both adaptive security and full attribute-hiding, which improve upon
Okamoto and Takashima’s IPE scheme [27] in terms of space efficiency:

! The construction is originally based on the decisional linear assumption in sym-
metric prime-order bilinear group. In this paper, we will work with asymmetric
bilinear group where their proof will be translated into a proof based on the exter-
nal decisional linear assumption. Note that XDLIN assumption is stronger than DLIN
assumption.
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— Our first construction is proven secure under standard k-Linear (k-LIN)
assumption. When instantiating with k& = 2 (i.e., DLIN assumption), it enjoys
shorter master public key and secret keys under weaker assumption than
Okamoto and Takashima’s IPE, but we have slightly larger ciphertexts. With
parameter k = 1 (i.e., SXDH assumption), we can also achieve shorter cipher-
texts but at the cost of basing the security on a stronger assumption.

— Our second construction is proven secure under the XDLIN assumption, which
is stronger than DLIN assumption. This gives another balance point between
(space) efficiency and assumption. Now we can get better efficiency than
Okamoto and Takashima’s IPE in terms of master public key, ciphertext
and secret keys without sacrificing anything — Okamoto and Takashima also
worked with XDLIN.

A detailed comparison is provided in Table 1.

Table 1. Comparison among our two IPE schemes and Okamoto and Takashima’s
IPE [27]. All schemes are built on an asymmetric prime-order bilinear group
(p,G1,G2,Gr,e : G1 X G2 — Gr). In the table, |G1],|G2|,|Gr| denote the sizes of
group elements in G1,G2, Gr.

Scheme [mpk| |ct| sk| Assumption

)
Section 3.4 (10n + 16)|G1| + 2|GT| (51’L + 3)‘G1‘ + |GT| 8‘G2‘ DLIN
(3n +5)|G1] + |G| (3n 4 2)|G1| + |Gr| | 5|G2| | sxDH
Section4.4 | (8n + 14)|G1| + 2|Gr| | (4n + 3)|G1| + |Gr| | 7|G2| | XDLIN

1.2 Our Technique in Composite-Order Groups

As a warm-up, we present a scheme in asymmetric composite-order bilinear
groups. Here, we will rely on composite-order groups whose order is the prod-
uct of four primes; this is different from the settings of adaptively secure ABE
schemes and selectively secure full attribute-hiding inner product encryption
where it suffices to use two primes.

The Scheme. Assume an asymmetric composite-order bilinear group G =
(N,GN, HN,GT,B : GN X HN — GT) where N = P1P2pP3P4- Let gl,h14 be
respective random generators of subgroups G, , Hp,p,. Pick o, u,wq, ..., w,
Zy . We describe an IPE scheme for n dimensional space over Zy as follows.

mpk * 91, 9%7 g,{Ulv' .- agiﬂnv 6(917}7/14)04

sky B (0T (1)

cty 1 g8, gy g H(e(gh, hag) @) - m
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where x = (21,...,2,) € Z% and y = (y1,...,Yn) € Z%;. The construction is
adapted from Chen et al. IPE [11] (without attribute-hiding feature) by embed-
ding it into groups with four subgroups. This allows us to carry out the proof
strategy introduced by Okamoto and Takashima [27], which involves a non-trivial
extension of the standard dual system method [32]. We only give a high-level
sketch for the proof below but show the complete game sequence in Fig.1 for
reference.

As is the case for adaptively secure ABE [32,35], we will rely on the following
private-key one-ciphertext one-key fully attribute-hiding inner product encryp-
tion scheme in the proof of security. Here, g3, h3 denote the respective generators
for the subgroups of order ps.

sky : h§+ylw1+"-+ynwn @
Cty @ gy ™ T L gy Tt ¢S om
Note that the scheme satisfies (simulation-based) information-theoretic security
in the selective setting, which immediately yields (indistinguishability-based)
adaptive security via complexity leveraging.

In the proof of security (outlined in Fig. 1), we will first switch the ciphertext
to having just a papsps-component via the subgroup decision assumption. At the
beginning of the proof, all the secret keys will have a ps-component, and at the
end, all the secret keys will have a ps-component; throughout, the secret keys
will also always have a p;-component but no ps-components at the beginning or
the end. To carry out the change in the secret keys from ps-components to ps-
components, we will switch the keys one by one. For the switch, we will introduce
a p3-component into one secret key and then invoke security of the above private-
key one-ciphertext one-key scheme in the ps-subgroup. It is important here that
throughout the hybrids, at most one secret key has a ps-component.

1.3 Our Technique in Prime-Order Groups

Assume a prime-order bilinear group G = (p, G1, G2, Gr,e : G1 X Gy — Gr) and
let []1, []2, [-]z denote the entry-wise exponentiation on G1, Ga, G, respectively.
Naively, we simulate a composite-order group whose order is the product of four
primes using vectors of dimension 4k “in the exponent” under k-LIN assumption.

That is, we replace
g1, h14 — [Al]h [1314]2
where A « Zﬁka,BM — Zf;k”k. However, the resulting IPE scheme is less
efficient than Okamoto and Takashima’s scheme [27]. Instead, we will show that
it suffices to use
A, <—Z1(,k+1)><k, By <—Zl()2k+1)><k (3)

Then, with the correspondence by Chen et al. [11,13,16]:

a —kezkt u,wi - U, W, € ZFTDXCHD g e )
S HSEZQ rr HrGZ’; (4)
gi —[s A, hiy +— [Burl

g1 = [s TATW] 1, 11— [WBur



Improved IPE with Adaptive Security and Full Attribute-Hiding 677

Game ct rthsk: Hp, X 7 |Remark
P ] P P ] P J‘"‘i = J‘"‘ >j

0 Tip — Hy, Real game

1 — Tib Hp, p1 +— p2p3pain G

2.j -1 — Zi,0 Zi,b Zi,b I‘Ip2 H:,,4 H1,4

2]— 1.1 — ZTi,0 Ti,b Ti,b sz HPS Hp4 P4 — P3 in H

2.7 —1.2 — 5,0 5,0 Tip Hy, | Hpy | Hp, |private-key scheme in p3

2.5 —1.3 — Ti0 Ti0 Tib Hy, | Hp, | Hp, |p3 — p2in H

3 ‘ — ‘ Ti0 ‘ x; 0 Ti,0 ‘ Hp, ‘statistical in ps, pa
Fig. 1. Game sequence for composite-order IPE. In the table, xo = (z1,0,...,%n,0)
and x1 = (21,1,...,%n,1) are the challenge vectors; b € {0, 1} is the secret bit we hope

to hide against the adversary. The gray background highlights the difference between
adjacent games. The column “ct” shows the structure of the challenge ciphertext on four
subgroups whose generators are g1, g2, g3, g4, while the next column gives the subgroup
where every secret keys lie in. In the last column, the notation “p; — popsps in G” is
indicating the subgroup decision assumption stating that Gp, ~c Gpypsps-

we have the following prime-order IPE scheme:

mpk : [ATha [ATUha [ATWlha R [ATW”]L [ATk]T
sky : [k+ (y1 - Wi+ +yn - Wy)Bur]z, [Bur]s (5)
Ctx : [STAT]l, [STAI($1 U+ Wl)]l, ey [STAT(QZH U+ Wn)]l, [CTk]T -m

Note that, with matrices A; € ZékH)Xk and B € Zé%ﬂ)m, we only simulate
two and three subgroups, respectively, rather than four subgroups; meanwhile
some of them are simulated as low-dimension subspaces. Although it has become
a common optimization technique to adjust dimensions of subspaces, it is not
direct to justify that we can work with less subspaces. In fact, these optimizations
are based on elaborate investigations of the proof strategy sketched in Sect. 1.2.
In the rest of this section, we explain our method leading to the optimized
parameter shown in (3).

Our Translation. We start from an IPE scheme in a very restricted setting
and then gradually upgrade it to our full-fledged IPE scheme in the prime-order
group. In particular, we follow the roadmap

private-key one-key IPE ?—1]—» private-key IPE [Ste—p2> public-key IPE
11,13 11,36

The private key one-key IPE corresponds to scheme (2) over ps-subgroup (cf.
Gamey ;1.2 in Fig. 1). In Step 1, we move from one-key to multi-key model using
the technique from [13], which is related to the argument just after we change
ciphertext in proof of scheme (1) (cf. Gameg o to Games , and Games in Fig. 1).
In Step 2, we move from private-key to public-key setting with the compiler
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in [36], which is related to the change of ciphertext at the beginning of the proof
(cf. Game; in Fig.1). By handling these proof techniques underlying the proof
sketched in Sect. 1.2 (cf. Fig.1) one by one as above, we are able to integrate
Chen et al.’s framework [11] with recent new techniques [13,36] in an optimized
way.

Private-key IPE in One-key Setting. We start from a private-key IPE where
the ciphertext is created from msk rather than mpk. We also consider a
weaker one-key model where the adversary can get only one secret key. Pick
o, U, Wy, ..., Wy < Z, and let message m € Z,. We give the following private-
key IPE over Z,:

msk : o, u, wy, ..., Wy
sky s+ (y1 - wi + -+ Y - wp) (6)
Ctx 1 1 - U+ W1,..., Ty - U+ Wy, M

Analogous to scheme (2), the scheme satisfies (simulation-based) information-
theoretic security in the selective setting (cf. [36]). By the implication from
simulation-based security to indistinguishability-based security and standard
complexity leveraging technique, we have the following statement: For adap-
tively chosen xo = (21,0,---,%Zn0) € Zp, X1 = (T11,...,%n1) € Z; and
Yy = (y1,---,yn) € Zj satisfying either (xo,y) # 0 A (x1,y) # 0 or (xo,y) =
(x1,y) =0 and all b € {0,1}, we have

{Il,b'u+wla~"7'u+wna y1w1++ynwn} (7)
{[z1,1-0 'U+w1,m,-U+wm yr-wi+ o+ Yp o wy b

Note that the statement here is different from that used in Fig.1 (where x; ¢ is
in the place of z; 1_3). Looking ahead, this choice is made to employ the “change
of basis” technique when moving from one-key to multi-key model (see the next
paragraph).

Private-key IPE in Multi-key Setting. To handle multiple keys revealed to the
adversary, we employ Chen et al.’s prime-order generic framework? [11] based on
the dual system method [32] to scheme (6). The framework works with prime-
order finite cyclic group G on which the k-LIN assumption holds. Let [-] denote
the entry-wise exponentiation on G. In order to avoid collusion of multiple
secret keys, we will re-randomize each secret key [8,31,34] using fresh vector
d < span(B;) where By « Zg,kH)Xk, which supports standard dual system
method [32] with a hidden subspace By «— Z’;‘H. For this purpose, we need to
do the following “scalar to vector” substitutions:

u€EZy—ue€ Z;X(kﬂ) and w; € Z, — w; € Z;X(k'H) Vi € [n].

2 Note that, with their framework, we can work out a public key IPE directly, but we
focus on the technique handling multiple secret keys at the moment.
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Then the re-randomization is done by multiplying u and each w; in secret keys
by d and moving them from Z, to G. This yields the following private-key IPE:

msk : a,u, Wy, ..., W,
sky : [a+ (Y1 - w1+ - +yn-wy)d], [d] where d « span(B;) (8)
Clx 1 U+ Wi,..., T, U+ Wy, [a]-m

To carry out the non-trivial extension by Okamoto and Takashima [27] which
involves three subgroups of Hy (cf. game sequence from Games g to Gamez ),
we increase the dimension of vectors u,wy,..., w,, d in secret keys by k (i.e.,
from k + 1 to 2k 4+ 1) as in [13] such that the support of d can accommodate
three subspaces defined by

2k+1 k 2k+1 2k+1 k
(B1, By, By) « ZZHH1xk o 7201 o 7 2k41)x

where B1, B2, B3 play the roles similar to p4, p2, ps-subgroup respectively. Fol-
lowing the proof strategy in [13] and statement (7) for the one-key scheme (6),
we can change secret keys and the challenge ciphertext revealed to the adversary
into the form:

sky :[a+ (y1- w1+ +yn-wy)d], [d] where d« span(Bl,)
2)

ct* {agp - u® + |z u® |+ 2 u® + widicp, [a] m

where u® (resp. u®, u®) is a random vector orthogonal to span(Bg, B3)
(resp. span(B1,B3), span(B1,Bs)). Finally, by the “change of basis” commonly
appeared in the proof with dual pairing vector space [23,27] (and a simple sta-
tistical argument), we claim that ct* has the same distribution as

’331,0'1104-1‘1,1'111‘+W17~-~;

Tn,0 Uy + Tp,1 - U1 ‘+Wna [O‘] sm

where ug,u; «— Z;X(%H). This means that ct* hides b and scheme (8) is fully
attribute-hiding.

Note that the support of randomness d (after the change) is span(Bq, Bs)
rather than span(Bs), which simulates ps-subgroup in the composite-order
scheme (1). This is crucial to derive more efficient IPE scheme but slightly com-
plicates the final argument above where “change of basis” technique has to be
used to deal with x; - u® interplaying with By-component in sky .

(Public-key) IPE scheme. To upgrade our private-key IPE to public-key IPE,
we will employ the “private-key to public-key” compiler in [36]. The compiler
relies on bilinear groups (p, G1,Ga,Gr,e : G1 X Go — Gr) in which the k-LIN
assumption holds. In detail, we do the following “vector to matrix”/“scalar to
vector” substitution for entries in msk and secret keys:

w,wi,...,w, € ZCFY U Wy, W, e DX R
o€ Zy—keZit
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and publish them as parts of mpk in the form of
[ATU], [ATWq]1,...,[ATW,]1,[ATk]lr  where A « Z;’“*”Xk.

In the ciphertext, we translate u, wy, ..., w, into [c' U]y, [c"W]q,...,[cTW,];
where ¢ « span(A) and translate [a] into [¢"k]7. Finally, secret keys are now
moved to group Gs. This results in the following IPE scheme:

mpk : [A]l, [ATU]l, [ATW1]1, ey [ATWn]l, [ATk]T
sky [+ (- W 4y Woldla, [l where  d—span(By) g
cte e, [ T U+e"Wili,...,[2n - c"U+c"W,l1, [c K]z -m )
where ¢« span(A)

Note that the translation does not involve (B, Bs, B3) we just introduced.

To prove the security of the resulting public-key IPE scheme, we first show
that we can change the support of ¢ from span(A) to Z}™! by the following
statement implied by the k-LIN assumption:

([Al1, e — span(A)]1 ) ~c ([A]r, [e — Zy*'h).
Since (A | ¢) is full-rank with overwhelming probability, we can see that

msk = (ATU,ATWy,...,ATW,,ATk)
and msk® = (c'U,c"Wy,...,c"W,,c'k)

are distributed independently. Then the security of scheme (9) can be reduced to

that of private-key scheme (8) by observations: (i) msk is necessary for generating
mpk in scheme (9); (ii) we can view a ciphertext in scheme (9) as a ciphertext
of our private-key IPE scheme under master secret key msk™; (iii) a secret key
in scheme (9) can be produced from a secret key of private-key IPE scheme (8)

under master secret key msk™ with the help of msk.

How to Shorten the Ciphertext. The ciphertext size of our IPE scheme (9) mainly
depends on the width of matrix U and W, which is further determined by the
dimensions of subspaces defined by Bi, Bo, B3. Therefore, in order to reduce
the ciphertext size, we employ the “dimension compress” technique used in [16].
The basic idea is to let B; and B3 “share some dimensions” and finally decrease
the width of U and W, the cost is that we have to use the XDLIN assumption.
Compared with our first scheme, a qualitative difference is that the private-key
variant now works with bilinear maps. This is not needed when we work with
the k-LIN assumption in the first scheme.

Organization. The paper is organized as follows. In Sect. 2, we review some
basic notions. The next two sections, Sects. 3 and 4, will be devoted to our two
IPE schemes, respectively. In both sections, we will first develop a private-key
scheme and then transform it to the public-key version as [36].
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2 Preliminaries

Notation. Let A be a matrix over Z,. We use span(A) to denote the column
span of A, use basis(A) to denote a basis of span(A), and use (A1]|A3) to denote
the concatenation of matrices A1, Ay. By span(A "), we are indicating the row
span of AT. We let I,, be the n-by-n identity matrix and 0 be a zero matrix of

proper size. Given an invertible matrix B, we use B* to denote its dual satisfying
B'B*=1.

2.1 Inner-Product Encryption

Algorithms. An inner-product encryption (IPE) scheme consists of four algo-
rithms (Setup, KeyGen, Enc, Dec):

Setup(1*,n) — (mpk, msk). The setup algorithm gets as input the security param-
eter A and the dimension n of the vector space. It outputs the master public
key mpk and the master key msk.

KeyGen(msk,y) — sky. The key generation algorithm gets as input msk and a
vector y. It outputs a secret key sk, for vector y.

Enc(mpk,x, m) — ctx. The encryption algorithm gets as input mpk, a vector x
and a message m. It outputs a ciphertext cty for vector x.

Dec(ctx, sky) — m. The decryption algorithm gets as a ciphertext ctyx for x and
a secret key sk, for vector y satisfying (x,y) = 0. It outputs message m.

Correctness. For all vectors x,y satisfying (x,y) = 0 and all m, it holds that
Pr[Dec(ctx, sky) = m] =1,
where (mpk, msk) « Setup(1*,n), cty < Enc(mpk, x,m), sky < KeyGen(msk,y).
Security. For a stateful adversary A, we define the advantage function
(mpk, msk) « Setup(1*,n);
(X0, X1, Mo, my) « AKYGen(msk,) (mpk): 1

IPE L . _ =
Advy®(d) = | Pr |b=1b" b g {0,1}; ct* — Enc(mpk, x5, mp); 2

y (_AKeyGen(msk,~)(ct*)

with the following restrictions on all queries y that A submitted to

KeyGen(msk, -):

— if mg # m1, we require that (xg,y) # 0A (x1,y) #

— if moy = mq, we require that either (xo,y) # 0 A
(x1,y) =0.

An IPE scheme is adaptively secure and fully attribute-hiding if for all PPT

IPE

adversaries A, the advantage Adv,"()) is a negligible function in A.

0;
(x1,y) # 0 or (x0,y) =

Private-key IPE. In a private-key IPE, the Setup algorithm does not output
mpk; and the Enc algorithm takes msk instead of mpk as input. The adaptive
security and full attribute-hiding can be defined analogously except that A only
gets ct* and has access to KeyGen(msk, ). The advantage function is denoted by
Adva{E* (M). Accordingly, we may call the standard IPE public-key IPE.
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2.2 Prime-Order Groups and Matrix Diffie-Hellman Assumptions

A group generator G takes as input security parameter A and outputs group
description G = (p, G1, G2, Gr,e), where p is a prime of ©()\) bits, G1, G2 and
Gr are cyclic groups of order p, and e : G; X G2 — G is a non-degenerate
bilinear map. We require that group operations in G1, G2 and G as well the
bilinear map e are computable in deterministic polynomial time with respect to
A Let g1 € G1, g2 € G2 and gr = e(g1,92) € G be the respective generators.
We employ the implicit representation of group elements: for a matrix M over
Z,, we define [M]; = gM,[M]z = ¢M, [M]7 = gM, where exponentiations are
carried out component-wise. Given A and [B]2, we let A ® [B]s = [AB]g; for
[A]; and [B]a, we let e([A]1, [B]2) = [AB]r.

We review the matrix Diffie-Hellman (MDDH) assumption on G; [14]. The
MDDHj ¢ assumption on G can be defined analogously and it is known that
k-LIN = MDDHy, ¢ [14].

Assumption 1 (MDDH, , Assumption). Let { > k > 1. We say that the
MDDH,, , assumption holds with respect to G if for all PPT adversaries A, the
following advantage function is negligible in .

Adv'y " (N) = | PrIA(G, [M]y, [Ms];) = 1] — PrlA(G, [M]y, [u];) = 1] |
where G « G(1*), M « Zf,Xk, S — Z]; and u «— Zf,.

We also use the external decisional linear (XDLIN) assumption on G [1]:

Assumption 2 (XDLIN Assumption). We say that the XDLIN assumption
holds with respect to G if for all PPT adversaries A, the following advantage
function is negligible in X.

AdvT"™(N) == | Pr[A(G, D, Tp = [as(s1 + s2)]2) = 1] = Pr[A(G, D, Ty « G3) =1]|
where G «— g(l)‘) and D = ( [al, asz,as,a1S1, 11252]1, [(11, az,as,a1S1, 0252]2 ) with

a1,0a2,03, 81,52 < Zp-

3 Construction from k-LIN Assumption

3.1 Preparation

Fix parameters #1, /5,43 > 1 and let £ := {1 + {5 + £3. We use basis

By — 2, By « Z5, By — 20X,
and its dual basis (B!, Bg7 Bg) such that B;'—By =TI (known as non-degeneracy)
and B/ B; = 0 if i # j (known as orthogonality), as depicted in Fig. 2.

Assumption. We review the SDC];E,_)BI’Bz assumption [13,15,17] as follows. By
symmetry, one may permute the indices for subspaces.



Improved IPE with Adaptive Security and Full Attribute-Hiding 683

B! B) B
B, z B, iB3

Fig. 2. Basis relations. Solid lines mean orthogonal, dashed lines mean non-degeneracy.

G .
Lemma 1 (MDDHy, ¢, ¢, = SDR’,_.g, B,)- Under the MDDHy, ¢, ¢, assumption
in G, there exists an efficient sampler outputting random ([B1]z, [B2]2, [Bs]2)

(as described above) along with base basis(B:!) and basis(Bll‘,Bg) (of arbitrary
choice) such that the following advantage function is negligible in X.
Ga
Adv B BrE2 (\) = | Pr[A(G, D, [to]1) = 1] — PrlA(G, D, [t:],) = 1] |
where

D := ( [By]s, [Ba]a, [Bs)s, basis(B], Bl)), basis(Bl) )
to < span(B1), t1 < span(B1,B>).

Facts. With basis (B1, Bs, Bs), we can uniquely decompose w € Z;XZ as
T
W=D 5c w®  where w(® ¢ span(Bg ).

In the paper, we use notation w®) to denote the projection of w onto span(BlgT)
and define w(#192) = w() 4 w() for 3, 3, € [3]. Furthermore, we highlight
two facts: (1) For 3 € [3], it holds that wBs = w(?)Bg; (2) For all 3* € [3], it
holds that

{7 {wDhsss } = {[w L WP }ssse )

-
when w « Z1*¢ and w* «— span(Bg* ).

3.2 Step One: A Private-Key IPE in Prime-Order Groups

Our first prime-order private-key IPE is described as follows. We use the basis
described in Sect. 3.1 with (¢1,45,¢3) = (k,1,k). As mentioned in Sect. 1.2, we
do not need bilinear map for this private-key IPE. However, for our future use
in Sect. 3.4, we describe the IPE in bilinear groups and note that only one of
source groups is used.

~ Setup(1*,n): Run G = (p, G1,Ga, Gr,e) — G(1*). Sample B, — Z{FD**

and pick u,wy,...,w, «— Z;X(Zkﬂ), o« Zy. Output

msk = (G, o, u,wy,...,w,,B1).
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— KeyGen(msk,y): Let y = (y1,...,Yn) € Z,. Sample r Z’; and output
sky = (Ko = [a+ (y1- W1 + -+ yn - Wn)Bir]s, K1 = [Bir]2)
— Enc(msk,x,m): Let x = (z1,...,2,) € Z; and m € Ga. Output
cx=(Cr=z1-u+wy,...,Ch, =z, -u+w,, C=laly-m)
— Dec(cty,sky): Parse ctx = (Ci,...,Cy,C) and sky, = (Ko, K;) for y =
(Y15 -+ Yn) € Zy. Output
m =C-((y1-Cr+-+yn-Cn) OK;) - Ky "

The correctness is straightforward.

3.3 Security of Private-Key IPE
We will prove the following theorem.

Theorem 1. Under the k-LIN assumption, the private-key IPE scheme
described in Sect. 3.2 is adaptively secure and fully attribute-hiding (cf. Sect. 2.1).

Following [11,35], we can reduce the case my # mq to the case myg = my by
arguing that an encryption for my is indistinguishable with an encryption for
myq. Therefore it is sufficient to prove the following lemma for my = m;.

Lemma 2. For any adversary A that makes at most Q key queries and outputs
mo = my, there exists adversaries By, Ba, Bs such that

G

* sp&2 sp&2 G2
Adv;® () < Q- Advyg PP (X)) 4+ Q - Advg PP (N) + Q- Advyg PRV ())
and Time(B1), Time(Bs), Time(B3) ~ Time(A).

Game sequence. We prove Lemma?2 via the following game sequence, which
is summarized in Fig. 3.

— Gamey is the real game in which the challenge ciphertext for x;, =
(T1,y---,Tnp) is of the form

Ty U+ Wi, ..., Tpp U+ Wy, [a]s-mg.

Here b — {0,1} is a secret bit.
— Game; is identical to Gamey except that the challenge ciphertext is

We claim that Game; = Gameg. This follows from facts that (1) secret keys

: (2) ). " @) I
will not reveal w;™,...,wy’; (2) for all xo,x; € Zj and u'® € span(B; ),
it holds

ziiop-u® [+ w® Y

I
—

{|ip- 0@ [+ WP Yiep)

.
when wgz), . ,wg) — span(B! ). See Lemma 4 for more details.
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Game ct r-th sk (d < span(?)) [Remark

0 L w2 w20 pwO[h<i] w=j |5>j

0 Tip-u B: Real game

1 Zip-u Ziip-u Zip-u B, statistical argument: {x; , - u® 4 wﬁz)},g[7,] = {zi1p-
2
u® 4w}

2j5—1 Tip-u Tii_p-u zip-u  |Bi,Ba B; B, |Gamey o = Game;, Games ; = Games j_1.5

2j—11 zip-u Tii-p-U zip-u |B1,B2 B1,Bgs B SDE?HB]‘BS: [span(B1)]2 ~. [span(Bi,Bg3)]2 given
basis(Bg)ﬁ basis(B! R B!)

25—12 zp-u Tii—p-u  xi1-p-u |B1,Ba| Bi1,Bs B, |statistical argument: {z; - u® 4 wfz)}LE["] ={zi1—-

u® 4wy givenyn - w4 by, wl

25—13 zip-u Tii—p-u | - -u |B1, By Bi, By, B3| By SDgi»—»B;;.B2: [span(Bs3)]2 ~. [span(B2,B3)]> given
basis(B!), basis(B), Bl)

2j—14] zip-u Tii—p- U zip-u  |B1,B2B1,By, B3| B; [statistical argument: analogous to Gamez ;1.2

25 =15 zip-u Ti1op-u zip-u |B;,Ba Bi,By | B; SDngBI_B,‘: analogous to Gamez. j_1.1

: . Ix(2h1), .
3 Ti0 - Uo + Ti - Wy Tip - B1,B: g, w1 — Zp ; statistical argument: change of basis

w.r.t. span(Bi,Bs)

4 Ti0 U + Ti - UL B1,B; statistical argument: analogous to Games_j_1

Fig. 3. Game sequence for private-key IPE based on k-LIN assumption. The gray back-
ground highlights the difference between adjacent games. Here, B1, B2, B3 play a role
similar to the p4, p2, ps-subgroups in Fig. 1.

— Gamey ; for j € [0, ¢] is identical to Game; except that the first j secret keys
are

@t (g Wi+ +yp - wa)dl, [z where [d < span(Bi, Bo) |

We claim that Gamesy j_1 ~. Gamey ; for j € [¢] and give a proof sketch later.
— Games is identical to Gamey 4 except that the challenge ciphertext is

{ Zi0* 11812) —+ T - 11512) + Tib - u(S) + W; }ie[n]7 [04]2 - mo.

where ug, uy « Z;I,X(%H). We claim that Gamey ; = Gamegs. This follows from
the “change of basis” technique used in dual pairing vector spaces [23,28]. In
particular, we argue that

Zib Li,1—b

1 2 (12) _ (12)
(u(),u())z(uo uy )

when u, ug, u; and basis By, By are chosen at random. Here we use the fact
that randomness d in secret keys reveals no information about the basis of
span(B;,B3). See Lemma 5 for more details.

— Gamey is identical to Games except that the challenge ciphertext is

’xl,O'u0+I1,1'u1‘+W17 ce xn,O'uO+xn,1'u1‘+Wna [a]2 - mo
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in which the adversary has no advantage in guessing b. We claim that Games =
Gamey. The proof is similar to that for Game; = Gamey. See Lemma 6 for
details.

Proving Games j_1 ~. Games ;. We now prove Games j_; ~. Gamey ; and thus
complete the proof for Lemma2. For all j € [q], we employ the following game
sequence, which has been included in Fig. 3.

— Gamey j_1.; is identical to Games j_; except that the jth secret key is

[Oé+(y1 W31 ++ynwn)d]27 [d]Q where ’dbspan(BlaB:’)) ‘

We claim that Games j_1.1 ~. Gameg j_1. This follows from the SDg?HBh]33
assumption: given [By],, [Ba]s, [Bs]s, basis(Bl), basis(B!, Bl), it holds that
[t — span(Bl)]g e [t — span(Bl, Bg)]g.

. 1% (2k+1
In the reduction, we sample o < Zp, wWi,..., Wy pr( k+1)

and pick
-
ul™®  span((B|B})7) and u® — span(B] )

using basis(B‘1|7B:|3‘) and basis(B!), respectively. The challenge ciphertext is
generated using

{@ip- u®® 4 Til—b" u? +w; Yiem)s
the jth secret key is created from wy,...,w, and [t]o while the remaining
keys can be generated using [B1]s and [Bs]s along with «, wy, ..., w,. See

Lemma 7 for more details.
— Gamey j_1.2 is identical to Games ;1.1 except that the challenge ciphertext
is

{zip- ull) + Ti1—b - u® Til—b" u® [+ w; Yiem), [@]2 - mo.

We claim that Gamey j_1.2 = Gameg ;_1.1. This follows from facts that: (1)
u® and Wgs) are only revealed from the challenge ciphertext and the jth
secret key; (2) for all xg, x; and y with the restriction that (a) (xq,y) =

(x1,y) = 0; or (b) (x0,y) # 0 A (x1,y) # 0, it holds that

ct sk
(z1p-u® +w® oy u® 4wy wl ey, wl)
= ( T11-b " u(?’) erg?’), ey | Ty b u(?’) +w§?), U ow§3) + -t Yp WS’)).

See Lemma 8 for more details.
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— Gamey j_1 3 is identical to Games ;_1 2 except that the jth secret key is

[+ (y1- w1+ +yn-wy)d]a, [d]z  where ’d «— span(B1, B2, B3) ‘

We claim that Games j_1.3 ~. Gamey j_1 2. This follows from the SD%?}HB?”B2
assumption: given [Bi]z, [Bz]2, [Bs]e, basis(B!), basis(Bg, Bgl), it holds that

[t < span(B3)]2 =. [t < span(B2, B3)].

Z}l)x(Zk-&-l)

In the reduction, we sample o < Zp, wWi,..., Wy and pick

.
u® —span(B! ) and u® — span((BYB)T)

using basis(B‘ll) and basis(Bg,Bg), respectively. The challenge ciphertext is
generated using

{wip- u® 4 Tii1-b- u® +w, Yieln)

the jth secret key is created from a,wi,...,w, and [Bi], [t]s while the
remaining keys can be generated using [B1, Bs]2 along with a,wy,..., w,,.
See Lemma 9 for more details.

— Gamey j_14 is identical to Games j_1.3 except that the challenge ciphertext
is

{2ip-u + 21 u® {2, u® |+ w; Ve, [0z - mo.

We claim that Gamey j_14 = Games j_1.3. The proof is identical to that for
Gamey j_1.0 = Gamey j_1.1. See Lemma 10 for more details.
— Gamey j_1.5 is identical to Gameg j_1.4 except that the jth secret key is

ot (g wa+ oy wa)dls, [l where [ span(By, By) |

We claim that Gamey ;j_1.5 ~. Games j_1.4. The proof is identical to that
for Gamep j_1 ~. Games ;j_1.1. See Lemmall for more details. Note that
Gamey j_1.5 = Gamey ;.

3.4 Step Two: From Private-Key to Public-Key

We describe our prime-order full-fledged IPE, which is derived from our private-
key IPE in Sect. 3.2 via the “private-key to public-key” compiler [36].

~ Setup(1*,n): Run G = (p,Gy,Ga,Gr,e) — G(1*). Sample A — Z{FTI*F,
B, « ngﬂ)x}c and pick

U Wi,..., W, « ZFFDxEH - ang k  zE+L
Output

mpk = (G,[AT]1,[ATU, [ATW]1,..., [ATW, ], [ATK]|7)
msk = (k,Wl,...,Wn,Bl )
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— KeyGen(msk,y): Let y = (y1,...,Yn) € Z,. Sample r Z’; and output
sky = (Ko =[k+ (y1- Wi+ +yn - Wy)Bir]y, K1 = [Biry)

— Enc(mpk,x,m): Let x = (x1,...,%,) € Z; and m € Gr. Sample s « Z’; and
output
cte = (Co=[sTAT)1, {Ci = [sTAT (@ - U+ Wo)ls }iegn, C = [sT ATl -m)

— Dec(ctx, sky): Parse ctx = (Co,Ch,...,C,,C) and sk, = (Ko, Kq) for y =
(Y1, -+, yn). Output

m' =C-e(y1 ®C1-yn ® Cn, K1) - e(Co, Ko) ™"
The correctness is straightforward.
Security. We will prove the following theorem.

Theorem 2. Under the k-LIN assumption, the IPE scheme described above s
adaptively secure and fully attribute-hiding (cf. Sect. 2.1).

For the same reason as in Sect. 3.3, we prove the lemma for the mg = m4, which
shows that the security of the IPE described above is implied by that of our
private-key IPE in Sect. 3.2 and the MDDH}, assumption.

Lemma 3. For any adversary A that makes at most Q key queries and outputs
mg = my, there exists adversaries By, B such that

AV (A) < AdVEPPE(X) + AdviE® (N)
and Time(By), Time(B) ~ Time(A).
We prove Lemma 3 via the following game sequence.

— Gamey is the real game in which the challenge ciphertext for x;, =
(T1,py---,Tnp) is of the form

e, [CT(Jbe -U+Wy)ly, ..., [CT(CC”J) U+ W)l e(fe']h, [k2) - mo

where ¢ < span(A). Here b — {0, 1} is a secret bit.

— Game; is identical to Gameg except that we pick ¢ «— Z’;H when generating
the challenge ciphertext. We claim that Game; ~. Gamey. This follows from
the MDDH;, assumption:

[c < span(A)]; =, [c — Zl;“] given [Aly.

In the reduction, we sample k, U, W1,..., W, and B;. The master public
key mpk and the challenge ciphertext are simulated using k, U, Wy,..., W,
along with [A];, [c]1; all secret keys can be created honestly. See Lemma 12
for details.
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It remains to show that the advantage in guessing b € {0,1} in Game; is negli-
gible. This follows from the security of our private-key IPE in Sect.3.2. For A
and c, define

ATU=Uez M ATW, =W, ezp** ATk =kezk
c'U=uc Zzl,x(%ﬂ) c'W,=w,; € le,x(%ﬂ) c'k=acZ,

We can then rewrite mpk as

(AT (O] (Wil [Wala, s
the challenge ciphertext (in Game;) becomes

[CT]l,[me '1,1-1-W1h7 ceey [mn)b-u—l—wn]l,e([l]l,[ ]2) - my.

Assume that (A|c) is full-rank which occurs with high probability and define
—1 . -

T = (?TT) , we have W, = T(gvvq) and k = T(g), a secret key can be

rewritten as

k4 (y1- Wi+ 4y - Wy )do
T®<[a+(ylwl++ynwn)d]2), [d]Q

Observe that the underlined parts are ezactly the ciphertext and secret keys
of our private-key IPE in Sect.3.2; and (U, W,, k), (u,w;,«) are distributed
uniformly and independently. This means we can simulate mpk honestly and
transform a ciphertext/secret key from our private-key IPE to its public-key

counterpart using A, ¢, U, W;, k. This is sufficient for the reduction from the
public-key IPE to private-key IPE. See Lemma 13 for more details.

3.5 Lemmas for Private-Key IPE

Let Adv, be the advantage function with respect to A in Game,. We prove the
following lemma for the game sequence in Sect. 3.3.

Lemma 4 (Gamey = Gamey). Advg(A) = Advy(A).

Proof. Tt is sufficient to prove that, for all u « Z;)X(%H), it holds that

sk ct

—_——
(W1B1, ..., w,By, {z;; - u™® +- u® +w; Yicm)
= (w1By,... 7WnB17{xi,b ~ult® + u® 4 Wi }ie[n])

when wq,..., W, — Z},X(%H). By the facts shown in Sect. 3.1, it is implied by
T
the statement that, for all u® ¢ span(BQ ), it holds that

2 2 2
{2ip-u® +w! )}ie[n] = {w! )}ie[n} = {215 -u® + w! )}ie[n]

when w2 w? s B”T is 3
1, Wy pan(B5 ). This completes the proof. O
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Lemma 5 (Gamey , = Games). Advy 4(A) = Advs(N).
Proof. We simulate Games 4 as follows:

Setup. We alternatively prepare basis ( By, Ba, B3 ) as follows: Sample ]§1, B3
Z]([,%H)Xk,BQ — Z2F*! and compute dual basis B!,BQ,BQ as usual. Pick
R «— GLy41(Zp) and define

(B1|B2) = (B1|B2)R and (Bl|B)) = (BJ/B))R".

This does not change the distribution of basis. We then sample
a,u,wi, ..., W, honestly.
Key queries. On input y = (y1,...,Yn), output

[+ (y1 - Wi+ +yn-wy)d]z, [d]s  where d « span(By, By).

Although we sample d using ]§1, ]§2, the vector is uniformly distributed over
span(By,B3) as required and our simulation is perfect.
Ciphertext. On input (xq,x1,m0,m1) with mg = my, we create the challenge

ciphertext honestly using (B!7 B!, Bgl) That is, we pick b« {0,1} and out-
put

{2ip vo+ @i vi+aip-u® +w; bicpa, [a]2 - mo
(3) IT
where u'®) « span(B3 ) and

T T
vo=u — span(B! ) and vi=u® — span(Bg ).

Observe that, we have a 2-by-(k 4+ 1) matrix V of rank 2 such that

v L
(y)-velshT - wr @B

uniformly over Zg X (k+1)

Since R is independent of other part of simulation, VR™!' are uniformly
distributed over ng(kﬂ)
span((ﬁ! |]§Q)T) when creating the challenge ciphertext. This leads to the simu-
lation of Games (with respect to ]~31, ]~32, Bs3). O

and thus it is equivalent to sample vg,vy <«

Lemma 6 (Games = Gamey). Advs(A) = Advs(N).

Proof The proof is similar to that for Lemma 4, except that we work with u(®,

), ), w®

, instead. O

Lemma 7 (Gamey;—1 =, Gamey;_i1). There exists adversary Bi with
Time(B;) ~ Time(A) such that

Go
| Adva;—11(A) = Advaj—1(A) | < Advy BB (y),
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Proof. This follows from the SD%?HBMB3 assumption stating that, given
[B1]2, [Ba)a, [Bs)a, basis(Bl), basis(B!, Bl), it holds that

[t < span(B1)]2 =, [t < span(B1, B3)]..

On input [Bi]z, [B2]2, [Bs]2, basis(B!), basis(B!,BQ) and [t]2, the adversary By
works as follows:

Setup. Sample a «— Z,, wi,..., W, — Z,l,x(%ﬂ). Implicitly sample u by pick-
ing

-
u® — span((BmBg)T) and u® — span(Bg )

using basis(B!,Bg) and basis(Bg), respectively.
Key Queries. On the xth query y = (y1,...,yn), output

span(B1,B2) k < j;
[+ (y1 - w1+ +yn -Wy)d]o,[d]2  where d«— (¢t K=7;
span(B;y) K> J;

using [B1]a, [B2]2 and [t]a
Ciphertext. On input (xg,x1,mg,m1) with mg = my, pick b «— {0,1} and
output

zip-u g u® fwy, o w - u™ fa o u® fw,, [a]s - mo.

Observe that, when t is uniformly distributed over span(B;), the simula-
tion is identical to Games j_;; otherwise, when t is uniformly distributed
over span(B,B3), the simulation is identical to Gamesy j_1.1. This proves the
lemma. O

Lemma 8 (Gameg,j_l.l = Gameg_]‘_lg). AdVQ_j_l_l = AdVQ_j_l_Q.

Proof. By complexity leveraging and the facts shown in Sect. 3.1, it is sufficient to
prove the following statement: for all xg, x; and y (corresponding to the jth key
query) satisfying that (a) (xo,¥) = (x1,¥) = 0; or (b) (x0,y) # 0A (x1,y) # 0,
it holds that

ct sk

(xl,b .u(S) +W§3),...,$n7b ! u(S) +W7(13)7 Y1 'W§3) ++an£LS))

= (Fs] ] )

3) w® (3) I earity it i
when ul®), w;” ... wy’ < span(B3 ). By the linearity, it in turn follows from

the following statement

{z1p-utwy,...,cnp-u+wp, y1-wi1 +---+Yp-wp }
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where w,ws,...,w, < Z,. This follows from the statistical argument for all
x = (x1,...,x,) which is implicitly used in the proof of Wee’s simulation-based
selectively secure IPE [36]: by programming w; = x; - u + w; for all ¢ € [n], we
have

{1 - u+wy,...,Tp U+ Wy, Y1 W1+ +Yp Wy}
E{ﬁjla"'vﬁjrm (y1w1++ynwn)_u(xlyl++xnyn)}

which means that the left-hand side distributions for all vector x not orthogonal
to y are identical (since u hides the information about the inner-product) and
so do all vector x orthogonal to y. This proves the above statement and thus
proves the lemma. a

Lemma 9 (Gamey;_12 =, Games;j_13). There exists adversary By with
Time(Bz2) ~ Time(A) such that

G

2
| Advaj—13(X) — Advaj_1.5(A) | < Advy, 22 Ba B2 (),

Q

[

Proof. The proof is analogous to that for Lemma 7 (Gameg;j_1
Gameg_j_l_l).

Lemma 10 (Gameg.j_llg = Gamezij_1,4). AdVQ_j_l_g = AdVQ_j_1_4.

Q

[

Proof. The proof is identical to that for Lemma 8 (Gameg;_1.1
Gameglj_l_g).

Lemma 11 (Gamey;j_14 =~. Gamey;_15). There exists adversary Bz with
Time(B3) ~ Time(A) such that

Ga
| Adva j—1.5(\) = Advaj—1.4(N) | < Advy P11 (),

Q

(¢}

Proof. The proof is analogous to that for Lemma 7 (Gameg;_;
Gameg,j_l,l).

3.6 Lemmas for Public-Key IPE

Let Adv, be the advantage function with respect to A in Game,. We prove the
following lemma for the game sequence in Sect. 3.4.

Lemma 12 (Gameg = Game;). There exists adversary By with Time(By)
Time(A) such that

Q

| Advi (M) — Advo(A) | < AdvEPPHE(N).

Proof. The proof is direct, we omit it here and refer the reader to the full paper. O

Q

Lemma 13 (Advantage in Game;). There exists adversary B with Time(B)
Time(A) such that

Adv;(A) < AdVEE"(N).
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Proof. We construct the adversary B as below:

-1
Setup. Sample (A, c) x 2y and compute T = (ﬁ:) . Since

(A]c) is full-rank which occurs with high probability, T is well-defined. Pick

- Zék-+1)><k

U W,,....W, « ZE¥CHD and k 2k

and output

mpk = ([AT]h [6]17 [Wl]lv s [Wn]1> [k]T)'

Key Queries. On input y, adversary B forwards the query to its environment
and receives (Ko, K1). Compute

KOZ[k]z'((%'W1+"'+yn'VNVn)®K0)

and output
sky = (To (K0, k).

Ciphertext. On input (xg, X1, mg, m1), adversary B sends query (xg,x1,1,1) to
its environment and receives (C1, ..., C,, C). Create the challenge ciphertext
as

[CT]la [01]17 ) [Cn]lye([l]l,C) - mo.

The adversary B outputs A’s guess bit. By the observation in Sect. 3.4, mpk
is simulated perfectly; if (Ko, K1) is a private-key IPE secret key, secret keys
we computed is for our public-key IPE; if (Cy,...,Cy,C) is a private-key IPE
ciphertext for b = 0, the ciphertext we created is a public-key IPE ciphertext for
b = 0; this also holds for b = 1. This readily proves the lemma. O

4 Construction from XDLIN Assumption

In this section, we improve the IPE scheme presented in Sect. 3 by the optimiza-
tion technique in [16]. As in Sect. 3, we will first develop a private-key IPE from
that in Sect. 3.2 and then compile it into the public-key setting.

4.1 Correspondence

Applying the technique in [16] to our private-key IPE in Sect. 3.2, we basically
overlap span(B;) and span(Bj3) so that the total dimension decreases. Techni-
cally, we work with basis

B, — ZL", By — Z0*2, By « Z0%, By 204
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where £, 05,03,04, > 1 and £ := {1 + {5 + {3 + {4, and follow the correspondence:

Sec 3.1 this section
B1 — (Bl | B4)
B, — B, (10)

B; +— (Bs3|By)

saying that By and Bj used in Sect.3 are replaced by (B1|B4) and (Bj3|By),
respectively, whose spans interact at span(By4). Analogous to Sect.3.1, we can
define its dual basis (B!7 Bg, Bgl, BL‘) and decompose w € ZL*¢ as w4+ w®@ 4
w® 4w,

Assumptions. With the correspondence (10), the assumption SD%?HBhBS used

in Sect. 3.3 will be replaced by SD§f7B4HB1,B37B4 defined as follows.

Lemma 14 (MDDHZ1+Z47€1+33+54 = SDgiB4»—>B1,B3,B4)' Under MDDHgy 404,61 +03+£4
assumption in Gs, there exists an efficient sampler outputting random
(IBia, [Ba)2, [Bsla, [Bul2) along with base basis(Bl) and basis(B!, Bl B!) (of
arbitrary choice) such that the following advantage function is negligible in A.

AdviDBl,BwBl,Bg,m(A) := | Pr[A(G, D, [to]1) = 1] — Pr[A(G, D, [t1];) = 1] |
where

D := ([Bi]2, [Ba]s, [Bsa, [Bula, basis(B), basis(B!, B}, B]) ),
to < span(B1,By), t1 < span(B1,B3,By).

The proof is analogous to that for Lemma 1 (cf. [13]).
Also, we replace SDgi.—»Bz B, assumption in Sect. 3.3 with ezternal subspace

.. . Go
decision assumption XSDg’ g, B, B, B, defined as below.

. G G
Assumptlon 3 ()‘(SDB;BAI%BQ’BSVBAI). ' We say that XSDB§7B4HB27337B4
assumption holds if there exists an efficient sampler outputting random ([Bi]a,
[Bs)a, [Bs)a, [Bul2) along with base basis(B!), basis(B!) and [basis(Bl, Bl)); (of
arbitrary choice) such that the following advantage function is negligible in .

Adv jSDBS BB BB () | Pr[A(G, D, [to]1) = 1] — Pr[A(G, D, [t1):) = 1] |

where

D := ( [Bia, [Ba)2, [Bsla, [Bu]z, basis(B!), [basis(Bl, B!, basis(B!) ),
t() — span(Bg,B4), tl — span(Bg,Bg,B4).

We note that we do not give out basis(B!,Bg, Bl) as usual; instead, basis(BL‘)

on Z, and [basis(Bg7Bg)]1 on Gy are provided. We then prove the following
lemma saying that, for a specific set of parameters, the assumption is implied
by XDLIN assumption.
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Lemma 15 (XDLIN = XSDgi,B4HB2,B3,B4)' Under the external decisional lin-

ear assumption (XDLIN) [1] (cf. Sect. 2.2), the XSDgi,B4»—>B2 B, B, (ssumption
holds for parameter by = 3 = €4 = 1.

Proof. For any PPT adversary A, we construct an algorithm B with Time(B) ~
Time(A) such that

XSDgg,B4HB2,B3,B4 XDLIN
Adv'y (\) < AdvEPP™N(N).

On input ([a1,a2,as,a151,0a282]1,[a1,a2,a3,a151,a282]2,T) where ay,as,as,
$1,82 «— Z, and T is either [az(s1 + s2)]2 or uniformly distributed over Ga,
algorithm B works as follows:

Programming B;,B,, B3, B, and B! Bl Bl Bl. Sample B — GLs.(, (2,)
and define

az

/L
(B17B27B37B4):B( "1 a a3>

Izl

1

-1 -1
—asza, a,

and (B, B}, B},B}) = B*

7(13(1;1 a;l

Algorithm B can simulate [By, Bo, B3, Byl using [a1, a2, ag)z.
Simulating basis(B!), basis(Bl). We define

basis(B!) = B* (Igl ) and  basis(B) = B* (a7 es1r, )ar = B*esyy,,

both of which can be simulated using B*.
Simulating [basis(Bl}, B)];. We define

0
~ 1 _ 0
baSiS(B!, B“L’!) =B <_a3(121 a;l > (a?tlls az ) =B < - 1>

21 —as
—aza; as

such that [basis(B!, Bg)]l (over G1) can be simulated using B* and [a, ag); .
Simulating the challenge. Output the challenge

( i >
T

[azs2]2 :

[a1s1]2

Observe that if T' = [az(s1 + $2)]2, the output challenge is uniformly distributed
over [span(Bs, By)]2; if T' is uniformly distributed over Ga, the output challenge
is then uniformly distributed over [span(Bg, B3, B4)]2. This readily proves the
lemma. O
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4.2 Step One: A Private-Key IPE from XDLIN Assumption

Our second private-key IPE is described as follows, which is translated from the
private-key IPE in Sect. 3.2 with the correspondence (10). Here we employ the
basis defined in Sect. 4.1 with parameter (¢1, ¢a, ¢3,44) = (1,1,1,1).

— Setup(1*,n): Run G = (p, Gy, Ga, Gr,e) «+ G(11). Sample By = (B;|By) «
Z*? and pick u, wi, ..., wy « Z,**, a — Z,. Output

msk = (G, o, u, wy,...,w,,Big).
~ KeyGen(msk,y): Let y = (y1,...,yn) € Z. Sample r — Z2 and output
sky = (Ko =[a+ (y1- W1+ -+ Yn - Wy)Biar]e, K1 = [Biar]s)
— Enc(msk,x,m): Let x = (z1,...,2,) € Z; and m € Gr. Output
ctx = (Cr=[z1-u+wily, ..., Cp =[x, -u+wy|;, C=la]r-m)

— Dec(ctx, sky): Parse ctx = (C1,...,Cn,C) and sky = (Ko, K3) for y =
(y1,---,yn) € Zy. Output

m' =C-e(yr ©Cr- -y ©Cpy K1) - e([1]1, Ko) ™

The correctness is straightforward. Compared with the construction in Sect. 3.2,
we now have ciphertexts over G; instead of Z,, and the bilinear map is required
for decryption procedure. However the total dimension ¢ = 4 is smaller than that
in Sect. 3.1 when k = 2 (corresponding to DLIN assumption), which is £ = 5.

4.3 Security
We will prove the following theorem.

Theorem 3. Under the XDLIN assumption, the private-key IPE scheme
described in Sect. 4.2 is adaptively secure and fully attribute-hiding (cf. Sect. 2.1).

As before, we only need to prove the following lemma for mg = my.
Lemma 16. For any adversary A that makes at most QQ key queries and outputs
mo = m1, there exists adversaries By, Bo, Bs such that
PE* SDgz B,4—B;,B3,B XSDgQ By—B,,B3,B
Advi® (A) < Q- Advyg “1TTTENEEEA(N) + Q- Advg, TR
12
SPg],B,—B;,B3,B
+Q - Advyg ~tTEEER ()

and Time(By), Time(Bsy), Time(B3) ~ Time(A).

Game sequence. With the correspondence in Sect. 4.1, the proof for Lemma 16
is almost the same as that for Lemma 2 presented in Sect.3. Here we only give
the game sequence, summarized in Fig. 4.
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Game ct #-th sk (d < span(?)) Remark
200 4 wD2@) L@@ L@ ‘ k=] K>j

0 Tip -1 By, By real game

1 Tip-u ‘ Tii—b U ‘ Tip-u B.,By statistical argument: analogous to Fig 3

251 Tip-u Tiip-u zip-u |B1,B, By B.,B4 B1,B4|Gamez.o = Game;, Games ; = Gamesz.j_1.5

2j—11 xip-u Tii—p-u | xip-u |B1,B2,Bsl Bi,B3,Bs [B1,By SDgf‘B/IHB‘ By,B, iven basis(Bg), basis(B!,Bg, BE)A,
[span(B1,B4)]2 ~. [span(B1, B3, By4)|2

2j—12] xip-u Tii—p-u | zin—p-u |Bi, B2, Bsl Bi,Bs, By B, Bystatistical argument: analogous to Fig 3

2j-13] mipou | miipou | zi1p-u BBz, BafBy, By, By, BalBy, BuXSDS? oo given [basis(B), BY)]1. basis(B]).,
basis(Bﬂ), [span(B3, B4)]2 ~. [span(B2, B3, B4)]2

2j—-14 Tip-u Tii—p- U zip-u (B, B2, By|B1, B2, B3, B4|B1, By|statistical argument: analogous to Gamez j 1.2

2j—15 zip-u Tig—p-u | zip-u By, B2, By B1,B2, By |Bi,By SDgf‘BJHB‘ B,,B,: analogous to Gamez ;1.1

3 Zi0 - W + Tij - Wy ‘ Tip - B.,B:,By up,uy — Z},X(ZHD; change of basis

4 Ti,0 - Uo + Ti1 - W Bi1,B3, By statistical argument: analogous to Game;

Fig. 4. Game sequence for Private-key IPE based on XDLIN. The gray background

highlights the difference between adjacent games.

— Gamey is the real game in which the challenge ciphertext for x;, =
(Z1,py---,Tnp) is of the form

[.1‘1,1, . u—|—w1]1,

Here b — {0, 1} is a secret bit.
— Game; is identical to Gamey except that the challenge ciphertext is

{[zip- a3 ziq_p-u?

s @y - w4 wylh, [a]r - me.

+wil1 tiemn)s o] - mo.

We claim that Game; = Gamey. The proof is analogous to that for Game; =
Gameg in Sect. 3.3.
— Gamegy ; for j € [0, ¢| is identical to Game; except that the first j secret keys

are

[a+ (y1 - W1+ +yn-wp)d]a, [d]a where ’d «— span(B,B2,By) ‘

We claim that Gamesy j_1 ~. Games ; for j € [¢] and give a proof sketch later.
— Gameg is identical to Gamey 4 except that the challenge ciphertext is

{[

(124)

Z4,0 - 110

(124)
+ i1y

1
where ug, w1 — Zp

x(

+Tip - u® 4 Wil1 tiems o] - mo.

F1 We claim that Gamey , = Games. The proof is

analogous to that for Games , = Games in Sect. 3.3 using “change of basis”
technique [23,28], except that we now work with subspace span(B1, By, By)
corresponding to span(By, Bs) there (cf. Section4.1).

— Gamey is identical to Games except that the challenge ciphertext is

[’951,0'110+$1,1 sug ‘+W1]1, ceny [’ Tn,0 U+ Tp,1 - U1 ‘+Wn]1, [a]r - mg
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We claim that Games; = Game; and the adversary has no advantage in
guessing b in Gamey. The proof for the former claim is similar to that for
Game; = Gamey.

Proving Gamey j_1 ~. Gamey ;. We now proves Gamey j_; ~. Gamey; which
completes the proof for Lemma 16. For all j € [¢], we employ the following game
sequence, which has been included in Fig. 4.

— Gamey j_1.; is identical to Gamea j_; except that the jth secret key is

[a+ (y1 - W1+ +Yn-Wy)d]a, [d]z  where ’d — span(B1, B3, By) ‘

We claim that Gamezj;_i11 =, Games;_;. This follows from the
SDgiBAlHBhBB’B4 assumption with a reduction analogous to that for
Gamey ;1.1 ~. Gamey ;_; in Sect. 3.3.

— Gamey j_1.2 is identical to Games_j_1 1 except that the challenge ciphertext is

{ [SL’i’b . u(14) + Til1—b " u(2) + Zi1—b " u(3) + Wi]l }ie[n]v [Oé]T - mo.

We claim that Gameg j_1.2 = Gamey ;_1.1. The proof is analogous to that for
Gamey j_1.9 = Gamey j_; 1 in Sect. 3.3.
— Gamey j_1 3 is identical to Games j_1.2 except that the j-th secret key is

[+ (y1 - W1+ +Yn- -Wy)d]a, [d]2  where ’d — span(B1, B2, B3, By) ‘

We claim that Games;_13 =, Gameg;_12. This follows from
XSDg";’]34,_4327]_,,3’]34 assumption. The proof is analogous to that for
Gamey j_1.3 = Gamey j_1.2 in Sect. 3.3. Note that, in the reduction, we simu-
late the challenge ciphertext over G using [basis(Bg, Bgl)]l.

— Gamey j_1 4 is identical to Gamey_;_1 3 except that the challenge ciphertext is

{ [‘ri,b . u(14) + xi,l*b . u(2) + xi,b . u(3) + Wi]l}ie[n]a [a]T . mo.

We claim that Gamey j_14 = Gamey j_; 3. The proof is identical to that for
Gameg_j_l_g = Gameg,j_l_l.
— Gamey j_1 5 is identical to Gameg j_1.4 except that the jth secret key is

[+ (y1 - W1+ +Yn -Wy)d]a, [d]2  where ’d — span(B1, B2, By) ‘

We claim that Gamey j_1.5 ~. Games_j_1 4. The proof is identical to that for
Gamey j_1 ~. Gamey j_1.1. Note that Gamey j_1.5 = Gamey ;.
4.4 Step Two: From Private-Key to Public-Key

Following the “private-key to public-key” compiler [36], we transform the private-
key IPE in Sect. 4.2 to the following public-key IPE:
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— Setup(1*,n): Run G = (p,G1,G2,Gr,¢e) — G(1*). Sample A — Z3*2 Byy —
Z;** and pick

UWi,...,W, « Z>** and k« Z.
Output

mpk = (G, [AT]h [ATU]h [ATW1]1, ceey [ATWn]l, [ATk]T)
msk = (k,Wl,...7Wn,B14).

— KeyGen(msk,y): Let y = (y1,...,Yn) € Z,. Sample r «— Zf) and output
sky = (Ko =[k+ (y1 - Wi+ +yn - Wy,)Bur]p, K; = [Bury)

— Enc(mpk,x,m): Let x = (21,...,2,) € Z and m € Gp. Sample s — Z2 and
output

ctx = (Co = [sTAT]l, {C; = [STAT(mi U+ Wi)li}tien), C = [STATk]T -m)

— Dec(ctx, sky): Parse ctx = (Co,Ch,...,C,,C) and sk, = (Ko, Kq) for y =
(Y1, -5 yn). Output

m =C-e(y1 ®Cr-yn ®Cp, K1) - e(Co, Ko) ™t

The correctness is straightforward.
Security. We will prove the following theorem.

Theorem 4. Under the XDLIN assumption, the IPE scheme described above s
adaptively secure and fully attribute-hiding (cf. Sect. 2.1).

Concretely, we prove the following lemma, showing that the security of the
above IPE is implied by that of our private-key IPE in Sect. 4.2 and the MDDH,
assumption.

Lemma 17. For any adversary A that makes at most Q) key queries, there exists
adversaries By, B such that

AdVE(A) < AV (A) + Adv® (M)
and Time(By), Time(B) ~ Time(A).
We prove Lemma 17 via the following game sequence, as in Sect. 3.4.

— Gamey is the real game in which the challenge ciphertext for x;
(Z1,py .-, Tnp) is of the form

[CT]l, [CT(J)Lb . U + Wl)]l; vy [CT(xmb . U =+ Wn)]la 6([CT]17 [k]g) My

where ¢ < span(A). Here b — {0, 1} is a secret bit.
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— Game; is identical to Gameg except that we sample ¢ — Z’;H when generating
the challenge ciphertext. We claim that Game; ~. Gamey. This follows from
MDDHy assumption and the proof is analogous to that for Game; ~, Gameg
in Sect. 3.4.

Analogous to Sect. 3.4 and Sect. 3.6, we can prove that adversary’s advantage in
Game; is bounded by that against our private-key IPE in Sect.4.2.

Acknowledgement. We thank the reviewers for their detailed and constructive
feedback.
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