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Abstract. Text-based password is the most popular method for authen-
ticating users on the internet. However, despite decades of security
research, users continue to choose easy-to-guess passwords to protect
their important online accounts. In this paper, we explore the potential
of serious games to educate users about various features that negatively
impact password security. Specifically, we designed a web-based casual
game called GAP and assessed its impact by conducting a comparative
user study with 119 participants. The study results show that partici-
pants who played GAP demonstrated improved performance in recogniz-
ing insecure password features than participants who did not play GAP.
Besides having educational value, most of the participants also found
GAP fun to play.
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1 Introduction

Security studies show that users choose predictable passwords to protect even

their important accounts [10,16]. Majority of passwords are either short or com-

posed using dictionary words, lowercase letters and digits e.g., princess, password
and 128/56. As a result, many websites including banking and social-networking

services mandate users to include capital (uppercase) letters, symbol and digits in

their password for improved security. However, users respond to this requirement
by placing capital letters, digits and symbols at predictable positions, mostly at
the beginning or at the end of the password, thus affecting the password secu-

rity [7,25,28]. We refer to passwords resulting from such popular strategies as
“insecure passwords”.

Several studies in the past have shown that serious games can be effective
tools for training and encouraging behaviour change. For instance, Sheng et
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al. [26] designed an online game called Anti-Phishing Phil to teach users to rec-
ognize phishing websites while Denning et al. [8] designed a card game called
Control-Alt-Hack to raise awareness about computer security concepts. An eval-
uation of both these games indicate that educational games are not only more
effective in terms of learning, but they are also more engaging and fun as com-
pared to traditional approaches such as reading training materials.

Playing computer games is linked to a range of perceptual, cognitive,
behavioural, affective and motivational impacts and outcomes [6]. Games provide
situated experiences where players are immersed in complex, problem solving
tasks [27]. Games are more engaging as they incorporate a number of strategies
and tactics in gameplay [9]. Games facilitate procedural learning by providing
the player appropriate and immediate feedback through game elements such as
game points, progress bar and messages [24]. Further, games seem to have an
advantage when it comes to retention of newly gained information as compared
to conventional methods [30].

The use of games as a security training tool is an emerging idea not only
in academia but also in the industry [13]. In fact there are commercial games
developed by Wombat [21], NPS [19] and others to educate users about various
security threats including virus, Trojan horse and phishing. However, relatively
less work has been done in the context of passwords. In this work, we explore
the use of serious games to educate users about insecure passwords. Since what
characteristics constitute a secure password is not fully agreed upon [4], we
focus only on educating users about insecure password creation strategies. We
designed a web-based casual password awareness game called GAP and gauged
its effectiveness by conducting a study with 119 participants. The study results
indicate that participants who played GAP performed much better in identifying
insecure password practices than those who did not play the game.

The organization of this paper is as follows. First, we describe the design and
mechanics of the GAP game. Subsequently, we explain our study methodology
and survey results. Finally, we conclude the paper by proposing an extensible
and modular game framework for creating educational games for passwords.

2 GAP: A Password Awareness Game

In this section, we describe the design and rationale of GAP, a game to edu-
cate users about insecure password creation strategies. First, we explain how
we derived the educational content for the game. Next, we illustrate the game-
play followed by the justification for choosing the casual game genre. Later, we
describe the design principles and technology used to develop the GAP game.

2.1 Game Content

Previous password studies show that users place capital letters, symbols and
digits at predictable positions in the password. For instance, a study [25] that
surveyed university students, faculty and staff found that 55.8% of the users place
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symbol at the last position, 74.2% of the users place capital letter at the first
position and 34.9% users place digit at the last position of their password. Simi-
larly, another study [7] that surveyed users at different universities to understand
their password composition found that 44% of the users place capital letters at
the beginning, 44% users place symbol at the end, 13% users place symbol at
the beginning, 54% users place digits at the end, and 16% users place digit at
the beginning of the password. Typical examples of such passwords are football!,
*football, basketballl and 2basketball.

To emphasize the fact that composing passwords using a single character class
does not provide enough security, we consider an additional insecure strategy
where all letters of a password are capital, e.g., BASEBALL. Therefore, in the
current version of the game, we focus on educating users about the following six
insecure password creation strategies.

use of capital letters at the beginning of the password
use of only capital letters in the password

use of digits at the beginning of the password

use of digits at the end of the password

use of symbols at the beginning of the password

use of symbols at the end of the password

A e

We analysed publicly available password databases [3] to learn about the
popular symbol and digit that users add at the beginning and at the end of the
password. Our analysis revealed that ‘I’ is the most popular symbol used at the
end and “*’ is the most popular symbol used at the beginning of the password.
Further, ‘1’ is the most popular digit that is used at the beginning as well as
at the end of the password. Since the passwords in the RockYou dataset were
not created using any composition policy, we estimate the popularity of each of
these operations by referring to the findings of a real-world password study [25].

2.2 Game Mechanics

The game world of GAP consists of a tank and barriers interspersed on the maze
as shown in Fig. 1. Each barrier is labelled with an insecure password obtained by
modifying the baseword princess with operations listed in Table 1. Presently, the
game world consists of six barriers, one corresponding to each insecure operation.
The goal of the player is to exit the maze by destroying all six barriers (insecure
passwords) along the path.

The controls used in the game are simple (Fig.2). The movement of the
tank is controlled using left and right arrow keys and the movement of the
turret is controlled using the mouse. The player rotates the turret to aim at
the barrier and clicks the left-button of the mouse to release the ammunition.
There are three types of ammunitions out of which the player has to choose
the right one depending on the password label of the barrier. For instance, to
destroy the barrier labelled with a password that starts or ends with a digit, the
right ammunition is loaded by pressing letter D on the keyboard. If a wrong
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Fig. 1. The interface of GAP, a web-based game to educate players about insecure
password creation strategies. The labels in this image are not part of the game and are
for understanding purposes only.

ammunition is fired, the health of the tank decreases and the barrier remains
unaffected. To make the game more challenging, the maze consists of switching
paths that can be re-positioned using a control switch. The player is required to
open a new path for navigating the tank through the maze by hitting the control
switch with the tank. The information about the rules and controls is provided
to the player before the start of the game.

Controls Action Performed

— Move the tank Right

— Move the tank Left

Ckey | Select Capital Ammunition

Skey | Select Symbol Ammunition

D key Select Digit Ammunition
k To Aim the at the Barrier
@ To Shoot the Barrier

Fig. 2. Controls for navigating tank and selecting ammunition in the GAP game.

In short, the game requires the player to look at the password label
(princess1), identify insecure operation (digit at the end) and choose the right
ammunition (key D) to destroy the barrier. Shooting barriers labelled with
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Table 1. The list of insecure operations and corresponding examples along with the
correct key for loading ammunition.

Insecure operation | Example Ammunition

Capital at start Princess C key
Capitals only PRINCESS | C key
Symbol at end princess! S key

Symbol at start *princess S key

Digit at end princess1 D key

Digit at start 2princess D key

insecure passwords signify to the player that such passwords should never be
used to protect their online accounts.

2.3 Training Messages

When the player destroys the barrier with the right ammunition, we display
certain facts about the insecure password with which the barrier was labelled
(Figs.3 and 4). The purpose of the facts is to make the player aware of how
insecure the particular operation is. For instance, if the barrier is labelled with
a password that begins with a capital letter (e.g., Princess), we display the fact:
“More than 70% of the users keep a capital letter in the first position of their
password. Hence, it is an insecure practice” and if the barrier is labelled with a
password that ends with a symbol (e.g., princess@), we display the fact: “More
than 50% of the users keep symbol in the last position of their password. Hence,
it is an insecure practice.” For the current version of the game, we borrowed
these facts from the findings of a real-world password study performed by CMU
researchers [25].

FACT
More than 70% of the users keep
capital letter in the first position
of their password.Hence it is not

a good practice.

Princess

Fig. 3. Fact presented when barrier labelled with insecure password princess is shooted.
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FACT
More than 50% of the users keep
symbol in the last position of
their password.Hence it is not a
good practice.

&

Fig. 4. Fact shown when barrier labelled with insecure password princess@ is shooted.

2.4 Game Genre

As passwords are created by users with diverse backgrounds, making a suitable
choice of game genre that teaches users about insecure passwords is critical. We
wanted the game to be simple, yet capable of teaching the concept in an impact-
ful manner. Therefore, we designed GAP to be a slow-paced casual game that
simulates an “escape situation”, where the player controls a tank and the objec-
tive is to navigate the tank through the maze by demolishing barriers (labelled
with insecure passwords) placed along the way. The GAP game is web-based (can
be played using a web browser), uses simple game controls, has a short game-
play time (less than five minutes) and does not assume any prior experience in
gaming.

Casual games are one of the fastest growing segments within the industry [1,
17]. These games are characterized by less complex game controls, faster rewards
and shorter gameplay time [15]. As casual games are easy to learn and simple
to play, they appeal to users with different age-groups [5]. Further, according to
one report, 50% of the casual game players are females [18]. Casual games are
mostly available in web-based or mobile-based versions and come in a wide range
of genres. Typical examples of casual genre are Pacman, Tetris, Solitaire and
Candy Crush. Casual games have been successfully explored in the healthcare
domain [11,12]. In this work, we explore the potential of casual games in the
security domain.

GAP also exhibits certain characteristics of escape-the-room genre, as the
goal of the player is to escape the maze by overcoming obstacles placed along
the path. Research shows that escape rooms (maze) are experiential, encourage
players to think creatively and engage in critical thinking. The escape-the-room
games often consist of puzzles that run in a simple game loop [29]. In the case
of GAP, the loop consists of the following three steps:

1. Challenge (shooting barrier labelled with insecure password using right
ammunition)

2. Solution (a feedback message indicating the potential risk of using insecure
password)
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3. Reward (the ability to move forward thereby closing in towards the end of
the maze)

Escape-the-room genre games make use of (horror) elements to add a sense of
urgency to escape. On the contrary, we designed GAP to be slow paced where
players have a chance to stop and reflect on the new knowledge they have learned.

2.5 Design Principles

We applied two principles from the learning sciences theory to design the GAP
game: reflection and contextual-procedural.

— Reflection Principle. According to this principle [2], learning increases if the
learners are given an opportunity to stop and think about what they are
learning. This principle is employed in the GAP game as we display appro-
priate factual training messages to the player after destroying the barrier and
also after the end of the game.

— Conceptual-Procedural Principle. According to this principle [23], conceptual
and procedural knowledge influence one another in mutually supportive and
integrated ways. This principle is employed in our game since we label each
barrier with distinct example (e.g., princessI) to teach players about the con-
cept of insecure passwords. To destroy the barrier, the player has to identify
the insecure operation (e.g., digit at end) and choose the right ammunition
(e.g., D) as shown in Table 1. To reinforce the learned concept, we also pro-
vide clear procedural tips to the player (e.g., “adding digits at the end of the
password is an insecure practice”) after the barrier is destroyed.

2.6 Technology Used

We created static images and sprite sheets for the GAP game using Adobe
Photoshop. The two popular options for creating web-based games are Flash
and HTML5. However, Flash is a proprietary software, it is not supported on all
devices (e.g., iPhones and iPads) and it has potential security issues. On the other
hand, HTML5 and javascript are open standards and supported by all browsers
and devices [22]. Therefore, the entire game was developed using HTML5, CSS3
and Phaser javascript library [20]. All the images, libraries and assets required
for playing GAP were fetched from the server only once before the start of the
game to give an uninterrupted gameplay experience to the players. The survey
responses of participants were captured using J2EE application server and stored
in PostgreSQL database.

3 User Study

To assess the impact of the GAP game, we designed a survey questionnaire which
consists of the following two parts.
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1. In part 1 of the survey, we asked participants questions related to demographic
characteristics i.e., gender, age, education and specialization.

2. In part 2 of the survey, we asked participants to identify insecure positions for
adding a symbol, a digit and a capital letter in the password. These questions
are listed below.

(a) When adding a capital letter to the password, which of the following
is/are insecure practices? (Check all that apply)
— Adding a capital letter at the beginning

Adding a capital letter at the end

— Adding a capital letter in the middle

— Using only capital letters

— Other
(b) When adding a symbol to the password, which of the following is/are

insecure practices? (Check all that apply)
— Adding a symbol at the beginning

— Adding a symbol at the end
— Adding a symbol in the middle

— Other
(¢) When adding a digit to the password, which of the following is/are
insecurepractices? (Check all that apply)
— Adding a digit at the beginning
— Adding a digit at the end
— Adding a digit in the middle
— Other

3.1 Experiment Groups

We conducted a comparative user study to evaluate the impact of GAP on the
performance of its users. All participants were randomly assigned to either of
the two experimental groups: control group or game group.

1. Control group. In this group, participants were asked to answer the survey
questionnaire without being exposed to any kind of training.
2. Game group. In this group, participants were asked to answer the survey
questionnaire after playing the GAP game. In addition to the part 1 and part
2 of the survey, participants in the game group were also asked the following
open-ended questions regarding the game.
— How much fun was the game?
— Did you have any trouble or difficulties while playing the game?
— Are there any possible improvements in the game?

We measure the impact of GAP by comparing the survey responses of partici-
pants in the control group and game group. As described earlier, the part 2 of the
survey asks participants to identify insecure positions for adding a digit, a sym-
bol and capital letter in a password. Participants in the game group, responded
to the part 2 of the survey after playing the GAP game whereas participants in
the control group responded to the part 2 without playing the game. Therefore,
we can observe whether the training messages embedded in the game improved
the performance of participants in identifying insecure password practices.
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Table 2. Participant demographics in the control group and game group.

‘ Control ‘ Game

Gender

Male 65.57% | 70.69%
Female 34.43% | 29.31%
Age

18-24 75.41% | 75.86%
25-34 24.59% | 24.14%
Education

Bachelors 54.10% | 51.72%
Masters 40.98% | 44.83%
Doctorate 4.92% |3.45%
Major

Cs 49.18% | 51.72%
Non-CS 50.82% | 48.28%
#Participants | 61 58

3.2 Demographics

We recruited 119 participants within our organization through the use of internal
mailing lists. They were assigned randomly to either control group or game
group. Table 2 summarises the demographics of participants in each group. Most
participants were young and had a bachelor’s degree. We found no significant
difference in gender, age or education between the control group and game group.

4 Results

After analysing survey responses, we found that participants who played the
GAP game performed better in correctly identifying insecure password practices
than participants in the control group. In particular, participants in the game
group performed much better in correctly recognizing that adding a capital let-
ter in the beginning, using only capital letters, adding a symbol at the end and
adding a digit at the end are insecure practices. In the remaining cases, par-
ticipants in the game group performed at least as good as participants in the
control group.

To determine whether the difference between the performance of participants
in the control group and game group is significant, we perform a two-tailed
Fischer’s Exact Test (FET). In this case, the variable of interest is whether
participants correctly recognized insecure password operations or not. We claim
the result to be statistically significant if p < 0.01 and we indicate possible
significant interest if p < 0.10. The results of statistical tests are summarized
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Table 3. Proportion of participants who correctly identified insecure password creation
practices. The results of statistical tests (FET) are also given.

Question Control | Game | p-value
Capital - adding at beginning | 57.38% | 93.10% | <0.0001*
Capital - only capital letters |62.30% | 82.76%  0.0147**
Symbol - adding at beginning | 70.49% | 81.03% | 0.2051

Symbol - adding at end 63.93% | 79.31% | 0.0711**
Digit - adding at beginning 55.74% | 68.97% | 0.1855
Digit - adding at end 54.10% | 87.93% | <0.0001*

in Table 3. We marked the entry with value p < 0.01 in the table using (*) and
p < 0.10 using (**).

We found highly significant difference between the performance of con-
trol group and game group participants in recognizing two insecure opera-
tions, adding a capital letter at the beginning and adding a digit at the end
(p < 0.0001). Further, we found significant interest in the performance of control
group and game group participants in recognizing two other insecure operations,
adding a symbol at the end and using only capital letters (p < 0.10). We note
that adding capital letter at the beginning and adding digit (or symbol) at the
end are the most popular operations [7,25,28]. The difference in performance
between the two groups in recognizing these insecure operations was either sta-
tistically significant (p << 0.01) or had significant interest (p < 0.10). There
was no statistical difference between the performance of the two groups in rec-
ognizing remaining two insecure operations, adding a symbol at the beginning
or adding a digit at the beginning (p > 0.10), but the proportion of participants
who answered correctly is higher in the game group as compared to the control

group.

4.1 Game Feedback

The average time required to complete the GAP game was about 3.5 min. The
analysis of the game feedback revealed that 81.03% of the participants found the
game to be fun while 6.90% of the participants felt otherwise. The remaining
12.07% of the participants remained neutral. When it comes to difficulty, 77.59%
of the participants felt that the game was not difficult to play while 18.97% par-
ticipants reported difficulty in playing the game. Of these 18.97% participants,
12.07% participants reported difficulty in understanding the game instructions
and 6.90% participants reported difficulty in understanding the game controls.
The rest 3.45% of the participants remained neutral (Table4).

Overall, we got positive response from the participants for using the game
as a training tool. One participant remarked, “The idea of educating people with
the help of game was a very good idea.” Another participant remarked, “An
interesting way to teach what is important and what is not”. We also received few
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Table 4. Feedback about the GAP game.

Question Yes No Neutral
Game is fun 81.03% | 6.90% | 12.07%
Game is difficult | 18.97% | 77.59% | 3.45%

suggestions from participants for improving the GAP game. These suggestions
mainly include replacing text instructions with a demo video and adding more
challenging tasks to the game.

5 Conclusion and Future Work

In this paper, we developed a web-based casual game called GAP with an
objective of educating users about various insecure password practices. We also
assessed its impact by conducting a user study with 119 participants. Our study
results show that participants who played GAP showed improved awareness of
the insecure password practices. Specifically, about 93% of the participants who
played the game correctly identified that adding capital letter at the beginning
of the password is an insecure practice, about 81% of the participants correctly
identified that adding symbol at the beginning is an insecure practice and about
88% of the participants correctly identified that adding digit at the end is an
insecure practice. Further, most participants found the game to be fun and com-
pleted the gameplay within a short duration of time (less than four minutes).

Currently, the educational content used in the game is derived from external
sources (mostly from password research studies [7,25]). Another possibility is
to tap into real-world publicly available password sources [3,14] to learn about
emerging popular passwords and patterns, and extend GAP with more insecure
operations. However, the GAP game in its current state require changes to the
code to support new insecure operations. We plan to make our game code more
modular and flexible so that it can be extended to support other insecure oper-
ations with minimum effort. This would particularly benefit organizations that
may want to customize the GAP game to train their employees.

Many organizations enforce stringent password expiry policies mandating
employees to change their password after few months. Employees typically cir-
cumvent such policies by appending the current month (01-12) to their password.
Consequently, the organization wishes to educate their employees about the neg-
ative consequences of using month in their password through the GAP game. To
support a new insecure operation, the code of the GA P game needs to be altered
with an example of insecure password, training message, new type of ammuni-
tion and new control key, this can be restrictive. We envision a separate data
module which can be configured with an insecure password (e.g., Princess07),
appropriate training message, ammunition (e.g., MONTH) and control key (e.g.,
M) before playing the game. Instead of using the same baseword princess every-
time, the data module can also choose a new baseword at random from the list
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of breached lowercase alphabetic passwords. Upon initialization, the GAP game
accesses the data module, reads the game content and configures the gameplay
accordingly. We aim to explore this framework further in our future studies.
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