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Abstract. Blockchain is a recent technology whose importance is
rapidly growing. One of its native features is pseudo-anonymity, since
users are referred by (blockchain) addresses, which are hashed public
keys with no link to real identities. However, when moving from the
use of blockchain as simple platform for cryptocurrencies to applica-
tions in which we want to automatize trust and transparency, in gen-
eral, there is not the need of anonymity. Indeed, there are situations in
which secure accountability, trust and transparency should coexist (e.g.,
in supply-chain management) to accomplish the goal of the application
to design. Blockchain may appear little suitable for these cases, due to
its pseudo-anonymity feature, so that an important research problem is
to understand how to overcome this drawback. In this paper, we address
this problem by proposing a solution that mixes the mechanism of pub-
lic digital identity with blockchain via Identity-Based-Encryption. We
define the solution and show its application to a real-life case study.
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1 Introduction

Blockchain [34] is a recent technology used in many application contexts, such
as financial services, industry 4.0, smart city, share trading. It was defined in
[34] and allows us to replace a single centralized party managing a service with
a distributed ledger of replicated, shared, and synchronized digital data spread
across different servers. Data are saved in a growing list of records, called blocks,
and each block contains a cryptographic hash of the previous block, a timestamp,
and transaction data. Blockchain can record transactions between two parties
efficiently and in a verifiable and permanent way [27]: it is managed by a peer-
to-peer network of nodes running a common protocol for validating blocks. Once
saved, the data in a block cannot be modified without alteration of all previous
blocks, which requires a too high power computation.

Blockchain has several features: it is completely decentralized, since there
is no central authority regulating data; it guarantees irreversible transactions,
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because once a transaction is generated, there is no way to delete or modify
it; it is a trustless system, since it allows the transfer of sensitive information
on a non-trust network by trusting the system on the whole not the system
participant; it shows a pseudo-anonymous nature, since anybody can create a
blockchain address to be used for transactions and it is no way to trace back it
to his/her identity if appropriate precautions are taken [33]. It is worth noting
that anonymity, in the original notion of blockchain, is a fundamental feature,
as blockchain is born with the cryptocurrencies in mind and, for many years,
cryptocurrencies were the sole applications for blockchain.

However, in the last years, also thanks to the advent of new blockchains
and smart contracts, we are witnessing the shift from the use of blockchain as
simple platform for cryptocurrencies to complex applications in which we want
to automatize trust and transparency, and to take advantage from the other
features of blockchain. In these cases, in general, we do not need anonymity
anymore. Indeed, there are situations in which accountability, trust and trans-
parency should strictly coexist, and accountability should be implemented by
allowing a secure association with real-life identities. This requirement may
derive from many different needs: it might be just an opportune measure to
prevent unresolvable disputes, or it could derive from compliance with the law.
Observe that, an approach in which users simply auto-declare their identity by a
Blockchain transaction is not enough if there is no certainly of such an identity,
because a user could declare a fake identity.

For these cases, blockchain appears little suitable, especially when the domain
of the involved actors is open and not confined inside a single organization, which
is a prerequisite for the suitability of blockchain itself. Consider, for instance,
the management of the flow of goods and services (supply chain) [25]: it involves
the movement and storage of raw materials, of work-in-process inventory, and
of finished goods from a point of origin to a point of consumption. Typically,
a supply chain is managed by a platform, a sets of technologies and processes
promoting information sharing and coordination. There exist platforms for same
day e-commerce home delivery in which consumers use a smart phone to browse
and shop a broad range of products aggregated from nearby retail stores. Then,
customer orders are handled by nearby independent couriers for pick-up and
delivery to the customer. However, the platform acts as a trusted third party,
thus it has to be always online and trusted by all participants. If at least one of
the two conditions does not hold, using a blockchain makes sense. In this case,
it should be necessary that anybody generating a transaction can be identified,
but the current version of blockchain allowing pseudo-anonymous transactions
does not help us. For all the above reasons, an important research problem is
to understand how to overcome the native pseudo-anonymity of blockchain in
order to support identity-aware applications.

In this paper, we address this problem by proposing a solution that mixes
the mechanism of public digital identity with blockchain via Identity-Based-
Encryption. We found this way the most suitable and not explored (so far)
approach, because it accomplishes all the aimed requirements. Identity-Based-
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Encryption (IBE) gives a direct role to the notion of identity, so allowing a direct
link between the pair of cryptographic keys used to sign and verify a transaction
and the identity of the transaction signer. On the other hand, public digital
identity allows us to give a concrete definition of the identity to be used in IBEs
by solving one of the problems of the concrete solutions based on IBEs, which
is the proof of identity to the party issuing private keys (i.e., the Private Keys
Generator).

As public digital identity, we use the notion compliant with eIDAS [7], a
recent European Union regulation on electronic identification fully effective from
2016. It establishes the principle of mutual recognition and reciprocal acceptance
of interoperable electronic identification schemes among Member States, and we
chose it because (1) it is expected that, in the next years, eIDAS will be used
by the most of EU citizens, (2) it is based on robust cryptographic primitives so
that it can be considered secure, and (3) it has full legal effect.

We observe that an attempt of direct integration of public digital identity
with a blockchain-based application would not provide a good result in terms
of trust. Indeed, we should require that some entity of the application (even a
smart contract if we adopt a blockchain like Ethereum) should play as a Ser-
vice Provider of the public digital identity system (like in [19]). This implicitly
requires the trust in this node for the assessment of identity, and this does not
reach the goal in a satisfactory way from the security point of view, because
it requires that the service providers (internal to the application domain) are
trusted third parties. In contrast, the use of IBEs requires that only Identity
Providers (and this is an assumption accepted also in eIDAS) and the Private
Keys Generator of IBEs are trusted parties, that are parties external to the
application. Clearly, Identity Provider and Private Keys Generator might also
coincide.

It is worth noting that the approach proposed in this paper has the ambition
to mix state-of-the-art techniques and methodologies to meet concrete needs.
As a matter of fact, this paper is developed within the project called “Id Ser-
vice: Digital Identity and Service Accountability” [6] funded by the Ministry
of Economic Development (MISE), whose aim is studying innovative methods
and techniques for designing and developing infrastructures for the accountabil-
ity of cooperative services, also based on blockchain infrastructures, and their
validation in virtual environments.

The paper is structured as follow. In Sect. 2, we introduce the notion of
digital identity and the related technologies. In Sect. 3, we present Identity-
Based Encryption, which is used to binding a digital identity and a public key.
In Sect. 4, we present the idea underlying our solution. In Sect. 5, we describe the
concrete proposal aiming at associating a public digital identity with a blockchain
transaction. In Sect. 6, we instantiate our proposal to a specific scenario and we
provide the technical details about how our solution works. The related work is
discussed in Sect. 7. Finally, in Sect. 8, we draw our conclusions.
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2 Digital Identity

A digital identity is defined as information on an entity used by computer systems
to represent an external agent that may be a person, organization, application,
or device [5]. Another similar definition given by ISO/IEC 24760-1 reports digital
identity as a set of attributes related to an entity [1]. In this section, we briefly
survey the main technologies related to digital identity and describe that used
in our proposal.

Open Authorization (OAuth) [10] is an open access delegation protocol used
by users to provide a third party (typically a site or an application) with the
ability to access their personal information registered on a site without pro-
viding them with credentials to access this site. This protocol is widely used,
especially in social networks, by many big companies (examples are Facebook,
Twitter, Google) to allow their users to share profile information with third
parties. OAuth is designed to use the HTTPs protocol for communication and
exploits the release to the third party of tokens by an authorization server, once
the user approves the proxy. These tokens are used as credentials to access shared
information.

OpenID is another decentralized authentication protocol promoted by the
OpenID non-profit foundation. By this protocol, a site administrator is sup-
ported in managing the users’ authentication procedure, because no credential
for user’s login has to be stored. By OpenID, user access different sites with the
same digital identity and password. In this protocol, the third party that han-
dles authentication is the OpenID identity provider, while a site compatible with
OpenID is called a relying party. The protocol is distributed among the identity
providers and there is no central entity that manages authentication or decides
who can act as a provider or identity provider. The first version of OpenID was
published in 2005 by Brad Fitzpatrick, creator of the LiveJournal community
and with the name Yadis (yet another distributed identity system). In 2007,
Symantec included OpenID as a supported standard. In 2008, the OpenID 2.0
release was published and carried out by several major providers (Yahoo, Google,
IBM, Microsoft, VeriSign, MySpace). The third and latest version, called OpenID
Connect, was released in 2014.

Windows CardSpace [16] is a Microsoft software for digital identity man-
agement released in 2007. Born with the purpose of providing an environment
robust against phishing attacks, CardSpace stores digital identities and provides
a graphical interface for their management. When an application or a site needs
to obtain information about the user, it generates a request for that information.
The request is intercepted by CardSpace, which starts a graphical interface that
shows the information stored and associated with that application or site. At this
point, CardSpace contacts the digital identity provider to obtain the information
to be shared, which is returned as a signed XML file, to guarantee its authen-
ticity and integrity. In 2011, Microsoft registered a development of CardSpace,
due to the technological changes and feedback received from partners and users.
At the same time, Microsoft has shifted interest towards the U-Prove project.
U-Prove is an advanced cryptographic technology, combined with identity
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solutions on existing standards, aimed to find a compromise to the eternal
dilemma between identity and privacy guarantee with two important privacy-
preserving features: (1) unlinkability and (2) selective disclosure of attributes.

In this paper we refer to a specific notion of digital identity, which is pub-
lic digital identity, which means that it is recognized by law in a Country or at
international level making the basis for non-repudiable accountable applications.
There is a concrete instantiation of this notion in the European Union. It is based
on the Regulation (EU) N. 910/2014 [7] on electronic identification and trust
services for electronic transactions in the internal market (eIDAS Regulation),
issued on 23 July 2014 and fully effective from 1 July 2016. It has the purpose of
providing a normative basis at EU level for fiduciary services and providing the
means of Member States’ electronic identification to increase the security and
effectiveness of e-business services and e-business and e-commerce transactions in
the European Union. Thanks to the principle of mutual recognition and recipro-
cal acceptance of interoperable electronic identification schemes, eIDAS wants to
simplify the use of electronic authentication against public administrations, both
by companies and by citizens. Each Member State maintains it own electronic
identification systems, which have to be accepted by all other member states. For
example, Italy has notified to the EU Commission the institution of SPID, the
Italian public system for the management of the digital identity of citizens and
businesses [15]. Thanks to the eIDAS regulation, it is possible for Italian citizens
to access the online services of other EU countries (university services, banking,
public administration services, other online services) using SPID credentials, and
at the same time, European citizens in possession of recognized national digital
identities within the eIDAS framework will have access to the services of Italian
public administrations. It is expected that in the next years, eIDAS will involve
the most of EU people. This consideration, as well as the high security of this
identification mechanism, suggested us to exploit eIDAs-compliant identification
schemes as solution for the management of digital identity in our proposal.

3 Identity-Based Encryption

Asymmetric cryptography is based on the use of a public and private key for
each user. Public keys are typically arranged by a Public Key Infrastructure,
which binds public keys with the respective identities of entities (like people and
organizations) through a process of registration and issuance of certificates by a
certificate authority (CA). However, there are cases in which pre-distribution of
keys is inconvenient or infeasible due to technical restraints: in these situation,
Identity-based Encryption is a solution.

Identity-based Encryption (IBE) [9] allows any party to generate a public key
from a known identity value (for example, an e-mail address). A trusted third
party, called the Private Key Generator (PKG), generates the corresponding
private key. To operate, the PKG first publishes a master public key, and retains
the corresponding master private key (referred to as master key). Given the
master public key, any party can compute a public key corresponding to an
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identity by suitably combining the master public key with the identity value. To
obtain a corresponding private key, the party authorized to use the identity ID
contacts the PKG, which uses the master private key to generate the private key
for the identity ID. The operations carried out in an IBE scheme are summarized
in Fig. 1.

Fig. 1. Operations carried out in an IBE scheme.

As a result, parties may encrypt messages (or verify signatures) with no prior
distribution of keys between individual participants, once their identity is known
and well-defined. However, to decrypt or sign messages, the authorized user must
obtain the appropriate private key from the PKG, by proving the possession of
the proper identity. The most used IBE systems have been proposed by Boneh-
Franklin [22] and by Sakai-Kasahara [36].

4 The Ideal Solution

We recall that the basic goal of this paper is to integrate blockchain and public
digital identity. In this section, we sketch what we identify as the ideal solution
of the problem above, in the sense that it implements the above integration in
the most direct and strong way.

Suppose we have an IBE system with Private Key Generator PKG (see
Sect. 3) and a public identity digital system with identity provider IP (assumed
unique, w.l.o.g.). For simplicity, we assume we are not considering blockchains
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allowing smart contracts (i.e., Blockchain 2.0), even though the generalization to
every kind of blockchain is straightforward. Therefore, we focus our attention just
on the elements related to our problem, which are the blockchain addresses and,
consequently, the form of transactions. Obviously, the organization of blocks, the
consensus protocol, the mining process, and the other aspects of the blockchain
are outside the scope of our problem.

Specifically, the elements of the blockchain we are considering in this section
are:

1. the blockchain address, denoted by Au, of a user u and obtained as Au =
h1(h2(Pu)), where h1 and h2 are two proper cryptographic hash functions (as
typically done in blockchains), and Pu is a public key of u in the cryptosystem
used in the blockchain;

2. the transaction, which we schematically denote as a tuple 〈Pus
, i, Aur

, c〉,
where Pus

is the public key associated with the user sender, i denotes the
input transactions, Aur

denotes the blockchain address of the user recipient
(assumed unique for simplicity) and c is the payload of the transaction (e.g.,
in Bitcoin, it represents the amount of money transferred by this transaction).
The transaction is signed by using the secret key Sus

.

Our idea is the following. We assume that u is equipped with a public digital
identity granted by IP and let UID be the universal identity number of the user
in the public digital identity system (recall that such an identification number
exists in real-life public digital identity systems and it is independent of the
identity provider, in case of multiple identity providers). Let denoted by IBEP

UID

and IBES
UID the IBE public key and secret key derived by the identity UID,

respectively. Recall that, on the basis of the master key, IBEP
UID can be obtained

by any party with no need of further information. On the contrary, IBES
UID is

released by PKG through a secure channel to any party able to demonstrate
to be the owner of the identity UID. What we require is that PKG becomes
a service provider in the public digital identity system, which means that it
recognizes in a secure way the identity of people by leveraging the federated
authentication protocol involving IP and a (strong) authentication session of
the user at IP. Therefore, in order to release secret keys, PKG will require a
secure authentication session done according to the protocol of the public digital
identity system.

This allows us to design a blockchain in which the address of the user u,
recognized in the public digital identity system by the identifier UID, is obtained
as: Au = h1(h2(IBEP

UID)) (we recall that h1 and h2 are two cryptographic hash
functions). Therefore, the sources and the recipients of a transaction are derived
directly from UIDs, thus from public digital identities, and impersonation is
not possible provided that it is not possible in the public digital identity system.
Specifically, a transaction 〈Pus

, i, Aur
, c〉 done by the user us with identity UIDs

and having as recipient the user ur with identity UIDr, is signed by the IBE
secret key IBES

UIDs
and verified by the IBE public key IBEP

UIDs
, which everyone

can compute on the basis of the IBE public master key, once the identity UIDs

is known. This allows us also to represent the transaction as: 〈UIDs, i, UIDr, c〉.
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This representation reflects a nice feature of our solution, in which blockchain
addresses are intensionally always existing in the blockchain domain, even though
they are not materialized, provided that the corresponding identities exist in the
public digital identity system. As a consequence, a given transaction moving a
token (or money) to a user u may exist in the blockchain without requiring any
action from u on the blockchain (the creation of a key-pair), as identities are
implicitly blockchain addresses.

One could argue that a similar solution makes us lose the full decentraliza-
tion of the blockchain paradigm. This is necessarily true if we want to rely on
the current notion of public digital identity system, which is inherently central-
ized. However, a different notion of digital identity could be applied, also fully
decentralized and based on blockchain itself like [8] or [30].

It is worth noting that the ideal solution here presented implicitly requires
that blockchain (public and private) keys are compliant with the adopted IBE
scheme (for example, RSA [35]). Unfortunately, this is not the case of exist-
ing blockchains: for an instance, Bitcoin blockchain adopts the elliptic curve
secp256k1 [32], which is not compliant with any IBE scheme and a definition
of an IBE scheme on this cryptographic scheme is not feasible.

For this reason, to give a more practical value (also for the industrial nature
of the research project in which this paper is located) to this paper, we imple-
ment in the next section a workaround that allows us to basically obtain the
same result by leveraging any existing blockchain. Specifically, we chosen Bit-
coin blockchain because it is one of the most used, but any other blockchain
could be considered, also by extending the approach toward smart-contract-
supporting blockchains like Ethereum. Consider that, in this case, any solution
(like [19]) that implements the integration between the public digital identity sys-
tem and the blockchain by directly giving the role of service provider to smart
contracts, does not reach the goal in a satisfactory way from the security point of
view, because it requires that the service providers (internal to the application
domain) are trusted third parties (TTPs). Conversely, in our solution, TTPs
are only TTPs of the external systems (i.e., the identity provider of the public
digital identity system and the Private Key Generator of the IBE system).

5 A Practical Solution

Starting from the considerations done in the previous section, in this section
we provide a practical solution that does not relax any security feature w.r.t.
the ideal one. It is practical in the sense that it does not require changes of
blockchain formats and protocol, thus operating on the exiting ones. For the
sake of presentation, we describe the solution on the Bitcoin blockchain, which
is widely used.

The actors in our scenario are:

– Users, physical or legal people using a public digital identity for authentica-
tion.

– Identity Providers, which create and manage public digital identities.



576 F. Buccafurri et al.

– IBE Services, public or private organizations providing the mapping between
a public digital identity and a pair of asymmetric encryption keys (called IBE
keys).

– a Blockchain, a Distributed Ledger.

In our proposal, we can identify the following operations.

1. Digital Identity Issuing. First, a user creates his/her public digital identity.
To do this, he/she must be registered to one of the Identity Providers, which
is responsible for the verification of the user identity before issuing the public
digital identity and the security credentials.
A public digital identity is identified by the pair 〈username, IP 〉, where IP
is the identifier of the identity provider that issued the public digital identity
and username is a string. Moreover, there exists a string UID (Universal ID),
which identifies a public digital identity. For example, the user X registered
by the Identity Provider Y is identified by the UID X@Y. It is worth noting
that UIDs are supported by the Public Digital Identity Systems.

2. IBE private key gathering. To obtain the IBE private key, a user contacts the
Private Key Generator (PKG) of the IBE service to receive the master public
key, if it is not already known. Then, the Private Key Generator, by acting
as a service provider of the public digital identity system, authenticates the
user by an eIDAS-compliant scheme, as illustrated in Fig. 2.
First, the user using a browser (User Agent) sends to PKG a request for gath-
ering the IBE private key (Step 1). Then, PKG replies with an authentication
request to be forwarded to Identity Provider (Step 2). If the received request
is valid, Identity Provider performs a challenge-response authentication with
the user (Steps 3 and 4). In case of successful user authentication, Identity
Provider prepares the statement of user authentication, which is forwarded
to PKG (Step 6). Finally, PKG provides the user with the IBE private key
(Step 7).

3. Blockchain Registration. First, the user generates a pair of private and public
blockchain keys, and, starting from the public one, the blockchain address A
is computed. Then, the user generates on the blockchain a transaction from
A to A, having as payload 〈UID,E(A)〉, where UID is the universal ID of
the public digital identity of the user, and E(A) is the encryption of the
user’s blockchain address by the user’s IBE secret key. By this transaction,
the user links her/his public digital identity to the blockchain address A:
indeed, by computing E(A), the user proves the knowledge of the IBE secret
key associated with this UID.

4. Transaction. When a user S (sender) wants to carry out a transaction with a
user R (receiver), the following operations are done:
(a) S obtains the universal ID of R, say IUDr.
(b) S searches for the transaction having IUDr in the payload: this is the

transaction done by R in the blockchain Registration step.
(c) S extracts from this transaction the blockchain address of R, say Ar.



Integrating Digital Identity and Blockchain 577

(d) S generates a blockchain transaction from her/his blockchain address As

to Ar (the value of the payload depends on the application).

Now, it should be easy to understand how to know the public digital identity
of a user involved in a blockchain transaction. Consider a blockchain transaction
from the (blockchain) address As to the (blockchain) address Ar, and assume
we are interested in knowing the identity of the user associated with Ar

1.

Fig. 2. Data flow in an authentication process.

The first operation to do is to search for the transaction having Ar as sender
and receiver (i.e., the transaction done in the Blockchain Registration step).
If it is not found, this means that As did not execute the protocol correctly,
because she/he generated a transaction to an unregistered user (clearly, it is
not possible that the registration transaction of Ar has been deleted because
blockchain transactions are immutable). Thus, we assume that this registration
transaction, say T , is found.

1 For the sake of presentation and to avoid to introduce new notations, in the following,
with a little abuse of notation, we use the address Au also to refer to the user u,
thus meaning “the user associated with the address Au”.
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Now, after verifying the authenticity and integrity of T (i.e., that it has been
signed by the blockchain public key associated with the address Ar), the payload
〈p1, p2〉 is extracted.

Next, the IBE public key IBEK
p1

derived from the string p1 is computed, as
described in Sect. 3 and used as public key to decipher p2. If the decryption of p2
corresponds to Ar, then we are sure that the receiver (i.e., Ar) of the transaction
T is associated with the public digital identity p1.

Clearly, by repeating the same procedure starting from As instead of Ar, we
can identify also the user associated with As, who generated the transaction.

6 Case Study and Implementation Details

In this section, we instantiate the general approach presented in the previous
section to a specific scenario and we show the generated data both to better
explain how our proposal works and to demonstrate its compliance with the
Bitcoin blockchain.

Among the numerous applications that can benefit from our solution, we
selected crowdshipping, which is very timely (as remarked in Sect. 7).

Crowdshipping refers to the phenomenon of recruiting citizens to serve as
couriers: a person already traveling from point A to point B takes a package
with him and, making a stop along the way, delivers the package to another
person in exchange for a reward. The objective is reducing pollution and road
traffic using, as a delivery carrier, a person who is already on the move.

Zipments [17], active in New York since 2014, and PiggyBee [11], online since
2012, are probably the most known crowdshipping platforms. Also DHL launched
the MyWays platform to facilitate last-mile deliveries throughout Stockholm by
involving the city’s residents [2]. Being a centralized approach, the platform has
to be a trusted party because it is in charge of receiving and storing log activity:
clearly, an attack on the system or a malicious behavior of the platform provider
could compromise accountability.

To address this problem, the use of blockchain is a solution: all the infor-
mation needed to guarantee accountability, especially the delivery of a package
between two users, is stored in the blockchain. In particular, we considered the
basic step of a crowdshipping system, which occurs when a user, say Alice, deliv-
ers a package to another user, say Bob. Alice needs both: (1) to be sure that
the person receiving the package is Bob and (2) to have a proof of delivery. Our
solution guarantees both the goals without using a centralized crowdshipping
platform.

We implemented a Java prototype to test our solution in a crowdshipping
scenario: it is composed of a module implementing the IBE system and a module
implementing the access to the blockchain. We did not need to implement the
identification scheme compliant with eIDAS, because it is a service used by our
prototype. We show all the operations carried out by the two users and the
generated data.
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1. Digital Identity Issuing. Both Alice and Bob have a public digital identity:
thus, they have been identified by an identity provider, say example.com,
which gave each of them a public digital identity and a credential for authen-
tication (typically, a password). Now, assume that the username of Alice
is alice and the username of Bob is bob. Thus, the UIDs of Alice and
Bob are alice@example.com and bob@example.com, respectively. Observe
that, for the sake of presentation, we used the same identity provider (i.e.,
example.com) for both the users: however, no problem arises in case the pub-
lic digital identities are issued by different identity providers, because the
solution does not depend on the particular UID of the user.

2. IBE private key gathering. To obtain the IBE private key, a user connects
to the site of the IBE system by the browser (i.e., the user agent) and sends
a request for accessing the service. Observe that the IBE system acts as a
service provider in this step, because it needs to authenticate the user before
issuing the private key. Then, the IBE system replies to the user agent with an
authentication request to be forwarded to the identity provider. The identity
provider is selected according to the user’s UID.
If the received request is valid, the identity provider performs a challenge-
response authentication with the user. In case of successful user authentica-
tion, the identity provider prepares the assertion containing the statement of
the user authentication for the IBE service provider. The assertion contains
the reference to the request message, the authenticated user, the identity
provider, the personal information about the authenticated user, the tem-
poral range of validity, and the description of the authentications context.
The assertion is signed by the identity provider to guarantee integrity and
authenticity.
Now, the assertion returned to the user agent is forwarded via http POST
Binding to the IBE service provider. The IBE system verifies the assertion
and provides the user with her/his IBE private key. We denote by IBES

U the
IBE private key of the user U .
Concerning the user’s IBE public key, they are computed starting from the
master public key and the user’s UID. We denote by IBEP

U the IBE public
key of the user U .
In Table 1, the IBE public and private keys of Alice and Bob are reported: they
are represented by Base58Check encoding [3], which is used for blockchain
addresses (see later).

3. Blockchain Registration. Each user needs to have a private and a public
blockchain key. The private key is a randomly generated 256-bit string. The
public key is generated by the private one by means of a cryptographic func-
tion named elliptic curve point multiplication. In particular, the used algo-
rithm is Curve Digital Signature Algorithm (ECDSA) and the elliptic curve
is secp256k1 [32]. The use of these functions is necessary to guarantee the
compatibility of our solution with blockchain.
We denote by BKCS

U and BKCP
U the blockchain private key and public key

of the user U . In Table 1, the blockchain public and private keys of Alice and
Bob are reported.
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The blockchain address A of a user is computed from the public key K as
A = RIPEMD160(SHA256(K)), where SHA256 [14] is a cryptographic hash
developed by National Security Agency (NSA) and returns a 256-bit digest,
whereas RIPEMD160 [13] is a cryptographic hash designed in the open aca-
demic community and returns a 160-bit digest.
We denoted by AU the blockchain address of the user U . In Table 1, the
blockchain addresses of Alice and Bob are reported. Observe that blockchain
addresses are usually represented by Base58Check, an encoding similar to
Base64 but modified to remove non-alphanumeric characters and letters which
might look ambiguous when printed. It is therefore designed for human users
who manually enter the data by copying from some visual source.
Finally, each user generates on the blockchain a transaction with her/his
address as both sender and receiver, having as payload 〈UID,E(A)〉, where
UID is the universal ID of the public digital identity of the user, and E(A) is
the encryption of the user’s blockchain address done by the user’s IBE private
key.

4. Transaction. Now, both Alice and Bob have their public digital identity asso-
ciated with a blockchain address. Suppose that Alice has to deliver a package
with ID = AB123 to Bob and, consequently, she needs a proof of delivery
from Bob. In a real-life situation, we can image that carriers run a mobile
app on their smartphones to manage transaction generations. We can suppose
also that the package ID is a QRcode [12] printed on the box, so it can be
easily read by the mobile app running on carrier’s smartphone. Moreover, the
same mobile app can show another QRcode reporting the UID of the owner,
in such a way that when Alice has to deliver the package to Bob, Bob can
show his UID by his mobile smartphone and vice versa.
Once the package ID and the UID of Alice have been collected, Bob’s mobile
app generates a transaction to AAlice (i.e., the Alice’s blockchain address)
including in the payload the type of operation carried out (i.e., package receiv-
ing) and the id of the product. This transaction is signed by Bob with the
blockchain private key and stored on the blockchain.
Alice can read on the blockchain this transaction and checks its correctness:
clearly, this is done by the app mobile. This transaction represents the proof
of delivery of the package from Alice to Bob.

Observe that in some context it could be necessary also an additional proof:
in this case, Alice can generate a transaction to Bob having, in the payload,
“package sending” as the type of operation and the id of the product, in such a
way that Bob can proof the reception of the package from the correct user (i.e.,
Alice).

7 Related Work

In this section, we survey the most important proposals of the state of the art
related to our approach.
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Table 1. Value of the data generated in our running example.

In [18], the authors review applications relying on blockchain. They high-
light the potential benefit of such technology in manufacturing supply chain and
a vision for the future blockchain ready manufacturing supply chain is proposed.
The paper [20] provides a high level understanding of how blockchain technology
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will be a powerful tool to improve supply chain operations. It illustrates theoret-
ical and conceptual models for use of open and permissioned blockchain in differ-
ent supply chain applications with real life practical use cases as is being devel-
oped and deployed in various industries and business functions. The paper [29]
states that digital supply chain integration is becoming increasingly dynamic.
Access to customer demand needs to be shared effectively, and product and
service deliveries must be tracked to provide visibility in the supply chain. Busi-
ness process integration is based on standards and reference architectures, which
should offer end-to-end integration of product data. The authors of this study
investigate the requirements and functionalities of supply chain integration, con-
cluding that cloud integration can be expected to offer a cost-effective business
model for interoperable digital supply chains. Moreover, they explain how sup-
ply chain integration through the blockchain technology can achieve disruptive
transformation in digital supply chains and networks. In [28], the authors high-
light that the need for blockchain-based identity management is particularly
noticeable in the Internet age, as we have faced identity management challenges
since the dawn of the Internet. They observe that blockchain technology may
offer a way to circumvent this problem by delivering a secure solution without
the need for a trusted, central authority. It can be used for creating an iden-
tity on the blockchain, making it easier to manage for individuals, giving them
greater control over who has their personal information and how they access it.
The proposed solution stores users’ encrypted identity, allowing them to share
their data with companies and manage it on their own terms.

Bitnation [4] is the world’s first Decentralised Borderless Voluntary Nation
(DBVN). Bitnation started in July 2014 and hosted the first blockchain for
refugee emergency ID, marriage, birth certificate, World Citizenship and more.
The website proof-of-concept, including the blockchain ID and Public Notary, is
used by tens of thousands of Bitnation Citizens and Embassies around the world.
In [24], the authors focus on Public Digital Identity System (SPID), the Ital-
ian government framework compliant with the eIDAS regulatory environment.
They observe that a drawback limiting the real diffusion of this framework is
that, despite the fact that identity and service providers might be competi-
tor private companies, SPID authentication results in the information leakage
about the customers of identity providers. To overcome this potential limitation,
they propose a modification of SPID to allow user authentication by preserving
the anonymity of the identity provider that grants the authentication creden-
tials. This way, information leakage about the customers of identity providers
is fully prevented. The paper [37] focuses on pseudonymisation, a concept that
was only recently formally introduced in the EU regulatory landscape. In par-
ticular, it attempts to derive the effects of the introduction of pseudonyms (or
pseudonymous credentials) as part of the eIDAS Regulation on electronic iden-
tification and trust services and, ultimately, to compare them with the effects
of pseudonymisation within the meaning of the General Data Protection Reg-
ulation (the GDPR). The paper examines how eIDAS conceives pseudonymisa-
tion and explains how this interpretation would translate in practical uses in the
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context of a pan-European interoperability framework. In [23], an advanced elec-
tronic signature protocol that relies on a public system for the management of
the digital identity is proposed. This proposal aims at implementing an effective
synergy to provide the citizen with a unique, uniform, portable, and effective tool
applicable to both authentication and document signature. In [21], the authors
propose a security framework that integrates the blockchain technology with
smart devices to provide a secure communication platform in a smart city. The
authors observe that, despite a number of potential benefits, digital disruption
poses many challenges related to information security and privacy. In [26], the
authors explore an environment in which in-store customers supplement com-
pany drivers can take on the task of delivering online orders on their way home.
The results of their computational study provide insights into the benefits for
same-day delivery of this form of crowdshipping, and demonstrate the value of
incorporating and exploiting probabilistic information about the future.

The study carried out in [31] highlights that passengers and freight mobility
in urban areas represents an increasingly relevant component of modern city life.
On one side, it fosters economic growth, but, on the other, it also generates high
social costs. Congestion and pollution are two problems policy-makers want to
curb adopting appropriate measures. In this context, this paper analyses the fea-
sibility and behavioral levers that might facilitate the diffusion of crowdshipping
in urban areas. Two are the main objectives the paper. The first is to investigate
under which conditions passengers would be willing to act as crowdshippers. The
second is to find out under which conditions people would be willing to receive
their goods via a crowdshipping service. Crowdshipping can generate positive
impacts, such as the reduction of total and ad-hoc trips, by optimizing, through
sharing, the use of resources and infrastructures.

From the brief review of the state of the art here reported it clearly emerges
both the importance of securely identifying the entities operating in real-life
applications that can also benefit from blockchain, and the originality of our
proposal that, to the best of our knowledge, is the first combining IBEs and
blockchain.

8 Conclusion

In this paper, we discussed about the benefits deriving from the possibility of
binding the sender or the receiver of a blockchain transaction to a public digital
identity. We proposed an architecture to do this, which exploits eIDAS-compliant
identification schemes for handling public digital identities and Identity-based
Encryption for associating a digital identity with a public key. This architecture
has been implemented by a Java prototype and used to validate the proposal in
a crowdshipping scenario. To the best of our knowledge, this is the first attempt
to create a non-anonymous blockchain, which can be used in all cases in which
the author of a transaction has to be identified with certainty and legal effect.

As future work, we plan to investigate the possibility to use blockchain 2.0
to solve the accountability problem by a smart contract, for example, to allow
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the inclusion of new rules and conditions in the product delivery process. More-
over, we need to evaluate the dependence of our solution on the regulation and
technological changes or advances in the use of available mechanisms for a more
explicit and transparent digital identification.
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