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Welcome Message from the 3PGCIC-2018
Organizing Committee

Welcome to the 13th International Conference on P2P, Parallel, Grid, Cloud and
Internet Computing (3PGCIC-2018), which will be held in conjunction with
BWCCA-2018 International Conference, October 27-29, 2018, Tunghai
University, Taichung, Taiwan.

P2P, grid, cloud and Internet computing technologies have been established as
breakthrough paradigms for solving complex problems by enabling large-scale
aggregation and sharing of computational data and other geographically distributed
computational resources.

Grid computing originated as a paradigm for high-performance computing, as an
alternative to expensive supercomputers. Since the late 1980’s, grid computing
domain has been extended to embrace different forms of computing, including
semantic and service-oriented grid, pervasive grid, data grid, enterprise grid,
autonomic grid, knowledge and economy grid.

P2P computing appeared as the new paradigm after client—server and Web-based
computing. These systems are evolving beyond file sharing towards a platform for
large-scale distributed applications. P2P systems have as well inspired the emer-
gence and development of social networking, business to business (B2B), business
to consumer (B2C), business to government (B2G), business to employee (B2E)
and so on.

Cloud computing has been defined as a “computing paradigm where the
boundaries of computing are determined by economic rationale rather than tech-
nical limits”. Cloud computing is a multi-purpose paradigm that enables efficient
management of data centres, timesharing and virtualization of resources with a
special emphasis on business model. Cloud computing has fast become the com-
puting paradigm with applications in all application domains and providing utility
computing at large scale.

Finally, Internet computing is the basis of any large-scale distributed computing
paradigms; it has very fast developed into a vast area of flourishing field with
enormous impact on today’s information societies. Internet-based computing serves
thus as a universal platform comprising a large variety of computing forms.



vi Welcome Message from the 3PGCIC-2018 Organizing Committee

The aim of the 3PGCIC conference is to provide a research forum for presenting
innovative research results, methods and development techniques from both theo-
retical and practical perspectives related to P2P, grid, cloud and Internet computing.

Many people have helped and worked hard to produce a successful
3PGCIC-2018 technical programme and conference proceedings. First, we would
like to thank all the authors for submitting their papers, the PC members and the
reviewers who carried out the most difficult work by carefully evaluating the
submitted papers. Based on the reviewers’ reports, the Programme Committee
selected 24 papers for the main conference and 22 workshop papers for publication
in the Springer Lecture Notes on Data Engineering and Communication
Technologies Proceedings. The General Chairs of the conference would like to
thank the PC Co-Chairs, Chao-Tung Yang, Tunghai University, Taiwan; Massimo
Ficco, Campania University L. Vanvitelli, Italy; and Marcello Luiz Brocardo, Santa
Catarina State University, Brazil. We would like to appreciate the work of the
workshop Co-Chairs, Der-Jiunn Deng, National Changhua University of Education,
Taiwan; Rubem Pereira, Liverpool John Moores University, UK; and Juggapong
Natwichai, Chiang Mai University, Thailand, for supporting the workshop orga-
nizers. Our appreciations also go to all workshop organizers for their hard work in
successfully organizing these workshops.

We are grateful to Honorary Co-Chairs, Prof. Makoto Takizawa, Hosei
University, Japan; Mao-Jiun Wang, Tunghai University, Taiwan; and Jyh-Cheng
Chen, National Chiao Tung University, Taiwan, for their support and
encouragement.

Our special thanks to Prof. Han-Chieh Chao, National Dong Hwa University,
Taiwan; Dr. Nadeem Javaid, COMSATS Institute of IT, Islamabad, Pakistan; and
Dr. Jyh-Cheng Chen, Chair Professor, Department of Computer Science, National
Chiao Tung University, Hsinchu, Taiwan, for delivering inspiring keynotes at the
conference.

Finally, we would like to thank the Local Organizing Committee of Tunghai
University, Taiwan, for making excellent local arrangement for the conference.

We hope you will enjoy the conference and have a great time in Taichung,
Taiwan!

Li-Chih Wang

Fang-Yie Leu

Leonard Barolli

3PGCIC-2018 General Co-chairs



Message from the 3PGCIC-2018 Workshops
Chairs

Welcome to the workshops of the 13th International Conference on P2P, Parallel,
Grid, Cloud and Internet Computing (3PGCIC-2018), held during 27-29 October,
2018, Tunghai University, Taichung, Taiwan. The objective of the workshops was
to present research results, work on progress and thus complement the main themes
of 3PGCIC-2018 with specific topics of grid, P2P, cloud and Internet computing.

The workshops cover research on simulation and modelling of emergent com-
putational systems, multimedia, Web, streaming media delivery, middleware of
large-scale distributed systems, network convergence, pervasive computing and
distributed systems and security.

The held workshops are as follows:

e 11th International Workshop on Simulation and Modelling of Emergent
Computational Systems (SMECS-2018)

e Oth International Workshop on Streaming Media Delivery and Management
Systems (SMDMS-2018)

e g8th International Workshop on Multimedia, Web and Virtual Reality
Technologies and Applications (MWVRTA-2018)

e 5th International Workshop on Distributed Embedded Systems (DEM-2018)

e International Workshop on Business Intelligence and Distributed Systems
(BIDS-2018)

We would like to thank all workshop organizers for their hard work in orga-
nizing these workshops and selecting high-quality papers for presentation at
workshops, the interesting programmes and for the arrangements of the workshop
during the conference days.

We hope you will enjoy the conference and have a great time in Taichung,
Taiwan!

Der-Jiunn Deng

Rubem Pereira

Juggapong Natwichai
3PGCIC-2018 Workshops Chairs

vii
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Welcome Message from the 11th SMECS-2018
Workshop Organizers

On the behalf of the organizing committee of 11th International Workshop on
Simulation and Modelling of Engineering & Computational Systems, we would
like to warmly welcome you for this workshop, which is held in conjunction with
the 13th International Conference on P2P, Parallel, Grid, Cloud and Internet
Computing (3PGCIC-2018) from 27-29 October, 2018, Tunghai University,
Taichung, Taiwan.

Modelling and simulation have become the de facto approach for studying the
behaviour of complex engineering, enterprise information and communication
systems before deployment in a real setting. The workshop is devoted to the
advances in modelling and simulation techniques in the fields of emergent com-
putational systems in complex biological and engineering systems and real-life
applications.

Modelling and simulation are greatly benefiting from the fast development of
information technologies. The use of mathematical techniques in the development
of computational analysis together with the ever greater computational processing
power is making possible the simulation of very large complex dynamic systems.
This workshop seeks relevant contributions to the modelling and simulation driven
by computational technology.

The papers were reviewed and give a new insight into the latest innovations in
the different modelling and simulation techniques for emergent computational
systems in computing, networking, engineering systems and real-life applications.
Contributions comprise modelling and techniques for big data, cloud and fog
computing and data privacy.

We hope that you will find the workshop an interesting forum for discussion,
research cooperation, contacts and valuable resource of new ideas for your research
and academic activities.

Leonard Barolli
Workshop Organizer

Xvii



Welcome Message from the 9th SMDMS-2018
Workshop Organizers

It is my great pleasure to welcome you to the 2018 International Workshop on
Streaming Media Delivery and Management Systems (SMDMS-2018). We hold
this 9th edition of the workshop in conjunction with the 13th International
Conference on P2P, Parallel, Grid, Cloud and Internet Computing (3PGCIC-2018)
from 27-29 October, 2018, Tunghai University, Taichung, Taiwan.

The tremendous advances in communication and computing technologies have
created large academic and industrial fields for streaming media. Streaming media
have an interesting feature that the data stream continuously. They include many
types of data like sensor data, video/audio data, stock data. It is obvious that with
the accelerating trends towards streaming media, information and communication
techniques will play an important role in the future network. In order to accelerate
this trend, further progresses of the researches on streaming media delivery and
management systems are necessary. The aim of this workshop is to bring together
practitioners and researchers from both academia and industry in order to have a
forum for discussion and technical presentations on the current researches and
future research directions related to this hot research area.

I would like to express my gratitude to the authors of the submitted papers for
their excellent papers. I am very thankful to the programme committee members
who devoted their time for preparing and supporting the workshop. Without their
help, this workshop would never be successful. A list of all of them is given in the
programme as well as the workshop website. I would like to also thank
3PGCIC-2018 organizing committee members for their tremendous support for
organizing.

Finally, I wish to thank all SMDMS-2018 attendees for supporting this
workshop. I hope that you have a memorable experience you will never forget.

Tomoki Yoshihisa
SMDMS-2018 International Workshop Chair

XiX



Welcome Message from the 8th MWVRTA-2018
Workshop Organizers

Welcome to the 8th International Workshop on Multimedia, Web and Virtual
Reality Technologies and Applications (MWVRTA 2018), which will be held in
conjunction with the 13th International Conference on P2P, Parallel, Grid, Cloud
and Internet Computing (3PGCIC-2018) from 27-29 October, 2018, Tunghai
University, Taichung, Taiwan.

With the appearance of multimedia, Web and virtual reality technologies, dif-
ferent types of networks, paradigms and platforms of distributed computation are
emerging as new forms of the computation in the new millennium. Among these
paradigms and technologies, Web computing, multimodal communication and
tele-immersion software are most important. From the scientific perspective, one
of the main targets behind these technologies and paradigms is to enable the
solution of very complex problems such as e-science problems that arise in different
branches of science, engineering and industry. The aim of this workshop is to
present innovative research and technologies as well as methods and techniques
related to new concept, service and application software in emergent computational
systems, multimedia, Web and virtual reality. It provides a forum for sharing ideas
and research work in all areas of multimedia technologies and applications.

We would like to express our appreciation to the authors of the submitted papers
and to the programme committee members, who provided timely and significant
review.

We hope that all of you will enjoy MWVRTA 2018 and find this a productive
opportunity to exchange ideas and research work with many researchers.

Leonard Barolli

Yoshitaka Shibata

MWVRTA 2018 Workshop Co-chairs
Kaoru Sugita

MWVRTA 2018 Workshop PC Chair

XXi



Welcome Message from the Sth DEM-2018
Workshop Organizers

Welcome to the 5th International Workshop on Distributed Embedded systems
(DEM-2018), which is held in conjunction with the 13th International Conference
on P2P, Parallel, Grid, Cloud and Internet Computing (3PGCIC-2018) from 27-29
October, 2018, Tunghai University, Taichung, Taiwan.

The tremendous advances in communication technologies and embedded sys-
tems have created an entirely new research field in both academia and industry for
distributed embedded software development. This field introduces constrained
systems into distributed software development. The implementation of limitations
like real-time requirements, power limitations, memory constraints within a dis-
tributed environment requires the introduction of new software development pro-
cesses, software development techniques and software architectures. It is obvious
that these new methodologies will play a key role in future networked embedded
systems. In order to facilitate these processes, further progress of the research and
engineering on distributed embedded systems is mandatory.

The international workshop on distributed embedded systems (DEM) aims to
bring together practitioners and researchers from both academia and industry in
order to have a forum for discussion and technical presentations on the current
research and future research directions related to this hot scientific area. Topics
include (but are not limited to) virtualization on embedded systems, model-based
embedded software development, real time in the cloud, Internet of things, dis-
tributed safety concepts, embedded software for (mechatronics, automotive, health
care, energy, telecom, etc.), sensor fusion, embedded multi-core software, dis-
tributed localization, distributed embedded software development and testing. This
workshop provides an international forum for researchers and participants to share
and exchange their experiences, discuss challenges and present original ideas in all
aspects of distributed and/or embedded systems.

I would like to appreciate the organizing committee of the 3PGCIC-2018
International Conference for giving us the opportunity to organize the
workshop. My sincere thanks to programme committee members and to all the
authors of the workshop for submitting their research works and for their
participation.

XXiii



XXiv Welcome Message from the 5th DEM-2018 Workshop Organizers
I hope you will enjoy DEM workshop and have a great time in Taichung,
Taiwan.

Peter Hellinckx
DEM 2018 Workshop Chair



Welcome Message from the BIDS-2018
Workshop Organizers

Welcome to the 2018 International Workshop on Business Intelligence and
Distributed Systems (BIDS-2018), which is held in conjunction with the 13th
International Conference on P2P, Parallel, Grid, Cloud and Internet Computing
(3PGCIC-2018) from 27-29 October, 2018, Tunghai University, Taichung,
Taiwan.

As many large-scale enterprise information systems start to utilize P2P networks,
parallel, grid, cloud and Internet computing, they have become a major source of
business information. Techniques and methodologies to extract quality information
in distributed systems are of paramount importance for many applications and users
in the business community. Data mining and knowledge discovery play key roles in
many of today’s prominent business intelligence applications to uncover relevant
information of competitors, consumers, markets and products, so that appropriate
marketing and product development strategies can be devised. In addition, formal
methods and architectural infrastructures for related issues in distributed systems,
such as e-commerce and computer security, are being explored and investigated by
many researchers.

The international BIDS workshop aims to bring together scientists, engineers
and practitioners to discuss, exchange ideas and present their research findings on
business intelligence applications, techniques and methodologies in distributed
systems. We are pleased to have four high-quality papers selected for presentation
at the workshop and publication in the proceedings.

We would like to express our sincere gratitude to the members of the Programme
Committee for their efforts and the 13th International Conference on P2P, Parallel,
Grid, Cloud and Internet Computing for co-hosting BIDS-2018. Most importantly,
we thank all the authors for their submission and contribution to the workshop.

Kin Fun Li
Shengrui Wang
BIDS-2018 International Workshop Co-chairs
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3PGCIC-2018 Keynote Talks



Deep Learning Platform for BSG Mobile
Network

Han-Chieh Chao

National Dong Hwa University, Taiwan

Abstract. The 3G and 4G mobile communications had been developed for
many years. The 5G mobile communication is scheduled to be launched in
2020. In the future, a wireless network is of various sizes of cells and
different types of communication technologies, forming a special architec-
ture of heterogeneous networks (HetNet). Under the complex network
architecture, interference and handover problems are critical challenges in
the access network. How to efficiently manage small cells and to choose an
adequate access mechanism for the better quality of service is a vital
research issue. Traditional network architecture can no longer support
existing network requirements. It is necessary to develop a novel network
architecture. Therefore, this keynote speech will share a solution of deep
learning-based B5G mobile network which can enhance and improve
communication performance through combining some specific technologies,
e.g. deep learning, fog computing, cloud computing, cloud radio access
network (C-RAN) and fog radio access network (F-RAN).



Intelligent Context Awareness in Internet
of Agricultural Things

Nadeem Javaid

COMSATS Institute of IT, Islamabad, Pakistan

Abstract. Variability in climate and recession in water reservoirs are
diminishing the agrarian sector ecosystem production day by day. There is
an imperative requirement to restore the robustness and ensure high pro-
duction rate with the use of smart communication infrastructure. Moreover,
the farmers will be able to make resource-efficient decisions with the
availability of modern monitoring systems like Internet of agricultural things
(IoAT). However, the data generated through IoAT devices are disparate
which need to be handled intelligently to bring artificial intelligence (AI),
machine learning (ML) and data analytic (DA) techniques into play. This
speech will discuss how to intensively use the coordination between Al, ML
and DA at middleware to optimize the performance of IoAT system along
with context awareness. Additionally, horizontal functionality of the diverse
services to mitigate the problem of inter-operability will also be the part. An
analysis using TOWS matrix to consider the effects of internal and external
factors on the performance of automation techniques collaboration will be
discussed. The analysis points out various opportunities to innovate the
livelihood of agrarian society around the globe.



Softwarization and Virtualization of 5G
Core Networks

Jyh-Cheng Chen

Department of Computer Science, National Chiao Tung University,
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Abstract. It is envisioned in the future that not only smartphones will
connect to cellular networks, but also all kinds of different wearable devices,
sensors, vehicles, etc. However, since the characteristics of different devices
differ largely, people argue that future 5G communication systems should be
designed to elastically accommodate these different scenarios. The evolution
of core networks will be driven by integrating heterogeneous networking
technologies with the ultimate goal of migrating towards a new form of
softwarized and programmable network. In this talk, I will first present the
evolution of cellular systems from first generation (1G) to fourth generation
(4G), with a focus on core networks. I will then discuss the softwarization
and virtualization of 5G core networks.
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Abstract. A link analysis on a distribute system is a viable choice to
evaluate relationships between web-pages in a large web-graph. Each
computational processor in the system contains a partial local web-graph
and it locally performs web ranking. Since a distributed web ranking is
generally incur penalties on execution times and accuracy from data
synchronization, a web-graph can preliminary partitioned with a desired
structure before a link analysis algorithm is started to improve execution
time and accuracy. However, in the real-word situation, the numbers of
web-pages in the web-graph can be continuously increased. Therefore, a
link analysis algorithm has to re-partition a web-graph and re-perform
web-pages ranking every time when the new web-pages are collected.
In this paper, an efficient distributed web-pages ranking algorithm with
min-cut density-balanced partitioning is proposed to improve the execu-
tion time of this scenario. The algorithm will re-partition the web-graph
and re-perform the web-pages ranking only when necessary. The experi-
mental results show that the proposed algorithm outperform in terms of
the ranking’s execution times and the ranking’s accuracy.

1 Introduction

A web-link graph can be typically large, hence, performing web ranking on a
large-scale web-graph with a single processor is not efficient. Thus, a distributed
processing framework for storing and processing of a large-scale web-graph was
presented, e.g. DynamoGraph [13]. Otherwise, a distributed system such as a
peer-to-peer (P2P) network is a viable choice to address the aforementioned
problem. [5,6,11,12] have proposed the problem of distributed web-pages ranking
on a P2P network. In particular, each peer contains a part, called a local web
graph, of the whole web-graph. The importance of the web-pages are locally
measured. The efficient algorithms to addressed this problem have been also
proposed to improve the performance in term of the ranking’s execution times.
However, there generally exist the ranking’s results with some degrees of the
ranking’s errors [6]. Accordingly, there are methods to improve accuracy of the
ranking’s results. For example, the process of peer-meeting has been proposed
© Springer Nature Switzerland AG 2019
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in [5] and [6], an asynchronous messages transmission has been proposed in [11],
and a direct transmission has been proposed in [12]. After each peer has already
completed theirs locally web-pages ranking, these methods will be started, and
a temporary global web-graph has been generated by randomly combine all of
local web-graphs. However, the randomly combining will has large execution
times for large-scale web-link graphs.

[8] and [9] have investigated a specific structure of local web-graphs. This
specific structure is called a min-cut density-balanced partition of a web-graph,
i.e., the different between the ratio of the numbers of the web-links and the num-
bers of the web-pages in each local web-graph (called as the density) among all
subgraphs is less than a constant while the numbers of the external web-links is
also minimized. Based on observation from [8], a web-graph can be partitioned
into the specific structure before a link analysis algorithm is started to improve
execution time and accuracy. Thus, the P2P-based web ranking algorithm will
perform only locally web ranking, and the process of peer-meeting can be elim-
inated because of the min-cut property. However, a graph partition problem is
typically under the category of NP-hard [2], repeatedly re-partitioning a large-
scale web-graph every time is not a viable choice.

The collected web content continues to grow when a new web-page is iden-
tified by the crawlers. The number of web-pages is increased continuously, and
the needs to provide the fresh search results to the users are being increased by
their changing behavior considering personal and business necessity. However,
re-computing the web ranking every time when the new web-pages are collected
can be inefficient. Previously, a problem of continuously increased numbers of
web-pages has been considered, and an incremental P2P-based web ranking algo-
rithm has been proposed in [7] and [10]. The algorithm is efficiency in terms of
both computational and communication costs. However, there is a big different
on the execution time of a peer which contains the different subgraph’s density
because the execution time of PageRank computation is affected by the density,
discussed in [8].

In this paper, the incremental web-pages ranking problem has been consid-
ered. For this problem, the naive P2P-based web ranking algorithm with graph
partitioning in [8] and [9] and the incremental P2P-based web ranking algo-
rithm in [7] and [10] are inefficient. Although, the process of peer-meeting can
be eliminated because of the min-cut property, repeatedly re-partitioning a web-
graph every time are not a viable choice for a large-scale web-graph because a
graph partition problem is typically under the category of NP-hard. Therefore,
a novel distributed web-pages ranking algorithm with min-cut density-balanced
partitioning will be proposed to improve the execution time of this scenario.
The algorithm will not re-partition the web-graph and re-perform the web-pages
ranking when that the new web-pages are collected. Moreover, it processes only
the necessary data in order to perform the ranking. With this approach, though
the complexity is not decreased, the non-worst case execution time can be more
efficient in the real-world situation.
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Fig. 1. An example of the new identified web-pages and web-links by the independence
crawlers.

2 Notations and Problem Definition

In this section, the notations are defined, and the problem of incremental web-
pages ranking is investigated as follows.

Web-pages and their web-links are represented by a web-graph G = (V, E);
a web-page is represented by a vertex v € V| and a web-link between two web-
pages is represented by an edge e € E. A local web-graph is represented by a
subgraph G; = (V;, E;) of the web-graph where V; CV and E; C E.

A set of the local web-graphs is called a partition P, = {G1,Gs,Gs,...,G:}
where k is a partition’s size, [J_, V; = V, and (), V; = ¢. Moreover, P, can
be called a min-cut density-balanced partition if and only if the different of
subgraph’s density is lower than a constant while the number of web-links across
the local web-graphs (the cut-edges) is minimum.

In this paper, the incremental web-pages ranking problem has been con-
sidered based on [7] and [10]. For a real-world situation, a web-graph is not
repeatedly partitioned every time when the new web-pages are collected until
the local web-graph’s density in a peer violate a constraint of density balancing.

3 P2P-Based Web Ranking Algorithms

In this section, P2P-based web ranking algorithms are presented, i.e., the
naive P2P-based web ranking algorithm (Sect.3.1), and the incremental P2P-
based web ranking algorithm (Sect. 3.2). Moreover an efficient distributed web-
pages ranking algorithm with min-cut density-balanced partitioning is proposed
(Sect. 3.3).
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3.1 Naive P2P-Based Web-Ranking Algorithm

A naive algorithm to perform the P2P-based web-pages ranking was proposed in
[5] and [6]. There are three phases of the P2P-based web-pages ranking; First, the
new web-pages are collected by distributed crawlers, i.e., an individual crawler in
each peer of the P2P network collects the new web-pages. The whole web-graph
is still not identified in this process. Subsequently, each peer locally performs
web-pages ranking, and the cut-edges are not considered, Thus, there exist the
ranking’s results with some degrees of the ranking’s errors. Finally, the algorithm
randomly merges the local web-graphs from all peers together, called as a process
of peer-meeting, to reduce degrees of the ranking’s errors.

Figure 1 shows an example of the new web-pages and web-links by the inde-
pendence crawlers. The algorithm has to re-perform the web-pages ranking every
time when the new web-pages are collected. Assume that solid vertices are the
start-up vertices in the peers and the dotted vertices are new collected vertices.
From this figure, both of web-pages and web-links are added to in Peer-ID 0,
Peer-ID 1 and Peer-ID 2 while only web-links are added to in Peer-ID 5. Mean-
while, the web-pages and web-links in the others peers are not changes. The
algorithm has to re-perform the web-pages ranking of the whole web-graph, i.e.,
both of solid vertices and dotted vertices are re-performed web-pages ranking.

3.2 Incremental P2P-Based Web-Ranking Algorithm

Based on the naive algorithm, an incremental algorithm to perform the P2P-
based web-pages ranking was proposed in [7] and [10]. There are three phases of
the P2P-based web-pages ranking which are similar to the algorithm in Sect. 3.1.
However, the local web-pages ranking phase and the peer-meeting phase can
improve the execution time by using incremental computation as follows; the
updated local web-graph is segmented into two partitions, i.e the changed and
the unchanged partitions with respect to the structure of the local web-graph.
The partition can be considered by the descendent of the changed web-pages.
Therefore, the set of boundary web-pages between the two partitions has only
incoming web-links into the web-pages in the set. After the web-graph is parti-
tioned, the set of boundary web-pages between the two partitions is determined.
Performing the web ranking process of this set will only be affected from the
changed partition because the web-pages in this set no web-links into another.

3.3 Proposed iDBP Algorithm

According to the P2P-based web ranking algorithms with graph partitioning
in [8] and [9], the new web-pages are collected by the centralization crawlers.
Figure 2 shows an example of random distribution the subgraphs in the min-cut
density-balanced partition into each peer of Chord P2P network (the network’s
size = 6). The web-graph is turned into the min-cut density-balanced partition
by using the 3,-DBP algorithm. Subsequently, the P2P-based web ranking algo-
rithm randomly chooses each subgraph and randomly distributes it into each peer
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Fig. 2. An example of random distribution the subgraphs in the density-balanced par-
tition into each peer of Chord P2P network.

of Chord P2P network. Finally, the P2P-based web ranking is computed under
principle of Chord’s protocol [14]. Thus, the algorithm has to be re-partitioned
when the web-graph’s structure is changed. Moreover, the whole local web-graph
in a peer has to be re-computed.

The efficient algorithm to find the min-cut density-balanced partition Py
which contains « local web-graph was proposed in [8], called the 3,-DBP algo-
rithm. Firstly, the P2P-based web ranking algorithm preprocess a web-graph by
using the (§,-DBP algorithm. Unlike the others P2P-based web ranking algo-
rithms, the centralization crawler collects the new web-pages to identify the
whole web-graph before started the web ranking processes. A graph partition-
ing is computed before the P2P-based web ranking processes are started. This
web-graph preprocessing can help eliminate the process of peer-meeting because
the ranking’s results accuracy is determined by the property of min-cut, see [9].



8 S. Sangamuang et al.

Meanwhile, there will be no big different on the execution time of each peer by
the property of density-balanced.

Algorithm 1 shows pseudo-code to turn a web-graph into min-cut density-
balanced partition, and the local web-graphs are randomly distributed into the
peer in the P2P network. Afterward, the local web ranking will be processed in
the first time. Subsequently, the new web-pages are collected by the crawler and
the new local web-graph in each peer is identified, as showed in Algorithm 2.
The incremental local web ranking process will be repeated until the local web-
graph’s density violates constraint of density balancing.

Algorithm 1 Preprocessing a web-graph
Require: A web-graph G and constant k.
Ensure: The density-balanced partition.

Let P, be a density-balanced partition.

Let G; € P, be a local web-graph.

Run the ,-DBP algorithm to find P, of G
Let p be a peer in the P2P network.
Random distribution G; € P, into p.

From Algorithm 2, the new local web-graph is partitioned into two partitions,
i.e the changed and the unchanged partitions with respect the structure of the
local web-graph (line 4-5). The segmentation can be considered by comparing
the web-pages of the existing web-graph with the updated one. After the web-
graph is partitioned, the set of boundary web-pages between the two partitions
is determined (line 6). Performing the web ranking process of this set will only
be affected from the changed partition because the web-pages in this set has
no web-links into another. At the end, the web ranking process of this set is
re-performed (line 7). The algorithm is repeatedly until the local web-graph’s
density is more than the constant 8, (line 8), subsequently, the new web-graph
is re-partitioned (line 9).

Algorithm 2 Local web ranking

Require: A local web-graph G;, constant (4.

Ensure: The local web ranking results.

1: Collect the new web-pages by the crawler to identify the new local web-graph G}
2: Let d(G;) and d(G7) be the local web-graph’s density.

3: repeat

4 Find the changed partition of G}, denoted as Cg.

5:  Find the unchanged partition of G}, denoted as Ug.
6
7
8
9

Determine the set of boundary nodes between Cg and Ug, denoted as Bg.
Perform web ranking in Bg.

: until d(G}) > Ba

: Call Algorithm 1 to re-partition the new web-graph.
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4 Experiment Evaluation

The experiments evaluate performances of the P2P-based web-pages ranking
algorithms, i.e., web-pages ranking’s execution times and web-pages ranking’s
accuracy. The execution times and the accuracy of the proposed algorithm in
Sect. 3.3 is measured against the others P2P-based web-pages ranking algo-
rithms; i.e., naive P2P-based web-pages ranking algorithm in Sect. 3.1, labeled
as Naive-Ranking; The incremental P2P-based web-pages ranking algorithm
in Sect. 3.2, labeled as Imc-Ranking. For the proposed algorithm, there are two
scenarios for investigating, i.e., DBP-Ranking always re-partitions the web-
graph every time that the new web-pages are collected, and ¢DBP-Ranking
improves the execution times of DBP-Ranking by re-partitioning when the
local web-graph’s density violates the density-balancing constant.

4.1 Setup

In this paper, a simulation was performed on PeerSim, a P2P simulator using
Chord P2P network [4]. The input web-graphs in all experiments come from
Stanford Large Network Dataset Collection (SNAP) [3]. Density of the input
web-graphs are 4.0. The experiment results in all sections come from 5 experi-
ments, each with different randomly selected subgraphs of SNAP. The partition’s
size (k) is 8, the relaxed constraint of size-balanced (v) is %, and the relaxed
constraint of density-balanced («) are between § and §. Degrees of the rank-
ing’s error are measured from Spearman’s rank correlation coefficient [1] that
compares correlation between the centralization web ranking’s results and the
P2P-based web ranking’s results. Moreover, degree of ranking error indicates
accuracy, smaller the degree of ranking error, higher the accuracy.

For the experiment setups, the original web-graphs with 1,600 web-pages
are randomly distributed to the peers in the P2P network. The number of the
peers is 8 peers. In a real-world situation, the algorithms re-compute the web-
pages ranking every time the new web-pages are collected, and for evaluating
their performances, the execution times and the accuracy are measured a round
of increasing web-graph’s sizes. Thus, on the x-axis, the rounds of increasing
web-graph’s size varies from 0 to 12 rounds. For each round, the web-graph’s
size is increased 15% of the original. On the y-axis, the execution times and
the accuracy are showed. The experimental results present; The performances
of the proposed algorithm in the real-world situation; and the trade-off between
the execution times and the accuracy of the real-world web-graphs, i.e., Google
web-graphs and Stanford web-graphs.

4.2 Performances of the Proposed Algorithm

Figure3 compares the performances of the iDBP-Ranking against the others
algorithms by ranking on Google web-graphs. Meanwhile, Fig.4 compares the
performances of the iDBP-Ranking against the others algorithms by ranking on
Stanford web-graphs. The zeroth round of each figure is the system’s start-up
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Fig. 3. Performances of the proposed algorithm on Google web-graph.
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Fig. 4. Performances of the proposed algorithm on Stanford web-graph.

where the simulation contains 1,600 original web-graphs. Thus, the performances
of Naive-Ranking and Inc-Ranking are similar to the performances of DBP-
Ranking and i{DBP-Ranking.

After the first round, the execution times of Naive-Ranking and DBP-
Ranking are very similar and always higher than the others two algorithms
because the computation time complexity of its peer-meeting process is is poly-
nomial time in the web-graph’s sizes, meanwhile, the computation time com-
plexity of the 8,-DBP algorithm is poly-logarithmic in the web-graph’s sizes.
For the Inc-Ranking, although, event though it still performs the peer-meeting
process, however, its execution times are still lower than the Naive-Ranking and
the DBP-Ranking because it re-performs web-pages ranking only the affected
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Fig. 5. Impacts of incremental percentage on the execution time.

web-pages. Moreover, the execution times of the iDBP-Ranking are usually lower
than the others algorithm but it might be highest in the some rounds (see the
third round and the fifth round) because the web-graphs are re-partitioned (see
line 8-9 of Algorithm 2). However its execution times are higher than that of the
DBP-Ranking.

For the accuracy, the footrule distances of the DBP-Ranking and the iDBP-
Ranking are always lower than the others algorithms because of the min-cut
density-balanced properties. The footrule distances of the iDBP-Ranking is
higher than the footrule distances of the DBP-Ranking because there exist the
additional cut-set’s cardinality. However, the footrule distances of the iDBP-
Ranking will be equal the footrule distances of the DBP-Ranking, if the iDBP-
Ranking re-partitions the web-graphs, see the third round and the fifth round.

Therefore, the iDBP-Ranking outperform for the web-pages ranking in a real-
word situation. Although, finding min-cut density-balanced partitions use large
execution times when a web-graph is increased to large-scale, re-partitioning
when the local web-graph’s density violates the density-balancing constant can
improve this situation.

4.3 Impact of Incremental Percentage on the Performances

This section shows impact of incremental percentage on the performances of the
P2P-based web-ranking algorithms. The execution times and the accuracy of
Google web-graphs are measured. Thus, on the x-axis, the increasing incremental
percentage varies from 10 to 50% of the original. The y-axis of Fig.5 is the
execution times, meanwhile, the y-axis of Fig. 6 is the accuracy
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Fig. 6. Impacts of incremental percentage on the accuracy.

From the figures, it clearly to see that increasing incremental percentages are
not affected on comparative performance results.

5 Conclusions

A link analysis algorithm has to re-partition and re-perform web-pages ranking
every time the new web-pages are collected where it is not a viable choice for a
real-word situation. In this paper, a distributed min-cut density-balanced algo-
rithm for incremental web-pages ranking is proposed. The experimental results
show that the proposed algorithm outperform in terms of the ranking’s execution
times and the ranking’s accuracy. Future work, the bound of density-balancing
constants will be proposed to approximate the cut-set’s cardinality. Moreover,
the other parameter of the algorithm will be investigated.

References

1. Fagin, R., Kumar, R., Sivakumar, D.: Comparing top k lists. In: Proceedings of
the ACM-SIAM Symposium on Discrete Algorithms, pp. 28-36 (2003)

2. Garey, M.R., Johnson, D.S.: Computers and Intractability; A Guide to the Theory
of NP-Completeness. W.H. Freeman & Co., New York (1990)

3. Leskovec, J., Krevl, A.: SNAP Datasets: Stanford large network dataset collection
(2014). http://snap.stanford.edu/data

4. Montresor, A., Jelasity, M.: PeerSim: a scalable P2P simulator. In: Proceedings of
the 9th International Conference on Peer-to-Peer (P2P 2009), pp. 99-100. Seattle
(2009)

5. Parreira, J.X., Donato, D., Castillo, C., Weikum, G.: Computing trusted authority
scores in peer-to-peer web search networks. In: Proceedings of the 3rd Interna-
tional Workshop on Adversarial Information Retrieval on the Web, AIRWeb 2007,
pp. 73-80. ACM, New York (2007). https://doi.org/10.1145/1244408.1244422


http://snap.stanford.edu/data
https://doi.org/10.1145/1244408.1244422

10.

11.

12.

13.

14.

iDBP: A Distributed Min-Cut Density-Balanced Algorithm 13

Parreira, J.X., Weikum, G.: JXP global authority scores in a P2P network. In: Pro-
ceedings of the Eight International Work-shop on the Web and Databases (WebDB
2005), pp. 31-36. Baltimore (2005)

Sangamuang, S., Boonma, P., Natwichai, J.: A p2p-based incremental web ranking
algorithm. In: Proceedings of the 2011 International Conference on P2P, Parallel,
Grid, Cloud and Internet Computing, pp. 123-127 (2011)

Sangamuang, S., Boonma, P., Natwichai, J.: An efficient algorithm for density-
balanced partitioning in distributed pagerank. In: Proceedings of the 2014 9th
International Conference on Digital Information Management, ICDIM 2014,
pp. 118-123 (2014)

Sangamuang, S., Boonma, P., Natwichai, J.: An Algorithm for Min-Cut Density-
Balanced Partitioning in P2P Web Ranking, pp. 257-266. Springer International
Publishing, Cham (2015)

Sangamuang, S., Natwichai, J., Boonma, P.: Incremental web ranking on p2p
networks. In: Proceedings of the 2011 3rd International Conference on Computer
Research and Development, vol. 4, pp. 519-523 (2011)

Sankaralingam, K., Sethumadhavan, S., Browne, J.C.: Distributed pagerank for
p2p systems. In: Proceedings of the 12th IEEE International Symposium on High
Performance Distributed Computing, p. 58. IEEE Computer Society (2003)

Shi, S.; Yu, J., Yang, G., Wang, D.: Distributed page ranking in structured p2p
networks. In: Proceedings of the 2003 International Conference on Parallel Pro-
cessing (2003)

Steinbauer, M., Anderst-Kotsis, G.: Dynamograph: a distributed system for large-
scale, temporal graph processing, its implementation and first observations. In:
Proceedings of the 25th International Conference Companion on World Wide Web,
pp. 861-866 (2016)

Stoica, 1., et al.: Chord: a scalable peer-to-peer lookup protocol for internet appli-
cations. IEEE/ACM Trans. Netw. 11(1), 17-32 (2003)



l‘)

Check for
updates

Fault-Tolerant Fog Computing Models
in the IoT

Ryuji Oma!®) Shigenari Nakamura!, Dilawaer Duolikun!, Tomoya Enokido?,
and Makoto Takizawa!

! Hosei University, Tokyo, Japan
ryuji.oma.6r@stu.hosei.ac. jp, nakamura.shigenari@gmail.com,
dilewerdolkun@gmail.com, makoto.takizawa@computer.org
2 Rissho University, Tokyo, Japan
eno@ris.ac. jp

Abstract. A huge number of devices like sensors are interconnected in
the IoT (Internet of Things). In order to reduce the traffic of networks
and servers, the IoT is realized by the fog computing model. Here, data
and processes to handle the data are distributed to not only servers
but also fog nodes. In our previous studies, the tree-based fog comput-
ing (TBFC) model is proposed to reduce the total electric energy con-
sumption. However, if a fog node is faulty, some sensor data cannot be
processed in the TBFC model. In this paper, we propose a fault-tolerant
TBFC (FTBFC) model. Here, we propose non-replication and replication
FTBFC models to make fog nodes fault-tolerant. In the non-replication
FTBFC model, another operational fog node takes over a faulty fog node.
We evaluate the non-replication FTBFC models in terms of the electric
energy consumption and execution time.

Keywords: Energy-efficient fog computing - IoT(Internet of Things)
Energy-efficient IoT - Tree-based fog computing model

1 Introduction

The Internet of Things (IoT) [1,4] is composed of not only computers like servers
and clients but also devices like sensors and actuators. In the cloud computing
model [2,6], sensor data obtained by sensors are transmitted to servers in a cloud
and processed in servers. Then, servers send actions to actuators. Here, networks
are congested and servers are overloaded due to heavy traffic of sensor data from
Sensors.

In the fog computing model [10] of the IoT, fog nodes are between clouds
of servers and devices. A fog node receives sensor data, processes the data, and
sends the processed data to another fog node. For example, an average value of
a collection of sensor data is calculated on fog nodes and is sent to servers. Thus,
data processed by a fog node is smaller than sensor data. Servers just receive
data processed by fog nodes. Thus, data and processes to handle the data are
© Springer Nature Switzerland AG 2019
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distributed to servers and fog nodes. Since processed sensor data is transmitted
to servers, the traffic of the network and servers can be reduced.

The linear fog computing (LFC) model [8] and the tree-based fog computing
(TBFC) model [7,9] are proposed. Here, fog nodes are hierarchically structured
in a tree. Sensors send sensor data to edge fog nodes and edge fog nodes generate
output data obtained by processing the sensor data. A fog node processes input
data received from other fog nodes and sensors. Then, a fog node sends processed
output data to a parent fog node. Thus, each fog node sends processed data to a
parent fog node. Finally, processed data is sent to servers in a cloud. The electric
energy consumption and execution time of fog nodes are shown to be reduced
in the TBFC model compared with the cloud computing model [7,9].

In the TBFC model, if some fog node is faulty, sensor data to be processed
by the faulty fog node is not sent to the parent fog node. In this paper, we
newly propose a fault-tolerant tree-based fog computing (FTBFC) model which
is tolerant of faults of fog nodes. We newly propose a pair of non-replication and
replication FTBFC models. In the non-replication model, another fog node takes
over the faulty fog node. Child fog nodes of the faulty fog node communicate
with the new parent fog node. Here, since the new parent fog node receives
larger volume of input data, it takes longer time to process input data from
the child fog nodes and the parent fog node consumes more electric energy. The
output data of the parent fog node gets also larger and ancestor nodes receive
more volume of input data and consume more electric energy. In the replication
FTBFC model, every fog node is replicated. Even if a fog node is faulty, another
replica receives input data and processes the input data. We evaluate the non-
replication FTBFC model in terms of the electric energy and execution time.

In Sect.2, we present a system model of the IoT. In Sect.3, we propose
the FTBFC model to make fog nodes fault-tolerant. In Sect. 4, we evaluate the
FTBFC model.

2 System Model

2.1 TBFC Model

The fog computing model [10] of the ToT is composed of devices, fog nodes, and
clouds. Clouds are composed of servers like the cloud computing model [2].
The device layer is composed of various devices, i.e. sensors and actuators.
A sensor collects data obtained by sensing events occurring in physical environ-
ment [5]. Sensor data collected by sensors is delivered to servers in networks. For
example, sensor data is forwarded to neighbor sensor nodes in wireless networks
as discussed in wireless sensor networks (WSNs) [12]. Sensor data is finally deliv-
ered to edge fog nodes at the bottom of the fog layer. Based on the sensor data,
actions to be done by actuators are decided in the IoT. Actuators receive actions
from edge fog nodes and perform the actions on the physical environment.
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Fog nodes are at a layer between the device and cloud layers [11]. Fog nodes
are interconnected with other fog nodes in networks. In the cloud computing
model, the fog layer is just a network of routers and each fog node is a router.
A fog node also supports the routing function where messages are routed to
destination nodes [12]. Thus, fog nodes receive sensor data and forward the
sensor data to servers in fog-to-fog communication. In addition to the routing
functions, a fog node does some computation on a collection of input data sent
by sensors and other fog nodes. In addition, the input data is processed and new
output data, i.e. processed data of the input data is generated by a fog node. For
example, a maximum value dj, is selected by searching a collection of input data
dy, ..., d; obtained from sensor nodes. The maximum value dj, is the output data
and the collection of data di, ..., d; is the input data of the fog node. Output
data processed by a fog node is sent to neighbor fog nodes and servers finally
receive data processed by fog nodes. In addition, a fog node makes a decision on
what actions actuators have to do based on sensor data. Then, edge fog nodes
issue the actions to actuator nodes. A fog node is also equipped with storages
to buffer data. Thus, data and processes are distributed to not only servers but
also fog nodes in the fog computing model while centralized to servers in the
cloud computing model.

In the tree-based fog computing (TBFC) model [7,9], fog nodes are tree-
structured as shown in Fig. 1. The root node fy denotes a cloud of servers. The
root node fp has child fog nodes fo1, ..., for, (lo > 1). Here, each fog node fo;
also has child fog nodes foi1, ..., foits; (loi > 1). Thus, each fog node has one
parent fog node and child fog nodes. A notation fr shows fy, i.e. label R is 0 if
fr is a root node. If fg is an ith child of a fog node fr/, fr is fr/, i.e. label R
is a concatenation R'i of labels R’ and i. Suppose a fog node f is at level m of
a tree and is an sth child of a fog node fgr/. The label R of a fog node fr shows
a sequence of labels Ori7s ... 7,17 where the label R’ of the parent fog node
fris Oryry ... 7p—1. Here, each 1 < r; <l ., , for each r;. Thus, the label
R(= 0ry7ry ... p—11) of a fog node fr shows a path, i.e. a sequence of fog nodes
fos forys foryras <oy forira..r,_o (= fr) from a root fy to the fog node fr. Here,
the length |R| of the label R is m. A fog node fg is at level |R| — 1(= m — 1)
in the tree. Thus, each fog node fr has lg (> 0) child fog nodes fgr1, ..., frig
(Ir > 0) where fg; is an ith child fog node of the fog node fr. In turn, fr is
a parent fog node of the fog node fgr;. An edge fog node fgr; is at the bottom
level of the tree and has no child fog node (Ig; = 0). A root fog node fy has no
parent node. Suppose a sensor sends data to an edge fog node frpr/. Here, the
sensor is a descendant sensor of a fog node fr.

A fog node fr; takes input data dg;; sent by each child fog node fr;; (j =1,
..y IRi). A process pg; in the fog node fr; does the computation on a collection
Dp; of input data dgr;i, ..., driiy, obtained from the child fog nodes frji, ...,
fRiig;, respectively, and generates output data dg;. Then, the fog node fr; sends
the output data dg; to the parent fog node fg.



Fault-Tolerant Fog Computing Models in the IoT 17

fri1 fr1
dr1
root
rij fri dui | fr EE"“’ fo
d.RilRi driy
ritgs frig

Fig. 1. TBFC model.

2.2 Model of a Fog Node

Each fog node fg; provides not only routing function but also computation on
sensor data. Each process pg; of a fog node fg; is composed of four modules,
an input Ig;, computation Cg;, output Op;, and storage Sr; modules as shown
in Fig.2 [8]. The input module Ip; receives data dpr;; from each child fog node
frij ( = 1, ..., lgi, lgi > 0). Then, the computation module Cg; does the
computation on the collection Dp; of the input data dg;1, ..., drii,, and generates
the output data dg;. The fog node fgr; sends the output data dg; to the parent
fog node fr. For example, dg; is a maximum value dg;;, of the input data
dri1, .., dRrilg;- Then, the output module Og; sends the output data dg; to

_________________________ fri
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Dgi = { dgi1, ) dRilRi }

Fig. 2. Model of a process pr; on a fog node fr;.



18 R. Oma et al.

a parent fog node fr in networks. The storage module Sg; stores the input
data dpi1, ..., dril,, and output data dg; in the storage DBp;. For example, a
collection of the output data dg; and input data dgi1, ..., driip, are buffered in
the storage DBpg;. If the fog node fg; fails to deliver the output data dg; to
the parent fg, the fog node fg; retransmits the data dg; which is stored in the
database DBg;.

A notation |d| shows the size [bit] of data d. Thus, the size |dg;| of the output
data dp; is smaller than the input data Dg; = {dri1, ..., dRitn; }» |dril < |Dril
(= |dri1l+ .- +|dRiip;])- The ratio |dr;|/|Dri| is the reduction ratio pg; of a
fog node fg,;. For example, let Dg; be a set {v1, v, vs, vs} of four numbers
showing temperature obtained by child fog nodes fri1, ..., fri4, respectively. If
the output data dg; is a maximum value v of the values vy, ..., v4, the reduction
ratio ppr; of the fog node fr; is |dri| / |Dri| = 1/4. Here, pr; < 1. Suppose each
of input data dg;, from fr;, is a sequence of values. If the output data dg; is
obtained by taking the direct product of the input data dgi1, ..., drii,, the size
|dR;| of the output data dg; is |dgi1| - .-+ - |dRiin,; |- Here, the reduction ratio pg;
is larger than 1 as shown in Fig. 3.

Tri fr
drix \
—frin :

i dpij dg; dg
— 5

: dRilg /

ldril = pri * (Idgis| + -+ |dRilRil)'

Fig. 3. Fog nodes.

2.3 Subprocesses on Fog Nodes

Let p be a process to handle sensor data. We assume a process p is realized as
a sequence of subprocesses pg, p1, ..., Pm (M > 1). The subprocess p,, takes
sensor data from all the sensors and sends the output data to the subprocess
Pm—1- Thus, each subprocess p; receives input data from a preceding subprocess
pi+1 and outputs data to a succeeding subprocess p;—1, which is obtained by
processing the input data. In the cloud computing model, the sequence of sub-
processes P, P1, ..., Pm are performed in a server. In the TBFC model [7,9], the
subprocess p,, is performed on k" ~'edge fog nodes of level h — 1. The subprocess
Pm—1 is performed on k"2 fog nodes of level h — 2. Thus, each fog node fr; of
level [ performs the same subprocess py,—p4i4+1 On K fog nodes. The subprocess
Pm—nh+2 is performed on k fog nodes of level 1, one level lower than the root fog
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node, i.e. server fy. A subsequence pg, ..., pm_p Of subprocesses are performed
on the root fog node fy while each subprocess p; is performed on fog nodes at a
level l —m + h (for l=m —h+2, ..., m) as shown in Fig. 4. In a tree of height
h, there are totally (1 — k") / (1 — k) fog nodes.

Servers and devices are interconnected with networks in the cloud comput-
ing model. Here, each fog node does just the routing function. Thus, each fog
node fg; is only composed of input Ig; and output Og; modules. In the root
node fy, every computation on the sensor data is performed since fjy has all the
subprocesses pg, P1, -y Pm-

f01

Pm—h+1
edge

fo
foi

OO

for,

sensor

Pm—h+1

level h-1 h—-2 1 0

Fig. 4. Subprocesses.

3 Fault-Tolerant Fog Nodes

3.1 Non-replication Model

In the TBFC model, if a fog node fgr; gets faulty, sensor data obtained by
descendant sensors and processed by descendant fog nodes of the fog node fg;
are unable to be delivered to the parent fog node fr and the ancestor fog nodes
of the fog node fr;. In this paper, we propose a fault-tolerant tree-based fog
computing (FTBFC) model, i.e. non-replication and replication models to make
fog nodes fault-tolerant in the TBFC model.

Suppose a fog node fgr;; is faulty in the FTBFC model as shown
in Fig.5. Here, fgr; shows a parent fog node of the faulty fog node
[rij- Fog nodes friji, ..., fRijig,; (Irij > 1) are child fog nodes of the faulty fog
node fr;;. A fog node fryp is a child fog node where the parent fog node fg; is
also the parent of the faulty fog node fri;. A fog node frymq is a fog node which
is at the same level of the faulty fog node fr;;. This means, the fog nodes frip
and frmq have the same subprocess as the faulty fog node fr;.
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There are the following ways to be tolerant of the faults of the fog node fg;.

Gqassit

fri "7 Frijk “Vf Rijtay

Fig. 5. Non-replication FTBFC model.

1. Each child node fri;i sends the output data dg;;i to the root node fy, i.e.
the cloud of servers [Fig. 5].

2. Each child node friji takes one fog node fri, as a new parent fog node
[Fig.5]. The fog node fgip is a child node of the parent fog node fg; of the
faulty fog node fg;;.

3. Each child node fgi;; takes one fog node frmq (M # i) as a parent node
[Fig. 5]. The fog node frmq is at the same level as the faulty fog node fr;;.

4. Each child fog node fr;j, takes one fog node fr/ as a parent fog node, where
fre is at the same level as fg;;.

5. One child fog node fr;;x promotes to a parent node. Here, the process is
transferred to the fog node fr;j