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Abstract. Consumers struggle to distinguish between the quality of
different enterprise security products. Evaluating performance is compli-
cated by the stochastic nature of losses. It is recognised that this infor-
mation asymmetry may lead to a “market for lemons” in which suppliers
face no incentive to provide higher quality products. Some security ven-
dors have begun to offer cyber-warranties—voluntary ex-ante obligations
to indemnify the customer in the event of a cyber attack—to function as
a quality signal. Much like how consumer protection laws are relatively
more costly to firms offering low quality products, cyber-warranties are
more costly for firms developing low quality enterprise security prod-
ucts. In this paper, we introduce a decision-theoretic model to explore
how consumers might use cyber-warranties to increase information when
purchasing security products. Our analysis derives four inferences that
consumers can make about a security product. We discuss the difficul-
ties customers might face in using these inferences to make real world
decisions.

Keywords: Cyber warranties - Decision theory + Enterprise security
Quality signals - Cyber insurance

1 Introduction

The “market for lemons” has been used to understand how information asymme-
try can degrade the quality of traded goods [1]. Akerlof illustrated the concept
by considering a used-car market dominated by sellers of “lemons” (low-quality
cars) in which buyers are unable to distinguish between a “lemon” and a “peach”
(a high-quality car). Recent work has used this analogy to explain the cyber
crime market [18] and secure software markets [2].

It may be argued that enterprise security products exhibit qualities of a mar-
ket for lemons. Security firms must decide whether to invest additional resources
in developing a more effective product or, alternatively, sell the less-developed
product (a “lemon”). If buyers are unable to distinguish between the two prod-
ucts, there is no incentive for the security firm to develop a more effective prod-
uct; buyers will purchase the “lemon” regardless and the seller avoids incurring
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additional development costs. Enterprise security products lack a signal of qual-
ity that might address the information asymmetry.

Rao et al. [28] suggest that “brand name can convey unobservable quality
credibly when false claims will result in intolerable economic losses”. These losses
can result from damage to the reputation of a brand, which is used by consumers
to identify perceived product quality [12]. Alternatively, consumer protection
laws place involuntary obligations on vendors that are more costly for the sellers
of low quality products. Firms may be required to replace faulty products or may
even be liable for the resulting damages in the case of strict product liability,
which “induces firms to improve product safety” [27].

Such signals may be inappropriate in the context of enterprise security prod-
ucts. Evaluating the performance of security products is complicated. Preventing
all attacks (giving rise to what might be termed ‘absolute security’) is widely
held to be impossible [3]. A cyber attack may result from misfortune rather than
from a faulty or low-quality product. Consequently, it is difficult to link product
performance to product quality, not least because firms are reluctant to share
detailed information about breaches [22]. This undermines both the function of
reputation and the ability to identify faulty products to assign liability.

Enterprise security firms have begun to use so-called cyber-warranties as
an alternative signal of quality. For example, a managed security provider' has
offered a $100,000 warranty and an end-point protection firm? offers a $1,000,000
warranty. In this paper, we consider cyber-warranties to be voluntary ex-ante
obligations in which enterprise security providers promise to indemnify con-
sumers in the event of a successful attack. The voluntary ex-ante aspect of
cyber-warranties differentiates them from the concept of software liability found
in tort law [15,30,33] (or even criminal law [31]). By accepting and publicis-
ing these obligations, security firms seek to unilaterally shape market dynamics.
There are many questions regarding what consumers can infer from these signals,
how cyber-warranties impact the investment in security products, and whether
this reduces the expected losses for the consumer.

This paper presents an economic consideration of how cyber-warranties affect
the market for enterprise information security products. Section?2 identifies
related work. In Sect. 3, we introduce a decision-theoretic model that captures
both the vendor’s short-run decision of setting the warranty level while invest-
ment is fixed and the long-run decision in which investment can vary. Section 4
contains our main contribution: the derivation of four inferences the consumer
can make based on the cyber-warranty level. Section 5 illustrates how these infer-
ences depend on the information structure between the consumer and the ven-
dor. We discuss how applicable these inferences are with regards to real world
decisions in Sect. 6. Section 7 offers conclusions and some directions for future
work.

! https://www.armor.com/cyber-warranty/.
2 https://www.sentinelone.com/press/sentinelone-establishes- 1-million-cyber- threat-
protection-guarantee/.
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2 Background and Motivation

Cyber-warranties blur the line between risk mitigation and risk transfer. The
vendor is tasked with both setting the optimal investment in product devel-
opment and transferring the optimal amount of risk from the consumer in the
form of a warranty. However, there has not been an academic consideration of
cyber-warranties. Consequently, in this section we highlight how the literature
on information security investments and risk transfer is relevant to our model
(which we introduce in Sect. 3).

We focus on research into cyber insurance because it is concerned with a
similar phenomenon: a cyber-warranty is a promise of indemnification much like
an insurance contract. Cyber-warranties may lead to greater investment in the
development of security products in the same way that insurance provides incen-
tives for organisations to better manage information security [32]. For example,
an insurer considering whether to directly invest in software security [24] faces a
similar incentive structure to vendors offering cyber-warranties. Further, vendors
may purchase market insurance to cover the liability for cyber-warrenties, which
relates to research into cyber insurance for third party providers [21].

Béhme and Schwartz [10] introduce a framework to describe how different
cyber insurance models approach this problem. A common approach [14,19,26]
characterises the risk to the consumer by: a fixed loss l;; insurance coverage
B; € [0,1] that indemnifies a fraction of the loss; and a defence function D;
representing the probability of suffering a loss. Our model broadly adopts this
framework to describe cyber-warranties, although it diverges on some specifics.
We opt for simplicity, rather than trying to incorporate considerations such as
secondary losses [5] made in other models.

The defence function D; links the probability of suffering a loss to the “secu-
rity investment s;” [10]. In game-theoretic approaches, D; has been assumed
to have linear returns on investment in [14] and diminishing marginal returns
on investment in [26], while Johnson et al. [19] assume that the other players’
defensive investments influence D; [19]. The seminal decision-theoretic work of
Gordon and Loeb [16] introduces two probability breach functions analogous to
D;, which were corroborated using data on e-local governments in Japan [35].

Although representing the warranty level as a fraction of a set loss has prece-
dent in the insurance literature [10,14,19,26], doing so abstracts away from the
myriad challenges of transferring so-called cyber risks. Empirical work reveals a
more legalistic reality in which coverage is delimited into first and third party
losses, with losses related to reputation damage and intellectual property loss
not covered [29]. Policymakers have suggested that standardised policy wordings
may help consumers understand what exactly they are purchasing [37]. These
results from cyber insurance suggest there are significant real world problems in
defining what a warranty covers.

Risk transfer leads to principal-agent problems such as adverse selection and
moral hazard [4]. The first, adverse selection, occurs when riskier consumers
purchase insurance at a greater frequency in the knowledge they are more likely
to make a claim. Insurers attempt to better understand an applicant’s risk by
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collecting information about information security controls [29,36]. Based on this
decision, they may decide to refuse coverage or offer it at a higher price [13].
However, empirical work suggests that less than a third of cyber insurers price
risk according to information security factors [29]. Vendors might reflect on how
to prevent warranties being purchased by the riskiest consumers. The second,
moral hazard, occurs when an insured engages in risky behaviour in the knowl-
edge the insurer will cover the losses. Traditionally, insurers address this problem
by offering partial coverage so that the insured also suffers some financial conse-
quences resulting from losses [38]. Another method involves exclusions, whereby
insurers are no longer liable if certain procedures are not followed. For example,
Kesan et al. [20] identify that a “failure to take reasonable steps to maintain and
upgrade security” invalidates each of the policies in their study. Here we push
up against the problem of defining the warranty as detailed conditions regarding
risky behaviour increase contractual complexity.

Table 1. Descriptions of each parameter in the model.

Symbol |Description

Vi The i-th vendor

Si The product offered by the i-th vendor

¢y, The fixed costs incurred in offering product S;

Zi The amount of investment into security during development of S;
P; The price of S;

v; The proportion of realised losses the i-th vendor will indemnify

A The set loss resulting from a successful attack

i) The consumer’s vulnerability before employing a security product
S(vo,2;) | The probability of successful attack given an investment of z;
R:(Ry) The revenue of the consumer (vendor)

Having identified a common modelling approach to cyber insurance and some
of the associated real world principal-agent problems, we introduce our model
for cyber-warranties in the next section.

3 Model

The model considers a number of vendors V7, ..., V,,, with each V; selling a single
security product S;. Each vendor sets the amount of development investment z;
that represents costs, including developer time, training costs, participation in
threat intelligence schemes and purchasing development tools.

We assume a Bertrand model of competition [6] in which a vendor can
chooses a price P; and a warranty ¥; € [0,1]; how this choice interacts with



26 D. W. Woods and A. C. Simpson

market demand determines the quantity supplied. The Bertrand model is rele-
vant to software markets where quantity supplied can dynamically meet market
demand [34]—unlike, for example, car manufacturers who must forecast mar-
ket demand in order to begin a production process that may take months to
complete.

To model the random nature of cyber attacks, we consider a Bernoulli trial in
which the consumer faces a set loss A with probability of occurrence p; when the
consumer purchases product S; and a probability of vy if no purchase is made.
This realisation of losses is in line with the common approach to modelling other
forms of risk transfer [10,14,19,26]. As the set loss is fixed, the security products
mitigate the probability of successful attack without affecting the impact of the
attack. Consequently, our analysis will be less relevant to security products that
seek to reduce the impact of losses.

As identified in Sect. 2, there are many functions relating p; to the investment
z; in the security product S;. Gordon and Loeb’s seminal paper [16] established
three core assumptions that such a function should fulfill in the context of pro-
tecting an information set. These are listed below.

Al: S(2;,0) =0for all z; e R

A2: S(O,U()) = g for all vy € [O, 1]

A3: 95 (z;,v9) < 0 and g(zi,vo) > 0 for all vy € [0,1] and z; € R. Further-
more, for all vy € [0, 1] we have,

lim S(z;,v9) — 0 as z; — o0

The third assumption ensures that further investment reduces the probability of
attack, but does so at a diminishing rate. Further, no finite investment results
in perfect security.

In [16], Gordon and Loeb propose two classes to which the security breach
probability function may belong. These will be used going forward and may be
expressed in the form

I/, _ Vo
S (Z“’UO) - (O[Zz' +1)ﬁ (1)
and
SH(zi,vo) = po%itl (2)

These assumptions and the corresponding functions were introduced in the con-
text of protecting an information set. It can be argued that there is relevance to
enterprise security products, particularly when the products out-source the task
of protecting an information set.

The vendor incurs total cost cy, 4 z;, where cy, represents the costs unrelated
to security in offering the product, which we assume to be fixed. While z; is the
variable describing investment in security, which a vendor can may set. Each
vendor seeks to maximise their profit I7; by setting P;, z; and ¥;:

II; = P; — S(zi,v0)(A - W) — (cp, + 2i) (3)
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The consumer only has knowledge of the price P;, warranty ¥; and set loss \.
The investment z; is assumed to be unobservable due to information asymmetry.
The consumer chooses the security product S; that minimises

R.=P, + S(Zi,’l)o) . )\(1 — Wi) (4)

We assume that customers are homogeneous and all demand the same product,
leading to the kind of winner-takes-all market dynamics that have been observed
in many other software markets [2,34].

4 Analysis

We consider a market without security warranties (¥; = 0) to illustrate the
market for lemons. Using Eq. 3, the vendor receives

P — (Cfi + Zi)
while the consumer’s expected security expenditure is
Pi + S(Z,’,UQ) - A

The vendor has no incentive to increase the development investment beyond
z; = 0 because the consumer cannot observe ex-ante the resulting decrease in
vulnerability. In a competitive market without warranties, the market equilib-
rium is P; = ¢y, with z; = 0. Clearly vendors still invest in product development
without offering warranties in spite of this result and we discuss why they might
do so in Sect. 6. The rest of this section identifies four inferences consumers can
make regarding security products, as well as the information they need to do so.

First, we consider a vendor V; with a fixed investment of ¢y, + 2} in the
product. Each vendor can offer the product at a price P; with warranty ;.
Equation 3 shows that the vendor’s profit at the price P; is as follows.

IT;(P;) = P; — S(2,v0)(\- ;) — (¢, + ;) (5)

In the short-run, the vendor may incur losses up to the value of the fixed costs
of operation (cy, + 2;). This observation leads to the constraint

I;(P) > —(cy, + 2;)
from which we derive Inference 1.

Inference 1. Vendor V; can offer S; in the short-run with a warranty level of
W; € [0,1] at any price
Pi Z S(Z;, 1}0))\ . !pi

The left-hand side represents the expected value of the indemnification payment
to the consumer. It is reasonable to assume that no risk-neutral vendor would
offer the warranty unless they receive at least this value as an up-front payment.
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This provides an upper bound of % for the expected loss a consumer faces—
dividing by ¥; adjusts for the proportion of the loss that the vendor pays. The
inference can be made in the presence of information asymmetry regarding the
vendor’s security efficiency (a, 3), the shape of the probability breach function
S(+,-), or their security investment during development z;.

The consumer seeks to minimise Eq. 4 despite having incomplete information
about z;. The consumer can use Inference 1 to calculate a lower bound zpip,,
which represents the smallest investment value such that vendor i can break
even in offering offer a product with warranty ¥; at price P;. This value may be
used to calculate the worst-case expected loss R resulting from purchasing
the product S;:

Cmin

Re,...(Si) = P + S(zmin;, vo) - A(1 — &;) (6)

The consumer is assumed to be indifferent between purchasing the product S;
and the product S; if
Re,..(5i) = Re,,.,,(5;) (7)

From this, we can construct a (worst-case) indifference curve for the consumer.
Calculating the (worst-case) indifference curve involves finding the smallest

z; such that
(S:) > = (s, + %) (8)

Using Eq.3 and the formulae for each class of probability breach function,
we derive Inference 2.

Inference 2. If the product S; has been offered at price P; and the warranty
level is ¥; we have that

A g\ &
Ao G
(M)

Zmin; — o

if S(-,-) is Class I
In(P;)—In(¥X . .
W if S(-,-) is Class II

It is worth noting that Inference 2 may provide an under-estimate of the prod-
uct investment. A profit-making vendor analysed as if the vendor was breaking
even would appear to have invested less than they did in actuality.

The long-run decision reduces to first selecting a warranty level and then
determining the optimal investment as setting the investment first would reduce
to the short-run analysis.

Suppose that the vendor unilaterally sets the warranty level at ¥/ > 0. The
vendor will make the long-run investment z; that optimises profit I7;(P;) for all
values of P;. The marginal net benefit of investment is given by
of; 68

e - CHDICS O ©)

Using the convention that investment is non-negative (0 < z;), we can derive the
following.



Cyber-Warranties as a Quality Signal for Information Security Products 29

Inference 3. If the vendor has committed to the warranty level ¥/, the optimal
choice of product investment is

.
M if S(-,-) is Class I and aBA\P'vy > 1
zp = { ZlnCadlvin@) g S(-,-) s Class II and ad¥'vin(v) > —1

aln(v)

0 otherwise

Inference 3 allows the consumer to infer the exact level of investment providing
the warranty level was decided in the long-run and investment was optimised
for this decision. If the investment 2z} can be inferred, the consumer can expect
revenue R.(S;) if they purchase S;, where

Rc(Sl) =P + S(Z?,’Uo)(l — Epz)/\ (10)
In a fully competitive market, we can expect that
P, =8z, v0)¥' N+ ¢y, + 2 (11)

However, Inference 2 and 3 both rely on the consumer knowing the shape of the
probability breach function and the vendor’s security productivity.

In both the short-run and the long-run, the price P; must increase to com-
pensate for any increase in the warranty ¥; at a rate equal to the risk-transfer

rate of substitution (RTRS) gg? in order to keep profits constant.

Inference 4. The risk-transfer rate of substitution for the vendor V; is equal to
the consumer’s expected loss when the security product S; is in place.

oIl;

!
awl - S(Z’H UO)A

The consumer can discover the expected loss if the risk-transfer rate of sub-
stitution is observed. This inference can be made with knowledge of only the
price and warranty level regardless of whether the warranty has been offered
in the short-run or the long-run. This inference might be considered the most
powerful as it can be made with information asymmetry regarding the vendor’s
technological constraints.

The price and warranty offered by each vendor will depend on the market
environment in both the short-run and the long-run. If the vendors have perfect
information about the competitors’ investments in product development, there
may exist one vendor who can extract a supplier surplus by setting (P;, ¥;) such
that any competitor would suffer an economic loss in offering a competing prod-
uct. However, this will depend on the particular values of both investments z;,
existing vulnerability vg and breach probability function S(z;,vp). The relative
risk aversion of the vendor and the consumer will determine the optimal pair
(P, 7).
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Minimum price before the firm shuts down
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Fig. 1. The price at which the vendor would shut down if price fell any further, for
different investment levels z and a Class I probability breach function with: « = 0.9, 8 =
1, =500,vp = 0.5 and ¢y = 5.

5 Numerical Illustration

In this section we illustrate each of the inferences in turn.

Firms will only shut down in the short-run if price exceeds average cost.
Figure 1 shows how the minimum price is determined by the warranty level and
the investment. We define the shutdown-isoprofits to be the lines with a loss
equal to fixed costs; the curve for z = z; represents the possible pairs (P}, ¥;)
for which the j-th vendor’s profit (11;(S;)) is equal to ¢y, +z}. Although vendors
V1 and V5 have invested z; = 1 and z5 = 40 respectively, both accept a minimum
price of 0 when no warranty is offered. The difference between the size of their
losses will be given by

115(0) — I11,(0) = (cg, + 25) — (¢, + 21) = =39

because V5 has larger fixed costs as a result of higher fixed investment zs.

Figure 2 illustrates the isoprofits when the firms break even. For a given
warranty level ¥, the vendor with the isoprofit curve intersecting x = ¥ at the
lowest point can offer the most competitive product. This provides a graphical
illustration of the market for lemons as the product with investment z = 1 is most
competitive when no warranty is offered. The downside of over-investment can
be seen by considering that the vendor who invested z = 30 is more competitive
at every warranty level than the vendor who invested z = 40.

If the consumer had knowledge about the shape of the probability breach
function and the vendor’s security efficiency, Inference 2 can provide informa-
tion about the vendor’s minimum investment 2,,;,, in the short-run. Figure 3
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Isocosts for different investment levels
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Fig. 2. The price at which the vendor would shut down if price fell any further, for
different levels of security investment z and a Class I probability breach function with:
a=0.9,08=1,A=500,v9 = 0.5 and ¢y = 5.
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Fig. 3. The minimum investment value zmin, and worst-case loss R, ;, for a given
price P; and warranty level ¥;, for a Class I probability breach function with: o =
0.9,8=1,A=500,v9 = 0.9 and ¢y = 5.

highlights the points at which the strongest inference can be made; more infor-
mation is contained in a warranty as the price it is offered at decreases. Consider
a duopoly with vendors V; and V5 who have made investments of z; = 5 and
z9 = 10 respectively. If vendor Vs sets (Pa, W) to be equal to any pair of Fig.3
with z,,in > 5, then V7 would sooner shut-down operation than offer the same
contract. Offering such a contract functions as a reliable signal of product quality
in this scenario.

For each contract (P;,¥;), Inference 2 may also be understood graphically as
the smallest value of z; for which the associated isoprofit curve intersects (P;, ¥;)
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or falls beneath it. For z,,;,, to be the worst case, we have to assume that the
isoprofit corresponded to the points where the loss is equal to the fixed costs.
Inference 2 might lead to different conclusions if we used the isoprofit curves
corresponding to a different profit condition, such as breaking even as in Fig. 2.
If a functional form is difficult to obtain for a given profit condition, the graphical
interpretation of Inference 2 may be used instead.

Turning to long-run investments, Fig. 4 shows the price a vendor must charge
for a given warranty level in order to break even. We have circled the optimal
investment for each warranty level and can see that it is increasing in ¥;. Con-
sumers may use Inference 3 to discover the optimal investment level z* and use it
to calculate their expected loss. When investment costs are fixed, the consumer
can only infer a lower bound for investment whereas the consumer can now infer
the optimal investment level for a given warranty level.

Optimal investment for different warranty levels

-—- y=0.1
..... y =0.01
200 — y=0.25
..... w=0.5
-—- y=0.75
— y=10
150 4
a
]
2
I
100 4

50 A

0 5 10 15 20 25 30
Investment level z

Fig. 4. The choices of price and investment level that lead a vendor to make zero
profit, for different investment levels ¥, for a Class I probability breach function with:
a=0.9,08=1,A=500,v0 = 0.9 and ¢y = 5.

Figure 5 describes the expected loss (R.) for each customer if they purchase
a product with warranty ¥, assuming the optimal investment has occurred. As
the curve is always downward-sloping we must have

OR.
ov;

< 0 for all ¥; € [0,1]

However, the customer’s expected loss falls at a diminishing rate so that

9°R.
Rz

> 0 for all @; € [0, 1]
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These results, derived via Inference 3, suggest that greater risk transfer to the
agent deciding amount of security investment leads to a more efficient allocation
of resources. As such, consumers should push to increase the warranty level over
time, which can be seen in the decreasing expected loss for greater warranty
levels in Fig. 5. Inference 3 requires knowledge about the vendor’s technological
constraints, much like Inference 2.

Inference 4 states that the risk-transfer rate of substitution (RTRS) of the i-
th vendor is equal to the expected loss when employing the i-th security product.
The RTRS for a given vendor is equal to the slope of that vendor’s isocost curve
(in Figs.2 and 1). The lowest investment has the steepest isoprofit curve and
hence the highest expected loss. Negotiating with the vendor might reveal the
RTRS if the vendor stated how much the price would have to rise for a given
increase in warranty level.

In summary, Inference 1 provides a lower-bound on expected losses and Infer-
ence 2 provides a lower bound on product investment. Both of these are valid
in the short-run. Inference 3 provides an exact value of the optimal investment
for a given warranty but it is only valid in the long-run. However, Inference 2
and Inference 3 require knowledge about the vendor’s technological constraints.
Inference 4 provides an exact value of the expected loss. It is valid in both the
long-run and the short-run, and requires no knowledge beyond the RTRS. The
next section discusses some of the real world limitations of these inferences.

Expected loss of customer when the vendor can optimise investment
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o
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0.0 0.2 0.4 0.6 0.8 1.0
Warranty level

Fig. 5. The choices of price and investment level that lead a vendor to make zero
profit, for different investment levels ¥, for a Class I probability breach function with:
a=0.9,08=1,A=500,v90 =0.9 and cf = 5.
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6 Discussion

The consumer can use inferences 1-4 to estimate the expected loss when imple-
menting the security product S;, which can be compared against the expected
loss without any security product or some other security product S;. This allows
the consumer to estimate the expected benefit from the security product. More
knowledge about the vendor or the risk transfer rate of substitution may allow
the consumer to make stronger inferences and increase confidence in these esti-
mates. Unfortunately, these estimates will be weakened by many complicating
factors in the real world.

The warranty level will likely take the form of a contract that will not stipu-
late a proportion of risk the vendor will cover. The contract might instead define
a selection of events for which the warranty is valid. Estimating the propor-
tion of the expected loss that these events represent requires that risk managers
understand their organisation’s risk profile.

Although the model suggests that full risk transfer achieves the optimal solu-
tion for the consumer, it may not be possible in the real world. Cyber insurance
policies do not cover intangible losses such as reputation damage and intellectual
property loss precisely because it is difficult to quantify such losses. There is no
reason why vendors are better suited to offer warranties covering these risks.

A further complicating factor is that prices must reflect principal-agent prob-
lems such as adverse selection and moral hazard. These problems have presented
a major problem for cyber insurance, as we observed in Sect. 2. Solutions to these
problems, such as monitoring the consumer’s security practices to prevent moral
hazard or performing an in-depth assessment to prevent adverse selection, come
at a cost that may be reflected in the price. However, consumers may accept
a higher price because they need to invest less resources in evaluating product
quality; cyber warranties incentivise the vendor to invest in the product regard-
less of whether the consumer can observe these investments.

The risk-transfer rate of substitution is only equal to the expected loss if the
vendor is risk neutral. Otherwise the consumer would have to correct for the ven-
dor’s discomfort with holding greater liability associated with a higher warranty
level. Vendors should also be concerned by the possibility of a “cyber hurricane”
in which interdependent events trigger multiple indemnification claims [7,8].

Furthermore, the insolvency risk to vendors grows as they hold more liability.
The risk may be managed via self-insurance or market insurance to ensure that
vendors have funds available for indemnification. An equilibrium between the
cost of these risk management techniques and consumer demand will determine
the warranty level available to the consumer at a given price.

7 Conclusion and Future Work

Customers face information asymmetry when deciding which information secu-
rity product to purchase. Cyber-warranties can overcome this information asym-
metry by creating a separating equilibrium in which the vendor reveals the level
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of product investment to the consumer. Vendors selling information security
products face lower costs in offering cyber-warranties if they invest in develop-
ing more effective products.

Our model identifies four inferences that customers can make about a poten-
tial information security purchase based on the warranty offered. In general,
more information is gained when there is more prior knowledge about the vendor.
However, these inferences are likely to be weaker in the real world. Consumers
must adjust for factors including the extent of the vendor’s risk aversion, costs
incurred to mitigate principal-agent problems, and risk-loading to deal with the
variability of (potentially correlated) losses.

Future work could explore how the balance of risk aversion between vendors
and consumers affects the supply and demand for cyber-warranties. Another
factor to consider is the vendor’s costs in terms of mitigating (via self insurance
or market insurance) the insolvency risk when increasing the warranty level.
Identifying an empirical basis for the parameter choices may increase relevance
for practitioners. Further, future work could reflect some active research topics
in information security investments including:

— the benefits from adaptive security in which a defender makes defensive invest-
ments in response to observed losses [9];

— the role of investments in recovery as opposed to just mitigation, particularly
in light of recent developments in cyber crime [23];

— the interaction with the vulnerability disclosure process, particularly the role
of government policy [11];

— the relevance of the stage in the development process at which investments
are made [17]; and

— approaches applying game theory to consider strategic interactions between
vendors and consumers [25] (for example, vendors and consumers might dis-
honestly avoid indemnification or fraudulently claim indemnification respec-
tively).
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