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Abstract. Identity-based encryption algorithm is applied to cloud stor-
age to protect data security and provide a flexible access control scheme.
However, in the existing schemes, the private key generator (PKG) knows
secret keys of all users, which means that the PKG can decrypt all
ciphertexts. In this paper, we propose a secure identity-based proxy re-
encryption scheme, in which the PKG only generates partial secret keys
for users. This can ensure users’ data confidentiality and privacy secu-
rity. Its security is based on the decision bilinear Diffie-Hellman (DBDH)
assumption in the random oracle model. Besides, our scheme can resist
collusion attacks and support user revocation. In addition, we compare
our scheme with other existing schemes. The result demonstrates our
scheme is comparable with other schemes in computation complexity.
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1 Introduction

Cloud storage has been rapidly used in recent years, which makes it possible
that users can access and share their data anywhere and anytime just by using
mobile devices jointing the Internet. But most of cloud storage systems simply
store uploaded data without encryption, which brings a danger that users’ data
could be leaked due to a malicious attack or operational error by the cloud
service provider. It is also desirable that some encryption algorithms and access
policies are employed in cloud storage systems.

There are many encryption schemes proposed based on identity-based
encryption for cloud storage systems. However, in most scenarios, the private
key generator (PKG) issues the full secret keys for users. In this case, the PKG
can decrypt all the ciphertext. What’s the worse, data leaks can result if other
users collude with the PKG or the PKG is compromised by an adversary.
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1.1 Owur Contribution

To solve this problem, we propose a novel identity-based proxy re-encryption
(IB-PRE) scheme by splitting the private key [1]. The main contributions of this
paper are the following:

1. In our proposed IB-PRE scheme, the PKG only generates the partial secret
keys for users, which can provide the confidentiality of users’ data and pri-
vacy security. Besides, the PKG does not participate in the generation of
re-encryption keys.

2. Authentication is provided in the processes of secret key generation and data
access. It ensures that authenticated users can obtain what data they want
and that data cannot be intercepted by illegal users.

3. Even if the designated decryptor colluded with the proxy server, the data
owner’s secret key could not be obtained.

1.2 Organization

The remainder of this paper is organized as follows: Sect.2 introduces related
works on identity-based encryption schemes. The syntax of our identity-based
proxy re-encryption scheme, security model and complexity assumption are
detailed in Sect.3. Our scheme is described in detail in Sect.4. We make a
security analysis for our proposed scheme in Sect.5. Performance analysis is
discussed in Sect. 6. Section 7 concludes this paper.

2 Related Work

In 1984, Shamir first proposes identity-based encryption (IBE) in order to achieve
the purpose of the simplification of key management system [2]. IBE is an efficient
cryptographic system, where the public key can be any string which can uniquely
represent the user identity (such as id card number, telephone number and email
address, etc.). The secret key is extracted from private key generator (PKG).

In [3], Green et al. propose the concept of IBE proxy re-encryption, which
allows the proxy to translate a ciphertext encrypted by the sender’s identity
into one computed by the recipient’s identity. But the size of its re-encrypted
ciphertext is so large.

In [4], Matsuo proposes a proxy re-encryption system for IBE, which allows
the proxy to translate ciphertext encrypted by the sender’s public key (identity)
into the re-encrypted ciphertext can be decrypted by using the recipient’s secret
key. A little disadvantage of this scheme is that there is no authentication (secret
key verification, and the requester’s identity verification).

In [5], Chu et al. propose two identity-based proxy re-encryption schemes,
which are both proved secure in the standard model. One is efficient in both
computation and ciphertext length, and the other achieves chosen ciphertext
security. The scheme also has no authentication (secret key verification, and the
requester’s identity verification).
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In [6,9], Boldyreva et al. propose an IBE scheme with revocation mechanisms,
which significantly improves key-update efficiency.

In [7], Tang et al. propose an inter-domain IBE proxy re-encryption scheme
with low computation complexity. However, it is proved in [10] that the collu-
sion attack against Tang’s scheme. Then, Han et al. propose an identity-based
data storage scheme supporting intra-domain and inter-domain queries, which is
proved to be IND-sID-CPA secure and against the collusion attack. Also, Wang
et al. propose two new identity-based proxy re-encryption schemes to prevent
collusion attacks in [8], one of which is proved IND-PrID-CPA secure in the ran-
dom oracle model, and the other of which achieves the IND-PrID-CCA security.

Liang et al. propose a cloud-based revocable identity-based proxy re-
encryption scheme in [11]. However, Wang et al. show Liang’s scheme has seri-
ous security problems and propose an improved scheme in [12], which not only
achieves collusion resistance, but also takes lower decryption computation and
achieves constant size re-encrypted ciphertext.

3 Background

In this section, we introduce the background of our proposed identity-based
proxy re-encryption scheme.

3.1 Syntax of Our Secure Revocable IB-PRE Cloud Storage Scheme

There are four entities in our secure revocable identity-based proxy re-encryption
cloud storage scheme as shown in Fig. 1: the private key generator (PKG), the
proxy server (PS), the data owner (O) and the requester (R). The PKG is hon-
est but curious, which issues secret keys for users. The proxy server stores the
ciphertexts, re-encrypts the original ciphertexts and sends them to the requester
who obtains access permission. The data owner encrypts data using public key
(identity) and outsources them to the proxy server. The data owner authenti-
cates the requester, generates the re-encryption keys independently and sends
them to the PS. The requester obtaining the access permission can decrypt the
re-encrypted ciphertexts.

Our secure revocable identity-based proxy re-encryption scheme is comprised
9 phases: Setup, KeyGen, IBEnc, Query, Permit, ReKeyGen, ReEnc, IBDec,
Revoke.

Setup(k): This algorithm takes as inputs a security parameter k& and outputs
the public parameters params, the master secret key MSK for the PKG.

KeyGen(params, O): This algorithm takes as inputs the public parameters
params and an identity O, and outputs a secret key SK|, for the user with the
identity O.

IBEnc(params, O, m): This algorithm takes as inputs the public parameters
params, the identity O and the message m, and outputs the ciphertext C'T, which
is sent to the proxy server PS.
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Fig. 1. System model

Query(R, SK5, CT): The requester R queries the data outsourced by the
owner O. This algorithm takes as inputs the requester’s identity R, secret key
SK, and the ciphertext C'T, and outputs an authentication information ¥, which
is sent to the proxy server PS.

Permit(params, R, ¥, SKr2): The data owner authenticates the requester
by verifying the authentication information ¥. If the requester is legal, continue
to execute the next algorithm ReKeyGen(e). Otherwise, output L.

ReKeyGen(¥, R): This algorithm takes as inputs the authentication infor-
mation ¥ and the identity R of the requester, and outputs the re-encryption key
RKo_ g, which is sent to the proxy server PS.

ReEnc(CT, RKo_ r): This algorithm takes as inputs the original ciphertext
CT and the re-encryption key RKo_. g, and outputs the re-encrypted cipher-
text C'T’. The proxy server PS sends the re-encrypted ciphertext C'T’ to the
requester R.

IBDec(e): The decryptor responses as follows with respect to the following
two cases:

Case 1. IBDec(CT, SK()): This algorithm takes as inputs the original cipher-
text CT and the secret key SK(, of the data owner O, and outputs the mes-
sage m.

Case 2. IBDec(CT’, SK%): This algorithm takes as inputs the re-encrypted
ciphertext C'T” and the secret key SK7, of the requester, and outputs the mes-
sage m.

Revoke(id, RL): This algorithm takes as inputs the current revocation list
RL and the identity id of the user to be revoked, and outputs the updated
revocation list.

The correctness of an IB-PRE scheme is defined as follows: Given params,
and two users’ identities O and R, if
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- SK{}, «— KeyGen(params,O),
- SK} «— KeyGen(params, R),
— RKo_ g «— ReKeyGen(¥, R),

then the following results must hold:

1. IBDec(CT, SKL) = m,
2. IBDec(CT',SKp) =m.

3.2 Security Model

In this section, we present the security model of the chosen plaintext attacks
(CPA) of an IB-PRE scheme. Before defining it, we make sure the following
condition to be satisfied: given a challenge ciphertext C'T* for identity O*, the
adversary can make the following queries without knowing the secret key SK,.,
the secret key SK', and the proxy re-encryption key RKo-_,r. Let O* be the
target identity with which the adversary want to be challenged to the challenger.

Game CPA

Setup. The challenger C runs Setup(k) to generate the public parameters
params, the master secret key MSK, and sends params to adversary A.

Phase 1. A can make the following queries:

1. Secret Key Query. A inputs the identity O, and C returns the SKJ,.
2. Proxy Re-encryption Key Query. A inputs the identity (O, R), and C returns
the RKO—>R-

Challenge. When A wants to end phase 1, it submits O* and messages
(mg,m1) of equal length. C flips a fair coin with {0, 1} and obtains v € {0,1}.
It computes a challenge ciphertext C'T™ for the message m, under the identity
O* and sends CT™ to A.

Phase 2. A can adaptively make the following additional queries:

1. Secret Key Query. A inputs the identity O, where O # O*, and C responds
as in phase 1.

2. Proxy Re-encryption Key Query. A inputs the identity (¥, R), where O # O*
and R # O*, and C responds as in phase 1.

Guess. A outputs a guess 7' on 7.

Definition 1 (IND-PrID-CPA) [8]. In Game CPA, A wins the game if v/ = ~.
An IB-PRE scheme is said to be indistinguishable against adaptively chosen
an identity and chosen plaintext attacks (IND-PrID-CPA) if there is not any
polynomial time algorithm with a non-negligible advantage in winning Game

CPA.

3.3 Complexity Assumption

We describe the computation problems used within this work in this subsection.
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Definition 2 (Bilinear Groups). Let G; and G2 be two multiplicative groups
with prime order p and g be a generator of group G;. A bilinear map e: Gy X
G1 — G3 is a map with between the groups G; and Gy with the following
properties:

— Bilinearity: e(g¢,g5) = e(g1,92)® for g1,92 € G; and two random numbers
a,be Z,.

— Non-degeneracy: e(g, g) # 1 where 1 is the identity element of the group G;.

— Computability: There is an efficient algorithm to compute e(g1, g2) for all

91,92 € G1.
We say (p, Gi1, G2, e, g) a bilinear groups.

Definition 3 (Decision Bilinear Diffie-Hellman (DBDH) Assump-
tion) [9]. Given a bilinear groups (p,Gi,Ga,e,g), define two distributions
Dy = (AB,C,Z) = (9%4°¢%elg,9)%) and D; = (A,B,C,Z) =
(9%, 9%, 9% e(g,9)?), where a,b,c,z € Zy. The DBDH problem in the bilinear
group (p, G1,Ga,e,g) is to decide a bit v from given D., where v € 0,1. The
advantage of adversary A in soving the DBDH problem in the bilinear group
(p,G1,Ga, e, g) is defined by

Adv?PPH = | Pr[A(Dy) — 1] — Pr[A(Dy) — 1]].

4 Our Construction

In this section, we propose a secure revocable identity-based proxy re-encryption
scheme, in which the PKG does not generate the full secret keys for users.

Based on the IB-PRE scheme [10], we propose a secure IB-PRE scheme with
low computation complexity. The description of our secure IB-PRE scheme is as
follows.

— Setup(k): The PKG takes a security parameter k as input, and returns a
bilinear group (p, Gi,Gs,e) with prime order p, where e: G; x G; — Ga.
And choose cryptographic hash function H : {0,1}* — G;. Let g,0 be the
generators of G1. Then, the PKG sets g1 = ¢, g2 = ¢°, ( = 0%, o, € Zy,
and initializes a user list UL = @ and a revocation list RL = @. Finally, the
PKG publishes the system parameters params = (p, G1,Ga,€,9,91,92,60, H)
and keeps the master secret key MSK = (o, 3, () secret.

— KeyGen(params, O): The PKG takes the public parameters params and an
identity O as inputs, and outputs a partial secret key SKo for the user with
the identity O. The PKG randomly chooses lp € Z, and computes

SKo1=0%H(O® g2))°, SKos = g'°.

The partial secret key for the user O is SKp = (SKo,1,5K02). The PKG
sends {SKop,lo} to the user O through a secure channel such as email. The
user O can verify the partial secret key by

e(SKo.1,9) = e(g1,0) - e(H(O & g2), SKo,2)
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The user O chooses ¢ € Z; and computes the secret key SK,, =
(SKo1,SKp 5)-

SK§,=0“(H(O® g2 @q)'°, SK, 5 = SKoo.

IBEnc(params, O, m): The data owner O takes the public parameters params,
his/her identity O and the message m as inputs, and outputs the ciphertext
CT, which is sent to the proxy server PS. The data owner O chooses ¢ € Z
and computes the original ciphertext CT = (C1, Cy, Cs).

Cl =m:- e(g,gl)“", 02 = g@’ 03 = (H(O @92 S q))W

Query(R, SK%, CT): The requester R queries the data outsourced by the
owner O. The requester R takes the identity R, secret key SK7, and the cipher-
text C'T as inputs, and outputs an authentication information ¥, which is sent
to the data owner O. The requester R computes F' = gb and Q = F - SK 5%,1’
and sends an authentication information ¥ = {H(R® g2 ® ¢'), R,C2,Q, F'}
to the data owner O.

Permit(params, R, ¥, SKr2): The data owner authenticates the requester by
verifying the authentication information ¥. If the requester is legal, continue
to execute the next algorithm (ReKeyGen(e)). Otherwise, output L. First,
the data owner O queries the PKG on the partial secret key SKg o of the
requester R. The PKG search the identity of the requester in the revocation
list RL. If the requester is a revoked user, the PKG responds the data owner
L. Otherwise, respond with SKgro of the requester. Receiving SKg 2, the
data owner O checks

e(Q.9) = e(g1,9) - e(H(R® g2 ® ¢'), SKr.2) - e(F, g)

ReKeyGen(¥, R): The data owner takes the authentication information ¥ and
the identity R of the requester as inputs, and outputs the re-encryption key
RKo_ g, which is sent to the proxy server PS. The data owner O computes
the re-encryption key as

HRSg®qd),,

Ko .p =
ftlo—n (H(O@g2@4)

ReEnc(CT, RKo— r): The proxy server takes the original ciphertext CT and
the re-encryption key RKo_, r as inputs, and outputs the re-encrypted cipher-
text CT' which is sent to the requester R. The proxy server PS computes the
re-encrypted ciphertext as

Cl =Cy, Cb=Cy, Ch=RKo i Cs.

The proxy server PS sends the re-encrypted ciphertext CT' = (C1, C4, C%)
to the requester R.

IBDec(e): The decryptor responses as follows with respect to the following
two cases:
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e Case 1. IBDec(CT, SK{,): The data owner O takes the original ciphertext

CT and his/her secret key SK{, as inputs, and outputs the message m.
The data owner O decrypts the original ciphertext as m = Cf- %
6.1:C2)

e Case 2. IBDec(CT’, SK}): The requester R takes the re-encrypted
ciphertext CT” and his/her secret key SK7, as inputs, and outputs the
message m. The requester R decrypts the re-encrypted ciphertext as

v e(SK%‘zvcé)
m=C1 - e(SKp, .03

— Revoke(id, RL): The PKG updates the revocation list by RL «— RL|J{id},
where id is the identity of the user to be revoked, and returns the updated
revocation list.

Theorem 1 (Correction of Our Proposed IB-PRE Scheme). The pro-
posed IB-PRE scheme is correct.

Proof. The correctness can be checked by the following equations.

— Correctness for case 1.
e(SK’OQ,C’g)
Y e(SKp 1, Ca)
e(g', (H(O @ g2 © q))%)
e(g1(H(O @ g2 ® q)!°, g9)
e(9%, (H(O @ g2 © q))"°) (1)
e(g1(H(O @ g2 ® q)lo, g¥)
e(9%, 91 (H(O ® g2 ® q))'°)
e(g1(H(O @ g2 @ q)', g%)

=m-e(g,91)" -

=m: 6<gwagl) '

=m
— Correctness for case 2.
o CSKR.Ch)
' e(SKp,,C3)
e(SKpg o, RKo—R - C3)
' e(SKp 1, Ca)

e(gn, (AB2220) )6 (H(O & gy & q))%)

— V1

H(O®g2Dq)
=m-e(g,q1)? -
(9:91) (g1 (H(R ® g2 ® )17, g7)
e elgn gy L9 RS 2@ 0))9) @)
’ e(gi(H(R & ga ® ¢')'7, g¥)
¢ (HR@ g @q))"
eelgh.gn) . O HBE 92 & 4))'7)

e(g1(H(R® g2 ® ¢')'7, g%)
elg? g (H(R® g2 € q))'")
e(g1(H(R® g2 @ q')'7, g%)
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5 Security Analysis

Theorem 2 (IND-PrID-CPA of Our Proposed IB-PRE Scheme) [3].
Our proposed IB-PRE scheme is IND-PrID-CPA secure under the DBDH
assumption in the random oracle model. That is to say, if there is an adversary
that can break the IND-PrID-CPA security of our proposed IB-PRE scheme with
the non-negligible advantage ¢ within time ¢, then we can construct an algorithm
that can solve the DBDH problem in Gy with the non-negligible advantage &’
within time ¢/, such that

g
r>

d>C  and ' =t+ o),
(@720 0

where e is the base of natural logarithm, ¢(¢) denotes the time required to
answer all queries, ¢s; and ¢, are the numbers of secret key queries and proxy
re-encryption key queries, respectively.

Proof. The idea of proof is similar to the proof procedure in [8]. Due to space
limitations, we omit the complete proof of security here.

Theorem 3. Our scheme can resist the collusion attack.

Proof. Since the secure random number involved in the generation of the re-
encryption key in our scheme, the data owner’s secret key can not be calculated
even if the designated decryptor can compromise the proxy server to obtain the
re-encryption key.

6 Performance Analysis

In this section, we compare our scheme with other existing schemes. First, we
make a comparison based on the security and features of all schemes as shown
in Table 1. The security of all schemes is based on the Decision Bilinear Diffie-
Hellman (DBDH) assumption. [7,11] are IND-CPA secure and others are IND-
sID-CPA or IND-PrID-CPA secure. [7] suffers from a collusion attack, which is
demonstrated in [10]. [10] and our scheme support the secret key verification
and the identity verification of the requester. [8] only supports the secret key
verification. Besides, [11,12] and our scheme support the user revocation.
Then, we compare our scheme with other scheme in term of efficiency. Here,
we suppose that the prime number p of all schemes is same. This suggests the
order of all the bilinear groups is equal. |G|/|G;| denotes one element in the group
G/G; and |p| denotes the length of the binary representation. From Table 2, we
see that our scheme is the least in communication cost, and [7] is comparable
with other schemes. [11,12] have greater communication cost, where |Path(n)]
denotes the number of nodes in the path Path(n) and [ denotes the times of re-
encryption. Table 3 shows the comparison of computation complexity. We assume
that all operations are dyadic operation. Tr denotes one exponentiation and
7p/Tp denotes one pairing operation. Obviously, our scheme has the advantages
compared with other schemes. [11,12] also have greater computation complexity.
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Table 1. Security and features comparison of our scheme with other schemes

Schemes Complexity Security Authentication | User revocation
assumption

[4] DBDH IND-sID-CPA | No No

(7] DBDH IND-CPA No No

[8] DBDH IND-PrID-CPA | Yes No

[10] DBDH IND-sID-CPA | Yes No

[11] DBDH IND-CPA No Yes

[12] DBDH IND-ID-CPA | No Yes
Our scheme| DBDH IND-PrID-CPA | Yes Yes

Table 2. Communication cost comparison of our scheme with other schemes

Schemes Secret key Original ciphertext | Re-encryption key Re-encrypted
ciphertext
[4] 2G| 2G| + |G| lp| + |G| 2|G| + |G|
(7] |G| |G| + |G| 2|G| + |G| 2|G| + 3]G |
8] 2|Ga| 3|G1| + |Go| 2|Gy| 2|Gy| + |Ge|
[10] 3|G]| 2|G| + |G| 3|G| + |G| 5|G| + |G|
[11] 2|G| 3|G| + |G| 9|G| + 2|Gr| 1+ 3)|G| +
(214 1)|Gr|
[12] 2|Path(n)||G||3|G| + |G| 0 6/G| + |G|
Our scheme |2|G | 2|G1| + |G2| |G| 2|G1| + |G2|

Table 3. Computation complexity comparison of our scheme with other schemes

Schemes Encryption | Re-encryption |Re-encryption|Decryption | Re-decryption
key generation
[4] 4TE+T13 Te TE+’T}3 27’15 27‘13
[7] 2TE—|—’7'15 2TE+TP 2TE+2T13 Tp 47‘15
8] AT +7p |31 27p 27p 275
[10] ATg +71p |61 + TP 0 2Tp 2Tr + 27p
[11] 61 +7p 12T + mp 2lTp 37p 2T +
4Tp/2lTE +
(l + 3)7’p
[12] 4T +71p |0 4T + 1p 3tp 67p
Our scheme |3Tg +7p |TE 0 27p 21p
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In addition, we conducted experiments on our scheme using Pairing Based
Cryptography (PBC) library [13]. Here, we use the Microsoft Visual C++ con-
version pbc-0.4.7-ve. All algorithms were coded using C programming language
and conducted on a system with Intel(R) Core(TM) i5-3470 CPU at 3.20 GHz
and 3.20 GHz and 4.00 GB RAM in Windows 7. Type A pairings are used in the
simulation, which are constructed on the curve y? = 23 + z over the field F; for
some prime ¢ = 3 mod 4. This pairing is symmetric, where the order of groups
is 160 bits, the base field size is 512 bits and the embedding degree is 2.

120 T T T T T

I Vatsuo scheme
[ Tang scheme
[ wang scheme
100 M [__JHan scheme -
[CJLiang scheme

[ Wang and Fang scheme
I Our scheme

80 b

Time (ms)
(=2}
<]
T
1
1

40

. IHIl I

Encryption ReKeyGen Re-encryption Decryption Re-decryption

Fig. 2. Simulation results

The simulation results are shown in Fig. 2. We observe that our scheme has a
significant advantage in ReKegGen, Re-encryption and Re-decryption. Although
[7] has less runtime in Encryption and Decryption, it takes more time in Re-
encryption and Re-decryption.

7 Conclusion

In this paper, we propose a secure revocable identity-based proxy re-encryption
scheme for cloud storage, in which the PKG does not generate full secret keys for
users. Therefore, the PKG can not decrypt the ciphertext without knowing the
secret keys of users. Besides, the generation of re-encryption keys does not involve
the participation of the PKG. Our proposed scheme is provably secure under
the standard assumption (DBDH) in the random oracle model. In addition, our
scheme is comparable with other schemes in computation complexity.
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