CHAPTER 4

Manage Access
and Security to Azure
Virtual Desktop

The previous chapter took a deeper look into implementing and managing an Azure
Virtual Desktop Architecture, including implementing and managing networking for
Azure Virtual Desktop, implementing and managing storage for Azure Virtual Desktop,
creating and configuring hostpools and sessions hosts, and creating and managing
session host images.

This chapter covers the following main topics:

e Managing access to Azure Virtual Desktop
e Managing security to Azure Virtual Desktop

e Knowledge check

Technical Requirements

To complete the exercises in this book, you need to have access to a Microsoft 365 tenant.
This can be attained by signing up for a trial subscription. Additionally, Azure Virtual

Desktop services require one of the following licenses:
e Microsoft 365 Business Premium
e Microsoft 365 E5/E3
e Microsoft 365 A3/A5/Student Benefits

e Microsoft 365 F3
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e Windows 10 Enterprise E3/E5
e Windows 10 Education A3/A5

e Windows 10 VDA per user

Managing Access to Azure Virtual Desktop

Microsoft cloud services that are hosted in Azure utilize role-based access control (RBAC),
including Azure Virtual Desktop. RBAC allows you to give access to users depending on
their role.

Azure has its standard built-in roles such as Owner, Contributor, and Reader;
however, there are additional roles that are more specific to Azure Virtual Desktop. This
section discusses these roles and the level of access they grant a user who is assigned the
specific role.

Built-in Roles for Azure Virtual Desktop

The following built-in RBAC roles are specific to Azure Virtual Desktop and have
different levels of access.

o Desktop Virtualization Contributor: This role allows you to handle
and manage all areas of your Azure Virtual Desktop deployment. If
you want to publish app groups to users or groups, you also need to
assign the User Access Administrator with this role. This role will not
enable you to access any of the compute resources. The following list
shows the exact permissions that this role will grant you:

e Microsoft.DesktopVirtualization/*

o Microsft.Resources/Subscriptions/resourceGroups/read
e Microsft.Resources/deployments/*

e Microsoft.Authorizations/*/read

¢ Microsoft.Insights/alertRules/*

e  Microsoft.Support/*
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Desktop Virtualization Reader: If you assign this role to a member
of the admin team, they will be able to view everything in the Azure
Virtual Desktop deployment; however, they will not be able to make
any changes. The following list shows the exact permissions that this
role will grant you:

e Microsoft.DesktopVirtualization/*/read

e Microsoft.Resources/Subscriptions/resourceGroups/read
o Microsoft.Resources/deployments/read

e Microsoft.Authorizations/*/read

¢ Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

Desktop Virtualization Hostpool Contributor: This role will enable
you to manage all areas of the hostpool as well as access all the
resources. If you want to create virtual machines as part of this, you
will additionally need the Virtual Machine Role Contributor role. If
you want to create hostpools using the Azure Admin Portal, you need
to assign the AppGroup and Workspace contributor roles, or the
Desktop Virtualization Contributor role. The following list shows the
permissions that this role will enable for you:

e Microsoft.DesktopVirtualization/Hostpools/*

e Microsoft.Resources/subscriptions/resourceGroups/read
e Microsoft.Resources/deployments/*

e Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

Desktop Virtualization Hostpool Reader: This is a read-only role
that will not allow the admin user to make any amendment; however
it does allow them to view the entire hostpool. The following list
shows the permissions that this role will enable for you:
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¢ Microsoft.DesktopVirtulization/Hostpools/*/read

e Microsoft.Resources/subscriptions/resourceGroups/read
e Microsoft.Resources/Deployments/read

e  Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

e Desktop Virtualization Application Group Contributor: If you
assign this role to an administrator, it will enable them to manage
all areas of app groups. You need to assign the User Access
Administrator role if you want the same user to be able to publish app
groups. The following list shows the permissions that this role will
enable for you:

e Microsoft.DesktopVirtualization/applicationgroups/*

e Microsoft.DesktopVirtualization/hostpools/read

e Microsoft.DesktopVirtualization/hostpools/sessionhosts/read
e Microsoft.Resources/subscriptions/resourceGroups/read

e Microsoft.Resources/deployments/*

e Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

o Desktop Virtualization Application Group Reader: Assigning this
role to an administrator will allow them to read all areas within an
app group; however they cannot make changes. The following list
shows the permissions that this role will enable for you:

o Microsoft.DesktopVirtualization/applicationgroups/*/read
e Microsoft.DesktopVirtualization/applicationgroups/read
e Microsoft.DesktopVirtualization/hostpools/read

o Microsoft.DesktopVirtualization/hostpools/sessionhosts/read
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e Microsoft.Resources/subscriptions/resourceGroups/read
o Microsoft.Resources/deployments/read

e Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

Desktop Virtualization Workspace Contributor: This role will
enable you to fully access and manage all areas of the workspace. You
will need to assign the Application Group Reader role to the user if
they require information on the application group. The following list
shows the permissions that this role will enable for you:

e Microsoft.DesktopVirtualization/workspaces/*

e Microsoft.DesktopVirtualization/applicationgroups/read
e Microsoft.Resources/subscriptions/resourceGroups/read
e Microsoft.Resources/deployments/*

e Microsoft.Authorization/*/read

¢ Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

Desktop Virtualization Workspace Reader: This role will enable
you to read/view all aspects of the workspace; however you cannot
modify any resources. The following list shows the permissions that
this role will enable for you:

e Microsoft.DesktopVirtualization/workspaces/read

e Microsoft.DesktopVirtualization/applicationgroups/read
e Microsoft.Resources/subscriptions/resourceGroups/read
o Microsoft.Resources/deployments/read

e Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e Microsoft.Support/*
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o Desktop Virtualization User Session Operator: This role enables
you to send messages, disconnect sessions, and log users off from the
Azure Virtual Desktop Portal. This role does not give you permission
to manage session home management, for example deleting a
session host from the hostpool and enabling/disabling drain mode.
The user who is assigned this role can view assignments, but they will
not be able to amend admins. It is recommended to assign this role
to a hostpool. The following list shows the permissions that this role
will enable for you:

e Microsoft.DesktopVirtualization/hostpools/read
e Microsoft.DesktopVirtualization/hostpools/sessionhosts/read

e Microsoft.DesktopVirtualization/hostpools/sessionhosts/
usersessions/*

e Microsoft.Resources/subscriptions/resourceGroups/read
e Microsoft.Resources/deployments/read

¢ Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

o Desktop Virtualization Session Host Operator: This role will enable
you to see and delete session hosts and can enable/disable drain
mode. Users need to have writer permissions to hostpool objects if
they want to be able to add session hosts. You can add sessions hosts
if you are assigned the Virtual Machine Contributor role (as long
as the registration token is still valid). The following list shows the
permissions that this role will enable for you:

e Microsoft.DesktopVirtualization/hostpools/read

e Microsoft.DesktopVirtualization/hostpools/sessionhosts/*
e Microsoft.Resources/subscriptions/resourceGroups/read
o Microsoft.Resources/deployments/read

¢ Microsoft.Authorization/*/read
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e Microsoft.Insights/alertRules/*
e  Microsoft.Support/*

This section discussed RBAC roles that are specific to Azure Virtual Desktop. The
next section is a lab exercise to assign a role to an Azure Virtual Desktop service via the
Azure Portal and PowerShell.

Assigning Role-Based Assignment to Azure
Virtual Desktop

The following two lab exercises walk you through how to assign roles via the Azure Portal
and via PowerShell.

Assign Role-Based Assignment via Admin Center

The following lab walks through the steps to assign a role to an Azure Virtual Desktop

resource.

1. Open a web browser and go to the Azure Portal via https://
portal.azure.com.

2. Navigate to the Azure Virtual Desktop platform by typing it in
the search box and selecting it from the list that appears. See
Figure 4-1.
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Microsoft Azure I O Azure Virtual Desktop] X

Services Seea

Azure services

Azure Virtual Desktop ||

+ © Application groups
_— A © Host pools
resource © workspaces

K3 virtual machines
) ,

[ 4> Virtual networks
Resource Vit & Azure Active Directory
groups

& Azure Cosmos DB
& Azure Database for MySQL servers

Recent resource & Azure Databricks

Figure 4-1. Navigate to the Azure Virtual Desktop service in the portal

3. Inthis example, we are going to assign a role to the hostpool,
so we need to navigate to the hostpool section. If you want to
assign a specific role to another resource (application groups or
workspaces, for example), you need to navigate to those sections.

4. Inthe Hostpool menu, select Access Control (IAM). See
Figure 4-2.

134



CHAPTER 4  MANAGE ACCESS AND SECURITY TO AZURE VIRTUAL DESKTOP

Home > Azure Virtual Desktop >

HPO1 =<

Host pool

|/O Search (Ctrl+)) ] «

O overview

B Activity log

I B Access control (1AM)

€ Tags

&2 Diagnose and solve problems
Settings

il! RDP Properties

il Properties

A Locks

Figure 4-2. Navigate to Access Control (IAM) section of Azure Virtual Desktop

5. On the Access Control page, click the +Add option, as shown in
Figure 4-3.
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Home > Azure Virtual Desktop > HPO1

HPO1 | Access control (IAM)

Host pool
|/O Search (Ctrl+/) l « + Add I\lr Download role assignments ==
© Overview
Check access  Role assignments Roles
@ Activity log —_—
Aa  Access control (IAM)
My access
@ Tags View my level of access to this resource.
2 Diagnose and solve problems
Check access

Settings :
9 Review the level of access a user, group,

service principal, or managed identity

I} RDP Properties
i per has to this resource. Learn more of

il! properties )

Find ®
A Locks l User, group, or service principal ]
Manage l Search by name or email address ]

Figure 4-3. Click Add
6. Select Add Role Assignment, as shown in Figure 4-4.

-+ add ¥ Download role assignments == Edit columns () Refresh X Remove

I Add role assignment I

nts Roles Deny assignments Classic administrator
Add role assignment (Preview)

Add co-administrator
Figure 4-4. Add Role Assignment

7. Inthe Add Role Assignment section, in the Role text field, type
desktop virtualization hostpool to show all the hostpool-related
roles. See Figure 4-5.
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Add role assignment X

Role ©

I Select a role ~

[ desktop virtualization host pool

Desktop Virtualization Host Pool Contributor @

Desktop Virtualization Host Pool Reader ©

i S S

. AAD DC Administrators

Admin
admin@iamitgeek.com

All Users

AVD-Users
AV

Bruce Wayne
Bruce.Wayne®@iamitgeek.com

Selected members:
No members selected. Search for and add one or more
members you want to assign to the role for this resource.

Learn more about RBAC

Figure 4-5. Select the relevant role

8. In this example, you assign the Desktop Virtualization Hostpool
Contributor to an administrator account. Click Save.

Assign Role-Based Assignment via PowerShell

In this exercise, you learn how to assign a role via PowerShell:

1. Login to Azure via PowerShell. Follow the instructions at
https://docs.microsoft.com/en-us/powershell/azure/
authenticate-azureps?view=azps-6.4.0.
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2. Ensure you understand the specific role you want to grant access
to. You can list the roles and get specific role IDs by using the
cmdlet shown in Figure 4-6.

PS C:\WINDOWS\system32> Get-AzRoleDefinition | FT Name, IsCustom, Id

Figure 4-6. Get a list of Azure roles and document the specific one you want to
grant access to

3. In this example, we will pick the Desktop Virtualization
Application Group Reader role to a user, which is shown in
Figure 4-7.

Desktop Virtualization Application Group Reader False aebf23d@-bS68-4e86-b8f9-feB3a2cbabs55

Figure 4-7. Desktop Virtualization Application Group Reader Role in PowerShell

4. There are different levels of scope you can assign permissions to,
including:
¢ Resource scope: You need the resource ID for this, which can be

found in the properties of the resource in the Azure Portal.

e Resource group scope: You need the name of the resource group
for this, which can be found on the Resource Group page.

e Subscription scope: You need the subscription ID, which can be
found on the Subscriptions page.

e Management group scope: You need the management group
name, which can be found on the Management Groups page.

In this example, we will assign the Desktop Virtualization
Application Group Reader role to an admin user and specify the
Application Group Resource.

5. Complete the cmdlet in Figure 4-8 to assign the Desktop
Virtualization Application Group Reader to an admin user, scoped
to the Application Group resource.
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PS C: \WINDOWS\system32> New-AzRoleAss:Lgnment -SlgnInNamE shabaz@:.am:.tgeek com
>> -RoleDefinitionName "Deskt l.'.-:; ization Application Group Reade

>> -ResourceName -AppGr‘oup

>> -ResourceType Microsoft.DesktopVirtualization/applicationgroups °

»> -ResourceGroupName ITGEEKRGO3

Figure 4-8. New Role Assignment cmdlet

This section discussed role-based access control (RBAC) and how you can use it
to plan and implement roles for Azure Virtual Desktop. You also completed the lab
exercises, which walk through how to assign roles to Azure Virtual Desktop via the Azure
Center and via PowerShell.

The next section discusses delegated access in Azure Virtual Desktop and explains
how you can configure user restrictions by utilizing Azure AD group policies and AD
policies with Intune integration.

Delegated Access in Azure Virtual Desktop

When you utilize the delegated access model with Azure Virtual Desktop, it allows you
to define the amount of access specific users can have by assigning them a specific
role. There are three main components of a role assignment: security principal, role
definition, and scope.

The following values are supported for each element when configuring delegated
access for Azure Virtual Desktop:

e Security principal

o Users

o User groups

e Service principals
e Role definition

e Built-inroles

e Customroles
e Scope

e Hostpools

o App groups

o« Workspaces
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In the following labs, we walk through how to add an Azure AD user to an app group
via the Azure Portal and via PowerShell.

Add an Azure AD User to an Application Group via Azure
Admin Center

1. Login to the Azure Admin Center at https://portal.azure.com
and navigate to the Azure Virtual Desktop services page.

2. Navigate to Application Groups, as shown in Figure 4-9.

Home >

@ Azure Virtual Desktop

Microsoft

| R Search (Ctrl+/) | «

O Overview

& Getting started

Manage

© Host pools

@ Application groups

() Workspaces

a8 Users

Monitoring
@ Insights

@ workbooks

Licensing

&; Pper-user access pricing

Figure 4-9. Navigate to Application Groups

3. Select the relevant application group you want to assign users or
groups to, as shown in Figure 4-10.
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Azure Virtual Desktop | Application groups =

Microsoft

|p Search (Ctrl+/) ] « + Create @ Manage view O Refresh Export to CSV “i? Open query

Overview n " oo - N
® l Filter for any field... ] Subscription == lamitgeek Resource group == all |

& Getting started
Showing 1 to 1 of 1 records.

(] name

] ©® HPO1-AppGroup

Manage

© Host pools

O Application groups

Figure 4-10. Select the relevant application group

4. On the Application Group page, navigate to Manage »
Assignments, as shown in Figure 4-11.

O overview

@ Activity log

8o Access control (1AM)
€ Tags

&? Diagnose and solve problems
Settings

ill Properties

& Locks

Manage

i1 Applications

&8 Assignments

Monitoring
 Diagnostic settings

P Logs

Figure 4-11. Navigate to Assignments page

141



CHAPTER 4  MANAGE ACCESS AND SECURITY TO AZURE VIRTUAL DESKTOP

| Select Azure AD users or user groups |

2 HPO1-AppGroup | Assignments -

" . F Search

All Users
© crenien [
B actvitylog 0 Setup email discovery to help your users discover their resources using an emad 1 AND-Users
P, Access control (AM)
¢ Tag o —

¥ A Filter by Mame Bruce.

&2 Uiagnese and solve probilems Display name comail address Selecte
Seltings There are no users or user groups assigned 1o this application group. . FSLogix Share Contributor
Il properties

FSlogix Share Contributor
o .-
Manage ﬂ FSlogix Share Elevated Contributor
B applications

F5logi Share Elevated Contributor
& Assignments

- lamiTGeek
Monitaring
- Selected items

B Ciagnestic settings
P Logs Bruce Wayne

. Remove
Bruce Wayne @iamitgesk com
e

.............

Figure 4-12. Add a user/group assignment to an application group

5. Click the +Add button and then select the user or group you want
to assign permissions to in the application group. Click Select. See
Figure 4-11.

Add an Azure AD User to an Application Group via PowerShell

1. Firstyou need to set up the PowerShell module on your computer
for Azure Virtual Desktop. Run the cmdlet shown in Figure 4-13 in
an elevated PowerShell window to install the relevant module.

PS C:\WINDOWS\system32> Install-Module -Name Az.DesktopVirtualization

Figure 4-13. Install Azure Virtual Desktop module for PowerShell

2. Run the cmdlet shown in Figure 4-14 to connect to Azure via
PowerShell. You will be prompted to enter your global admin
credentials.
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PS C:\WINDOWS\system32! Connect-AzAccount
|

Sign in to your account

Micreset-tzmg

B® Microsoft

Pick an account

E Shabaz@

Figure 4-14. Connect to Azure via PowerShell cmdlet

3. Run the cmdlet shown in Figure 4-15 to grant user access to the
application group.

PS C:\WINDOWS\System32> New-AzRoleAssignment -Signiniane shabaz@i _ -RoleDefinitionName “Dasktop Virtua AT £r" -ResourceNams
-AppGroup -ResourceGroupName ITGEEKRGO3 -RescurceType fer t.Des P 1 i 14 5

Figure 4-15. Configure assignment to an application group via PowerShell

This section discussed delegated access and completed lab exercises to assign access
to an application group via the Azure Portal and PowerShell. The next section discusses
how you can configure user restrictions by utilizing Azure AD group policies and AD
policies with Intune integration.

Azure Virtual Desktop Integration with Intune

Azure Virtual Desktop is called a DaaS (Desktop as a Service) platform in which you can
virtualize applications and Windows Desktops. Integrating this platform with Intune
enables you to manage and secure the session hosts by utilizing policies once they are
enrolled.

At the present, Intune integration supports the following Azure Virtual Desktop VM
scenarios:
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e Session hosts running Windows 10 Enterprise, version 1809 (or later)

o Session hosts need to be hybrid Azure AD joined (See more at

https://docs.microsoft.com/en-us/azure/active-directory/
devices/hybrid-azuread-join-plan)

e Personal hostpool registered session hosts

¢ Intune enrolled. You can use one of the following methods to

accomplish this:

Auto enroll devices by utilizing Group policy (Hybrid Azure
AD Join)

Co-management with Config Manager (see more at https://
docs.microsoft.com/en-us/mem/configmgr/comanage/
overview)

Azure AD join with user self-enrollment (see more at https://
docs.microsoft.com/en-us/mem/intune/enrollment/windows-
enrollment-methods#user-self-enrollment-in-intune)

Enable the feature to enroll the VM with Intune in the Azure
Portal (see more at https://docs.microsoft.com/en-us/azure/
virtual-desktop/deploy-azure-ad-joined-vm#deploy-azure-
ad-joined-vms)

This section discussed various topics related to managing access to Azure Virtual

Desktop, including built-in roles, assigning RBAC roles, delegating roles, and integration

with Intune. The next section discusses how to manage security with Azure Virtual

Desktop.

Managing Security on Azure Virtual Desktop

To manage security on your Azure Virtual Desktop, you first need to understand the

responsibility model, as it is important to understand that Microsoft takes responsibility

for securing specific services.

Table 4-1 outlines the Azure Virtual Desktop specific services that are managed by

Microsoft.
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Table 4-1. Azure Virtual Desktop Microsoft Managed Services

Service Description

Web Access Allows users to access the application group resources (desktop or
remoteapp) via an HTMLv5-compatible Internet browser.

Gateway Connects remote user’s connection to a gateway, then creates a connection
from the virtual machine back to the same gateway.

Broker Allows load-balancing and facilitates reconnections to the application group
resources (desktop and remoteapp).

Diagnostics Allows event logs of actions on the AVD deployment as success or failure.

Infrastructure services
(Azure)

Useful for troubleshooting

Networking, storage, and other compute services in Azure are managed by
Microsoft.

Table 4-2 outlines the Azure Virtual Desktop-specific components that are managed

by the end users/clients.

Table 4-2. Azure Virtual Desktop Client Managed Services

Component

Description

End user profile
management

End user host access

Virtual machine scaling
and sizing

Policies for scaling

Policies for networking

Azure Files integration with FSLogix enables a containerized user profile
experience.

There are two types of load-balancing algorithms—depth and or
breadth—uwhich are defined when the hostpool is created.

Sizing components for virtual machines, including GPU-enabled VMs.

VMs (session hosts) can be load-balanced using scale sets.

The consumer/client is required to create Network Security Groups (NSGs)
that filter network traffic.
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Ensuring secure access to the Azure Virtual Desktop environment is an essential part of
the deployment, and it will also be important for the exam. Azure Active Directory allows
you to configure Conditional Access policies and Multi-Factor Authentication (MFA)
integration with the Azure Virtual Desktop platform, which creates an additional layer of
security.

This section covered the responsibility model from an Azure Virtual Desktop
perspective, which highlights the services that Microsoft manages and the services that
the end consumer is required to manage. We will not look at securing Azure Virtual
Desktop with Conditional Access Policies.

Configuring a Conditional Access Policy to Enable MFA

In the following lab exercise, we walk through how to configure a Conditional Access
policy that will enforce the end user to register to MFA. They must use this whenever
they connect to the Azure Virtual Desktop environment.

1. Login to the Azure Portal at https://portal.azure.comwith an
account that is assigned one of the following roles:

¢ Global Administrator
e Security Administrator
o Conditional Access Administrator

2. Navigate to Azure Active Directory » Security » Conditional
Access, as shown in Figure 4-16.

Home > lamITGeek > Security >

= Conditional Access | Policies

LS 0RY

Azure Active Directory

Figure 4-16. Navigate to Conditional Access Polices in Azure AD

3. Click on + New Policy, as shown in Figure 4-17.
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Home > lamITGeek > Security >

s= Conditional Access | Policies
T Azure Active Directory

ey

I + New policy R whatif (O Refresh A Got feedback?

Figure 4-17. Create a new conditional access policy

4. Inthe Name field, give the policy an appropriate name.

5. Inthe Assignments - User and Groups field, select the users or
groups you want this policy to be applicable to. See Figure 4-18.

Home > lamITGeek > Security > Conditional Access > Select %
New Users and groups
Conditional Access policy
| £ search
Control access based on Conditional Access Control access based on who the policy will .
ft.
policy to bring signals together, to make apply to, such a3 users and groups, workload B AlCompany.5604130817. enmicreseit.eem -
decisions, and enforce izati palicies. i ities, directory roles, or external guests. ¥
Leam more Leamn more All Company
AliCompany.5604130817.vmchvwmr@lamiTGeek.onmicrosoft.com

AZ-140 policy | . Al Users
O nene
Assignments O All users n AVD-Users
el and orouns I@ Select usersanogloupsl -
Specific users included Bruce Wayne
[ il quest and external users @

lect users and groups” must be Bruce. Wayne@iamitgeek.com

configured [ oirectory roles ©
Clowd apps or actions @ . FSLogix Share Centributor
I . Users and groups I
Mo cloud apps, actions, or icati | h

contexts selected
Select Selected items

Conditions @ 0 users and groups selected

0 condrtions selected €3 Select at least one user or group | AVD-lsers Remove ]

Figure 4-18. Assign permissions to a user or group

6. Choose Cloud Apps or Actions » Include » Select Apps. At this
point you need to search for one of the following Azure Virtual

Desktop apps if you are using the Classic version:

e Azure Virtual Desktop (App ID 5a0aa725-4958-4b0c-
80a9-34562e23{3b7)

e Azure Virtual Desktop Client (App ID fa4345a4-a730-4230-
84a8-7d9651b86739), which will let you set policies on the

web client
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Otherwise, you can search for the Windows Virtual Desktop app

if you're using the Azure Resource Manager (ARM) version.

See Figure 4-19.

Home > lamITGeek > Security > Conditional Access >

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name *
AZ-140 policy v |

Assignments

Users and groups (O

Specific users included

Cloud apps or actions (@
1 app included

Conditions ©

0 conditions selected

Access controls

) E !A[l cloudaEES

,

Control access based on all or specific cloud

apps or actions. Learn more

Select what this policy applies to

l Cloud apps

Include Exclude

O None

(® select apps

Grant O

0 controls selected

Session @

0 controls selected

Select

Virtual Desktop

Virtual Desktop

Figure 4-19. Assign the Azure Virtual Desktop App to this policy

7. Choose Conditions » Client Apps. Click Yes on Configure

and then ensure that only Mobile Apps and Desktop Clients is

selected, as shown in Figure 4-20.
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Home > lamiTGeek > Security > Conditional Access »

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn maore

MName *

AZ-140 policy s

Assignments

Client apps X

Control user access to target specific client

applications not using medem authentication.
Control access based on signals from Learn more
conditicons like risk, device platform, location,
client apps, or device state. Learn more

Configure ©

-» )

Select the client apps this policy will apply to

Userrisk ©

Not configured
Modern authentication clients

O erowser

Sign-in risk @

Users and groups (@

Specific users included

Cloud apps or actions (@

1 app included

Mot configured

I ' Mcbile apps and desktop clients ]

Legacy authentication clents

Device platforms (@

Not configurad

Locations () D Exchange ActiveSync clients (0

Fonditions ©

0 conditions selected

[ other ciients ©

Mot configured

Access controls

Client apps @
Not configured

Grant ()

0 contrels selected

Session ©

0 contrels selected

Device state (Preview) ©

Mot configured

Filter for devices (O
Not configured

Figure 4-20. Configure Client App conditions

8. Under Access Controls, choose Grant Access and ensure you tick

Require Multi-Factor Authentication. See Figure 4-21.
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Grant 4

Control access enforcement to block or
grant access. Learn more

) Block access
(® Grant access

I Require multi-factor authentication

[0

D Require device to be marked as
compliant ©@

(] Require Hybrid Azure AD joined
device ©

|:| Require approved client app ©
See list of approved client apps

(] Require app protection policy @
See list of policy protected client
apps

(] Require password change @

For multiple controls

(® Require all the selected controls

O Require one of the selected controls

Figure 4-21. Configure grant access controls
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9. Choose Session under Access Controls and tick the box next to
Sign-in Frequency. You can then decide how much time you want
to set between users being promoted for MFA authentication. In
this example, we set it to five days. See Figure 4-22.
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Session X

Control user access based on session
controls to enable limited experiences
within specific cloud applications.
Learn more

Use app enforced restrictions @

0 This control only works with supported
apps. Currently, Office 365, Exchange
Cnling, and SharePoint Online are the
only cloud apps that support app
enforced restrictions. Click here to learn
more.

(] use conditional Access App Control @

Sign-in frequency ©

v]

”Daysl VI

(] Persistent browser session ©

[] Disable resilience defaults (Preview) ©

Figure 4-22. Set the session time limit

10. Once you have configured the policy, make sure you select On to
turn the policy on. Then click Create at the bottom of the page; see
Figure 4-23.

Enable policy

—
Report-only Off

Figure 4-23. Enable and create the policy

This section included a lab exercise to enable MFA by configuring a Conditional
Access policy. The next section covers some security best practices for Azure Virtual
Desktop.
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Azure Virtual Desktop Security Best Practices

There are multiple security controls that are built into the Azure Virtual Desktop
platform. This section discusses what they are and how they integrate into this service.

Multi-Factor Authentication

In the previous section, you completed a lab exercise to configure multi-factor
authentication. Making this a requirement for all users who are accessing Azure Virtual
Desktop is an essential security best practice.

Configure Conditional Access

Conditional access policies will enable admins to control and manage risk before users
can access the platform. It is recommended that you think about who the users are,
how they are logging in, and the device users are connecting from before you give them
access to the Azure Virtual Desktop platform.

Audit Logs

You can monitor admin activity associated with the Azure Virtual Desktop environment
when you enable audit log collections. The following are some of the audit logs you can
utilize:

o Key Vaultlogs (https://docs.microsoft.com/en-us/azure/
key-vault/general/logging)

o Azure Activity log (https://docs.microsoft.com/en-us/azure/
azure-monitor/essentials/activity-log)

o Azure Virtual Desktop Diagnostic log (https://docs.microsoft.
com/en-us/azure/virtual-desktop/diagnostics-log-analytics)

e Azure Active Directory Activity log (https://docs.microsoft.com/
en-us/azure/active-directory/reports-monitoring/
concept-activity-logs-azure-monitor)

o Session Hosts (https://docs.microsoft.com/en-us/azure/
azure-monitor/agents/agent-windows)
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o Active Directory (https://docs.microsoft.com/en-us/azure/
active-directory/fundamentals/active-directory-whatis)

Utilize Azure Monitor

You can view your Azure Virtual Desktop service usage and its availability with Azure
Monitor. You can receive notifications by configuring service health alerts for Azure
Virtual Desktop. The following link provides further information on the Azure Monitor
service: https://azure.microsoft.com/services/monitor/.

Utilize RemoteApps

There are two deployment model options with Azure Virtual Desktop—providing access
to a full virtual desktop or to specific apps. You can deliver a seamless experience with
remoteapps and reduce risk, as you are only exposing the specific application instead of
a full Windows OS desktop.

This section discussed Azure Virtual Desktop security best practices. In the following
section we look at specific session host security best practices.

Security Best Practices: Session Hosts

Session hosts are made up of Windows-based virtual machines that are connected to a
virtual network. All these resources then sit in an Azure Subscription, which allows you
to integrate Azure Virtual Desktop with several other security services.

The security of this environment is dependent on the controls and policies that are
implemented on the session hosts. The following components should be integrated with
this platform to ensure you are following best practices.

Endpoint Detection and Response

As with an on-premises computer, it is a recommendation that you deploy some type

of endpoint protection software that has endpoint detection and response (EDR)
capabilities on your session hosts. If you are deploying a Windows Server OS onto your
session hosts, you can enable Azure Security Center (https://docs.microsoft.com/
en-us/azure/security-center/security-center-services). You can also enable EDR,
which will implement Defender ATP.
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Endpoint Protection

It is a recommendation to enable endpoint protection on each session host. You have the
choice of configuring a third-party tool or enabling Windows Defender Anti-Virus.

Patch Management

In the scenario in which a vulnerability has been identified, you have to ensure you
patch it. The same rule should be utilized when managing virtual cloud environments
like Azure Virtual Desktop. You should ensure that you have a reliable, strict, and robust
patch-management policy for your environment that covers the OS and any applications
on the session hosts.

This section discussed Azure Virtual Desktop security best practices and session host
security best practices. In the next session, we take a closer look at securing Windows
Virtual Desktop environments with Azure Security Center integration.

Azure Security Center Integration with AVD

Azure Security Center offers the following capabilities that cover the security posture and
threat protection for Azure Virtual Desktop virtual machines:

o Adaptive application controls

e Secure score assessment

e Secure configuration assessment

e Vulnerability assessment

e Just-in-time (JIT) virtual machine access

o File integrity monitoring

o Host-level detections

o Agentless cloud network micro-segmentation and detections

Table 4-3 outlines the Azure Virtual Desktop security requirements and the Azure
Security Center security and threat protection capabilities associated with it.
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Table 4-3. Azure Virtual Desktop Security Requirements

Azure Virtual Desktop Azure Security Center Azure Security Genter Threat
Requirements Security Gapabilities Protection Capabilities
Identity Configuration assessment and  Agentless cloud network micro-
secure score segmentation and detection
Network Security Just-in-time (JIT) VM access  Agentless cloud network micro-

Configuration assessment and segmentation and detection
secure score

App Security Vulnerability assessment Host-level detections
File integrity monitoring
Adaptive application control

Configuration Secure configuration N/A

assessment
Secure score assessment

Session Host 0S Vulnerability assessment Host-level detection

This section looked at the different security requirements for Azure Virtual Desktop
and security best practices for session hosts. The next section includes a lab exercise that
you use to enable Azure Security Center for Azure Virtual Desktop.

Enabling Azure Security Center for Azure Virtual Desktop

There are two tiers of Azure Security Center—the free tier and the standard tier. The free
tier offers security suggestions and Secure Score for Azure Virtual Desktop; however, for
this lab exercise, you need the standard tier.

The following lab exercise walks through enabling Azure Security Center for Azure
Virtual Desktop:

1. Navigate to the Security Center service page by typing Security
Center in the Azure Search bar at the top of the screen, as shown
in Figure 4-24.
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|I,0 Security Center] I

Services

I b Security Centerl
. Security

&* Backup center

;ﬁ’ Quickstart Center
" E] Security Baselines

= Enterprise applications

——

Figure 4-24. Navigate to Azure Security Center
2. Ensure the Standard Tier plan is enabled by navigating to Security

Center » Settings and clicking your trial subscription. See
Figure 4-25.
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Home > Security Center

i Security Center | Pricing & settings

Showing subscription ‘lamitgeek’

I/O Search (Ctrl+/) | «
General l ! I Prici ng & Setti ngs
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B 2 MANAGEMENT GROUPS 1 SUBSCRIPTIONS

= Recommendations

O security alerts | P Search by name

4 Inventory Name Azure Defender plan
@ workbooks v [.'.'.'.] Tenant Root Group (1 of 2 subscriptions)

& Community [-'-'-‘-] Shabz (0 of 0 subscriptions)

¢ Diagnose and solve problems . lamitgeek on

Cloud Security

@ Ssecure Score

© Regulatory compliance
O Azure Defender

=% Firewall Manager

Management

1| Pricing & settings

& security policy

B Serurity calitinng

Figure 4-25. Check Security Center Standard tier is enabled

You should see the same detail as in Figure 4-26, which will confirm it is enabled.
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17 Settings | Azure Defender plans

lamitgeek

[P Search (Ctrl+/) ] “

Settings

i1 Azure Defender plans

(14

Auto provisioning
email notifications

Integrations

& © »

Workflow automation

Continuous export

[ ]

Cloud connectors

Figure 4-26.
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Azure Defender off

+ Continuous assessment and security re dati

Azure Defender on

v C

+ Secure score

MK Justin time VM Access

s and network hardaning

shboard and reports

Ensure Standard Tier is enabled
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and security recommendations
+* Secure score

+/ Justin time VM Access

~/ Adaptive application controls and network hardening
+" Regulatory compliance dashboard and reports

~* Threat protection for Azure VMs and non-Azure servers
(including Server EDR)

~ Threat protection for supported PaaS services

3. You now need to enable threat protection for the virtual machine/

servers, as shown in Figure 4-27.

~ Select Azure Defender plan by resource type Enable all

fen Pricing Plan
1servers $l5jsenyl. () off
(487 App Service 0 instances STSTmetEe O @
ﬁ Azure SQL Databases 0 servers $15/5erver/... © off
m SQL servers on machi.. 0 servers :;50’? :/r;:g '/'F m off
ﬁ Open-source relation... 0 servers $15/5erver/.. m Off
= storage 2 storage accounts $0.02/10k tr.. © Off
> Kubernetes 0 kubernetes cores $2/VM core... © aa» o )
‘ Container registries 0 container registries $0.29/Image Off
@ Key Vault 0 key vaults $0.02/10k transactions On O

="
i

Resource Manager

DNS

Figure 4-27. Enable threat protection
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This section discussed Azure security integration with Azure Virtual Desktop. You
also completed a lab exercise to enable it in the Azure Portal. You can now move on to
the knowledge check to ensure you have understood the information in this chapter.

Knowledge Check

The following questions are aimed at testing your understanding of the information in
this chapter. It is recommended that you complete all sections and labs in this chapter
before attempting these questions.

Check Your Knowledge

1. You have been asked to give read-only access to a helpdesk team
member to the Azure Virtual Desktop session hosts. Which built-
in role should you grant access to? This must follow the Least
Privilege Access model:

e Desktop Virtualization Hostpool Reader
e Desktop Virtualization Application Group Contributor
o Desktop Virtualization Hostpool Contributor

2. Which of the following Azure Virtual Desktop services are
managed by Microsoft? Choose three correct answers.

e Web Access

e Policies for Scaling

o Diagnostics

o Broker

e End User Profile Management

3. Which of the following Azure Virtual Desktop services are
managed by the end client? Choose three correct answers.

o Gateway

¢ End User Host Access
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e Virtual Machine Scaling & Sizing
o Infrastructure Services
e Policies for Scaling

4. Which three Azure AD roles allow you to create and manage
Conditional Access Policies?

Global Administrator

Helpdesk Administrator

Security Administrator
o Conditional Access Administrator
e Intune Administrator

5. What Azure Security Center tier is required to integrate with Azure
Virtual Desktop?

e Premium

o Free
e Standard
e Basic

Summary

This chapter looked at managing access and security to Azure Virtual Desktop, including
managing access to Azure Virtual Desktop and managing security in Azure Virtual
Desktop.

Chapter 5 takes a deep dive into managing user environments and apps, including
implementing and managing FSLogix, configuring user experience settings, and
installing and configuring apps on a session host.

160


https://doi.org/10.1007/978-1-4842-7987-8_5

	Chapter 4: Manage Access and Security to Azure Virtual Desktop
	Technical Requirements
	Managing Access to Azure Virtual Desktop
	Built-in Roles for Azure Virtual Desktop
	Assigning Role-Based Assignment to Azure Virtual Desktop
	Assign Role-Based Assignment via Admin Center
	Assign Role-Based Assignment via PowerShell

	Delegated Access in Azure Virtual Desktop
	Add an Azure AD User to an Application Group via Azure Admin Center
	Add an Azure AD User to an Application Group via PowerShell

	Azure Virtual Desktop Integration with Intune

	Managing Security on Azure Virtual Desktop
	Configuring a Conditional Access Policy to Enable MFA
	Azure Virtual Desktop Security Best Practices
	Multi-Factor Authentication
	Configure Conditional Access
	Audit Logs
	Utilize Azure Monitor
	Utilize RemoteApps

	Security Best Practices: Session Hosts
	Endpoint Detection and Response
	Endpoint Protection
	Patch Management

	Azure Security Center Integration with AVD
	Enabling Azure Security Center for Azure Virtual Desktop

	Knowledge Check
	Check Your Knowledge

	Summary


