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Introduction

This book is an exam study guide based on the Microsoft Azure Virtual Desktop

Specialist certification. Each chapter of the book covers a section of the official Microsoft

exam and includes lab exercises to help you gain practical skills as well as theoretical

knowledge about Azure Virtual Desktop.

This book is for IT professionals who want to complete the Azure Virtual Desktop

Specialist exam or who want to learn how to administer Azure Virtual Desktop. The book

is broken into six chapters, which cover the different elements covered on the exam.

Chapter 1 explains what Azure Virtual Desktop is from a high level
and explains the different ways to schedule and take the Azure
Virtual Desktop Specialist exam. It also mentions some links to free
resources that you can use in addition to this book that will help you
prepare for the exam.

Chapter 2 takes a deep look into planning an Azure Virtual Desktop
deployment, including prerequisites you need, how to design the
architecture, and what you need in order to design the user profile
element for Azure Virtual Desktop.

Chapter 3 focuses on implementation. Once you have completed
this chapter, you will understand how to implement and manage
Azure networking and storage for Azure Virtual Desktop, configure
hostpools and sessions hosts, and be able to create and manage

session host images.

Chapter 4 covers managing access and security to Azure Virtual
Desktop. After completing this chapter, you will understand how
to manage access, including role-based access control (RBAC),
managing roles, and configuring restrictions to Azure Virtual
Desktop. You will also be able to manage security on Azure Virtual
Desktop, including managing policies with conditional access,
implementing multi-factor authentication (MFA), and managing
security using Azure Security Center.

xvii
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xviii

Chapter 5 moves onto managing user environments and applications
for Azure Virtual Desktop. This chapter focuses on implementing and
managing FSLogix for user profiles, configuring the user experience,

and the different ways that you can install and configure applications

on session hosts.

Chapter 6 is the final chapter of the book. It covers monitoring and
maintenance aspects of Azure Virtual Desktop. In this chapter, you
learn how to automate management tasks in Azure Virtual Desktop
and how to manage and monitor performance and health.



CHAPTER 1

Exam Overview
and Introduction to Azure
Virtual Desktop

You are starting your journey with Microsoft role-based certifications. The “Configuring
and Operating Microsoft Azure Virtual Desktop” exam is based on Azure Virtual Desktop.
This chapter provides direction on getting equipped for the Microsoft exam, as well as
outlining resources that can aide you during your learning journey. It provides useful
links and explains how you can obtain access to Microsoft 365 and Azure subscriptions
on a trial basis, which allow you to gain hands-on experience. This chapter gives you the
understanding and knowledge you need to prepare for the exam and become an Azure
Virtual Desktop administrator.

This chapter covers the following main topics:

o Preparing for a Microsoft exam

e Accessing resources and Microsoft Learn

o Creating a Microsoft 365 and Azure trial account
¢ Introducing the AZ-140 exam objectives

o Explaining why you should take this exam

e Introducing Azure Virtual Desktop

© Shabaz Darr 2022
S. Darr, Azure Virtual Desktop Specialist, https://doi.org/10.1007/978-1-4842-7987-8_1
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CHAPTER 1  EXAM OVERVIEW AND INTRODUCTION TO AZURE VIRTUAL DESKTOP

Technical Requirements

To complete the exercises in this book, you need access to a Microsoft 365 tenant. This
can be attained by signing up for a trial subscription. Additionally, Azure Virtual Desktop
services require one of the following licenses:

e Microsoft 365 Business Premium

e Microsoft 365 E5/E3

e Microsoft 365 A3/A5/Student Benefits
e Microsoft 365 F3

¢ Windows 10 Enterprise E3/E5

e Windows 10 Education A3/A5

e Windows 10 VDA per user

Preparing for a Microsoft Exam

There are several parts to preparing for a Microsoft exam, including accessing the
appropriate resources, being able to access a subscription for the hands-on labs, and
determining the method by which you are going to take the exam. Understanding the
format of Microsoft exams is vitally important, especially if this is your first exam.

Accessing Resources to Prepare for the Exam

You can find multiple resources to help you prepare for Microsoft exams. These include
online video content from learning companies, live tutorials from Microsoft Learning
Partners, and content from members of the wider community and Microsoft blog
articles. All these resources are helpful, but the video content from learning companies
and live courses are not free and may not be within your budget. Microsoft blog articles
and community-based content can provide you with a route you can follow for each
topic, but they do not go into enough detail to fully cover the scope of the certification.

Microsoft provides one of the best resources available. You can find documentation
on all services within Microsoft docs, which enables you to search and find the
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information you need. The information is all public and free, and Microsoft docs are very
closely tied to the Microsoft Learn content.

You can access and search Microsoft docs by going to the following link: https://
docs.microsoft.com.

Accessing a Microsoft 365 Subscription

It is highly recommended that you get hands-on experience with the services in the
objectives as part of your preparation. Microsoft courses have GitHub repositories for
labs that are publicly available and free.

Guides for the labs can be found at the following link: https://github.com/
Microsoftlearning/AZ-140-Configuring-and-Operating-Microsoft-Azure-
Virtual-Desktop.

You can take advantage of Microsoft trial subscriptions for both Azure and
Microsoft 365. We provide further information on setting up a trial subscription later in
this chapter.

Exam Locations

One of the key elements of the exam-preparation process is taking your exam.
Traditionally, there has only ever been one option—you take the exams at a proctored
exam site. Some people still prefer this method, as it is a controlled environment.
Ensuring that you understand the setup of the location where you are taking the exam
can be helpful, thus minimizing the level of stress and allowing you to focus on the
actual exam.

In more recent times, roughly when role-based exams were made available,
Microsoft has provided the option of taking online-proctored exams. These setups
allow you to take the exam from home or work, rather than going to an authorized exam
site. Some people prefer this option, as it allows them to utilize their own equipment
and environment. Note that the online-proctored option is not available in all regions;
however, if it is available in your region, you will see something similar to Figure 1-1
when selecting your location.


https://docs.microsoft.com
https://docs.microsoft.com
https://github.com/MicrosoftLearning/AZ-140-Configuring-and-Operating-Microsoft-Azure-Virtual-Desktop
https://github.com/MicrosoftLearning/AZ-140-Configuring-and-Operating-Microsoft-Azure-Virtual-Desktop
https://github.com/MicrosoftLearning/AZ-140-Configuring-and-Operating-Microsoft-Azure-Virtual-Desktop
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How do you want to take your exam? Exam delivery option descriptions

At a local test center

Online from my home or office

I have a Private Access Code

Figure 1-1. Location selection when scheduling the exam

Preparing for the online-proctored exam is much different from preparing for a local
test center exam. In relation to the physical equipment, you must have a device with
speakers, a microphone, and a webcam. You are only permitted to use a single monitor,
so be sure to have a high-resolution monitor to avoid any issues with visibility.

Testing the equipment in advance of taking the exam is highly recommended, as
this will allow you to avoid any delays on exam day. You must ensure the environment
in which you are taking the exam is clear of any papers, books, pens, and pencils. It must
also be an area that is quiet and isolated; no one can enter while you are taking the exam.

Before starting the exam, you will be asked to provide photos of the surrounding area
to the left and right sides, as well as the front and back. A valid photo identification (such
as a passport or driver’s license) is required as well. You must also remain in the view of
the camera for the duration of the exam.

Microsoft Exam Format

All Microsoft exams are made up of four to six question types—multiple choice, drag and
drop, true/false, drop-down, best answer scenarios, and case studies. The following list
describes these question types in detail:

e Multiple Choice type questions are straightforward. A question may
have more than one answer. The exam questions mention how many
correct answers you need to choose for each question, and you will
be alerted if you select the incorrect number of choices.

o Dragand Drop type questions are typically based on actions of a
process and they test your understanding of the order of operations
to configure a service. There are more potential answers given than
you need, and you are required to move the steps that are appropriate
to the question over to the right side in the correct sequence.
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o True/False questions are slightly different from traditional questions.
You are usually provided screenshots from the relevant Microsoft
Portals that show you what has been configured. You will then find
three to four options, based on whether the statements are correct
given the information provided.

o Drop-down questions are typically the ones with PowerShell or
Azure CLI code in them. You are asked to achieve certain steps within
a string of code, where the blank sections provide the drop-down
selections to choose from.

o Best answer scenario type questions are used to test genuine
understanding of an objective. You receive a warning when you get
to this section that states you are unable to scroll backwards in these
questions. The question provides a specific scenario that needs to be
solved, along with a potential solution. You must establish whether
the solution is the best one to solve the scenario. You can select yes
or no, after which you get the same scenario but with a different
possible solution, to which you must again select yes or no.

o Case study type questions provide a fictitious company setting
with an existing environment, future environment, and business
and technical requirements. You are then asked multiple (five-
seven) questions that cover multiple objective areas of the exam.
You will find one to three case study type questions on the associate

level exam.

These various question types test your level of understanding in different ways, and
they all go into the weighted exam goals discussed later in this chapter.

So far, we have covered the exam question types as well as the different ways you
can sit for the exam. The following sections cover the various resources that will aide
you in the process of learning the topics covered on the AZ-140 exam. This chapter also
discusses how to gain access to the solutions, which enable you to follow along with the
exercises in this book.
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Accessing Resources and Microsoft Learn

Microsoft Learn is a good resource for studying for the exam. One of the major benefits
of this content is that it is free. When you create a Microsoft account, you can track
your progress and acquire badges along your journey. Microsoft also creates learning
challenges with intermittent prizes, such as free exam vouchers. You can create a free
account by selecting Sign In at the top-right side of the page, as shown in Figure 1-2.

=. Microsoft | Docs Documentation  Learn Q84  Code samples Shows Events L Search Sign in

Learn Products ~ Roles ~ Educator Centre ~ Learn TV Certifications ~  FAQ & Help
Figure 1-2. Microsoft Learn sign-in

You have the option of signing in with an existing Microsoft account or of creating
one to get access to the content, as shown in Figure 1-3.

B™ Microsoft
Sign in

'Zr“.a phone, or Skype

No account? Create one!

Can't access your account?

Figure 1-3. Sign in or create a new Microsoft account

To access the Microsoft Learn content, use the following link: https://www.
microsoft.com/learn.

Relevant content can be found on Microsoft Learn in many ways. You can search
for specific roles, products, or certification codes. You can find these options on the
selection ribbon at the top of the Learn page, as shown in Figure 1-4. You can also find
several recommendations for starting on the same page.


https://www.microsoft.com/learn
https://www.microsoft.com/learn
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=. Microsoft | Docs Documentation Learn Q&A Code Samples

Learn Products »~ Roles~ LearnTV Certifications v |FAQ & Help

Figure 1-4. Microsoft Learn navigation

You can select the drop-down arrows from the Learn site’s navigation tabs to filter for
content in the specific Roles, Products, or Certifications, as shown in Figure 1-5.

Learn |Products ~ Roles Learn TV  Certifications

Azure

Dynamics 365 "ROSOFT LEARN

GitHub /our path

Microsoft 365
starting or an experienced

NET nds-on approach helps you 3

STl ith more confidence and a

Teams

Browse all paths

Figure 1-5. Category filter drop-down arrow

After you choose the subject that you want to learn about, you can search on a
specific topic within that subject. You can filter even further on particular topics or

individual courses and even on learning paths, as shown in Figure 1-6.
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D Flipgrid companents

[ sitHub s dededdok 48 (516 T T
[ Hololens Azee  Admisistae Beginner T ) [ STmin ks 43 (550

~ [ Industry Seluticns Hiiee] [ Wdrimiairvine Begi
[ internet Explorer TR oo ==

o [ Microsoft 365

Roles

Find a role

LEARNING PATH MODULE MODULE

D Administrator
D Al Edge Engineer

Azure Fundamentals part 1: Describe core Explore Azure Storage services Explore Azure compute services

Azure concepts

Wrrin et 4.0 (22) min ek 43 (35K)

Al Engineer 1he 34 min

g s s Anme  Adminnbate Begener Anure  Admstiator  Reginner

r_] App Maker Anwe  Admistratce Beginner

[ Auditor

(] Business Analyst  Save @ Save & Save

Figure 1-6. Microsoft Learn content library

This section looked at the information needed to access the Microsoft Learn content
library and showed you how to browse for learning modules and learning paths. The
next section guides you through finding content that is particular to the AZ-140 exam.

Microsoft Exam Information Pages

An additional common area on the Microsoft Learn site are the exam pages. There is an
exam page for every Microsoft exam, as well as a general certification page. These pages
deliver an overview of the exam certification, the objectives of the exam, the roles of
individuals that may be interested in the exam, information about scheduling the exam,
and the learning path to prepare for the exam. These pages are very helpful when you
are studying for a specific exam, rather than just learning general technical knowledge.
Figure 1-7 shows the AZ-140 exam search.
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[AZ-Md

=

2 results for "AZ-140"

CERTIFICATION
Microsoft Certified: Azure Virtual Desktop Specialty
ExamAZ-140

Azure  Adeninistrator  Intermediste

EXAM

Exam AZ-140: Configuring and Operating Microsoft Azure Virtual
Desktop

Azure  Administrator  Intermediste

@ Save @ save

Figure 1-7. Browsing for the AZ-140 exam

Figure 1-8 shows the AZ-140 exam page.
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el Exam AZ-140: Configuring and Operating
Microsoft Azure Virtual Desktop

EXAM

Candidates for this exam are administrators with subject matter expertise in planning, delivering, and
managing virtual desktop experiences and remote apps, for any device, on Azure.

Responsibilities for this role include deploying virtual desktop experiences and apps to Azure. Professionals
in this role deliver applications on Azure Virtual Desktop and optimize them to run in multi-session virtual
environments. To deliver these experiences, they work closely with the Azure administrators and architects,
along with Microsoft 365 Administrators.

Candidates for this exam should have experience in Azure technologies, including virtualization,
networking, identity, storage, backups, resilience, and disaster recovery. They should understand on-
premises virtual desktop infrastructure technologies as they relate to migrating to Azure Virtual Desktop.
These professionals use the Azure portal and Azure Resource Manager templates to accomplish many
tasks. This role may use PowerShell and Azure Command-Line Interface (CLI) for more efficient automation

Candidates for this exam must have expert Azure administration skills.

Part of the requirements for: Microsoft Certified: Azure Virtual Desktop Specialty
Related exams: none

Important: See details

Go to Certification Dashboard '

Schedule exam

Exam AZ-140: Configuring and Operating Microsoft Azure United Kingdom v
Virtual Desktop

£113 GBP*
Languages: English, Japanese, Chinese (Simplified), Korean, French, German, Spanish, . )
Portuguese (Brazil), Russian, Arabic (Saudi Arabia), Chinese (Traditional), ltalian P”'fe based on ﬂl"e country in
Retirernent date: none which the exam is proctored.

This exam measures your ability to accomplish the following technical tasks: plan a Azure
Virtual Desktop architecture: implement a Azure Virtual Desktop infrastructure; manage
access and security; manage user environments and apps: and monitor and maintain a
Arura Virtual Nesktan infrastructura.

Figure 1-8. AZ-140 exam page

It is recommended that you use this exam page for reference when preparing for the
AZ-140 certification. At this stage of the chapter, you should have access to Microsoft
Learn to log in and browse for content. The following section explains how to create a
trial subscription to the Microsoft 365 services.

Creating a Microsoft 365 and Azure Trial Account

If you are new to Microsoft’s cloud services, such as Azure and Microsoft 365, it is
important to get hands-on experience, not only for the exam you are taking, but also for

10
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professional development. You must understand the Admin Portals and how they work
if you are looking to get certified. In this book, we provide exercises that will familiarize
you with how to work in the Microsoft 365 and Azure Portals and how to navigate them.
In order to follow along with the steps, we recommend you get a subscription to
Microsoft 365. We explain the steps for obtaining a 30-day trial in the next section.

Microsoft 365 Trial Subscription

The features and capabilities discussed in the AZ-140 exam objectives require a
Microsoft 365 license. Refer to the “Technical Requirements” section of this chapter for
a list of all supported subscriptions. For the purposes of this book, we obtain a Microsoft
365 Business Premium license. Microsoft offers a 30-day trial license, so as you prepare
for the exam, you can create these subscriptions and follow the exercises.

You can browse to the following link to get started: https://www.microsoft.com/en-
gb/microsoft-365/business/microsoft-365-business-premium?activetab=pivot%3
aoverviewtab. Select Try Free for 1 Month, as shown in Figure 1-9. Note that you may be
prompted to change your country/location when you use this link.

Microsoft 365 Business Premium 10 user/month

Brizk 3048 A0t ingiuce VAT,

= Stay up to date with the latest versions of Word, Excel, PowerPoint, and mere.
+ Connect with customers and coworkers using Outlook. Exchange. and Teams. Buy and download

= Manage your files from amywhere with 1 TB of cloud storage on OneDrive per user.

+ Defend your business against advanced cyberthreats with sophisticated phishing and ransomware protection. O

= Control access to sensitive information using encrypticn to help keep data from being accidentally shared.

= Secure devices that connect to your data and help keep 05, Android, Windows, and Mac devices safe and up to date, Trv frew for 1 th
Compatible with Windows 10 Pro. Some management features are not supported in Windows Home. All languages included. e
Talk to an expert

Te speak to a sales expert. call 08000 283409, Sales support for commercial products Available M-F %00 am. to 500 pm. == € & o

Figure 1-9. Microsoft 365 Business Premium trial

You then need to complete the steps outlined in Figure 1-10. You can create a new
account or use an existing one.
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B® Microsoft

You've selected|Microsoft 365 Business Premium

Let's get you started

I Logout and create a new account instead I

2 Tell us about yourself

3 How you'll sign in

4 Quantity and payment First 30 days are free
5 Confirmation details

Figure 1-10. Complete the trial license form

Once you have completed the process and created the Microsoft 365 tenant, you will
have access to the full Microsoft 365 suite of services, as well as all the different admin
panels. The next section walks you through the process of setting up an Azure trial
service, which is required to follow along with the exercises in this book and complete
the hands-on labs.

Obtaining an Azure Subscription

Azure Virtual Desktop is hosted as an Infrastructure as a Service (IaaS) within Microsoft
Azure. Therefore, you need to create a trial subscription tenant for Azure to ensure

you can follow the lab exercises in this book. You can do this by completing the
following steps:

1. Open a web browser and navigate to https://azure.
microsoft.com.

2. Click Try Azure for Free, as shown in Figure 1-11.

12
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= (& @& azuremicrosoft.com,

We're in this together. Explore Azure resources and tools to help you navigate J

INVENT WITH PURPOSE

Azure. Because even superhero

developers need a sidekick.

Innovate faster with open source on Azure, while also improving your security. Start exploring with a free
account and get 12 months of popular, free cloud services—plus a $200 credit.

Try Azure for free

Figure 1-11. Try Azure for Free

3. Click Start Free, as shown in Figure 1-12.

13
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Build in the cloud with an
Azure free account

Create, deploy, and manage applications across multiple
clouds, on-premises, and at the edge

Popular 25+ other
services free services free
for 12 months always
+
Start with $200 Azure credit
You'll have 30 days to use it—in addition to free services

Figure 1-12. Start the Azure trial for free

4. Login with an existing Microsoft account or create a new one.

5. Complete the agreement section and the verification process (by
phone or credit card), as shown in Figure 1-13, and then click
Sign Up.

14
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Agreement

| agree to the subscription agreement, offer details, and privacy
statement.

D | would like information, tips. and offers about Azure, including Azure
Newsletter, Pricing updates, and other Microsoft products and services.

D | would like Microsoft to share my information with select partners so |
can receive relevant information about their products and services.

Next

Identity verification by phone

Identity verification by card

Figure 1-13. Complete Azure sign-up

Introduction to the AZ-140 Exam Objectives

This section covers the exam objectives for the AZ-140 “Configuring and Operating
Microsoft Azure Virtual Desktop” exam. The structure of this book closely follows these
exam objectives. Each exam objective is weighed differently. The weight of the objective
is used as a compass for understanding the knowledge required for that section, as well
as a guide to understanding the potential number of questions you can expect on the

exam for each specific topic.
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The following table lists the objectives covered on the AZ-140 exam:

Objective Weight
Plan an Azure Virtual Desktop Architecture 10-15%
Implement an Azure Virtual Desktop infrastructure 25-30%
Manage Access and Security 10-15%
Manage User Environments and Apps 20-25%
Monitor & Maintain an Azure Virtual Desktop Infrastructure 20-25%

You can find further details on the topics that are covered on the AZ-140 exam at
the following link: https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/
RE4MFST.

The weight percentage does not mean that an objective with a 10% weight will have
6 questions out of 60. Microsoft exams use a scoring scale of 1000 based on the type of
question and objectives covered in that question. The weights of the objectives will aid
you in understanding the level of importance placed on the specific objective.

The next section provides information and insight into the types of roles that this
exam highlights and explains how the AZ-140 exam can assist you in your professional
development.

Why You Should Take This Exam

The AZ-140 exam is the specialist Microsoft Azure Virtual Desktop associate level exam,
so the focus is on planning and provisioning the Azure Virtual Desktop platform, as well
as other Azure services that integrate with Azure Virtual Desktop. You should take this
exam if you have aspirations of working with Azure Virtual Desktop. The exam prepares
you for the role of an administrator, specifically in managing Azure Virtual Desktop.

Itis recommended that you have an associate level understanding of Azure and that
you have passed the Azure Administrator certification (AZ-104); however, this is not a
requirement.
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Introduction to Azure Virtual Desktop

Azure Virtual Desktop, or AVD, is a virtualization service that is cloud-hosted. It allows

organizations to virtualize desktop and applications in a secure platform that can be

accessed from anywhere and from multiple device types.

AVD enables organizations to offer the following features:

Create a multi-session Windows 10 desktop that provides a full
Windows 10 experience that can easily scale

Present a Windows 7 virtual desktop that offers extended security
updates for free

Provide Microsoft 365 Apps for enterprises, which can be virtualized
and run in a multi-session, multi-user environment

Allow management of Windows Server, Windows 7, and Windows 10
OS desktops with a cohesive management experience

The next section goes into the key capabilities of Azure Virtual Desktop and their

benefits.

Key Capabilities

AVD allows organizations to set up redundant, scalable, and agile environments that

offer the following key capabilities:

Configure an unlimited number of hostpools that can accommodate
different workloads in an organization

Create custom images for your multiple workloads or utilize the
ready-to-deploy images in the Azure Gallery for testing

Integrate Azure services to automate updates, power on/off, and
autoscaling to help reduce costs and admin overhead

Provision personal (persistent) desktops that allow for individual
ownership

17
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From a management perspective, you can utilize the Azure Portal, PowerShell,
and REST interfaces to manage and implement AVD resources. You can publish a fully
featured desktop or a single remote application for different sets of users. You can also
assign multiple users to multiple application groups to reduce the number of images.

This section introduced Azure Virtual Desktop and discussed its key capabilities.

Summary

This chapter covered all the areas that will help you prepare for the “Configuring and
Operating Azure Virtual Desktop” exam, which includes preparing your account,
accessing resources and Microsoft Learn, creating a Microsoft 365 trial account, creating
an Azure trial subscription, introducing exam objectives, and a quick overview of why
you should take this exam. These key topics give you the understanding and knowledge
you need to use Microsoft’s free learning resources and create a trial subscription,
which will allow you to complete the hands-on labs throughout this book. Additionally,
you learned about the types of exam questions you will find on all of Microsoft’s role-
based exams.

The next chapter looks at how to plan an Azure Virtual Desktop architecture,
including designing the architecture for user identities and profiles.

18
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Plan an Azure Virtual
Desktop Architecture

The previous chapter introduced the process of getting a Microsoft role-based
certification and discussed the steps you need to follow to run the lab exercises
throughout this book. The topics that were covered included preparing for a Microsoft
exam, accessing resources and Microsoft Learn, creating Microsoft 365 and Azure trial
accounts, an introduction to the AZ-140 exam objectives, and an introduction to Azure
Virtual Desktop.

This chapter covers the following topics:

e Designing the Azure Virtual Desktop architecture

e Designing the user identities and profiles

Technical Requirements

To complete the exercises in the book, you need to have access to a Microsoft 365 tenant.
This can be attained by signing up for a trial subscription. Additionally, Azure Virtual
Desktop services require one of the following licenses:

e Microsoft 365 Business Premium

e Microsoft 365 E5/E3

e Microsoft 365 A3/A5/Student Benefits
e Microsoft 365 F3

e Windows 10 Enterprise E3/E5

e Windows 10 Education A3/A5

e Windows 10 VDA per user
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Designing the Azure Virtual Desktop Architecture

Azure Virtual Desktop (AVD) is a virtualization service for desktops and applications.
This service is hosted in the cloud, but it can integrate with both Azure Cloud and an on-
premises infrastructure. This section explores how to design the AVD infrastructure and
the components in the service.

Azure Virtual Desktop Architecture

The diagram in Figure 2-1 shows a standard architecture for an AVD environment.

Azure Active Directory

@ ‘ Windows Virtual Desktop Control Plane (Web Access, Gateway, Broker, Diagnostics, Rest API)
Supenrintian 1 /A Microsait Ansre

Virtual Network (VNET)

Azure AD
Connect

Gateway Subnet DMZ Subnet Desktops Subnet

™ ™
Azure AD  AD DS server A Network &

Gateway

E ExpressRoute E
HVA

Network
Gateway

22X =

HTMLS, Windows, Mac, i0S,
Angroid ond Linux

Endpoints

Cennect server

Active Directory subnet

AD DA
sereer

't 3

AD DS
server

Avvailability set

Figure 2-1. Azure Virtual Desktop typical architecture

As you can see from the architecture in Figure 2-1, the control panel toward the top
takes care of the web access, gateway, broker services, diagnostics, and the components
like REST APIs. All the application endpoints are situated in the on-premises
infrastructure, which is connected via a site-to-site VPN, or in this case an ExpressRoute.
Azure AD connect, which synchronizes the on-premises Active Directory objects with
Azure AD, is also situated within the on-premises network.
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With this type of Azure Virtual Desktop architecture, it is the customer’s

responsibility to manage the following services:

Active Directory domain services
Azure AD

Azure subscription

Virtual networks (VNets)

Azure files or Azure NetApp file shares

AVD hostpools and workspaces

This section looked at the Azure Virtual Desktop architecture and some of the services

that are part of the platform. The next section takes a closer look at the components that

are managed by Microsoft and those that are managed by the end customer.

Components

There are multiple components that combine to make the Azure Virtual Desktop

platform; however, not all are managed by a single entity. Some are managed by

Microsoft and others by the end customer.

The following components are managed by Microsoft:

Web Access: This component enables the end user to gain access to
AVD and the virtual applications via an HTML5-compatible Internet
browser. This can be accessed from any device from anywhere as
long as there is a secure Internet connection. To increase security you
can also utilize multi-factor authentication in Azure AD to control
access to this component.

Connection broker: User connections to the remote desktop and
remote applications are managed by this component of Azure
Virtual Desktop. It delivers load balancing and reconnections to
disconnected sessions.

Gateway: This component allows remote users to connect to Azure
Virtual Desktop resources from any device that is connected to the
Internet. The gateway coordinates a connection from the virtual
machine back to the same gateway.
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Extensibility components: AVD can be managed by utilizing
Windows PowerShell or with the REST APIs that are provided, which
also allows for support from third-party tools.

Diagnostics: This event-based aggregator marks each action (made
by either a user or administrator) on the AVD deployment as an event
failure or success. It is then possible to query the event to discover
any failing components.

The following components are managed by you, the consumer:

Azure Active Directory: AVD uses Azure Active Directory, better
known as Azure AD, to manage identity and access, better known
as IAM. We cover this topic in more detail in the “Design for User
Identities and Profiles” section of this chapter.

Azure Virtual Network: AVD compute resources use the Azure
Virtual Network, better known as VNet, to communicate privately
with other Azure compute resources and between the virtual
machines. You can define network topology to access AVD from the
Internet or do this internally, based on your organization’s policies.
AVD can also be connected to on-premises infrastructure by utilizing
a virtual private network (VPN) or an ExpressRoute connection.

Active Directory Domain Services (AD DS): The AVD virtual
machines must be domain-joined, therefore, there must be a domain
controller that is accessible in your network. AD DS must have a

sync with Azure AD, which allows for a single identity to be used to
access the AVD services. The Azure AD connect service is utilized to
synchronize on-premises identity objects with Azure AD.

AVD Session Hosts: Session hosts are the virtual machines in a
hostpool, which can run any of the following operating systems:

¢ Windows Server 2012 R2 and above

e Windows 7 Enterprise

¢ Windows 10 Enterprise

¢ Windows 10 Enterprise multi-session

e Custom image with preloaded configuration
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You can customize the VM size, which includes the amount of
virtual CPU, better known as vCPU, memory (RAM), and GPU-
enabled virtual machines. Every session host will have an AVD
host agent installed by default, which will register the session host
into the workspace/tenant.

e AVD Workspace: Also known as the AVD tenant, this is the service
that manages the session hosts and publishes the hostpool resources.

This section reviewed the components of Azure Virtual Desktop that are managed by
Microsoft and the components that are managed by the consumer. In the next section,
we look at personal and pooled desktops.

Pooled and Personal Desktops

Pooled desktops are also referred to as non-persistent desktops, whereby users are
assigned to the application group of the desktop and connect to any available session host.
The session host the user connects to is based on one of two load-balancing algorithms.
The first is breadth-first, whereby the algorithm is utilized to determine the smallest
number of sessions on a session host and then new connections are placed on that host.

Session Host Session Host

X
® R &
®® &
__NONG

Figure 2-2. Breadth-first load balancing placement diagram

Figure 2-2 shows the breadth-fist method of load balancing, which is based on
the least number of sessions on a host. The session host on the left side has more
connections, so the session host on the right side will take the next connection that is
made, indicated by the red circle.
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The other algorithm is the depth-first load balancing method. It’s based on session
host utilization. This method connects users to a single session host and maximizes
its compute resources before it loads connections and sessions on the next available
session host. This algorithm is better suited to businesses and organizations that want to
run an active/passive AVD solution, or to reduce costs.

Session Host Session Host

DR
DR
S

Figure 2-3. Depth-first Load balancing algorithm

Figure 2-3 shows that the session host on the left side has a maximum number of
connections, so the next available session connection will be made to the session host
on the right side, signified by the red circle.

In this section, we discussed the two session host load-balancing methods and how
they operate. The next section discusses setting up Azure resources and assigning roles
and licenses.

Setting Up Azure Resources and Assigning Roles
and Licenses

Before you start to provision any AVD-specific services, you need to create and configure
the underlying Azure services. As part of your preparation, you need to create the
following resources in Azure:

e Resource Group: You can create multiple resource groups or a single
resource group to host your Azure resources.
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The following steps explain how to create an Azure Resource Group from the
Azure Portal:

1. Login to your Microsoft Azure trial account you set up in Chapter
1. On the Azure Portal home page, navigate to the search bar at the
top of the screen and type Resource Groups. Then select it from
the results, as shown in Figure 2-4.

2 Resouer 2 _

) services See 3
Azure services

[+4) Resource groups

—|— [4] Resource Guards (Preview Gud

[ Resource Explorer

Create 3 Resource Virtual
resource groups e Resource Graph Explorer 5 networks
Jo B, Resource Graph queries
fovey ' ¢ , Resource management private links
Route tables Disks Subscriptions

Figure 2-4. Search for the Azure Resource Groups

2. Inthe Resource Groups pane, click Create, as shown in Figure 2-5.

Home

Resource groups = - X
LDSModOff-Netcompany (netcompany.team)
+ Create 33 Manage view ~ (0 Refresh & Exporttocsv °% Openquery Assign tag & Feedback
| Filter for any field... Subscription == all Location == all X T Add filter
No grouping e i List view ~

Figure 2-5. Create a Resource Group

3. Onthe Create a Resource Group page, enter the relevant details
(see Figure 2-6):

o Subscription: Select the relevant subscription. In this case, this
will be the trial subscription you set up in Chapter 1.

o Resource Group: Enter an appropriate name you want to give
your resource group.
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o Region: Specify a region where you want your resources to reside.
This should normally be local to the country where you live, but it
is possible to utilize a resource group in a different region.

4. Click Next.
Home > Resource groups >

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include zll the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more o

Subscription* @ ~ ]

Resource group* © AZ-140RG v

I Region* @ | (Europe) UK South v

Figure 2-6. Basic resource group information
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5. On the Tags window, you can enter a name and value to tag
your resource group. An example of this is giving a name of
Department and a value of Marketing. In this example, we leave
this blank and click Next to move on.

6. On the Review + Create page, review the settings and ensure the
validation passes. If it does not, you need to review the error and
fix it before moving on. Click Create, as shown in Figure 2-7.

Home > Resource groups >

Create a resource group

I @ validation passed. I

Basics Tags Review + create

Basics

Subscription
Resource group AZ-140RG
Regicon UK South

Tags

None

Create < Previous | MNext = Download a template for automation

Figure 2-7. Validation page
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The following lab exercise explains how to create a resource group from PowerShell:

1. Youfirst need to install the Azure AZ PowerShell module. Follow
the steps in the following link to install it on the computer you are
completing the lab exercises on: https://docs.microsoft.com/
en-us/powershell/azure/install-az-ps?view=azps-6.6.0.

2. Once the installation is completed, launch PowerShell with

administrator privileges. Use the command shown in Figure 2-8 to
sign in.

EX Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\WINDOWS\system32> Connect-AzAccount

Figure 2-8. Connect to Azure PowerShell

3. This will launch a Microsoft username and password prompt.
Enter your Global Administrator credentials, as shown in
Figure 2-9.
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Sign in to your account X

Microsoft Azure

BE Microsoft
Sign in

Email address, phone number or Skype

No account? Create one!

Can't access your account?

Q, Sign-in options

Figure 2-9. Microsoft credentials window

4. When the authentication is complete, you will see the screen
shown in Figure 2-10 in PowerShell.

PS C:\WINDOWS\system32> Connect-AzAccount

Account SubscriptionName TenantId Environment

shabaz .admin@r

AzureCloud

PS C:\WINDOWS\system32>

Figure 2-10. Azure PowerShell login completed
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5. Enter the command shown in Figure 2-11 to create an Azure

Resource Group.

PS C:\WINDOWS\system32> New-AzResourceGroup -Name AVDRG@1 -lLocation “uksouth’

Figure 2-11. Create an Azure Resource Group via PowerShell

e Virtual network: This is required in order to provision a hostpool.
The VNet needs to be connected to the AD DS domain and must

enable outbound access to the URLs listed in Table 2-1.

Table 2-1. Required URL Access

Address Outbound TGP Objective Service Tag
Port

*.wvd.microsoft.com 443 Service Traffic WindowsVirtualDesktop

mrsglobalsteus2prod.blob. 443 Agent and SXS stack  AzureCloud

core.windows.net updates

*_core.windows.net 443 Agent Traffic AzueCloud

* servicebus.windows.net 443 Agent Traffic AzureCloud

Prod.warmpath. 443 Agent Traffic AzureCloud

msftcloudes.com

catalogartifact. 443 Azure Marketplace ~ AzureCloud

azureedge.net

kms.core.windows.net 1688 Windows activation  Internet

wvdportalstorageblob. 443 Azure Portal support  AzureCloud

blob.core.windows.net

The following steps explain how to create an Azure Virtual Network (VNet):

1. Onthe Azure Portal home page, navigate to the search bar at the

top of the screen and type virtual networks. Select the service to

navigate to the Virtual Networks menu, as shown in Figure 2-12.
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= Microsoft Azure 2 Virtual networkd 4 _

Azure services

Services See a

4> Virtual networks

—*— [ 4] 4> Virtual networks (classic) A Y

Q Virtual network gateways

Create a Resource Virtual
resource groups A virtual machines 5 networks
48 ' @ rrivate DNS zones
Qi BB virtual clusters
Route tables Disks @ virtual WANs
R netwark interfares
Figure 2-12. Navigate to the Virtual Networks menu
2. Click + Create to navigate to the Create Virtual Network window,
as shown in Figure 2-13.
Home >
Virtual networks =
+ cCreate 3 Manageview v () Refresh & ExporttoCsv %5 Open query Assign tags Q Feedback

Figure 2-13. Create a Virtual Network

3. On the Basics pane, enter the relevant details as follows:

Subscription: Select the relevant subscription. In this case, this
will be the trial subscription you set up in Chapter 1.

Resource Group: Select the resource group that was created in
the lab earlier in this chapter.

Name: Enter the name you want to give your virtual network.

Region: Specify a region where you want your resources to reside.
This should normally be local to the country where you live. Click
Next, as shown in Figure 2-14.
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Home > Virtual networks >

Create virtual network

Basics [ IP Addresses Security Tags Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types
of Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-
premises networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it
additional benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription* @

Resource group * @ AZ-140RG v
Create new
E—

Instance details

| nemer | AZ-140-vNET |

Region * (Europe) UK South v

Figure 2-14. Virtual network basic information

4. On the IP Addresses window, type an IPV4 address space that
meets your requirements. Note: You need to ensure the IP range
you select does not clash with any existing virtual networks, on-
premises networks you want to integrate with, or any existing
Azure networks in different regions you want to peer with in
the future.

5. You can then either leave the default subnet in place or create a
new subnet and delete the default one. For the purposes of this
lab exercise, we use the default subnet and click Next, as shown in
Figure 2-15.
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Home > Virtual networks >

Create virtual network

Basics IP Addresses | Security Tags Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPvd address space

10.4.0.0/16 10.4.0.0 - 10.4.255.255 (65536 addresses) @[

[[] add 1Pvé address space @

The subnet's address range in CIDR notation {e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

<+ Add subnet
D Subnet name Subnet address range NAT gateway

[ defautt 10.4.00/24

o Use of a NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it
to a subnet after you create the virtual network. Leam more

Review + create | < Previous I Mext : Security > |} Download a template for automation

Figure 2-15. Configure IP address space

6. On the Security tab, you can enable the following services:

o BastionHost: This service is a new, fully platform-managed Paa$S
service that you provision inside your virtual network. It provides
a secure and seamless RDP/SSH connectivity to your virtual

machines directly in the Azure Portal over SSL.
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+ Distributed Denial-of-Service (DDoS) Protection Standard:
The standard DDoS protection plan is a paid service that offers
enhanced DDoS mitigation capabilities via adaptive tuning,
attack notification, and telemetry to protect against the impacts
of a DDoS attack for all resources connected to your virtual
network.

o Firewall: Azure Firewall is a managed, cloud-based network
security service that protects your virtual network resource.

For the purposes of this lab exercise, we leave all these services
disabled and click Next. See Figure 2-16.

Home > Virtual networks >

Create virtual network

Basics IP Addresses Tags Review + create

BastionHost @ Disable

O Enable

|DDoS Protection Standard @  (®) Disable I

(-) Enable

Firewall ©® (®) Disable
O Enable

Figure 2-16. Security section

7. On the Tags tab, you can enter a name and value to tag
your resource group. An example of this is giving a name of
Department and a value of Marketing. In this example, we leave
this blank and click Next to move on.
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8. On the Review + Create page, review the settings and ensure
the validation passes. If it does not pass, you need to review the
error and fix it before moving on. Click Create. At this point,
the deployment page will show the steps being completed. See
Figure 2-17.

Home > Virtual networks >

Create virtual network

o Validation passed

Basics  IP Addresses  Security  Tags

Basics

Subscription

Resource group AZ-140RG
Name AZ-140-vNET
Region UK South

IP addresses

Address space 10.4.0.0/16

Subnet default (10.4.0.0/24)
Tags

None

Security

BastionHost Disabled

DDoS protection plan Basic

Firewall Disabled

m Next > Download a template for automation

Figure 2-17. Validation page
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The following lab exercise explains how to create a virtual network in Azure using
PowerShell:

1. Install PowerShell and use the instruction from earlier in the
chapter to log in to Azure via PowerShell.

2. Use the command shown in Figure 2-18 to create a virtual
network. This example uses the following settings:

e Name = AVDVNET
e Resource Group = AVDRG
e Location = UK South

e [P Address Prefix=10.9.0.0/16

PS C:\WINDOWS\system32> Zvnet = @{

>> Name = 'AVDVNET'

>> ResourceGroupNa = 'AVDRGOl'

>> Location = 'UkSouth’

>> AddressPrefix = '16.9.0.6/16"'

>> 3}

PS C:\WINDOWS\system32> $virtualNetwork = New-AzVirtualNetwork @vnet

Figure 2-18. Create a virtual network with PowerShell

3. Use the command shown in Figure 2-19 to add a subnet to the
network. This example uses the following subnet settings:

e Name = Default
e Virtual network = using $virtualnetwork for the AVDVNET
e Address prefix = 10.9.0.0/24

PS C:\WINDOWS\system32> %$subnet = @{

>> Name = 'default

>> VirtualNetwork = SvirtualNetwork
>> AddressPrefix = '12.9.0.2/24°

>> }

PS C:\WINDOWS\system32> $subnetConfig = Add-AzVirtualNetworkSubnetConfig @subnet

Figure 2-19. Add a subnet to the virtual network

36



CHAPTER 2  PLAN AN AZURE VIRTUAL DESKTOP ARCHITECTURE

o Storage Account: This service is utilized to store virtual disk files
that are used with FSLogix and to create Azure File share services for
AVD session hosts. You have the choice of using Azure NetApp files or
Storage Spaces Direct. For more information on Azure NetApp files,
visit https://docs.microsoft.com/en-us/azure/azure-netapp-
files/azure-netapp-files-introduction. For more information
on Storage Spaces Direct, visit https://docs.microsoft.com/en-
us/windows-server/storage/storage-spaces/storage-spaces-
direct-overview.

The following lab exercise explains how to create a storage account via the
Azure Portal:

1. Onthe Azure Portal home page, navigate to the search bar at the
top of the screen and type storage accounts. Select the service to
navigate to the Storage Accounts menu, as shown in Figure 2-20.

Microsoft Azure P storage account|

Services See all

I: Storage accounts I

—I— = Storage accounts (classic)

E'_'; Storage Explorer

Azure st

Create
resoun 'm' Automation Accounts
Ehu Batch accounts
§ Genomics accounts
Recent |
Integration accounts

Name €» Purview accounts

Figure 2-20. Navigate to Storage Accounts service
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2. From the Storage Account menu, click + Create to start the
configuration wizard, as shown in Figure 2-21.

Home >

Storage accounts =

LDSModOff-Netcompany (netcompany.team)

9% Manage view ~ () Refresh L ExporttoCSV G Open query @ Assigntags [ Delete P Feedback

Figure 2-21. Create a storage account

3. On the Create Storage Account page, enter the relevant details as
follows:

e Subscription: Select the relevant subscription. In this case, this
will be the trial subscription you set up in Chapter 1.

o Resource Group: Select the resource group that was created in
the lab earlier in this chapter.

o Name: Enter the name you want to give your storage account.
Note that this name needs to be in lowercase and unique within
Azure globally, not just in your own tenant.

o Region: Specify a region where you want your resources to reside.
This should normally be local to the country where you live.

e Performance: You have two choices here: Standard or Premium.
We will need to provision Azure files in future chapters, so we
need to provision a Premium storage account.

e Premium Account Type: From the drop-down, select
File Shares.

e Redundancy: Select the relevant redundancy type that matches
your requirements. For the purposes of this exercise, we select
Locally-Redundant Storage (LRS). Click Next. See Figure 2-22.
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Home > Storage accounts >

Create a storage account

Basics  Advanced Networking Data protection Tags Review + create

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription *

\— Resource group * AZ-140RG v
Create new

Instance details

If you need to create a legacy storage account type, please click here.

Storage account name ® - | az140sa ﬂ

IRegion @ " (Europe) UK South v

|Performance Q- I O Standard: Recommended for most scenarios (general-purpose v2 account)

I @ Premium: Recommended for scenarios that require low latency.

Premium account type @ * ’Filesha-es—v|
Redundancy @ * Locally-redundant storage (LRS) e

Figure 2-22. Complete Basic information tab

4. Onthe Advanced tab, you can configure the following settings:
o Security
e Data Lake Storage Gen2
e Blob Storage
e Azure Files

o Tables and Queues
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For the purpose of this lab exercise, we leave all these settings as
the defaults and click Next. See Figure 2-23.

Basics Networking  Data protection  Tags  Review + create

@ Certain options have been disabled by default due to the combination of storage account performance, redundancy, and region.

Configure security settings that impact your storage account.

Require secure transfer for REST API
operations @

Enable infrastructure encryption @ O
Enable blob public access ©

Enable storage account key access ©

Default to Azure Active Directory D
authorization in the Azure portal @

Minimum TLS version @ | Version 1.2 v

I Data Lake Storage Gen2 l

The Data Lake Storage Gen2 hierarchical namespace accelerates big data analytics workloads and enables file-level access
control lists (ACLs). Learn more

Enable hierarchical namespace

Blob storage
Enable network file share v @

© To enable NFS v3 “hisrarchical namespace’ must be enabled. Learn more about NFS
v3

Enable large file shares © OJ

Tables and Queues
Enable support for customer-managed El

keys ©

Figure 2-23. Storage Account advanced settings

5. On the Networking tab, you have the option to configure Network
Connectivity and Network Routing.
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o Connectivity method: For this setting, you can choose Public
Endpoint (All Networks) if you can leave it open to everyone,
Public Endpoint (Selected Networks) if you want to leave it
open to only specific subnets, or Private Endpoint if you want to
configure a private endpoint for high security.

¢ Network routing: You have the option of choosing Microsoft
Routing or Internet Routing.

For the purposes of this lab exercise, we leave all the settings on
the defaults. Click Next. See Figure 2-24.

Home > Storage accounts >

Create a storage account

Basics  Advanced Networking Data protection Tags Review + create

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a
private endpoint.

I Connectivity method *

@ Public endpoint (all networks)

O Public endpoint (selected networks)

(O Frivate endpoint

@ Al networks will be able to access this storage account. We recommend using
Private endpoint for accessing this resource privately from your network. Learn
more

Network routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers.

i fi * . .
Aotk peeterence. © @ Microsoft network routing

Internet routing

© The current combination of subscription, storage account kind, performance,
replication, and location does not support internet routing.

Figure 2-24. Storage account networking
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6. On the Data Protection tab, you have the option of configuring
Recovery and Tracking. For the purposes of this lab exercise, we
leave all default settings in place. Click Next. See Figure 2-25.

Basics  Advanced Networking Data protection Tags Review + create

@ Certain options have been disabled by default due to the combination of storage account performance, redundancy, and region,

Protect your data from accidental or erroneous deletion or modification.

Enable point-in-time restore for containers
Use point-in-time restore to restore one or more containers to an earlier state. If point-in-time restore is enabled, then versioning,
change feed, and blob soft delete must also be enabled. Learn more

Enable soft delete for blobs
Soft delete enables you to recover blobs that were previously marked for deletion, including blobs that were overwritten. Learn
more

Enable soft delete for containers

Soft delete enables you to recover containers that were previously marked for deletion. Learn more

Enable soft delete for file shares
Soft delete enables you to recover file shares that were previously marked for deletion. Learn more

Days to retain deleted file shares @ 7

Tracking

Manage versions and keep track of changes made to your blob data.

Enable versioning for blobs

Use versioning to automatically maintain previous versions of your blobs for recovery and restoration. Learn more

Enable blob change feed

Keep track of create, modification, and delete changes to blobs in your account. Learn more

Figure 2-25. Storage Account Data Protection settings

7. On the Tags tab, you can enter a name and value for your resource
group. An example of this is giving a name of Department and a
value of Marketing. In this example, we will leave this blank and
click Next to move on.

8. On the Review + Create page, review the settings and ensure the
validation passes. If it does not pass, you need to review the error
and fix it before moving on. Click Create.
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The following lab exercise explains how to create a storage account with PowerShell:

1. Install PowerShell and use the instructions from earlier in the
chapter to log in to Azure via PowerShell.

2. Use the command shown in Figure 2-26 to create a Premium
Storage account. This example has the following settings:

o Resource Group: ITGEEKRGO1

e Location: UKSouth

Storage Account name: itgeeksa02

¢ SkuName: Premium_LRS

Storage type: FileStorage

S C:\WINDOWS\system32> $resourceGroup = “ITGEEKRGEL1"

PS C:\WINDOWS\system32> $location = "UkSouth'

PS C:\WINDOWS\system32> New-AzStorageAccount -ResourceGroupName $resourceGroup
>> -Name itgeeksa@2 °

>> -Location $location °

>>  -SkuName Premium_LRS °

>> -Kind FileStorage

Figure 2-26. Create a storage account in PowerShell

e Azure Accounts: It is a best practice recommendation to assign
administrator roles to different users in your organization and to
create multiple users in each role.

This section covered creating various Azure resources, including resource groups,
virtual networks, and storage accounts, via the Azure Portal and PowerShell. In the next
section of this chapter, we dive into user identities and profiles.

Designing for User Identities and Profiles

Azure Virtual Desktop does not support external profile or identities at the time of
writing this book. Therefore, you must create an Active Directory Domain and associate
it with an Azure Active Directory tenant.
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Identity Requirements

When designing and configuring Azure Virtual Desktop user identities, you need to meet
some specific requirements and follow these guidelines:

o Identities must have an object in both Active Directory and Azure
Active Directory. These are also known as hybrid identities. Active
Directory Domain Services (AD DS) on-premises or Azure Active
Directory Domain Services (AAD DS) create and sync these identities
with Azure AD.

o Ifyou are deploying Azure Virtual Desktop to multiple organizations,
itis a best practice recommendation deploy a different Azure ad
tenant for each organization, as this will mitigate the risk of security
breaches.

Before you follow any of the lab exercises in this book, you need to ensure you have
set up your Microsoft 365 subscription and your Azure Tenant trial subscription as
explained in Chapter 1.

Configuring a Consistent Sign-In Experience

Managing different user accounts and passwords for multiple platforms and systems can
make life difficult for users. This can also cause security risks, as users are more likely to
use the same password for various platforms.

Microsoft recommends utilizing Azure to create a consistent sign-in experience
to ensure users can have the same username, password and security controls for both
Microsoft Cloud and on-premises environments. This can be achieved by synchronizing
identity objects from on-premises Active Directory Domain Services to Azure AD.

There are multiple options you can utilize to sync identity objects, which can all be
set up by configuring Azure AD Connect:

e Password hash-sync: In this option, usernames and password hashes
are synchronized from AD DS and Azure AD.

e Passthrough authentication: This option requires minimal on-
premises configuration and enables the AD DS services to
accomplish a simple authentication via the cloud services.

44



CHAPTER 2  PLAN AN AZURE VIRTUAL DESKTOP ARCHITECTURE

e Active Directory Federation Services (ADFS): This option requires
more on-premises configuration and is the most complex. Allows
you to utilize RSA tokens, complex partner federation, and smartcard
authentication.

Active Directory Domain Services for AVD

AD DS is used by Azure Virtual Desktop in the same way that existing virtual desktop
infrastructures (VDI) use it for session logins. The following options are available to
allow organizations to connect with or configure AD DS with AVD:

o Configure a Windows Server in Azure and configure the Domain
Controller role: The virtual machine is connected to a virtual network,
and it has the Windows Domain Controller role configured on it.

This option is the least expensive, but you must manage the virtual
machine and ensure it stays fully patched, highly available, and
accessible from the network that hosts your AVD session hosts. See
Figure 2-27.

Azure Active Directory

Azure Virtual Desktop
Domain Controller /: - ‘\‘ | ﬂ ﬂ ﬂ
I - - -
| Host Peol
|
oo Virtual Network l Virtual Network 4oy
Peering

Figure 2-27. Active Directory Domain Services VM in Azure integration with AVD
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Configure Azure Active Directory Domain Services (AAD DS): This
option is similar to the first one, but it’s a Domain Controller as a
Service, so you do not have to manage a virtual machine, worry about
patching, or high availability. You can connect the AAD DS tenant to
the same network as the one that hosts your AVD session hosts. See
Figure 2-28.

Azure Active Directory

Azure Virtual Desktop
locd>
, | B B B3
: | —— - -
" | Host Pool
Azure AD DS |
Peering

Figure 2-28. Azure Active Directory Domain Services integration with AVD
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Create a network connection between your on-premises/datacenter
and Azure: In this scenario, you must establish a VPN or Azure
ExpressRoute connection between your on-premises network
and your Azure network. This will allow the Azure Virtual Desktop
Session Hosts to securely connect to your on-premises Domain
Controllers. See Figure 2-29.
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On-Premise Active Directory

Domain Controllers

% ? % P Nzure Active Directory
ﬁ: . L@L - L@b ) AJA:‘?L\ E / Azure Virtual Desktop

Host Pool
)
i
i
...........................................................

Users Devices

Figure 2-29. On-Premises Domain Controller integration with Azure
Virtual Desktop

This section looked at the different identity synchronization options as well as the
different options you can utilize to configure the Active Directory Domain Services for
AVD. The next section looks at assigning licenses to users from the Microsoft 365 Portal
and PowerShell and registering the AVD provider with your subscription.

Assigning Microsoft 365 Licenses

Users need to have a Microsoft 365 license assigned to their Azure AD user object before
they can access any Azure Virtual Desktop resources. The full list of applicable licenses is
discussed earlier, in the “Technical Requirements” section of this chapter. There are two
methods for assigning licenses—from the Active Users page or from the Licenses page.

Assign Microsoft 365 Licenses via the Licenses Page
in the Admin Portal
The following steps cover assigning licenses from the Licenses page:

1. Login to the Microsoft 365 Admin Portal via the https://portal.
office.comlink with a Global Admin account. Navigate to the
Admin Center.

2. Inthe Admin Center, navigate to the Billing » Licenses page, as
shown in Figure 2-30.
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3t Microsoft 365 admin center

I (A Home
K Users v
b2 Devices B
¢  Teams & groups v
& Roles L
I8 Resources v
i 8 Billing A~

Purchase services

Your products

I Licenses I

Bills & payments

Billing accounts

Figure 2-30. Navigate to the Licenses page

3. Choose the product you want to assign a license for. In this
example, we use Microsoft 365 E5 licenses. See Figure 2-31.
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Subscriptions Requests Auto-claim policy

Select a product to view and assign licenses,
Go te Your products to manage billing or buy more licenses.

L export () Refresh

Mame T #wvailable licenses Assigned licenses Account type
c' 365 i o — 1 Organization
Iﬂ Micrasoft 365 E5 25 — (/2% Organization I
ﬂ Microsoft Teams Exploratory ¥ — 100 Organization
[] Office 365 E3 H — ()] Organization

Figure 2-31. Select the relevant license you want to assign

4. Click Assign Licenses and then enter the user’s email address that
you want to assign the licenses to. See Figure 2-32.

Assign licenses to users

Search for wsers in your organization by name or email address 1o assign them
licenses for Microsoft 365 E5. You can assign to a maximum of 20 users at a time.

Turn apps and services on or off ~

Figure 2-32. Assign licenses to users email address

5. Click Assign.
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Assign Microsoft 365 Licenses via the Active Users Page
in the Admin Portal

The following steps cover how to assign licenses via the Active Users page.

1. Inthe Admin Center, navigate to Users » Active Users, as shown
in Figure 2-33.

Microsoft 365 admin center

@ Home

) .

I | Active users I

Contacts

Guest users

Deleted users

f= Devices v
8 Teams & groups v
& B8illing A

Figure 2-33. Navigate to the Active Users page

2. Select the user that you would like to assign the license to, as
shown in Figure 2-34.

(v} Test Userl Q testuser1@ Unlicensed

Figure 2-34. Select the relevant user to assign the license to
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From the user’s properties pane on the right side, click License
and Apps and select the relevant license, as shown in Figure 2-35.
Click Save.

Test User1

Q. Reset password ® Block sign-in 2, Delete user

Account Devices Licenses and apps Mail OneDrive

Select location *

United Kingdom v

Licenses (1) AN

[_| Microsoft 365 Business Premium
You're out of licenses. If you turn this on, we’'ll try to buy an additional
license for you.

Microsoft 365 E5
24 of 25 licenses available

[ ] Microsoft Teams Exploratory
99 of 100 licenses available

[ ] office 365 E3
5 of 5 licenses available

Figure 2-35. Select the relevant license on the user properties page

Now we you have added licenses to the user’s Azure AD identity from the Admin

Center, we will look at assigning licenses via PowerShell.

1.

First, you need to ensure you have the Microsoft Azure Active
Directory Module for Windows PowerShell installed, and then
connect to Azure with the relevant Global Admin credentials.
Follow the steps in this link to complete these steps: https://
docs.microsoft.com/en-us/microsoft-365/enterprise/
connect-to-microsoft-365-powershell?view=0365-
worldwideffconnect-with-the-microsoft-azure-active-
directory-module-for-windows-powershell
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2. You can only assign licenses to user accounts that have a
UsageLocation set. Run the cmdlet shown in Figure 2-36 to find
users who do not have a UsageLocation value.

iPS C:\WINDOWS\system32> Get-MsolUser -All | where {%_ .UsagelLocation -eq $null}

Figure 2-36. Find user accounts without the UsageLocation setting configured

3. The cmdlet shown in Figure 2-37 will set the UsageLocation value.
[PS C:\WINDOWS\system32> Set-MsolUser -UserPrincipalName t.Userie{ P -Usaselocation UK

Figure 2-37. Set the UsageLocation for a user account

4. To assign a license to a user, you need to obtain the AccountSkuld.
The part before the colon (:) is the domain name. You can get this
information be running the cmdlet shown in Figure 2-38.

PS C:\WINDOWS\system32> Get-MsolAccountSku

ccountSkuld ActiveUnits WarningUnits ConsumedUnits

=:VISIOCLIENT e e e
:ENTERPRISEPACK 5 0 e
R SPE 1 ® 1
: TEAMS_EXPLORATORY 100 e 1
:SPE_ES 25 0 1

Figure 2-38. Find the relevant license SKU

5. To assign a license, use the cmdlet shown in Figure 2-39. In this
example, we assign a license to Test.Useri@domain.com and use
the SPE_E5 SKU.

PS C:\WINDOWS\system32> Set-MsolUserlicense -UserPrincipalName CEENy cclicenses

Figure 2-39. Assign a license to a user

In this section, we completed the lab exercises to assign a license to a user from
the Microsoft 365 Admin Center and via PowerShell. The next section looks at how to
register an AVD provider with the subscription.
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Microsoft.DesktopVirtualzation Provider Registration

This configuration is the final step in preparing your deployment. You need to authorize
the AVD service provider in your subscription.

1. Signin to the Azure Portal with a Global Admin account by using
the following link: https://portal.azure.com.

2. Navigate to the Subscriptions page by utilizing the search box at
the top of the screen.

3. Click the relevant subscription where you want to register the
Azure Virtual Desktop service provider.

4. Navigate to Settings » Resource Providers, as shown in
Figure 2-40.

Settings

£3 Programmatic deployment
() Resource groups

B Resources

84 Preview features

Z= Usage + quetas

B Policies

&=/ Management certificates
K My permissions

|§E Resource providers I

gm Deployments

Il Properties
& Resource locks

Figure 2-40. Access the Resource Providers settings
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5. Using the filter box at the top of the window, type Microsofft.
DestopVirtualization and then select it in the middle pane, as
shown in Figure 2-41. Click Register.

Home > lamitgeek

v— lamitgeek | Resource providers

o —

Subscription
]P Search (Ctrl+/) I « ¢ -register O Refresh
Overview L Microsoft.DesktopVirtualization
@ Activity log

8o Access control (I1AM) .
Provider

€ Tags
Microsoft.DesktopVirtualization

&? Diagnose and solve problems

@ Security

*  Fvents

Figure 2-41.

Once this is completed, you will see the status change to Registered. In this section,
you completed the resource provider registration for the Azure Virtual Desktop to the
subscription. The next section tests what you have learned in this chapter so far with
several knowledge check questions.

Knowledge Check

The following questions are aimed at testing your understanding of the information in
this chapter. It is best to complete all sections and labs in this chapter before attempting
these questions.

Check Your Knowledge

1. Which components of Azure Virtual Desktop are managed by
Microsoft? (Select the three best answers.)

e Web Access

e Azure AD
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o Gateway
o Diagnostics
e Virtual networks

Which components of Azure Virtual Desktop are managed by the
end user? (Select the three best answers.)

¢ Connection Broker

Extensibility components

AVD Workspace
e Session Hosts
o Active Directory Domain Servers

True or False: Pooled hostpools are referred to as non-persistent

desktops?
e True
o False

What type of storage account do you need to provision with Azure
Virtual Desktop to be able to create Azure File shares?

o Standard General-Purpose v2
e Premium Block Blobs

e Premium File Shares

e Premium Page Blobs

Which identity sync type synchronizes usernames and
password hashes?

o Passthrough authentication
e Password hash-sync

e Active Directory
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6. Which resource provider do you need to register with your Azure
subscription before provisioning Azure Virtual Desktop?

e Microsoft.Devices
e MicrosoftVirtualMachinelmages
e Microsoft.DesktopVirtualization

e Microsoft.DeploymentManager

Summary

This chapter looked at the Azure Virtual Desktop design, components within

the platform, pooled and personal hostpools, and the different types of identity
management. You also completed several lab exercises, including provisioning the
underlying infrastructure (resource groups, virtual networks, and storage accounts) via
the Azure Admin Portal and PowerShell, assigning the relevant Microsoft 365 license to
users via the Microsoft 365 Admin Portal and PowerShell, and registering the resource
provider with your subscription.

Chapter 3 takes a deep dive into implementing Azure Virtual Desktop infrastructure,
including implementing and managing networking for Azure Virtual Desktop,
implementing and managing storage for Azure Virtual Desktop, creating and configuring
hostpools and session hosts, and creating and managing session host images.
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Implement an Azure
Virtual Desktop
Infrastructure

The previous chapter took a deep look into planning the Azure Virtual Desktop
Architecture, including the various components that are managed by Microsoft and
by the end user, deploying the underlying infrastructure via the admin center and
PowerShell, and registering the resource provider with the subscription.

This chapter covers the following main topics:

o Implementing and managing networking for Azure Virtual Desktop
o Implementing and managing storage for Azure Virtual Desktop

o Creating and configuring hostpools and session hosts

o Creating and managing session host images

o Knowledge check

Technical Requirements

To complete the exercises in this book, you need to have access to a Microsoft 365 tenant.
This can be attained by signing up to a trial subscription. Additionally, Azure Virtual
Desktop services requires one of the following licenses:

e Microsoft 365 Business Premium
e Microsoft 365 E5/E3

e Microsoft 365 A3/A5/Student Benefits
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e Microsoft 365 F3
¢ Windows 10 Enterprise E3/E5
e Windows 10 Education A3/A5

e Windows 10 VDA per user

Implementing and Managing Networking for Azure
Virtual Desktop

Azure Virtual Desktop allows organizations to host user sessions on the session hosts
that are running in Azure. As discussed in Chapter 2, Microsoft manages some of the
services for the customer and they deliver secure endpoints to connect end users to the
session host’s virtual machines.

Understanding Azure Virtual Desktop
Network Connectivity

The diagram in Figure 3-1 shows a very high-level interpretation of the network
connection utilized by Azure Virtual Desktop.
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Figure 3-1. High-level overview of network connectivity in Azure Virtual Desktop

Figure 3-2 explains the various colors and lines.

Reverse Connect Transport (TCP 443)

Feed Subscription (TCP 443)

Azure AD Authentication (TCP 443)

RD Agent Communication (TCP 443)
RDP Data (TLS)

Internal Service Traffic

Azure AD Connect (TCP 443)

Local Active Directory connectivity

Figure 3-2. Key for Azure Virtual Desktop network connections
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Session Connectivity

Remote Desktop Protocol (RDP) is used by Azure Virtual Desktop to deliver remote
display functionality over your network connection. RDP supports multiple types of
transports and has continuously been developed with every Microsoft Windows Server
release.

Reverse Connect Transport

Reverse Connect is utilized by Azure Virtual Desktop when it attempts to make the
remote session connection and when transporting RDP traffic. Reverse Connect
Transport does not utilize a TCP listener like on-premises Remote Desktop Services to
accept inbound RDP connections. Outbound connectivity to the Azure Virtual Desktop
environment over HTTPS connection is used in its place.

Session Host Communication Channel

A connection is created between the Remote Desktop Agent and the Azure Virtual
Desktop broker’s persistent communication channel when AVD starts up. This
provides a bus for a service message interchange between sessions hosts and the
AVD infrastructure and this communication is layered above the Transport Layer
Security (TLS) connection.

User Connection Sequence

There is a step-by-step sequence that occurs when the user attempts to make a
connection to Azure Virtual Desktop. The following describes the user connection

sequence:

1. A user subscribes to the Azure Virtual Desktop workspace via a
supported AVD client.

2. The user is then authenticated by Azure Active Directory and a
token is returned, which lists the resources available to the user.

3. The token is passed to the Azure Virtual Desktop feed subscription
service by the client.
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4. The token is validated by the Azure Virtual Desktop feed
subscription service.

5. Alist of available desktops and RemoteApps is passed back by the
Azure Virtual Desktop feed subscription to the client by using a
digitally signed connection configuration.

6. Asetof .RDP files are utilized to store the connection
configuration for each resource that is available.

7. The user then chooses the resource they want to connect to. The
client then uses the associated .RDP file, makes a secure TLS 1.2
connection to the Azure Virtual Desktop gateway instance, and
then passes the connection information.

8. Therequestis validated by the Azure Virtual Desktop gateway
and a request is made to the Azure Virtual Desktop broker to
coordinate the connection.

9. The session hostis identified by the Azure Virtual Desktop broker,
which utilizes the persistent communication channel to start the

connection.

10. The TSL 1.2 connection is initiated by the Remote Desktop stack
to the same AVD gateway instance that is utilized by the client.

11. Once the client and session host are connected to the gateway,
unprocessed data will be transmitted between the endpoints. This
will create the base reverse connect transport for the RDP.

12. The client will start the RDP handshake after the base
transport is set.

In Chapter 2, you completed a lab exercise to provision a virtual network in Azure via
the Admin Portal and PowerShell. The following section takes a closer look at managing
connectivity.
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Managing Connectivity to the Internet
and On-Premises Networks

An Azure virtual network allows resources to communicate with each other in a secure
manner. The default configuration is for outbound Internet communication to be
allowed for all resources. For inbound communication to a specific resource, you must
assign a public IP address or provision a public load balancer.

An Azure virtual network can be connected to your on-premises network using
multiple options:

o Azure Express Route: This option creates a connection between the
Azure network and your on-premises network via an ExpressRoute
partner. This is a private connection where traffic does not traverse

the Internet.

o Point-to-Point VPN: This connection is created between the Azure
VNet and a specific, individual client device. This connection needs
to be configured for each client device that wants to connect to
the Azure network. This type of connection is more common in
scenarios where you are very new to Azure, as it requires very little
configuration to the existing network.

o Site-to-Site VPN: This connection is created between your
on-premises VPN device (firewall or router) and an Azure VPN
Gateway. This is deployed to your virtual network in Azure on a
gateway subnet. The tunnel that is established between the gateway
and on-premises devices is an encrypted tunnel over the Internet.

See Figure 3-3.

VPN Gateway Public IP
address

Local Network device

| |
| |
Public IP address L ’.

VNET-A [|
UK South 4

102.0.0/16 € oD N
IPSEC IKE 525 VPN '“
tunnel
On-Premises
Site-A

172.16.0.0/24
192.168.10.0/24

Figure 3-3. Site-to-site VPN connectivity between Azure and on-premises
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Figure 3-3 is an logical representation of what a site-site connection between Azure
and an organization’s on-premises location looks like.

The following exercises walk through how to create the Azure VPN Gateway via the
Admin Portal and PowerShell. You need to look at the vendor-specific documentation for
your on-premises firewall/router to understand how to configure it for Azure integration.

Configure a VPN Gateway via Azure Portal

1. You can follow the steps in Chapter 2 to configure an Azure virtual
network via the Admin Portal.
You now need to create a VPN Gateway using the following settings:

. Name: VNETGW1

. Region: UK South

. Gateway Type: VPN

. VPN type: Route-based

. SKU: VpnGw2

. Generation: Gen 2

. Network: AZ-140-vNET

. Gateway Subnet Address Range: 10.4.1.0/27
. Public IP: (Create a new one)

. Public IP Name: VNETGW1PIP

. Enable Active-Active Mode: Disabled
. Configure BGP: Disabled

2. Inthe Azure Admin Portal, in the top Search Resources, Services,
and Docs area, type virtual network gateway. Click the virtual
network gateway service, as shown in Figure 3-4.
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[ID virtual networ gateway I X -
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£) Virtual network gateways B9 Virtual network gateway

PN 1
Virtual networks Documentation Seea

1 K3 virtual machines . 2
About Azure VPN Gateway | Microsoft Docs
L ‘Q} Local network gateways . ; L
Manage a public IP address with a VPN gateway - Azure ...
LoD S . H
Virtual networks (classic) .
¢ Tutorial - Create and manage a VPN gateway: Azure portal ...

Network interfaces . 5 g
@ Microsoft.Network/virtualNetworkGateways - Bicep & ARM ...

,@ Network Watcher

Resource Groups
“ Virtual clusters

] Mo results were found.
Y virtual WANS

@ Application gateways
Resources

No results were found.

Didn't find what you were looking for?

E Try searching in Activity Log

B Tri canechins in Awiea Astivn Dirastan

Figure 3-4. Search for the Virtual Network Gateway service

3. Click Create from the Virtual Network Gateway page, as shown in
Figure 3-5.

IVirtuaI network gateways | #
mae1))
-+ Createl == editcolumns () Refresh < Feedback D Assign tags

Subscriptions: 1 of 2 selected - Don't see a subscription? Open Directory + Subscription settings

[ Filter by name... ] l lamitgeek v I l All resour

Figure 3-5. Create a virtual network gateway

4. Enter the relevant information, as listed in Step 1. See Figure 3-6.
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Name *

Region *

Gateway type * @
VPN type * @
SKU* ®
Generation @

Virtual network * @

Gateway subnet address range * ©

Public IP address

Public IP address * ©

Public IP address name *

Public IP address SKU
Assignment

Enable active-active mode * ®

Configure BGP * @

CHAPTER 3  IMPLEMENT AN AZURE VIRTUAL DESKTOP INFRASTRUCTURE

| VNETGW1 v

n UK South v u

(©® veN JO ExpressRoute

| VpnGw2 v |
I Generation2 A I
| AZ-140-vNET ‘| |

Create virtual network

@ Only virtual networks in the currently selected subscription and region are
listed.

[ 104.1.0/27 | ]
10.4.1.0 - 10.4.1.31 (32 addresses)

O use g

VNETGWI1PIP e

Basic

Dynamic Static

O enabled |(® Disabled

O Enabled

Figure 3-6. Input the relevant information for the instance details

5. Add any relevant tags if you want, then complete the configuration
by selecting Create & Review. Then click Create once the
validation has passed.

The next service you need to create is a local network gateway.

This is a specific object that will represent your on-premises site
and is used for routing. The IP address you specify during the
configuration needs to be the same as your on-premises public IP
address of your firewall/router.
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6. Locate the Local Network Gateway service using the search box at
the top of the Azure Portal and click it to go to the relevant page.
See Figure 3-7.

I fl local network gatewaysl l

Services See al

@ Local network gateways

<> Virtual networks

£ virtual network gateways
@ Application gateways
4P NAT gateways

I Network interfaces

2 Network Watcher

& Custom locations

U Network security groups

o On-premises data gateways

Figure 3-7. Search for local network gateways

7. Click Create from the Local Network Gateway page.

8. On the Create Local Network Gateway page, enter the following
information:

o Name: SiteA
o Endpoint: IP address

o IP Address: (This should be the public IP address for on-
premises firewall/router.)

e Address Space: (These should be the private address ranges in
your on-premises network that you want to route to Azure.)

o Configure BGP Settings: Unticked

e Subscription: (Your trial subscription.)
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e Resource Group: (The resource group you created in
Chapter 2. This example uses a different resource group.)

¢ Location: UK South

Click Create once you have entered all the relevant information. See
Figure 3-8.

Create local network gateway

Name *

| SiteA «J

FQDN
IP address * (O I

[ 43.2.1 ! v

Address space @

172.16.1.0/24 b

192.168.20.0/24 ves
Add additional address range ses

[[] configure 8GP settings

Subscription *

{ lamitgeek v ]

Resource group *
| ITGEEKRGO1 v |

Location *
| UK South v

Figure 3-8. Configuring a local network gateway
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Now that you have configured the VPN Gateway and local gateway in

Azure, you would need to configure your on-premises network device
(firewall or router). You need to have the following information when

configuring your on-premises VPN device:

o A Shared Key: This is specified when the site-to-site connection
is created. (This example uses a basic shared key.)

e Public IP Address: This is the public IP address of your virtual
network gateway; you can get this from the Azure Portal or obtain
it from PowerShell or CLI.

You can also download a configuration script, depending on the
make and model of your on-premises device.

The final configuration step before being able to test and verify your
site-to-site connection is to create a VPN connection. The following
lab exercise demonstrates how you can complete this process using
the following settings:

e Local Network Gateway: SiteA
e Connection Name: VNetAtoSiteA

o Shared Key: (This is the shared key you set up in the earlier step
when configuring your on-premises device.)

Navigate to the Virtual Network Gateway by choosing VNET »
Overview » Connected Devices » your gateway. See Figure 3-9.
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I Home > Virtual networks > AZ-140-vNET I

N VNETGW1 =

Virtual network gateway

lp kearch (Ctrl+/) | «

£ overview =
Activity log

A Access control (IAM)

€ Tags

&2 Diagnose and solve problems

Settings

B Configuration

(9 Connections

4> Point-to-site configuration
3% NAT Rules (Preview)

ill Properties

n ...

Figure 3-9. Navigate to the Virtual Network Gateway window

10. On this page, you need to click the Connections tab and then
choose +Add, as shown in Figure 3-10.
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Home > Virtual networks > AZ-140-vNET > VNETGW1

VNETGW1

Virtual network gateway

| £ search (ctrl+)) | « () Refresh

Connections =

S

£ Overview mi {,O Search connections
Activity log Name
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&2 Diagnose and solve problems

Settings

B Configuration

I (9 Connections I

4> Point-to-site configuration

—

#= NAT Rules (Preview)

4

ill Properties

Figure 3-10. Add a connection to the VPN Gateway

11. Enter the relevant details (see Figure 3-11):
o Name: VnetAtoSiteA
o Connection Type: Site-to-site (IPSec)
e Virtual Network Gateway: VNETGW1
e Local Network Gateway: SiteA

o Shared key (PSK): (This is the same as what you set up on your
on-premises device.)
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e Use Azure Private IP Address: Unticked
¢ Enable BGP: Unticked

e IKE Protocol: IKEv2

Home > Virtual networks > AZ-140-vNET > VNETGW1 >

® Add connection

VNETGW1

MName *
| vnetatositea V]

Connection type @

l Site-to-site (IPsec) v |

*Virtual network gateway @ a
VNETGW1

*Local network gateway (5 S
SiteA

Shared key (PSK)* ©
] 4

(] use Azure Private IP Address ©

(] enableBGP ©

IKE Protocol @

O kevi (@ Ikev2

Subscription ©

lamitgeek N/

Resource group @

N

Location ©

UK South s

Figure 3-11. Configure the VPN connection

You can then verify that it’s connected by looking at the status.
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Configuring a VPN Connection via PowerShell

Before you can complete this exercise, you need to ensure you have already completed
the steps in Chapter 2 and created a resource group and a virtual network.

You need to connect to Azure via PowerShell. Follow the instructions in this link
to do so: https://docs.microsoft.com/en-us/powershell/azure/authenticate-
azureps?view=azps-6.4.0.

1. First set the variables with the cmdlets shown in Figure 3-12.

PS C:\WINDOWS\system32> Svnet = Get-AzVirtualNetwork -ResourceGroupName ITGEEKRG®1 -Name

Figure 3-12. Set the network and resource group variables

2. Use the cmdlet shown in Figure 3-13 to create the gateway subnet.

PS C:\WINDOWS\system32> Add-AzVirtualNetworkSubnetConfig -Name ° WaySu AddressPrefix 16.4.2.8/27 -VirtualNetwork $vnet

Figure 3-13. Create the gateway subnet cmdlet

3. Younow need to set the configuration in PowerShell using the
cmdlet shown in Figure 3-14.

IPS C:\WINDOWS\system32> Set-AzVirtualNetwork -Virtuallletwork $vnet

Figure 3-14. Set the configuration cmdlet

Configure the Local Gateway via PowerShell

For the following exercise, use these values:
o The GatewayIPAddress is the on-premises VPN device IP address
e The AddressPrefix is the on-premises private address space

4. The cmdlets shown in Figure 3-15 will add the local gateway with
a single on-premises IP address.

72


https://docs.microsoft.com/en-us/powershell/azure/authenticate-azureps?view=azps-6.4.0
https://docs.microsoft.com/en-us/powershell/azure/authenticate-azureps?view=azps-6.4.0

CHAPTER 3  IMPLEMENT AN AZURE VIRTUAL DESKTOP INFRASTRUCTURE

PS C:\WINDOWS\system32> New-AzlLocalNetworkGateway -llame SiteA -ResourceGrouplame ITGEEKRGO1 ~
»>> -Location ‘UK South®' -GatewayIpAddress -AddressPrefix

Figure 3-15. Add a local gateway with a single public IP address and private IP

address range.

You need to request a public IP address for the VPN Gateway. Note
that this only supports dynamic public IP addresses at the moment,
so you are unable to request a public, static IP address.

5. Enter the cmmdlet shown in Figure 3-16 to request a public IP
address. It will be assigned to your VPN Gateway.

_h:s C:\WINDOWS\system32> $gwpip- New-AzPublicIpAddress -Mame VHetAGWPIP -RescurceGrouplame IAMITGEEKRG®1 -location -AllocationMethod Dynamdc

Figure 3-16. Request a public IP for the VPN Gateway

Once the public IP address has been requested, you need to create
the gateway IP address configuration. This defines the subnet
(GatewaySubnet) and the public IP that will be utilized.

6. The example cmdlets shown in Figures 3-17 through 3-19 create
the gateway configuration.

IPS C:\WINDOWS\system32> $vnet = Get-AzVirtualNetwork -Name "AZ-140-VIET" -ResourceGrouplame ITGEEKRGO1

Figure 3-17. Set the $vnet variable to create the gateway configuration

|P5 C:\WINDOWS\system32> $subnet = Get-AzVirtualNetworkSubnetConfig -Name 'GatewaySubnet®' -VirtualNetwork $vnet
Figure 3-18. Set the $subnet variable to create the gateway subnet
PPS C:\WINDOWS\system32> §guipconfig = New-AzVirtualNetworkGatewayIpConfig -lane gwipconfigl -Subnetld fsubnet.Id -PublicIpAddressid Sgupip.Id
Figure 3-19. Gateway configuration cmdlet

Once the configuration has been set, you need to create the VPN

Gateway. Note the following values:

e -GatewayType for the site-to-site configuration will be VPN. This
setting is specific to the type of VPN you want to configure.
Another example setting for this could be ExpressRoute.
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o -VpnType will be RouteBased. This setting has another option
that can be set to PolicyBased, which is compatible with more
legacy on-premises VPN devices.

o -GatewaySku is for the gateway SKU you want to use. In this
example, we set this to VpnGw1. For more information about
Gateway SKUs, see https://docs.microsoft.com/en-us/azure/
vpn-gateway/vpn-gateway-about-vpn-gateway-settings#gwsku.

7. The cmdlet shown in Figure 3-20 will configure the VPN Gateway.

PS C:\WINDOWS\system32> New-AzVirtualNetworkGateway -Name VNetlGW -ResourceGroupMame ITGEEKRGO1 ~
>> -Location 'UK South' -IpConfigurations $gwipconfig -GatewayType Vpn ~
>> -VpnType RouteBased -GatewaySku VpnGwl

Figure 3-20. Configure the VPN Gateway

Once the VPN Gateway is configured, you should configure your
on-premises VPN device the same way you did when completing the
steps via the Azure Portal. After you have completed the step, you can
now create the VPN connection via PowerShell.

8. The cmdlets shown in Figures 3-21 and 3-22 will set the variables
for the VPN connection configuration.

:PS C:\WINDOWS\system32> %gatewayl = Get-AzVirtualNetworkGateway -Name WNetlGW -ResourceGrouplame ITGEEKRGE1

Figure 3-21. Set the $gatewayl variable cmdlet

IPS C:\WINDOWS\system32> $local = Get-AzlLocalNetworkGateway -Name SiteA -ResourceGroupName ITGEEKRGB1
Figure 3-22. Set the $local gateway variable cmdlet
9. The cmdlet shown in Figure 3-23 will utilize these variables to

configure the connection.

PSG: \WINDUNS\system32> New-AzVirtualNetworkGatewayConnection -Name VNetAtoSiteA -ResourceGroupMame ITGEEKRGEO1 ~
»> -Location 'UK South' -VirtualNetworkGatewayl $gatewayl Loga‘ﬂet workGateway2 $local ~
»»> -ConnectionType IPsec -RoutingWeight 1@ -SharedKey

Figure 3-23. Configure the connection via PowerShell
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In this section, we added to the initial virtual network configuration from Chapter 2
and configured a virtual network gateway, a local network gateway, and a VPN
connection to an on-premises VPN device via the Azure Portal and PowerShell. The next
section looks at adding to the existing storage account service by implementing and
managing storage for Azure Virtual Desktop.

Implementing and Managing Storage for Azure
Virtual Desktop

Azure Virtual Desktop utilizes Azure File shares within an Azure Storage account
to manage user profiles and specific application containerization. FSLogix profile
containers are recommended as a user profile service, and they integrate with
Azure Files.
The FSLogix solution enables you to manage non-persistent Windows environments.

You can do the following:
o Preserve user settings in non-persistent environments
e Reduce login times for non-persistent environments
e Optimize file input/output (I/0)
e Provide alocal profile experience for users
o Enable simple app and image management

A user’s profile includes configuration information like desktop settings, persistent
network connections, and app settings. This profile is a barrier between the data for the
user and the OS.

FSLogix profiles can be used to:

o Segregate user profiles from VMs

o Persist the profiles as user-assigned virtual disks in Azure Storage,
Azure NetApp files, or Storage Spaces Direct

o Attach profiles dynamically to a user
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FSLogix works in a similar way to traditional roaming profiles, and it stores the
user profile in a single container. When the user logs in to Azure Virtual Desktop, this
container is dynamically attached to the user’s session by using virtual hard disks (VHD)
and Hyper-V Virtual Hard disks (VHDX). The user profile is then accessible and appears
as a local profile.

Before you configure FSLogix, you need to create an Azure File share in your
storage account. In Chapter 2, you created a premium storage account that will enable
you to provision the Azure File share. Once you have provisioned the share, you need
to domain-join the share to your Active Directory domain, which will enable you to
provision the required security permissions.

Workspace
G

Azure Virtual Desktop Host Pool User Proﬁles

D> /o—
. j ——
iz — o—k =
-\O—»I )

Figure 3-24. Process of getting a user profile

it

v

W

Figure 3-24 displays the process that is undertaken when obtaining a user profile
after the user logs in to the Desktop client. The following steps explain this process in
more detail:

1. The end user logs in to the remote desktop client with their Azure
AD credentials (email address).

2. The user is logged in/assigned to a session host (VM).

3. The session host obtains the user’s profile from the Azure
File share.

4. Ifyou have MSIX app attach configured (see Chapter 5),
applications are dynamically sent to the VMs. FSLogix storage
concepts are used in this scenario.
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5. The end user’s Azure Virtual Desktop workspace is filled with
the applications that have been assigned to them or their session
desktop.

This section introduced FSLogix and explained how it can integrate with Azure
Storage accounts. The next section looks at how to create FSLogix profiles for Azure
Virtual Desktop.

Creating FSLogix Profiles for Azure Virtual Desktops

FSLogix requires an Azure Storage account so you can use it to segregate user profiles
from the session hosts. We implemented this in Chapter 2, so the following lab exercises
will walk through how to configure Azure Files with an Azure Active Directory Domain
Services (Azure AD DS). These steps are almost identical to when integrating with Active
Directory Domain Services (on-premises), with the only difference being the Enable
Azure Active Directory Authentication steps. We point out those differences in this
section.

Enable Azure Active Directory Authentication

This lab exercise covers how to enable authentication for Azure File shares with Azure
AD DS. If you have a domain controller on-premises, you are required to register the
storage account with AD DS, which will then allow you to set domain properties on the
storage account.

The AzFilesHybrid Azure PowerShell module is utilized on a domain-joined
machine to complete this process. You can perform the Join-AzStorageAccountForAuth
cmdlet to complete the same for an offline domain join for the Azure Storage account.
You can find more information at https://docs.microsoft.com/en-us/azure/
storage/files/storage-files-identity-ad-ds-enable.

1. Inthe Azure Portal, navigate to the storage account you set up in
Chapter 2.

2. Inthe Storage account, navigate to Data Storage » File Shares, as
shown in Figure 3-25.
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Overview

1]

Activity log
Tags

Diagnose and solve problems

i R

Access Control (IAM)
W Data migration

B8 Storage browser (preview)

Data storage
I'ﬁ, File shares I

Security + networking

Figure 3-25. Navigate to the File Shares pane

3. On the File Shares page, click the Not Configured link next to
Active Directory. See Figure 3-26.

-+ File share O Refresh

File share settings

IActive Directory: Not configured I Soft delete: 7 days SMB Multichannel: Disabled

Figure 3-26. Select the Active Directory: Not Configured option

4. On the Storage Account Active Directory page, you will see two
options below the “Step 1: Enable an Active Directory Source”—
Active Directory and Azure Active Directory Domain Services.
Click Set Up under Active Directory Domain Services. See
Figure 3-27.
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Identity-based access can be enabled in two steps for a particular share in this storage account. This alows individual users to use their Active Directory account 1o gain access 1o 3 specific file share.

I?up 1: Enable an Active Directory source |

Cheose the Active Directory source that contains the user accounts that will access a share in this storage account. ¥ou can set up identity-based access control for user accounts located in aither one of these two domain controllers.

« Active Directory domain controller you host on 3 Windows Server (generally referred 10 a3 “on-premises AD" sven though you might host these senvers in Azure)
* Azure Active Directory Demain Services (AAD CS), a platform a5 a service, hosted directany service and domain controlier in Azure

Active Directory Azure Active Directory Domain Services
Disabled Disabled
satup | Satup l

Figure 3-27. Azure Active Directory Domain Service Set Up option

5. Inthe Set Up Azure AD DS window, tick the box next to the Enable
Azure Active Directory Domain Services (Azure AD DS) For This
File Share option, as shown in Figure 3-28.

Set up Azure AD DS X

Identity-based access

Enable Azure Active Directory Domain Services (Azure AD DS) for this file share.

0 Before enabling this setting, make sure Azure Active Directory Domain Services (AAD DS)
is enabled for your Azure tenant. Othenwise, this operation will fail. Learn more &

Figure 3-28. Enable Azure AD DS integration with Azure Storage account

Once you have saved this setting, the lab is complete. In Figure 3-28, you will see a
warning at the bottom that is explains that you need to ensure you have enabled Azure
AD Domain Services in your tenant before completing the storage account integration.
You can find steps for configuring Azure AD Domain Services at https://docs.
microsoft.com/en-us/azure/active-directory-domain-services/tutorial-create-
instance.

Now that you have joined the Azure Storage account to an Azure AD DS domain, you
need to assign the relevant roles to access the storage data for both users and AAD DC
Administrator groups.
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Assign a Role to AAD DC Administrators

The following lab exercise gives the administrators the capability to edit NTFS
permissions by assigning a role with elevated contributor access to the file share.

1. Navigate to the storage account you created in Chapter 2 and
select the Access Control (IAM) option in the left pane menu. See
Figure 3-29.

4 itgeeksaO1

Storage account

[ R Search (Ctrl+/) ]

= Overview
Activity log
€ Tags

2 Diagnose and solve problems

pR Access Control (JAM)

" Data migration
= Storage browser (preview)

Figure 3-29. Navigate to Access Control (IAM) for the storage account

2. Click +Add and then Add Role Assignment, as shown in
Figure 3-30.

-+ Add \L Download role assignments

Add role assignment

Add role assignment (Preview)

Add co-administrator

Figure 3-30. Add a role assignment
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3. Inthe Add Role Assignment window, select Storage File Data SMB
Elevated Contributor for the role.

4. Under Assign Access, ensure you have selected User, group, or
Service Principal. Under the Select option, click the AAD DC
Administrators group. See Figure 3-31.

Add role assignment X

Role @
n Storage File Data SMB Share Elevated Contributor © I v ]

Assign access to

I User, group, or service principal I Av4

Select &
| Search by name or email address ]

Admin
admin@iamitgeek.com

All Users

AVD-Users
AV

Bruce Wayne
Bruce.Wayne@iamitgeek.com

FSLogix Share Contributor

FSLogix Share Contributor

ﬂ FSLogix Share Elevated Contributor

Selected members:

AAD DC Administrators
Remove

Figure 3-31. Add the Storage File Data SMB Elevated Contributor role to the AA
DC Administrators group

5. Click Save.
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Assign a Role to Non-Administrator Azure Virtual Desktop Users

In the following lab exercise, you will assign users a contributor level role, which will
grant them permissions to read and write file data in the file share. This will allow users
to access the user profile virtual desks that are stored in the file share.

1. Follow Steps 1 and 2 in the previous exercise to navigate to the
Add Role Assignment page.

2. Under the Role option, select Storage File Data SMB Share
Contributor.

3. Under the Assign Access To option, ensure that Azure AD User,
Group, Or Service Principal is selected.

4. You now have the option to either add users individually or
add the users to a security group and add that group to the role
assignment. It is a recommended practice to add users to a group
and then to the role assignment. See Figure 3-32.
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Add role assignment >

Role

Storage File Data SMB Share Contributor © e

Assign access to @
IUser, group, or service principal I ' ‘

Select O

[ Search by name or email address |

. AAD DC Administrators

Admin
admin@iamitgeek.com

All Users
Bruce Wayne
Bruce.Wayne@iamitgeek.com

FSLogix Share Contributor

FSLogix Share Contributor

FSLogix Share Elevated Contributor

Selected members:

AVD-Users

Remove

Figure 3-32. Add role assignment for Azure Virtual Desktop user permissions to
the file share

5. Click Save.

Create a File Share to Store the User Profile Virtual Disks

The following lab exercise walks through how to create a file share within the Azure
Storage account.

1. Navigate to the Azure Storage account.

2. Under Data Storage, choose File Shares. See Figure 3-33.
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= itgeeksa01 =

Storage account

P Search (Ctrl+)) ]

= Overview

Activity log

Diagnose and solve problems

@ Tags
Vi
R

Access Control (IAM)
W Data migration

S Storage browser (preview)

Data storage
& File shares

Security + networking

£ Networking

Figure 3-33. Navigate to file shares or to the Azure Storage account

3. Click + File Share, as shown in Figure 3-34.

File share settings

Active Directory: Configured Soft delete: 7 days SMB Multichannel: Disabled

Figure 3-34. Select + File share
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4. Enter the following fields in the New Share windows (see
Figure 3-35):

o« Name: Enter a relevant name.

o Provisioned Capacity: Enter the size you want the file share to
be in GB.

e Protocol: You can use SMB or NFS. This example uses SMB.

New ftile share | X

Name *

| userprofile v

Sizing your file share:

¢ A premium file share is billed by provisioned share size, regardless of the used capacity.
* Share sizes can range from 100 GiB to 102,400 GiB.

e Provisioned share size is specified by share quota.

¢ 10 and network bandwidth limits scale with the provisioned share size.

Learn more

Provisioned capacity = ()

1024 v
Set to maximum GiB
Performance

Maximum 1O/s © 1424

Burst 10/s © 4000
Egress Rate © 121.4 MiBytes / s
Ingress Rate © 81.0 MiBytes /s

Maximum capacity 100 TiB

Protocol * (O

@® sme O NFs

Figure 3-35. Create Azure File share

5. Click Create.

Once the file share is configured, you need to get both the storage account access
keys and the file share path.
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Get the Storage Account Access Keys

In this lab exercise, you will obtain the storage account access keys.

1. Choose Azure Storage Account » Security + Networking » Access
Keys, as shown in Figure 3-36.

Data storage

48 File shares

ISecurity + networking l

2 Networking

I Access keys I

@ Shared access signature

£ Encryption

Q Security
Figure 3-36. Navigate to Access Keys
2. Copy one of the key values to a notepad for later use. You can

click Show Keys at the top of the window to show the full key. See
Figure 3-37.

86



CHAPTER 3  IMPLEMENT AN AZURE VIRTUAL DESKTOP INFRASTRUCTURE

@ Show keys (© set rotation reminder () Refresh

Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.

Remember to update the keys with any Azure resources and apps that use this storage account. Learn more &

Storage account name
[ itgeeksa01 D

Last rotated: 9/5/2021 (24 days ago)
CD Rotate key
ey

Connection string

Last rotated: 9/5/2021 (24 days ago)

(D Rotate key
Key

Connection string

Figure 3-37. Obtaining access keys for storage account

Get a File Path Share

In this lab exercise, you obtain the file share path.

1. Choose Azure Storage Account » Data Storage » File Shares and
click the file share you created in Chapter 2.

2. Under Settings, choose Properties. See Figure 3-38.
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48 Overview
£® Diagnose and solve problems

Ra Access Control (JAM)

' Settings

L!'. Properties l

Operations

4 snapshots

& Backup

Monitoring
fid Metrics

Figure 3-38. Navigate to the file share properties

3. Copy the URL and convert it from an HTTP path to an SMB path
for later use; see Figure 3-39.
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@ Change size and perfermance C_) Refresh

NAME

userprofile

URL

Ihttps:/ﬁtgeeksao1.ﬁle.core.windows.net,fuserproﬁle I

LAST MODIFIED
9/30/2021, 2:05:00 PM

ETAG

0x8D98412E8D79A08

PROTOCOL

SMB

SIZE AND PERFORMANCE

Used capacity :0B

Provisioned capacity : 1 TiB

Maximum 10/s 1 1424

Burst 10/s : 4000

Egress Rate :121.4 MiBytes / s
Ingress Rate : 81.0 MiBytes / s

Figure 3-39. Copy the HTTP URL

In this section, you completed lab exercises to configure the Azure Storage account
with Azure AD DS, configured an Azure File share, configured permissions, and got both
the storage key and the share file path. We do not discuss how to configure FSLogix on

session hosts.

At present, virtual machines that are created by utilizing the Azure gallery images
will have FSLogix already installed. However, the following steps are necessary for the
scenario in which you use non-gallery images and are required to manually install the

FSLogix software.
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Install the FSLogix Software for Non-Gallery Images

The following steps outline what you are required to do to install the FSLogix software on

non-gallery images.

1. Download the FSLogix agent on to each VM that is registered to
an existing hostpool. Download the software from https://docs.
microsoft.com/en-us/fslogix/install-ht.

2. Once the contents of the ZIP file are extracted, navigate to either
\Win32\Release or \X64\Release (depending on the OS of
the VM).

3. Install the FSLogixAppsSetup setup file on each VM to install the
FSLogix agent.

Now you understand how to install FSLogix on non-gallery VMs that are registered to
a hostpool. In the next section, you will complete a lab exercise to configure FSLogix.

Configure FSLogix

The following lab exercise walks through how to configure FSLogix on hostpool-
registered virtual machines.

1. On the Windows virtual machine, navigate to the Start menu. Type
Regedit and then right-click and choose Run as Administrator.

2. Navigate to Computer\HKEY LOCAL_MACHINE\software\FSLogix,
as shown in Figure 3-40.
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B Registry Editor
File Edit View Favorites Help

K AL_MACHINE\SOFTWARE\FSLogix

A || Name Type Data
> L2 -CLASSES_ROOT ab) (Default) REG_SZ (value not set)

HKEY CURRENT USER
E HKEY_LOCAL_MACHINEI

COMPONENTS

- HARDWARE

. SAM
SECURITY
SOFTWARE

-1 7-Zip

> Acro Software Inc

> Apple Computer, In¢

> Canon

> . Caphyon

>

>

>

e

. Cisco
Classes

- Clients
. ConfigMgrClientHe:
i CVSM
> | | Cyberlink
DefaultUserEnvironn
> - DisplaylLink
5> || Dolby
5 Fortemedia

MP 2.10
GitForWindows

-~

Figure 3-40. Navigate to the FSLogix registry key
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3. Right-click the FSLogix key and create a new key called Profiles.
See Figure 3-41.

DefaultUserEnvironn

> DisplayLink
S Dolby

> Fortemedia

PO .

W U

GitForWindows

~ '

Figure 3-41. Create the Profiles key

4. Create the data type entries outlined in Table 3-1 under the
Profiles key.

Table 3-1. Registry Entries for the Profiles Key

Type Name Data/Value

DWORD Enabled 1

Multi-String Value  VHDLocations  Azure File Share location

Name Type Data

ab) (Default) REG_SZ (value not set)

24 Enabled REG_DWORD 0x00000001 (1)

REG_MULTI_SZ \\itgeeksa01.file.core.windows.net\userprofile

Figure 3-42. Registry entries for user profiles

5. Open a command prompt with elevated permissions.

6. Runthe command shown in Figure 3-42. Note that you may
need to replace the values with your own specific details. In my
example, I used the following:
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o SMB File share path: \\itgeeksa01.file.core.windows.net\
userprofile

o Storage Account: itgeeksa01

o Access keys: KJ26KewgXZ2zqi0R2STPDmhyi7+mnpcCBIHyrguoxIPS
Fq4U6NbAHVXEYCcHCQyLGluhrLztYgVSidH7enVel7g==

o Users Azure UPN: shabaz@iamitgeek.com

!C:\HII‘JDOI.-.I'S\systEm32>nEt use Z: "\\itgeeksa®l.file.core.windows.net\userprofile” /u:Azure\itgeeksa@l KJ26KewgXZ2zqiOR2STP
|Dmhyi?+mnchBJHyrguox1Psl—q4U6NhAHVxEYcHCQyLGluhrthYgVSidH'ien\.reJ'fg==

Figure 3-43. Map the drive to the Azure File share in an elevated
command prompt

C:\WINDOWS\system32>Icacls Z: /grant "shabaz@iamitgeek.com":(f)
Figure 3-44. Grant the UPN the relevant permissions

In this section, you configured FSLogix on the Windows VMs that are registered to an
existing hostpool. In the final step, you create the FSLogix profile.

Create the FSLogix Profile

These two steps must be completed to create the FSLogix profile and ensure that the VM
does not already have a user’s profile created on it.

1. Open an Internet browser on the VM and navigate to https://
aka.ms/wvdwebarm.

2. Login to a VM that you have not signed into yet.

Note that the initial login may take longer than usual, as it is creating the virtual disk
file for the first time.

This section configured the storage account created in Chapter 2, created an Azure
File share, configured FSLogix, and configured the profile disks. In the next section, you
create and configure hostpools and session hosts.
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Creating and Configuring Hostpools
and Session Hosts

In this section, we are going to discuss creating and configuring hostpools and sessions
hosts as well as complete some lab exercises.

After you have deployed all the underlying infrastructure, including the network and
storage, and made customizations to your Windows 10 image (See the section “Creating
and Configuring Session Host Images”), you are ready to create a hostpool, specify your
session host virtual machines, and create your workspace.

Hostpools

A hostpool is a set of virtual machines known as session hosts. You can deploy two
different types of hostpools:

e Pooled hostpool: This type of hostpool allows you to deploy a multi-
session environment in which several end users can log in to the
virtual machine and share the resources. There are only specific
versions of Windows 10 that support multi-session, including
Windows 10 Enterprise Multi-session, which is only available from
the Azure image gallery.

e Personal hostpool: This type of hostpool is more suited for a scenario
in which you require each user to have their own virtual machine and
not share resources.

When configuring the pooled hostpool type, two types of load-balancing algorithms
can be configured:

e Breadth-first: This is generally the default configuration and is
for non-persistent hostpools. This algorithm shares the new user
sessions across all the session hosts that are available in the hostpool.
You can set a maximum session limit per session host.

e Depth-first: This algorithm shares new user sessions to a session host
that is available that has the greatest number of connections, but that
has not yet reached its limit. Once it reaches its limit, it distributes to
the next session host with the greatest number of connections. You
must set a maximum session limit when choosing this algorithm.
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Application Groups

An application group allows you to group RemoteApps and resources, then assign them
to specific users or groups. There are two types of application groups:

e RemoteApp: A RemoteApp allows users to access applications that
have been published by an administrator to the application group.
Multiple RemoteApp groups can be created, which will enable you to
meet different requirements/scenarios.

e Remote Desktop: This is where an end user accesses a full virtual
desktop. This is automatically created by default when you create the
hostpool and is called Desktop Application Group.

Workspaces

A workspace is a logical container in which all of the application groups are stored within
Azure Virtual Desktop. When a user logs in to Azure Virtual Desktop via the remote
desktop app, they are in fact logging in to the workspace, with either or both a desktop or
applications published for them to use. See Figure 3-45.

Host Pool 2

a3 2

& A =B

RemoteApp
Application Group Application Group

Figure 3-45. Azure Virtual Desktop workspace
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Virtual Machines

You can create new virtual machines or register existing ones to your hostpool. A
hostpool can have a maximum of 159 virtual machines when you configure and deploy
your first one. More VMs can be deployed after the initial hostpool has been deployed,
but you need to check the Azure VM and API limits for your specific resource group and
subscription, as there can also be an 800-Azure-resource per deployment limit as well.

Image Types

Session host images are covered later in this chapter; however as a quick overview, there
are two image types from which you can chose when creating your virtual machine for
your hostpool:

e Gallery: You can select one of the recommended images from the
gallery drop-down menu. For example, you can choose Windows 10
Enterprise Multi-Session. You can also browse all images and disks,
which will allow you to select another image from the Azure gallery,
or select an image you have customized and uploaded yourself.

o Storage blob: This option is normally utilized when you have an
image you are using on-premises that you uploaded. You have some
additional options when you select this image type:

o Image URI: You enter an URL to the location of a generalized
VHD from the Azure Storage account.

o Use Managed Disks: Microsoft recommends that you select Yes
for this option.

o Storage Account: Choose the Azure Storage account where the
image is stored.

The following lab exercise walks through creating a hostpool via the Azure Portal and
PowerShell.
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Creating a Hostpool by Utilizing the Azure Portal

Sign in to https://portal.azure.comwith your global admin
credentials.

Navigate to the Azure Virtual Desktop service by utilizing the
search function at the top of the window, as shown in Figure 3-46.

I £ Azure Virtual Desktog

Services Seeall  Marketplace

D Azure Virtual Desktop fj Azure Virtual Desktop - Cloud Sandbox
H f) Hands-on Lab - Azure Virtual Desktop (WVD)

e Host pools D WorkZone - Azure Virtual Desktop

2 @ workspaces B9 Hydra for Azure Virtual Desktop (VD)

I3 virtual machines

Documentation

4> Virtual networks

4 Azure Active Directory

What is Azure Virtual Desktop? - Azure | Microsoft Docs

Azure Virtual Desktop documentation | Microsoft Docs

L Azure Cosmos DB

H & Azure Database for MySQL servers

1

Deploy Azure Virtual Desktop getting started feature ...

What is Azure Virtual Desktop remote app streaming ...

Azure Databricks

Figure 3-46. Navigate to the Azure Virtual Desktop service in the Azure Portal

3. Click Create a Host Pool in the middle of the page, as shown in

Home >

Figure 3-47.

Azure Virtual Desktop =

Microsoft
[ search (cti+n | « Shabaz, create a host pool!
@ Overview B .2 A Easily scale your VM deployment. Create host pools to easily manage
A R assignments, application groups, and settings for your entire
& Getting started i [k.—_-)J“_ organization.
© Host pools
P Documentation and help

Figure 3-47. Create a hostpool
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4. On the Basics tab, enter the following information and click Next
(see Figure 3-48):

e Subscription ID: This is the name of your trial subscription.

e Resource Group: The resource group you created in Chapter 2.

o Host Pool Name: Enter the name you want to give your hostpool.
¢ Location: Select the location for your hostpool metadata.

e Validation Environment: This allows you to test the deployment
before going into production. Select Yes or No.

e Host Pool Type: You have two options, Personal or Pooled. This
example creates a pooled host pool.

o Load Balancing Algorithm: This example uses breadth-first.

e Max Session Limit: We will set this to 5 in this example.
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Create a host pool

Virtual Machines  Workspace  Advanced Tags  Review + create

Project details

|
" Resource group* © | 1TGeskRGO1 | v |
Create new

Host pool name * | EEESET | ¢|
Location * @ fucsouth | v |
Metadata will be stored in Azure geography associated with (Europe) UK South
Learn more
Validation environment © @ No O Yes
Host pool type

If you select pocled (shared), users will still be able to access their personalization and user data, using FSLogix.

Host pool type * H Pocled I v ]

Load balancing algorithm © I Breadth-first I vl
—

Max session limit © n s | J‘

< Previous | Next: Virtual Machines > ]

Figure 3-48. Basics tab when creating a hostpool

5. On the Virtual Machine tab, if you want to add virtual machines
later, leave the No option selected. In this example we want to add
them now, so click Yes.
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6. Complete the fields as follows and then click Next (see
Figures 3-49 and 3-50):

¢ Resource Group: The resource group you created in Chapter 2.

o Name Prefix: This is the naming convention for your virtual
machines that are registered to your hostpool. The name you
choose will automatically be assigned -X, where the X is unique
number starting with 0. For example, if you have five virtual
machines, they will have -0, -1, -2, -3, and -4 at the end of the
name you choose.

e Virtual Machine Location: The Azure location where you want to
store the VMs.

o Availability Options: Azure offers a range of availability options
for managing availability and resiliency. You can choose from
Availability Zone or Availability Set. In this example, we will leave
it as the default, which is Availability Zone.

o Availability Zone: Select the number of the availability zone in
which to deploy your Azure resources.

o Image Type: You can choose from Gallery and Storage Blob. In
this example, we use Gallery.

o Image: You have the choice of selecting an image from the Azure
Gallery or browsing to an image you uploaded. In this example
we choose Windows 10 Enterprise Multi-Session, Version 20H2 +
Microsoft 365 Apps (GEN2).

e Virtual Machine Size: This choice depends on how you
have sized your virtual machines. In this example, we select
Standard B2ms.

e Number of VMs: This is the number of virtual machines you want
to create as part of your hostpool.
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0S Disk Type: You can choose Standard SSD, Standard HDD, or
Premium SSD. In this example, we choose Premium SSD.

Boot Diagnostics: Select the recommended Enable with
Managed Storage account.

Virtual Network: Select the VNet you created in Chapter 2.
Subnet: Select the subnet you created in Chapter 2.

Network Security Groups: You can select Basic, None, or
Advanced.

Public Inbound Ports: Leave this set to No unless you have a

specific requirement.

Domain Join: Choose if you want to use Active Directory or Azure
AD DS. This example uses Active Directory, which requires you to
enter the domain admin credentials for the domain join.

Virtual Machine Admin: Enter the credentials you want to set as
the local administrator on the new virtual machines.

Post Update Custom Configuration: If you have any custom
ARM templates for any post deployment configuration, you can
enter the URL in this section.
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Add virtual machines

Resource group

Mame prefix *

Virtual machine location @
Availability options @
Availability zone * @
Image type

Image * @

Virtual machine size* ©

Number of VMs *
05 disk type * ©
Use managed disks @

Boot Diagnostics ©
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O nNo (@ ves

r ITGeEkRGO1 |

v
| meeEkvDI ]
@ Session host name must be unique within the Resource Group.
=1 3
I| Availability zone hd ]
] V]
[ ] <)

Windows 10 Enterprise multi-session, Version 20H2 + Microsoft 365 ...

ee all images

Standard B2ms
2 vCPU's, 8 GiB memory

Change size
| IEN | v
I Premium SSD I ~ ]

Yes Mo

I @ Enable with managed storage account (recommended) I

O Enable with custom storage account

(O npisable

Figure 3-49. Enter the Virtual Machine details, part 1

102



CHAPTER 3

Virtual network* @ I AZ-140-vNET I

Subnet &

Network security group ©

Public inbound ports @

Inbound ports to allow

Domain to join

Select which directory you would like to
Jjoin

Enroll VM with Intune @ I@ ves O No

Virtual Machine Administrator account

Username * @ H sdadmin I

Password * (©

Confirm password * @

Post update custom configuration

Provide location of an ARM template (inline deployment script, desired state configuration, custom script extension) for
post update custom configuration on your session hosts. Provisioning azure resources in the template is not supported.

Learn more
ARM template file URL @

ARM template parameter file URL ©

]

l

Figure 3-50. Enter the Virtual Machine details, part 2

7. On the Workspace tab, select Yes for Register Desktop App Group

and choose an existing group or create a new one. Click Next

when finished. See Figure 3-51.

IMPLEMENT AN AZURE VIRTUAL DESKTOP INFRASTRUCTURE
v
| defauit (10.4.00724) | v
I Basic l v |
Select one or more ports N
o All traffic from the internet will be blocked by default.
Azure Active Directory ~
4
[ oooveesannae |l ¢‘
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Basics  Virtual Machines Workspace  Advanced Tags  Review + create

To save some time, you can register the default desktop application group from this host pool, with a new or pre-
existing workspace.

Register desktop app group O nNo (@ ves
To this workspace © L v
Create new
Create new

Workspace name *

| ITGEEKWSO1| v |

‘e will also create a display name for this
workspace, which you can always edit later.

Figure 3-51. Create a workspace

8. On the Advanced tab, tick the box if you want to enable
diagnostics settings. In this example, we are going to leave it
blank. See Figure 3-52. Click Next.

Basics  Virtual Machines ~ Workspace  Advanced Tags  Review + create

Diagnostic Settings

Diagnostic settings are used to configure streaming export of platform logs and metrics for a resource to the destination
of your choice. Learn more cf

Enable diagnostics settings D

Figure 3-52. Advanced tab

9. On the Tags tab, enter any relevant tags you want to add and
click Next.

10. Choose Review & Create. Once the validation has passed,

choose Create.

This last section discussed hostpools and completed a lab exercise to configure
a hostpool in the Azure Portal. In the next exercise, you configure a hostpool via
PowerShell.
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Creating a Hostpool by Utilizing PowerShell

Before you can start this exercise, ensure you have installed the relevant PowerShell
module and logged into Azure via PowerShell. Full instructions can be found at
https://docs.microsoft.com/en-us/azure/virtual-desktop/powershell-module.

1. To start, run the cmdlet shown in Figure 3-53, which will create
the hostpool, workspace, and desktop app group.

PS5 C:\WINDOWS\system32> Mew-AzWvdHostPool -ResourceGroupName ITGEEKRGE1 -MName ITGEEKHPBL -WorkspaceMame ITGEEKWS®1 -HostPoolType Pooled -LoadBalancerType Bread
[thFirst -Location -DesktopAnpGrouptame ITGEEKAppGroup

Figure 3-53. PowerShell cmdlet to create a hostpool, workspace, and desktop
app group

2. Create a registration token to authorize a session host to join
the hostpool. Save this to your local PC. The ExpirationTime
parameter is used to set how long the registration token is valid. In
this example, we set it to three hours. See Figure 3-54.

IPS C:\WINDOWS\system32> New-AzWvdRegistrationInfo -ResourceGroupName ITGEEKRGL -HostPoclName ITGEEKHP®L -ExpirationTime $({get-date).ToUniversalTime().AddHour
|s(3)-TeString( »

Figure 3-54. Create the registration token

3. Nowrun a cmdlet to add Azure AD users to the default desktop
app group for the hostpool. See Figure 3-55.

PS C:\WINDOWS\system32> Mew-AzRoleAssignment -SignlnName fioleDefinitionMame 3 Resourcelame
ResourceGrouphame ITGEEKRGO1 -Rescurcelype 'M C -

Figure 3-55. Add an Azure AD user to the default desktop app group

At this stage the hostpool is created and you can add virtual machines via the
Azure Portal.

Assigning the Desktop Application to Users

In the next lab exercise, you will assign a desktop application to the users.

1. Inthe Azure Virtual Desktop service page, navigate to Application
Groups and click the application group you created earlier in this
chapter. See Figure 3-56.
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Home > Azure Virtual Desktop

Azure Virtual Desktop | Application groups =

Microsoft
’)3 Search (Ctrl+/) ] « -+ Create @ Manage view O Refresh \'r_ Export t
® Overview L Filter for any field... J' Subscription == lamitgeek

&b Getting started
Showing 1 to 1 of 1 records.

EI Name T

Manage

© Host pools

| ] © 7 HPO1-AppGroup

O Application groups

® workspaces
&8 Users
Monitoring

9 Insights
a workbooks
Licensing

&8; Per-user access pricing

Figure 3-56. Navigate to Application Groups

2.

Choose Access Control (IAM) » Add » Add Role Assignment, as
shown in Figure 3-57.

A HPO1-AppGroup | Access control (IAM)

Application group

] P Search (Ctrl+)) ] « é Download role assignments
Q@ overview JAdd role assignment

nts Roles
@ Activity log Add role assignment (Preview)

I%b‘ Access control (IAM) I

Add co-administrator

@ Tags View my level of access to this resource.
V4 Diagnose and solve problems

Figure 3-57. Add Role assignment
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3. Choose the following values and click Save (see Figure 3-58):
e Role: Desktop Virtualization User
o Assign Access To: User, group, or service principal

e Select: Type the name of a non-admin user account

Add role assignment X

Role @
Desktop Virtualization User © v |

I Assign access to (D I

[ User, group, or service principal v |

{

Select O

| Search by name or email address l

AAD DC Administrators

Admin
admin@iamitgeek.com

All Users

AVD-Users
AV

FSLogix Share Contributor

POl mmins Chmen S mmbeibedas

Selected members:

Bruce Wayne
Bruce.Wayne@iamitgeek.com Remove

Figure 3-58. Configure the role assignment

In this section, you learned how to assign the desktop application to users.
In the next section, you will complete a short lab exercise to assign users to the
application group.
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Assigning Users to the Application Group

1. In the Azure Virtual Desktop Portal, navigate to Application

Groups. Choose the application group you created earlier, and

then choose Assignments. See Figure 3-59.

Home > Azure Virtual Desktop >

© Azure Virtual Desktop | Application grou...

Microsoft

€«

[}3‘ Search (Ctrl+/) ] « + Create €% Manageview -+
© Overview [ Filter for any field...

& Getting started Name *

Manage I © 1 uHPO1-AppGroup I

© Host pools

D Application groups

® workspaces
& Users
Monitoring

@ Insights
a workbooks
Licensing

& Per-user access pricing

() NerdioHPO1-AppGro

Application group

[ P search (Ctrl+/)

Q ovenview

B Activity log

P Access control (IAM)
@ Tags

&? Diagnose and solve problems
Settings

HH Properties

B Locks

Manage

i Applications
Monitoring

E Diagnostic settings

Figure 3-59. Navigate to Application Group, Assignments

2. Click Add and search for the user you want to allow access to this

application group. Click Select. See Figure 3-60.
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Select Azure AD users or user groups X
1p | Assic
! lp Search
+ add O
P -liCompany.5604130817.nltgrkgt@1amITGeek.onmicrosoft.com ~

All Company
AC
(i ] 3:::;;“: B AllCompany.5604130817.vmchwmr @lamITGeek. onmicrosoft.com

All Users

A Filter by Na
"Bl AVD-Users
Display na

There are nou

e@iamitgeek.com

FSLogix Share Contributor

1@ 6 aa

Selected items

Bruce Wayne
o Remove
Bruce.Wayne®@iamitgeek.com
—

Figure 3-60. Select the user to grant them access to the application group

In this next section, we take a look at the various settings that you can manage via the

Azure Virtual Desktop Portal and via the Azure Admin Portal.

Managing Hostpool Settings

You can manage several settings for the hostpools via the Admin Portal, including the

RDP properties. The RDP properties consist of the following configurable settings:
e Connection information
o Session behavior
e Device redirection
o Display settings

e Advanced options
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To configure RDP properties, navigate to Hostpools. Click the hostpool you want to

manage and then choose RDP Properties. See Figure 3-61.

Home >

Azure Virtual Desktop | Host pools

Azure Virtual Desktop > HPO1

Microseft

|P Search (Ctrl+/) | « 4+ Create @ Manage view ~ -
© Overview | Filter for any field...

& Getting started Name 4

Manage o [Ee——

© Host pools

Q Application groups

@ workspaces

£ Users

1k HPO1 | RDP Properties

" Host pool

2 search (Ctrl+/) | «

© Overview

B Activity log

o, Access control (LAM)
@ Tags

&2 Diagnose and solve problems

Settings

il roP Properties

Figure 3-61. Navigate to RDP properties for the hostpool

Connection Information

The following settings can be configured from the Connection Information tab (see
Figure 3-62):

Credential Security Support: Determines whether Remote Desktop

will use CredSSP for authentication if it’s available.

Alternate Shell: Specifies a program to be started automatically when

you connect to a remote computer. The value should be a valid path to

an executable file. This setting only works when connecting to servers.

Connection information | Session behaviour

KDC Proxy Name: (Optional) Enter the fully qualified domain
name (FQDN) of the desired KDC proxy.

Device redirection Display settings

Credential Security Support l RDP will use CredSSP if the operating system supports CredSSP v ‘
Provider (0
| Alternate shell © | | CQ\\\ProgramFiles\\Office\\word.exe ‘
| KOC proxy name ©f | kdc.contoso.com |

Figure 3-62. Configure hostpool connection information
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Session Behavior

¢ Reconnection: Determines whether the client computer will
automatically try to reconnect to the remote computer if the
connection is dropped.

o Bandwidth Auto Detect: Determines whether to use
automatic network bandwidth detection or not. Requires the
option bandwidthautodetect to be set and correlates with
connection type 7.

o Network Auto Detect: Enables the option for automatic detection of
the network type. Used in conjunction with networkautodetect.

o Compression: Determines whether the connection should use bulk

compression.

e Video Playback: Determines whether RDC will use RDP efficient
multimedia streaming for video playback. See Figure 3-63.

Connection information Session behaviour | Device redirection Display settings
IReconnection 0] I Not configured v l
IBandwidth auto detect S.il l Not configured v ]
| Network auto detect GTI | Not configured e ]
| Not configured ~v ]
LL_Jse RDP-efficient multimedia streaming for video playback when pos... v ‘

Figure 3-63. Configure session behavior for the hostpool

Device Redirection
Audio and Video

e Microphone: Determines how sounds captured (recorded) on the
local computer are handled when you are connected to the remote
computer.
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Redirected Video Encoding: Enables or disables encoding of
redirected video.

Encoded Video Quality: Controls the quality of encoded video.

Audio Output Location: Determines how sounds captured
(recorded) on the local computer are handled when you are
connected to the remote computer.

Local Devices and Resources

112

Camera Redirection: Configures which cameras to redirect. This
setting uses a semicolon-delimited list of KSCATEGORY_VIDEO CAMERA
interfaces of cameras enabled for redirection.

MTP and PTP Device Redirection: MTP and PTP device redirection.

Drive/Storage Redirection: Determines which local disk drives on
the client computer will be redirected and available in the remote
session.

Clipboard Redirection: Determines whether the clipboard on the
client computer will be redirected and available in the remote session
and vice versa.

COM Ports Redirection: Determines whether the COM (serial) ports
on the client computer will be redirected and available in the remote
session.

Print Redirection: Determines whether the printer configured on
the client computer will be redirected and available on the remote

session.

Smart Card Redirection: Determines whether the smart card
devices on the client computer will be redirected and available on the

remote session.

USB Device Redirection: Determines which supported RemoteFX
USB devices on the client computer will be redirected and available
in the remote session when you connect to a remote session that

supports RemoteFX USB redirection. See Figure 3-64.
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Connection information Session behaviour Device redirection  Display settings

Audio and video

Microphone redirection © | Not configured v ‘
| Redirect video encoding O [ Not configured v
Encoded video quality © | Not configured v ‘
hudio output location (D] | Play sounds on the local computer v l

Local devices and resources

ICamera redirection © I l Not configured ~ ]

MTP and PTP device redirection (O | Redirect portable media players based on the Media Transfer... v ]
IDrive/storage redirection © l Redirect all disk drives, including ones that are connected later v ]
I Clipboard redirection @I | Clipboard on local computer is available in remote session v |
I COM ports redirection G)I | COM ports on the local computer are available in the remote... v ]
ferinter redirection ® | | The printers on the local computer are available in the remot.. v l
I Smart card redirection © I | The smart card device on the local computer is available int... v ‘
I USB device redirection @I | Redirect all USB devices that are not already redirected by an... v ‘

Figure 3-64. Device redirection settings for hostpools

Display Settings

e Multiple Displays: Determines whether the session should use true
multiple monitor support when connecting to the remote session.

o Selected Monitors: Specifies which local displays to use from the
remote session. The selected displays must be contiguous. Requires
use of multimon to be set to 1.

e Maximize to Current Displays: Determines which display the
remote session goes full screen on when maximizing. Requires the
use of multimon to be set to 1.
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e Multi to Single Display Switch: Determines whether a multi-display
remote session automatically switches to single display when exiting
full screen. Requires the use of multimon to be set to 1.

¢ Screen Mode: Determines whether the remote session window

appears full screen when you connect to the remote computer.

o Smart Sizing: Determines whether the client computer should scale
the content on the remote computer to fit the window size of the
client computer when the window is resized.

¢ Dynamic Resolution: Determines whether the resolution of the
remote session is automatically updated when the local window is
resized.

o Desktop Size: Specifies predefined dimensions of the remote session
desktop.

o Desktop Height (Pixels): The height (in pixels) of the remote session
desktop.

o Desktop Width (Pixels): The width (in pixels) of the remote session
desktop.

o Desktop Scale Factor: Specifies the scale factor of the remote session
to make the content appear larger. See Figure 3-65.
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Connection information Session behaviour  Device redirection Display settings

l Multiple displays ® I | Enable multiple display support v ]
ISeIected monitors (D' l Not configured ~ ]
IMaximize to current displays (DI l Not configured v ]
IMuIti to single display switch @I I Not configured ~ ]
I Not configured % ]
| Not configured v ]
I Dynamic resolution (Dl l Not configured v ]
[ Not configured v ]
Joesktop height pixels) O [o ]
[ Desktop width (pixels) @ | [ 0 ]
IDesktop scale factor © I I Not configured ~ ]

Figure 3-65. Configure display settings for the hostpool

To access the Advanced settings, you need to click the ... button to right of the
window and select Advanced, as shown in Figure 3-66.

Connection information  Session behaviour Device redirection Display settings

Connection information

Credential Security Support [ RDP will use CredSSP if the operating system su

Provider © Session behaviour
A

Alternate shell © I Q\\\ProgramFiles\\Office\\word.exe Ciewnce secisection

Display settings

KDC proxy name @ I kdc.contoso.com

Advanced

[

Figure 3-66. Navigate to the advanced hostpool settings
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Advanced Settings

o RDP Properties: Set custom RDP properties such as multi-monitor
experience and audio redirection to deliver an optimal experience for
your users. See Figure 3-67.

Session behaviour Device redirection Display settings Advanced

RDP Properties (O drivestoredirect:s:*;audiomode:i:0;videoplaybackmodei:1;redirectclipboard:i
Acredirectprintersii:1;devicestoredirect:s:;redirectcomports:i:1;redirectsmart
cards:i:1;usbdevicestoredirect:s:*;enablecredsspsupporti:1;use multimon:i:1

@ The characters\:; must be escaped with a backslash character \' from
properties values. e.g. 'C:" should be "C\!

Figure 3-67. Configure RDP properties for the hostpool

In this section you looked at creating and configuring hostpools and session hosts,
which included several lab exercises in the Azure Portal and PowerShell. The next
section takes a closer look at creating and configuring session host images.

Creating and Configuring Session Host Images

This section explains how to create and configure host custom images for your session
hosts. We walk through the steps you need to follow to prepare a master virtual hard
disk (VHD) image, which can then be uploaded to Azure.

Creating a Gold Image

You can create a golden image from Azure or, if you have specific customizations
that need to be implemented on-premises, you can download an image from Azure,
customize it, and then upload it back to the image gallery.
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Create a Virtual Machine

As mentioned earlier in this chapter, Windows 10 Multi-Session OS is only available from
the Azure gallery. There are two options for customizing the image to your requirements:

e Option 1: Provision a virtual machine in the Azure Portal. You can
follow the steps in the following link to complete this task: https://
docs.microsoft.com/en-us/azure/virtual-machines/windows/
create-vm-generalized-managed.

e Option 2: Create an image on-premises by downloading the OS image
from the Azure gallery, deploying it to Hyper-V, and customizing it as
per your requirements. The following lab exercise covers this option.

On-Premises Image Creation

Before you can download the image from Azure, you need to run a Sysprep to
generalize the OS.

1. First you need to ensure you have provisioned a VM in Azure with
the correct Windows 10 Multi-Session OS.

2. Connect to the virtual machine using Bastion or RDP (Remote
Desktop).

3. On the virtual machine, open an elevated command prompt as an
administrator.

4. Runthe cd %windir%\system32\sysprep command to change the
directory and run Sysprep.exe.

5. Select Enter System Out-of-Box Experience (OOBE) in the dialog
box that opens and ensure you tick the Generalize option.

6. Select Shutdown in the shutdown options and then click OK.

7. Once the VM has shut down, you need go to the Azure Portal and
stop the VM.

You have an alternative option of taking a snapshot of the VM disk and then
downloading and importing it into Hyper-V.
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Generate URL for Downloading

Now that you have generalized the Windows 10 Multi-Session OS in Azure, you need to

download it locally to your on-premises environment.

1. Inthe Azure Portal, on the VM page, click Disks in the left pane.
See Figure 3-68.

] L Search (Ctrl+/)

K Overview

@ Activity log

A2 Access control (IAM)
® Tags

VA Diagnose and solve problems

Settings

2 Networking
& Connect
£ Disks I
B size

@ Security

Figure 3-68. Navigate to the VM's disks

2. Choose the OS disk.

3. On the Disks page, choose Disk Export from the left menu pane, as
shown in Figure 3-69.
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& Overview

Activity log

fa Access control (IAM)
€ Tags

Settings

& Size + performance

,  Encryption

> Networking

o

Disk Export I

Properties

Locks

N2

Figure 3-69. Disk Export menu

4. Note that the default URL Expire In time is set to 3600 seconds
(1 hour). Depending on how large the disk is, you might want to
increase this. 36000 (10 hours) will cover most scenarios. Click
Generate URL once you set the expiration time; see Figure 3-70.

Generate a secure URL and download it directly.

URL expires in (seconds) *

36000] v

Generate URL

Figure 3-70. Generate URL for download

5. Once the URL has been generated, click the Download the VHD
File link under the URL. See Figure 3-71.
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The following URL can be used to download the VHD file for this disk. Copy it and keep it secure, it will not be

| https://md-ssd-gzvhstldckrh.z48.blob.storage.azure.net/ppvizvjmg4sj/abcd?sv=2018-03-28&sr=b&si=d3b6¢

Download the VHD file

A SAS URL has been generated for this disk for export. While in this state, it can't be edited or attached to a rul
URL, and may cancel any in-progress transfers if the disk is currently being downloaded to another location.

Cancel export

Figure 3-71. Download the VHD disk from the Azure Portal

Local Image Creation

When the image is fully downloaded to your local infrastructure, you can open Hyper-V
to create a new VM using the VHD you downloaded. The following is a simple walk-
though of how you can do this. For a more in-depth guide, refer to https://docs.
microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/
create-a-virtual-machine-in-hyper-v/.

1. In Hyper-V Manager, open the New Virtual Machine wizard.
2. Choose Generation 1 on the Specify Generation page.
3. Disable checkpoints under Checkpoint Type.

You created the virtual machine from an existing VHD, which you downloaded from
Azure. Hyper-V will create the disk as a dynamic disk by default, so you need to change
this to a fixed disk by editing the disk.

Once the VM is in Hyper-V, you can boot it up and configure the customizations you
require. This may include registry entries, software installs, and other OS customizations.
Once this exercise is finished, you need to prepare the Windows VHD or VHDX to upload
to Azure. You can find detailed instructions at https://docs.microsoft.com/en-us/
azure/virtual-machines/windows/prepare-for-upload-vhd-image.

After the customized image is ready and uploaded to Azure, you need to complete
steps to redo the Sysprep in Azure and complete the image capture steps, which will save
itinto the image gallery. The following exercise outlines how to complete these steps.
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Image Capture

The following steps walk through how to capture an image of a virtual machine in Azure.

1. Navigate to the virtual machine you want to capture in the

Azure Portal.

2. Inthe Virtual Machine Overview tab, ensure that the status is

showing as Stopped (Deallocated). If this is not the case, click Stop

from the top menu bar. See Figure 3-72.

,(9 Connect [> stat ' Restart [:] Stop [@: Capture ]E] Delete O Refresh D Open in mobile < Feedback

# Essentials

Resource group {change}
ITGEEKRG(

Status
Stopped (deallocated)

Location
UK South

Subscription (change)
lamitgeek

Subscription ID
20edf2c2-dbf1-4331-9f96-4e438e02d06a

Tags (change)
NMW_OBJECT_TYPE : DESKTOP_IMAGE_VM ~ More (11)

Figure 3-72. Ensure VM is in stop state

Operating system
Windows

Size
Standard B2ms (2 vcpus, 8 GiB memory)
Public IP address

Virtual network/subnet

DNS name

3. Once the VM is in a stopped state, click the Capture button at the

top of the menu. This will open the Create an Image window (see

Figures 3-73 and 3-74).

4. Complete the Basics tab with all the relevant information. In this

example, we use the following values:

o Subscription: You trial Azure subscription.

e Resource Group: Resource group you created in Chapter 2.

e Share image to Shared image gallery: Choose Yes.

o Target Image Gallery: Click Create New and enter the name of

your new gallery.
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e Operating System State: Ensure Generalized is selected.

o Target Image Definition: This is the parent definition for this
version of the image. Click Create New. On the Create an Image
Definition pane on the right side, enter a relevant name, then
click OK.

o Version Number: Enter the value of 0.0.1 as this is the first
version. For all subsequent versions you will go up one number.
For example, 0.0.2, 0.0.3, and so on. See Figures 3-73 and 3-74.

Create an image

Basics Tags  Review + create

Create an image from this virtual machine that can be used to deploy additional virtual machines and virtual machine scale
sets. With a shared image, you can easily replicate the image to Azure regions around the world and manage versions of the
image. Certain information from the virtual machine will be carried forward to the image including OS type, VM generation,
plan, and publishing details. Learn more ¢

Project details

Subscription lamitgeek .

Resource group * ” ITGEEKRGO1 I ~ ]

Instance details

Region (Europe) UK South v

Share image to Shared image gallery @ I (®) Yes, share it to a gallery as an image version. |
O No, capture only a managed image.

Automatically delete this virtual machine D
after creating the image ©

Gallery details

Target image gallery * (© (new) ITGEEKGAQ1 v

Create new

Operating system state o Generalized: fMs created from this image require hostname, admin user, and
O er VIV

elated setup to be completed on first boot

(O specialized: VMs created from this image are completely configured and do
not require parameters such as hostname and admin user/password

Figure 3-73. Create an Image, part 1
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| (new) itgeekdef01 v ]
Create new

[ 001 |
O

| MM/DDAYYYY =]

An image version can be replicated to different regions depending on what makes sense for your organization. One example
is to always replicate the latest image in multiple regions while all older versions are only available in 1 region. This can help
save on storage costs for image versions.
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Figure 3-74. Create an Image, PART 2

The process of updating the image is similar to creating the initial image; however as

mentioned, you change the version number to ensure it is the latest version in the image

gallery.

Add New Session Hosts to an Existing Hostpool

When your image creation is done and you have captured the latest version, you are

ready to replace the existing session hosts in your hostpool with the latest image. The

following steps outline how to do this.

1. Navigate to the session hosts in the Azure Virtual Desktop
Service Portal.

2. Select the existing virtual machines and click Turn Drain Mode On
in the top menu. This will stop any new logins to the session hosts.
Note that in a production environment you will need to schedule
an outage for this.
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3. Click + Add. If you see the warning shown in Figure 3-75, you need
to click this and create a registration key.

Q A registration key must be set up before adding a new VM to host pool NerdioHP01 =

Figure 3-75. Registration key warning

4. You should now be on the Add Virtual Machines to a Host Pool
page after the registration key is generated (if required). The
Basics tab will be fully prepopulated and grayed out. Click Next.

5. On the Virtual Machines tab, complete all the values as you did in
the lab exercise earlier in this chapter where you created your first
hostpool. The only difference is that under Image. Choose See all
images » My Items. Then select the custom captured image you
created earlier.

6. You can leave the Advanced and Tags tabs as their defaults for the
purposes of this lab exercise.

Once you have validated and clicked Create, this will deploy the new version of the
VMs to your hostpool and users can then start to log in again. Once all the sessions from
the old session hosts are cleared, you can remove them from your hostpool.

This section discussed how to create a new image from the Azure Portal, customize
an image locally, and capture and update an image in Azure.

Knowledge Check

The following questions are aimed at testing your understanding of the information in
this chapter. It is recommended to complete all the sections and labs in this chapter
before attempting these questions.
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Check Your Knowledge

1. Your organization has a set of programmers that need virtual
desktops that they can manage. What type of hostpool would be
the best fit for this use case?

e Personal
e Pooled
e Local
2. What OS image should you use with a pooled hostpool?
e Windows 10 Pro
o Windows 10 Enterprise Multi-Session
e Animage that can support multi-session workloads

3. How do you give users access to applications and a remote
desktop?

o This is not possible. Users can only belong to a single group type.

e Assign the users to the RemoteApp and Desktop
Application groups.

o Create a new application group for RemoteApp and assign it to
Azure AD users/groups.

4. What two IAM services can you integrate with an Azure Storage
account?

e Azure AD
o Active Directory Domain Services
e Azure AD DS

5. What step do you need to complete to create a new image in the
image gallery?

e Capture the Windows VM image
o Snapshot the OS disk

e Sysprep the Windows OS
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Summary

This chapter looked at how to implement and manage networking for Azure Virtual
Desktop, how to implement and manage storage for Azure Virtual Desktop, how to
create and configure hostpools and session hosts, and how to create and manage session
host images. You also completed several lab exercises, including provisioning a site-to-
site VPN between Azure and your on-premises location, creating an Azure File share and
integrating your storage account with Active Directory, provisioning a session host, and
creating a new image from Azure and locally.

Chapter 4 takes a deep dive into managing access and security in Azure Virtual
Desktop, including managing access to Azure Virtual Desktop and managing security for
Azure Virtual Desktop.
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CHAPTER 4

Manage Access
and Security to Azure
Virtual Desktop

The previous chapter took a deeper look into implementing and managing an Azure
Virtual Desktop Architecture, including implementing and managing networking for
Azure Virtual Desktop, implementing and managing storage for Azure Virtual Desktop,
creating and configuring hostpools and sessions hosts, and creating and managing
session host images.

This chapter covers the following main topics:

e Managing access to Azure Virtual Desktop
e Managing security to Azure Virtual Desktop

e Knowledge check

Technical Requirements

To complete the exercises in this book, you need to have access to a Microsoft 365 tenant.
This can be attained by signing up for a trial subscription. Additionally, Azure Virtual

Desktop services require one of the following licenses:
e Microsoft 365 Business Premium
e Microsoft 365 E5/E3
e Microsoft 365 A3/A5/Student Benefits

e Microsoft 365 F3
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e Windows 10 Enterprise E3/E5
e Windows 10 Education A3/A5

e Windows 10 VDA per user

Managing Access to Azure Virtual Desktop

Microsoft cloud services that are hosted in Azure utilize role-based access control (RBAC),
including Azure Virtual Desktop. RBAC allows you to give access to users depending on
their role.

Azure has its standard built-in roles such as Owner, Contributor, and Reader;
however, there are additional roles that are more specific to Azure Virtual Desktop. This
section discusses these roles and the level of access they grant a user who is assigned the
specific role.

Built-in Roles for Azure Virtual Desktop

The following built-in RBAC roles are specific to Azure Virtual Desktop and have
different levels of access.

o Desktop Virtualization Contributor: This role allows you to handle
and manage all areas of your Azure Virtual Desktop deployment. If
you want to publish app groups to users or groups, you also need to
assign the User Access Administrator with this role. This role will not
enable you to access any of the compute resources. The following list
shows the exact permissions that this role will grant you:

e Microsoft.DesktopVirtualization/*

o Microsft.Resources/Subscriptions/resourceGroups/read
e Microsft.Resources/deployments/*

e Microsoft.Authorizations/*/read

¢ Microsoft.Insights/alertRules/*

e  Microsoft.Support/*
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Desktop Virtualization Reader: If you assign this role to a member
of the admin team, they will be able to view everything in the Azure
Virtual Desktop deployment; however, they will not be able to make
any changes. The following list shows the exact permissions that this
role will grant you:

e Microsoft.DesktopVirtualization/*/read

e Microsoft.Resources/Subscriptions/resourceGroups/read
o Microsoft.Resources/deployments/read

e Microsoft.Authorizations/*/read

¢ Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

Desktop Virtualization Hostpool Contributor: This role will enable
you to manage all areas of the hostpool as well as access all the
resources. If you want to create virtual machines as part of this, you
will additionally need the Virtual Machine Role Contributor role. If
you want to create hostpools using the Azure Admin Portal, you need
to assign the AppGroup and Workspace contributor roles, or the
Desktop Virtualization Contributor role. The following list shows the
permissions that this role will enable for you:

e Microsoft.DesktopVirtualization/Hostpools/*

e Microsoft.Resources/subscriptions/resourceGroups/read
e Microsoft.Resources/deployments/*

e  Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e Microsoft.Support/*

Desktop Virtualization Hostpool Reader: This is a read-only role
that will not allow the admin user to make any amendment; however
it does allow them to view the entire hostpool. The following list
shows the permissions that this role will enable for you:
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¢ Microsoft.DesktopVirtulization/Hostpools/*/read

e Microsoft.Resources/subscriptions/resourceGroups/read
e Microsoft.Resources/Deployments/read

e  Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

e Desktop Virtualization Application Group Contributor: If you
assign this role to an administrator, it will enable them to manage
all areas of app groups. You need to assign the User Access
Administrator role if you want the same user to be able to publish app
groups. The following list shows the permissions that this role will
enable for you:

e Microsoft.DesktopVirtualization/applicationgroups/*

e Microsoft.DesktopVirtualization/hostpools/read

e Microsoft.DesktopVirtualization/hostpools/sessionhosts/read
e Microsoft.Resources/subscriptions/resourceGroups/read

e Microsoft.Resources/deployments/*

e Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

o Desktop Virtualization Application Group Reader: Assigning this
role to an administrator will allow them to read all areas within an
app group; however they cannot make changes. The following list
shows the permissions that this role will enable for you:

o Microsoft.DesktopVirtualization/applicationgroups/*/read
e Microsoft.DesktopVirtualization/applicationgroups/read
e Microsoft.DesktopVirtualization/hostpools/read

o Microsoft.DesktopVirtualization/hostpools/sessionhosts/read
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e Microsoft.Resources/subscriptions/resourceGroups/read
o Microsoft.Resources/deployments/read

e Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

Desktop Virtualization Workspace Contributor: This role will
enable you to fully access and manage all areas of the workspace. You
will need to assign the Application Group Reader role to the user if
they require information on the application group. The following list
shows the permissions that this role will enable for you:

e Microsoft.DesktopVirtualization/workspaces/*

e Microsoft.DesktopVirtualization/applicationgroups/read
e Microsoft.Resources/subscriptions/resourceGroups/read
e Microsoft.Resources/deployments/*

e Microsoft.Authorization/*/read

¢ Microsoft.Insights/alertRules/*

e  Microsoft.Support/*

Desktop Virtualization Workspace Reader: This role will enable
you to read/view all aspects of the workspace; however you cannot
modify any resources. The following list shows the permissions that
this role will enable for you:

e Microsoft.DesktopVirtualization/workspaces/read

e Microsoft.DesktopVirtualization/applicationgroups/read
e Microsoft.Resources/subscriptions/resourceGroups/read
o Microsoft.Resources/deployments/read

e Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e Microsoft.Support/*
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o Desktop Virtualization User Session Operator: This role enables
you to send messages, disconnect sessions, and log users off from the
Azure Virtual Desktop Portal. This role does not give you permission
to manage session home management, for example deleting a
session host from the hostpool and enabling/disabling drain mode.
The user who is assigned this role can view assignments, but they will
not be able to amend admins. It is recommended to assign this role
to a hostpool. The following list shows the permissions that this role
will enable for you:

e Microsoft.DesktopVirtualization/hostpools/read
e Microsoft.DesktopVirtualization/hostpools/sessionhosts/read

¢ Microsoft.DesktopVirtualization/hostpools/sessionhosts/
usersessions/*

e Microsoft.Resources/subscriptions/resourceGroups/read
e Microsoft.Resources/deployments/read

e Microsoft.Authorization/*/read

e Microsoft.Insights/alertRules/*

e Microsoft.Support/*

o Desktop Virtualization Session Host Operator: This role will enable
you to see and delete session hosts and can enable/disable drain
mode. Users need to have writer permissions to hostpool objects if
they want to be able to add session hosts. You can add sessions hosts
if you are assigned the Virtual Machine Contributor role (as long
as the registration token is still valid). The following list shows the
permissions that this role will enable for you:

¢ Microsoft.DesktopVirtualization/hostpools/read

e Microsoft.DesktopVirtualization/hostpools/sessionhosts/*
e Microsoft.Resources/subscriptions/resourceGroups/read
o Microsoft.Resources/deployments/read

¢ Microsoft.Authorization/*/read
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e Microsoft.Insights/alertRules/*
e Microsoft.Support/*

This section discussed RBAC roles that are specific to Azure Virtual Desktop. The
next section is a lab exercise to assign a role to an Azure Virtual Desktop service via the
Azure Portal and PowerShell.

Assigning Role-Based Assignment to Azure
Virtual Desktop

The following two lab exercises walk you through how to assign roles via the Azure Portal
and via PowerShell.

Assign Role-Based Assignment via Admin Center

The following lab walks through the steps to assign a role to an Azure Virtual Desktop

resource.

1. Open a web browser and go to the Azure Portal via https://
portal.azure.com.

2. Navigate to the Azure Virtual Desktop platform by typing it in
the search box and selecting it from the list that appears. See
Figure 4-1.
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Microsoft Azure I O Azure Virtual Desktop] X

Services Seea

Azure services

Azure Virtual Desktop ||

+ © Application groups
_— A © Host pools
resource © workspaces

K3 virtual machines
) ,

[ 4> Virtual networks
Resource Vit & Azure Active Directory
groups

& Azure Cosmos DB
& Azure Database for MySQL servers

Recent resource & Azure Databricks

Figure 4-1. Navigate to the Azure Virtual Desktop service in the portal

3. Inthis example, we are going to assign a role to the hostpool,
so we need to navigate to the hostpool section. If you want to
assign a specific role to another resource (application groups or
workspaces, for example), you need to navigate to those sections.

4. Inthe Hostpool menu, select Access Control (IAM). See
Figure 4-2.
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Home > Azure Virtual Desktop >

HPO1 =<

Host pool

|/O Search (Ctrl+)) ] «

O overview

B Activity log

I B Access control (1AM)

€ Tags

&2 Diagnose and solve problems
Settings

il! RDP Properties

il Properties

A Locks

Figure 4-2. Navigate to Access Control (IAM) section of Azure Virtual Desktop

5. On the Access Control page, click the +Add option, as shown in
Figure 4-3.
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Home > Azure Virtual Desktop > HPO1

HPO1 | Access control (IAM)

Host pool
|/O Search (Ctrl+/) l « + Add I\lr Download role assignments ==
© Overview
Check access  Role assignments Roles
@ Activity log —_—
Aa  Access control (IAM)
My access
@ Tags View my level of access to this resource.
2 Diagnose and solve problems
Check access

Settings :
9 Review the level of access a user, group,

service principal, or managed identity

I} RDP Properties
i per has to this resource. Learn more of

il! properties )

Find ®
A Locks l User, group, or service principal ]
Manage l Search by name or email address ]

Figure 4-3. Click Add
6. Select Add Role Assignment, as shown in Figure 4-4.

-+ add ¥ Download role assignments == Edit columns () Refresh X Remove

I Add role assignment I

nts Roles Deny assignments Classic administrator
Add role assignment (Preview)

Add co-administrator
Figure 4-4. Add Role Assignment

7. Inthe Add Role Assignment section, in the Role text field, type
desktop virtualization hostpool to show all the hostpool-related
roles. See Figure 4-5.
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Add role assignment X

Role ©

I Select a role ~

[ desktop virtualization host pool

Desktop Virtualization Host Pool Contributor @

Desktop Virtualization Host Pool Reader ©

i S S

. AAD DC Administrators

Admin
admin@iamitgeek.com

All Users

AVD-Users
AV

Bruce Wayne
Bruce.Wayne®@iamitgeek.com

Selected members:
No members selected. Search for and add one or more
members you want to assign to the role for this resource.

Learn more about RBAC

Figure 4-5. Select the relevant role

8. In this example, you assign the Desktop Virtualization Hostpool
Contributor to an administrator account. Click Save.

Assign Role-Based Assignment via PowerShell

In this exercise, you learn how to assign a role via PowerShell:

1. Login to Azure via PowerShell. Follow the instructions at
https://docs.microsoft.com/en-us/powershell/azure/
authenticate-azureps?view=azps-6.4.0.
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2. Ensure you understand the specific role you want to grant access
to. You can list the roles and get specific role IDs by using the
cmdlet shown in Figure 4-6.

PS C:\WINDOWS\system32> Get-AzRoleDefinition | FT Name, IsCustom, Id

Figure 4-6. Get a list of Azure roles and document the specific one you want to
grant access to

3. In this example, we will pick the Desktop Virtualization
Application Group Reader role to a user, which is shown in
Figure 4-7.

Desktop Virtualization Application Group Reader False aebf23d@-bS68-4e86-b8f9-feB3a2cbabs55

Figure 4-7. Desktop Virtualization Application Group Reader Role in PowerShell

4. There are different levels of scope you can assign permissions to,
including:
¢ Resource scope: You need the resource ID for this, which can be

found in the properties of the resource in the Azure Portal.

o Resource group scope: You need the name of the resource group
for this, which can be found on the Resource Group page.

e Subscription scope: You need the subscription ID, which can be
found on the Subscriptions page.

e Management group scope: You need the management group
name, which can be found on the Management Groups page.

In this example, we will assign the Desktop Virtualization
Application Group Reader role to an admin user and specify the
Application Group Resource.

5. Complete the cmdlet in Figure 4-8 to assign the Desktop
Virtualization Application Group Reader to an admin user, scoped
to the Application Group resource.
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PS C: \WINDOWS\system32> New-AzRoleAss:Lgnment -SlgnInNamE shabaz@:.am:.tgeek com
>> -RoleDefinitionName "Deskt l.'.-:; ization Application Group Reade

>> -ResourceName -AppGr‘oup

>> -ResourceType Microsoft.DesktopVirtualization/applicationgroups °

»> -ResourceGroupName ITGEEKRGO3

Figure 4-8. New Role Assignment cmdlet

This section discussed role-based access control (RBAC) and how you can use it
to plan and implement roles for Azure Virtual Desktop. You also completed the lab
exercises, which walk through how to assign roles to Azure Virtual Desktop via the Azure
Center and via PowerShell.

The next section discusses delegated access in Azure Virtual Desktop and explains
how you can configure user restrictions by utilizing Azure AD group policies and AD
policies with Intune integration.

Delegated Access in Azure Virtual Desktop

When you utilize the delegated access model with Azure Virtual Desktop, it allows you
to define the amount of access specific users can have by assigning them a specific
role. There are three main components of a role assignment: security principal, role
definition, and scope.

The following values are supported for each element when configuring delegated
access for Azure Virtual Desktop:

e Security principal

o Users

o User groups

e Service principals
e Role definition

e Built-inroles

e Customroles
e Scope

e Hostpools

o App groups

o« Workspaces
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In the following labs, we walk through how to add an Azure AD user to an app group
via the Azure Portal and via PowerShell.

Add an Azure AD User to an Application Group via Azure
Admin Center

1. Login to the Azure Admin Center at https://portal.azure.com
and navigate to the Azure Virtual Desktop services page.

2. Navigate to Application Groups, as shown in Figure 4-9.

Home >

@ Azure Virtual Desktop

Microsoft

| R Search (Ctrl+/) | «

O Overview

& Getting started

Manage

© Host pools

@ Application groups

() Workspaces

a8 Users

Monitoring
@ Insights

@ workbooks

Licensing

&; Pper-user access pricing

Figure 4-9. Navigate to Application Groups

3. Select the relevant application group you want to assign users or
groups to, as shown in Figure 4-10.
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Azure Virtual Desktop | Application groups =

Microsoft

|p Search (Ctrl+/) ] « + Create @ Manage view O Refresh Export to CSV “i? Open query

Overview n " oo - N
® l Filter for any field... ] Subscription == lamitgeek Resource group == all |

& Getting started
Showing 1 to 1 of 1 records.

(] name

] ©® HPO1-AppGroup

Manage

© Host pools

O Application groups

Figure 4-10. Select the relevant application group

4. On the Application Group page, navigate to Manage »
Assignments, as shown in Figure 4-11.

O overview

@ Activity log

8o Access control (1AM)
€ Tags

&? Diagnose and solve problems
Settings

ill Properties

& Locks

Manage

i1 Applications

&8 Assignments

Monitoring
 Diagnostic settings

P Logs

Figure 4-11. Navigate to Assignments page
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| Select Azure AD users or user groups |

2 HPO1-AppGroup | Assignments -

" . F Search

All Users
© crenien [
B actvitylog 0 Setup email discovery to help your users discover their resources using an emad 1 AND-Users
P, Access control (AM)
¢ Tag o —

¥ A Filter by Mame Bruce.

&2 Uiagnese and solve probilems Display name comail address Selecte
Seltings There are no users or user groups assigned 1o this application group. . FSLogix Share Contributor
Il properties

FSlogix Share Contributor
o .-
Manage ﬂ FSlogix Share Elevated Contributor
B applications

F5logi Share Elevated Contributor
& Assignments

- lamiTGeek
Monitaring
- Selected items

B Ciagnestic settings
P Logs Bruce Wayne

. Remove
Bruce Wayne @iamitgesk com
e

.............

Figure 4-12. Add a user/group assignment to an application group

5. Click the +Add button and then select the user or group you want
to assign permissions to in the application group. Click Select. See
Figure 4-11.

Add an Azure AD User to an Application Group via PowerShell

1. Firstyou need to set up the PowerShell module on your computer
for Azure Virtual Desktop. Run the cmdlet shown in Figure 4-13 in
an elevated PowerShell window to install the relevant module.

PS C:\WINDOWS\system32> Install-Module -Name Az.DesktopVirtualization

Figure 4-13. Install Azure Virtual Desktop module for PowerShell

2. Run the cmdlet shown in Figure 4-14 to connect to Azure via
PowerShell. You will be prompted to enter your global admin
credentials.
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PS C:\WINDOWS\system32! Connect-AzAccount
|

Sign in to your account

Micreset-tzmg

B® Microsoft

Pick an account

E Shabaz@

Figure 4-14. Connect to Azure via PowerShell cmdlet

3. Run the cmdlet shown in Figure 4-15 to grant user access to the
application group.

PS C:\WINDOWS\System32> New-AzRoleAssignment -Signiniane shabaz@i _ -RoleDefinitionName “Dasktop Virtua AT £r" -ResourceNams
-AppGroup -ResourceGroupName ITGEEKRGO3 -RescurceType fer t.Des P 1 i 14 5

Figure 4-15. Configure assignment to an application group via PowerShell

This section discussed delegated access and completed lab exercises to assign access
to an application group via the Azure Portal and PowerShell. The next section discusses
how you can configure user restrictions by utilizing Azure AD group policies and AD
policies with Intune integration.

Azure Virtual Desktop Integration with Intune

Azure Virtual Desktop is called a DaaS (Desktop as a Service) platform in which you can
virtualize applications and Windows Desktops. Integrating this platform with Intune
enables you to manage and secure the session hosts by utilizing policies once they are
enrolled.

At the present, Intune integration supports the following Azure Virtual Desktop VM
scenarios:
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e Session hosts running Windows 10 Enterprise, version 1809 (or later)

o Session hosts need to be hybrid Azure AD joined (See more at

https://docs.microsoft.com/en-us/azure/active-directory/
devices/hybrid-azuread-join-plan)

e Personal hostpool registered session hosts

o Intune enrolled. You can use one of the following methods to

accomplish this:

Auto enroll devices by utilizing Group policy (Hybrid Azure
AD Join)

Co-management with Config Manager (see more at https://
docs.microsoft.com/en-us/mem/contigmgr/comanage/
overview)

Azure AD join with user self-enrollment (see more at https://
docs.microsoft.com/en-us/mem/intune/enrollment/windows-
enrollment-methods#user-self-enrollment-in-intune)

Enable the feature to enroll the VM with Intune in the Azure
Portal (see more at https://docs.microsoft.com/en-us/azure/
virtual-desktop/deploy-azure-ad-joined-vm#deploy-azure-
ad-joined-vms)

This section discussed various topics related to managing access to Azure Virtual

Desktop, including built-in roles, assigning RBAC roles, delegating roles, and integration

with Intune. The next section discusses how to manage security with Azure Virtual

Desktop.

Managing Security on Azure Virtual Desktop

To manage security on your Azure Virtual Desktop, you first need to understand the

responsibility model, as it is important to understand that Microsoft takes responsibility

for securing specific services.

Table 4-1 outlines the Azure Virtual Desktop specific services that are managed by

Microsoft.
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Table 4-1. Azure Virtual Desktop Microsoft Managed Services

Service Description

Web Access Allows users to access the application group resources (desktop or
remoteapp) via an HTMLv5-compatible Internet browser.

Gateway Connects remote user’s connection to a gateway, then creates a connection
from the virtual machine back to the same gateway.

Broker Allows load-balancing and facilitates reconnections to the application group
resources (desktop and remoteapp).

Diagnostics Allows event logs of actions on the AVD deployment as success or failure.

Infrastructure services
(Azure)

Useful for troubleshooting

Networking, storage, and other compute services in Azure are managed by
Microsoft.

Table 4-2 outlines the Azure Virtual Desktop-specific components that are managed

by the end users/clients.

Table 4-2. Azure Virtual Desktop Client Managed Services

Component

Description

End user profile
management

End user host access

Virtual machine scaling
and sizing

Policies for scaling

Policies for networking

Azure Files integration with FSLogix enables a containerized user profile
experience.

There are two types of load-balancing algorithms—depth and or
breadth—uwhich are defined when the hostpool is created.

Sizing components for virtual machines, including GPU-enabled VMs.

VMs (session hosts) can be load-balanced using scale sets.

The consumer/client is required to create Network Security Groups (NSGs)
that filter network traffic.
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Ensuring secure access to the Azure Virtual Desktop environment is an essential part of
the deployment, and it will also be important for the exam. Azure Active Directory allows
you to configure Conditional Access policies and Multi-Factor Authentication (MFA)
integration with the Azure Virtual Desktop platform, which creates an additional layer of
security.

This section covered the responsibility model from an Azure Virtual Desktop
perspective, which highlights the services that Microsoft manages and the services that
the end consumer is required to manage. We will not look at securing Azure Virtual
Desktop with Conditional Access Policies.

Configuring a Conditional Access Policy to Enable MFA

In the following lab exercise, we walk through how to configure a Conditional Access
policy that will enforce the end user to register to MFA. They must use this whenever
they connect to the Azure Virtual Desktop environment.

1. Login to the Azure Portal at https://portal.azure.comwith an
account that is assigned one of the following roles:

¢ Global Administrator
e Security Administrator
o Conditional Access Administrator

2. Navigate to Azure Active Directory » Security » Conditional
Access, as shown in Figure 4-16.

Home > lamITGeek > Security >

= Conditional Access | Policies

LS 0RY

Azure Active Directory

Figure 4-16. Navigate to Conditional Access Polices in Azure AD

3. Click on + New Policy, as shown in Figure 4-17.
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Home > lamITGeek > Security >

s= Conditional Access | Policies
T Azure Active Directory

ey

I + New policy R whatif (O Refresh A Got feedback?

Figure 4-17. Create a new conditional access policy

4. Inthe Name field, give the policy an appropriate name.

5. Inthe Assignments - User and Groups field, select the users or
groups you want this policy to be applicable to. See Figure 4-18.

Home > lamITGeek > Security > Conditional Access > Select %
New Users and groups
Conditional Access policy
| £ search
Control access based on Conditional Access Control access based on who the policy will .
ft.
policy to bring signals together, to make apply to, such a3 users and groups, workload B AlCompany.5604130817. enmicreseit.eem -
decisions, and enforce izati palicies. i ities, directory roles, or external guests. ¥
Leam more Leamn more All Company
AliCompany.5604130817.vmchvwmr@lamiTGeek.onmicrosoft.com

AZ-140 policy | . Al Users
O nene
Assignments O All users n AVD-Users
el and orouns I@ Select usersanogloupsl -
Specific users included Bruce Wayne
[ il quest and external users @

lect users and groups” must be Bruce. Wayne@iamitgeek.com

configured [ oirectory roles ©
Clowd apps or actions @ . FSLogix Share Centributor
I . Users and groups I
Mo cloud apps, actions, or icati | h

contexts selected
Select Selected items

Conditions @ 0 users and groups selected

0 condrtions selected €3 Select at least one user or group | AVD-lsers Remove ]

Figure 4-18. Assign permissions to a user or group

6. Choose Cloud Apps or Actions » Include » Select Apps. At this
point you need to search for one of the following Azure Virtual

Desktop apps if you are using the Classic version:

e Azure Virtual Desktop (App ID 5a0aa725-4958-4b0c-
80a9-34562e23{3b7)

e Azure Virtual Desktop Client (App ID fa4345a4-a730-4230-
84a8-7d9651b86739), which will let you set policies on the

web client
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Otherwise, you can search for the Windows Virtual Desktop app

ifyou're using the Azure Resource Manager (ARM) version.

See Figure 4-19.

Home > lamITGeek > Security > Conditional Access >

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name *
AZ-140 policy v |

Assignments

Users and groups (O

Specific users included

Cloud apps or actions (@
1 app included

Conditions ©

0 conditions selected

Access controls

) E !A[l cloudaEES

,

Control access based on all or specific cloud

apps or actions. Learn more

Select what this policy applies to

l Cloud apps

Include Exclude

O None

(® select apps

Grant O

0 controls selected

Session @

0 controls selected

Select

Virtual Desktop

Virtual Desktop

Figure 4-19. Assign the Azure Virtual Desktop App to this policy

7. Choose Conditions » Client Apps. Click Yes on Configure

and then ensure that only Mobile Apps and Desktop Clients is

selected, as shown in Figure 4-20.
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Home > lamiTGeek > Security > Conditional Access »

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn maore

MName *

AZ-140 policy s

Assignments

Client apps X

Control user access to target specific client

applications not using medem authentication.
Control access based on signals from Learn more
conditicons like risk, device platform, location,
client apps, or device state. Learn more

Configure ©

-» )

Select the client apps this policy will apply to

Userrisk ©

Not configured
Modern authentication clients

O erowser

Sign-in risk @

Users and groups (@

Specific users included

Cloud apps or actions (@

1 app included

Mot configured

I ' Mcbile apps and desktop clients ]

Legacy authentication clents

Device platforms (@

Not configurad

Locations () D Exchange ActiveSync clients (0

Fonditions ©

0 conditions selected

[ other ciients ©

Mot configured

Access controls

Client apps @
Not configured

Grant ()

0 contrels selected

Session ©

0 contrels selected

Device state (Preview) ©

Mot configured

Filter for devices (O
Not configured

Figure 4-20. Configure Client App conditions

8. Under Access Controls, choose Grant Access and ensure you tick

Require Multi-Factor Authentication. See Figure 4-21.
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Grant 4

Control access enforcement to block or
grant access. Learn more

) Block access
(® Grant access

I Require multi-factor authentication

[0

D Require device to be marked as
compliant ©@

(] Require Hybrid Azure AD joined
device ©

|:| Require approved client app ©
See list of approved client apps

(] Require app protection policy @
See list of policy protected client
apps

(] Require password change @

For multiple controls

(® Require all the selected controls

O Require one of the selected controls

Figure 4-21. Configure grant access controls
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9. Choose Session under Access Controls and tick the box next to
Sign-in Frequency. You can then decide how much time you want
to set between users being promoted for MFA authentication. In
this example, we set it to five days. See Figure 4-22.
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Session X

Control user access based on session
controls to enable limited experiences
within specific cloud applications.
Learn more

Use app enforced restrictions @

0 This control only works with supported
apps. Currently, Office 365, Exchange
Cnling, and SharePoint Online are the
only cloud apps that support app
enforced restrictions. Click here to learn
more.

(] use conditional Access App Control @

Sign-in frequency ©

v]

”Daysl VI

(] Persistent browser session ©

[] Disable resilience defaults (Preview) ©

Figure 4-22. Set the session time limit

10. Once you have configured the policy, make sure you select On to
turn the policy on. Then click Create at the bottom of the page; see
Figure 4-23.

Enable policy

—
Report-only Off

Figure 4-23. Enable and create the policy

This section included a lab exercise to enable MFA by configuring a Conditional
Access policy. The next section covers some security best practices for Azure Virtual
Desktop.
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Azure Virtual Desktop Security Best Practices

There are multiple security controls that are built into the Azure Virtual Desktop
platform. This section discusses what they are and how they integrate into this service.

Multi-Factor Authentication

In the previous section, you completed a lab exercise to configure multi-factor
authentication. Making this a requirement for all users who are accessing Azure Virtual
Desktop is an essential security best practice.

Configure Conditional Access

Conditional access policies will enable admins to control and manage risk before users
can access the platform. It is recommended that you think about who the users are,
how they are logging in, and the device users are connecting from before you give them
access to the Azure Virtual Desktop platform.

Audit Logs

You can monitor admin activity associated with the Azure Virtual Desktop environment
when you enable audit log collections. The following are some of the audit logs you can
utilize:

o Key Vaultlogs (https://docs.microsoft.com/en-us/azure/
key-vault/general/logging)

o Azure Activity log (https://docs.microsoft.com/en-us/azure/
azure-monitor/essentials/activity-log)

o Azure Virtual Desktop Diagnostic log (https://docs.microsoft.
com/en-us/azure/virtual-desktop/diagnostics-log-analytics)

e Azure Active Directory Activity log (https://docs.microsoft.com/
en-us/azure/active-directory/reports-monitoring/
concept-activity-logs-azure-monitor)

o Session Hosts (https://docs.microsoft.com/en-us/azure/
azure-monitor/agents/agent-windows)

152


https://docs.microsoft.com/en-us/azure/key-vault/general/logging
https://docs.microsoft.com/en-us/azure/key-vault/general/logging
https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/activity-log
https://docs.microsoft.com/en-us/azure/virtual-desktop/diagnostics-log-analytics
https://docs.microsoft.com/en-us/azure/virtual-desktop/diagnostics-log-analytics
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-activity-logs-azure-monitor
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-activity-logs-azure-monitor
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-activity-logs-azure-monitor
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agent-windows
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agent-windows

CHAPTER 4  MANAGE ACCESS AND SECURITY TO AZURE VIRTUAL DESKTOP

o Active Directory (https://docs.microsoft.com/en-us/azure/
active-directory/fundamentals/active-directory-whatis)

Utilize Azure Monitor

You can view your Azure Virtual Desktop service usage and its availability with Azure
Monitor. You can receive notifications by configuring service health alerts for Azure
Virtual Desktop. The following link provides further information on the Azure Monitor
service: https://azure.microsoft.com/services/monitor/.

Utilize RemoteApps

There are two deployment model options with Azure Virtual Desktop—providing access
to a full virtual desktop or to specific apps. You can deliver a seamless experience with
remoteapps and reduce risk, as you are only exposing the specific application instead of
a full Windows OS desktop.

This section discussed Azure Virtual Desktop security best practices. In the following
section we look at specific session host security best practices.

Security Best Practices: Session Hosts

Session hosts are made up of Windows-based virtual machines that are connected to a
virtual network. All these resources then sit in an Azure Subscription, which allows you
to integrate Azure Virtual Desktop with several other security services.

The security of this environment is dependent on the controls and policies that are
implemented on the session hosts. The following components should be integrated with
this platform to ensure you are following best practices.

Endpoint Detection and Response

As with an on-premises computer, it is a recommendation that you deploy some type

of endpoint protection software that has endpoint detection and response (EDR)
capabilities on your session hosts. If you are deploying a Windows Server OS onto your
session hosts, you can enable Azure Security Center (https://docs.microsoft.com/
en-us/azure/security-center/security-center-services). You can also enable EDR,
which will implement Defender ATP.
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Endpoint Protection

It is a recommendation to enable endpoint protection on each session host. You have the
choice of configuring a third-party tool or enabling Windows Defender Anti-Virus.

Patch Management

In the scenario in which a vulnerability has been identified, you have to ensure you
patch it. The same rule should be utilized when managing virtual cloud environments
like Azure Virtual Desktop. You should ensure that you have a reliable, strict, and robust
patch-management policy for your environment that covers the OS and any applications
on the session hosts.

This section discussed Azure Virtual Desktop security best practices and session host
security best practices. In the next session, we take a closer look at securing Windows
Virtual Desktop environments with Azure Security Center integration.

Azure Security Center Integration with AVD

Azure Security Center offers the following capabilities that cover the security posture and
threat protection for Azure Virtual Desktop virtual machines:

o Adaptive application controls

e Secure score assessment

e Secure configuration assessment

e Vulnerability assessment

e Just-in-time (JIT) virtual machine access

o File integrity monitoring

o Host-level detections

o Agentless cloud network micro-segmentation and detections

Table 4-3 outlines the Azure Virtual Desktop security requirements and the Azure
Security Center security and threat protection capabilities associated with it.
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Table 4-3. Azure Virtual Desktop Security Requirements

Azure Virtual Desktop Azure Security Center Azure Security Genter Threat
Requirements Security Gapabilities Protection Capabilities
[dentity Configuration assessment and  Agentless cloud network micro-
secure score segmentation and detection
Network Security Just-in-time (JIT) VM access  Agentless cloud network micro-

Configuration assessment and segmentation and detection
secure score

App Security Vulnerability assessment Host-level detections
File integrity monitoring
Adaptive application control

Configuration Secure configuration N/A

assessment
Secure score assessment

Session Host 0S Vulnerability assessment Host-level detection

This section looked at the different security requirements for Azure Virtual Desktop
and security best practices for session hosts. The next section includes a lab exercise that
you use to enable Azure Security Center for Azure Virtual Desktop.

Enabling Azure Security Center for Azure Virtual Desktop

There are two tiers of Azure Security Center—the free tier and the standard tier. The free
tier offers security suggestions and Secure Score for Azure Virtual Desktop; however, for
this lab exercise, you need the standard tier.

The following lab exercise walks through enabling Azure Security Center for Azure
Virtual Desktop:

1. Navigate to the Security Center service page by typing Security
Center in the Azure Search bar at the top of the screen, as shown
in Figure 4-24.

155



CHAPTER 4  MANAGE ACCESS AND SECURITY TO AZURE VIRTUAL DESKTOP

|I,0 Security Center] I

Services

I b Security Centerl
. Security

&* Backup center

;ﬁ’ Quickstart Center
" E] Security Baselines

= Enterprise applications

——

Figure 4-24. Navigate to Azure Security Center
2. Ensure the Standard Tier plan is enabled by navigating to Security

Center » Settings and clicking your trial subscription. See
Figure 4-25.
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Home > Security Center

i Security Center | Pricing & settings

Showing subscription ‘lamitgeek’

I/O Search (Ctrl+/) | «
General l ! I Prici ng & Setti ngs
O Overview Configure pricing. data collection and additional settings of your Azure subs

& Getting started
B 2 MANAGEMENT GROUPS 1 SUBSCRIPTIONS

= Recommendations

O security alerts | P Search by name

4 Inventory Name Azure Defender plan
@ workbooks v [.'.'.'.] Tenant Root Group (1 of 2 subscriptions)

& Community [-'-'-‘-] Shabz (0 of 0 subscriptions)

¢ Diagnose and solve problems . lamitgeek on

Cloud Security

@ Ssecure Score

© Regulatory compliance
O Azure Defender

=% Firewall Manager

Management

1| Pricing & settings

& security policy

B Serurity calitinng

Figure 4-25. Check Security Center Standard tier is enabled

You should see the same detail as in Figure 4-26, which will confirm it is enabled.
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17 Settings | Azure Defender plans

lamitgeek

[P Search (Ctrl+/) ] “

Settings

i1 Azure Defender plans

(14

Auto provisioning
email notifications

Integrations

& © »

Workflow automation

Continuous export

[ ]

Cloud connectors

Figure 4-26.

4‘ Azure Defender provides enhanced security. Learn more >

Azure Defender off

+ Continuous assessment and security re dati

Azure Defender on

v C

+ Secure score

MK Justin time VM Access

s and network hardaning

shboard and reports

Ensure Standard Tier is enabled

e Vs and non-AZure servers

and security recommendations
+* Secure score

+/ Justin time VM Access

~/ Adaptive application controls and network hardening
+" Regulatory compliance dashboard and reports

~* Threat protection for Azure VMs and non-Azure servers
(including Server EDR)

~ Threat protection for supported PaaS services

3. You now need to enable threat protection for the virtual machine/

servers, as shown in Figure 4-27.

~ Select Azure Defender plan by resource type Enable all

fen Pricing Plan
1servers $l5jsenyl. () off
(487 App Service 0 instances STSTmetEe O @
ﬁ Azure SQL Databases 0 servers $15/5erver/... © off
m SQL servers on machi.. 0 servers :;50’? :/r;:g '/'F m off
ﬁ Open-source relation... 0 servers $15/5erver/.. m Off
= storage 2 storage accounts $0.02/10k tr.. © Off
> Kubernetes 0 kubernetes cores $2/VM core... © aa» o )
‘ Container registries 0 container registries $0.29/Image Off
@ Key Vault 0 key vaults $0.02/10k transactions On O

="
i

Resource Manager

DNS

Figure 4-27. Enable threat protection
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This section discussed Azure security integration with Azure Virtual Desktop. You
also completed a lab exercise to enable it in the Azure Portal. You can now move on to
the knowledge check to ensure you have understood the information in this chapter.

Knowledge Check

The following questions are aimed at testing your understanding of the information in
this chapter. It is recommended that you complete all sections and labs in this chapter
before attempting these questions.

Check Your Knowledge

1. You have been asked to give read-only access to a helpdesk team
member to the Azure Virtual Desktop session hosts. Which built-
in role should you grant access to? This must follow the Least
Privilege Access model:

e Desktop Virtualization Hostpool Reader
e Desktop Virtualization Application Group Contributor
o Desktop Virtualization Hostpool Contributor

2. Which of the following Azure Virtual Desktop services are
managed by Microsoft? Choose three correct answers.

e Web Access

e Policies for Scaling

o Diagnostics

o Broker

e End User Profile Management

3.  Which of the following Azure Virtual Desktop services are
managed by the end client? Choose three correct answers.

o Gateway

¢ End User Host Access
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e Virtual Machine Scaling & Sizing
o Infrastructure Services
e Policies for Scaling

4. Which three Azure AD roles allow you to create and manage
Conditional Access Policies?

Global Administrator

Helpdesk Administrator

Security Administrator
o Conditional Access Administrator
e Intune Administrator

5. What Azure Security Center tier is required to integrate with Azure
Virtual Desktop?

e Premium

o Free
e Standard
e Basic

Summary

This chapter looked at managing access and security to Azure Virtual Desktop, including
managing access to Azure Virtual Desktop and managing security in Azure Virtual
Desktop.

Chapter 5 takes a deep dive into managing user environments and apps, including
implementing and managing FSLogix, configuring user experience settings, and
installing and configuring apps on a session host.
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CHAPTER 5

Manage User
Environments and Apps

The previous chapter took a deeper look into managing access and security to Azure
Virtual Desktop, including managing access to Azure Virtual Desktop and managing
security for Azure Virtual Desktop.

This chapter covers the following main topics:

o Implement and manage FSLogix
o Configure user experience settings
o Install and configure apps on a session host

e Knowledge check

Technical Requirements

To complete the exercises in this book, you need to have access to a Microsoft 365 tenant.
This can be attained by signing up for a trial subscription. Additionally, Azure Virtual
Desktop services require one of the following licenses:

e Microsoft 365 Business Premium

e Microsoft 365 E5/E3

e Microsoft 365 A3/A5/Student Benefits
e Microsoft 365 F3

o Windows 10 Enterprise E3/E5

e Windows 10 Education A3/A5

e Windows 10 VDA per user
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Implementing and Managing FSLogix

This section discusses what FSLogix is and how it integrates with Azure Virtual
Desktop (AVD). The lab exercises in this section show you how to configure FSLogix
with AVD and migrate data from a local file share into Azure Storage.

What Is FSLogix?

FSLogix is tool that can be used in a variety of ways. The FSLogix solution can enrich,
enable, and streamline non-persistent environments, especially with Windows and
within Azure. FSLogix allows you to do the following:

e Preserve user data in non-persistent ecosystems
e Speed up login times for non-persistent ecosystems

e Boost input/output (I0) on files between session hosts and roaming
profiles

o Give users who log in a local profile experience to minimize potential

compatibility problems with redirection
o Manage images and applications easily

FSLogix can be utilized in several scenarios, including profile containers, office
containers, application masking, and Java version control.

FSLogix Key Capabilities

FSLogix can be implemented in many use cases. The following are some of its key
capabilities:

o FSLogix can relay end user profiles to a location that is available on
the network. Mounting this profile and utilizing it over the network
can minimize the risk of slow logins and delays that are historically
associated with roaming profiles.

o With Office containerization, you can redirect the part of the profile
that contains the Microsoft Office data only. This will enable you to
have a better experience when using Microsoft Office in the Azure
Virtual Desktop environment.
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o FSLogix utilizes a filter driver to redirect the profile. This ensures that
applications do not see that the profile is on a network drive. Some
applications can have issues if they see that data is stored on a remote
network, so this capability is very important.

o FSLogix profiles can integrate with Cloud Cache to make a robust and
highly available ecosystem. We cover Cloud Cache integration later in
this chapter.

e Accessto applications, fonts, printers, and other elements is
managed by application masking. Image management is significantly
simplified by utilizing application masking.

FSLogix Licensing Requirements

There is a licensing requirement with FSLogix that you need to be aware of when
planning your Azure Virtual Desktop deployments. FSLogix works with the following

licenses:
e Microsoft 365 E3/E5
e Microsoft 365 A3/A5/Student Use Benefits
e Microsoft 365 F1/F3
e Microsoft 365 Business
e Windows 10 Enterprise E3/E5
e Windows 10 Education A3/A5
e Windows 10 VDA per user
« Remote Desktop Services (RDS) Client Access License (CAL)
e Remote Desktop Services (RDS) Subscriber Access License (SAL)
e Azure Virtual Desktop per-user access license

FSLogix is supported on Microsoft operating systems newer than Window 7
(Desktop, Windows Server 2008 Server) and supports 32-bit and 64-bit architectures.

Azure Virtual Desktop uses FSLogix integration to manage end user profiles,
specifically the more personal elements, such as desktop settings, application settings,
and any static network connections.
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Azure Virtual Desktop uses FSLogix contained profiles to:
o Isolate user profiles from virtual machines (VMs)

o Facilitate a roaming profile experience using virtual hard
disks (VHDs) stored in Azure Storage, Storage Spaces Direct,
or Azure NetApp files

e Dynamically attach VHDs to end users

The FSLogix contained user profile is comparable to the classic roaming user profile
you get with traditional Remote Desktop Services (RDS), in that the user profile and data
is isolated from the Windows session. From an end user perspective, it feels like the data
and information is stored locally on the Windows VM.

You saw Figure 5-1 in Chapter 3, when we were discussing Azure Storage, and it
outlines the flow and process that is completed when getting the user profile after the
user logs in to the AVD remote desktop client.

Workspace

Azure Virtual Desktop Host Pool User Pﬁﬁles

(> = -
> —
Azure File Share
¥ — .
7
- %
Remate Desktop Client — Apps
=
| [

Figure 5-1. Process of getting a user profile

it

As areminder, the diagram shows the following steps:

1. End userlogs in to the remote desktop client with their Azure AD
credentials (email address).

2. The user is logged in/assigned to a session host (VM).

3. The session host obtains the user’s profile from the Azure
File share.
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4. 'When you have MSIX App Attach configured (see the section
entitled “Using MSIX App Attach” later in this chapter),
applications are dynamically sent to the VMs. FSLogix storage

concepts are used in this scenario.

5. The end user’s Azure Virtual Desktop workspace is filled with
the applications that have been assigned to them or their session
desktop.

If you followed Chapter 3, you completed the lab exercise in which we walked
through the configuration of FSLogix. We don’t repeat those steps in detail, but the
following is a high-level explanation of what you need to do when provisioning FSLogix:

e Step 1: Create an Azure Storage account with Premium storage.
e Step 2: Create an Azure File share (SMB).

e Step 3: Domain-join the Azure Storage account to your Active
Directory Domain Controller.

o Step 4: Install FSLogix on your virtual machine or session host image.
o Step 5: Configure the FSLogix profile container registry.
o Step 6: Assign the include and exclude user groups.

The section covered an introduction to FSLogix and discussed the high-level steps
for provisioning FSLogix. The lab exercise in Chapter 3 showed you how to configure and
deploy FSLogix with an Azure Storage account. The next section includes a lab exercise
on configuring Cloud Cache to redirect profile containers or office containers to different
providers.

Configuring Cloud Cache

Cloud Cache utilizes a local profile to help with the reads from a redirected profile
and office container. Cloud Cache also enables you to utilize two locations to store
information, which are constantly kept up to date when a user is logged in to a session.

Configure Cloud Cache for SMB: Profile Containers

When configuring Cloud Cache for profile containers, all the settings are applied in the
registry key shown in Figure 5-2.
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Computer\HKEY_LOCAL_MACHINE\SOFTWARE\FSLogix\Profiles

~ [ Computer Name Type
> HKEY_CLASSES_ROOT 5) Default) REG_SZ
1—“‘”% %) Enabled REG_DWORD

| HKi{—mACH'NE ab)VHDLocations  REG_MULTI_SZ
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SAM
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>
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>
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O

SystemInfo
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annla (.‘

Figure 5-2. Profile container registry key location

1. Firstremove any registry setting for VHDLocations.

2. You now need to add the entries listed in Table 5-1 (or verify that
they are in place).

Table 5-1. Profile Container Registry Value Information

Registry Value Type Value

CCDLocations REG_SZ / MULTI_  Type=smb,connectionString=<\Location1\Folder1>;type=
SZ smb,connectionString=<\Location2\Folder2>

Enabled DWORD 1

In this example, we separate each provider with a semicolon (;) and have two SMB
providers. You need to specify the location for the Cloud Cache provider in between the
braces (< and >).
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Configure Cloud Cache for SMB: Office Containers

When configuring Cloud Cache for office containers, all settings are applied in the
registry key shown in Figure 5-3.

v [ Computer [| Name Type
> | | HKEY_CLASSES_ROOT {{Defaui) | REG S7
5 || HKEY CURRENT USER [| T — : B
- _ OOUOU I U

HKEY_LOCAL_MACHINE

DRIVERS
HARDWARE

A

110 Classes
1 ) Clients
i cvsm
DefaultUserEnvironmen|
|
- Logging
b Profiles
Systeminfo
i - Telemetry
.~ UserModeDIl
i Google
,> S Intel
Eoy Microsoft

Figure 5-3. Office container registry location

1. First remove any registry setting for VHDLocations.

2. You now need to add the entries listed in Table 5-2 (or verify that
they are in place).

Table 5-2. Office Container Registry Information

Registry Value Type Value

CCDLocations  REG_SZ/MULTI_SZ type=smb,connectionString=<\Location1\Folder1>;type=
smb,connectionString=<\Location2\folder2>

Enabled DWORD 1
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In this example, we separate each provider with a semicolon (;) and have two SMB
providers. You need to specify the location for the Cloud Cache provider in between the
braces (< and >).

Configure Cloud Cache: Azure Page Blobs

It is important to note that the following information and instructions should be used for
testing and non-production environments. These steps shown in this section are only to
be used to gain an understanding of Cloud Cache integration with Azure Page Blobs.
The steps outlined in this section expose very sensitive information, including Azure
credentials, which is a huge security risk in a production environment. If you want
to implement this in a production environment, you need to protect the credentials
by utilizing Credential Manager at https://docs.microsoft.com/en-us/fslogix/
configure-cloud-cache-tutorial ?WT.mc_id=modinfra-17152-thmaure#protect-
azure-key-with-credential-manager.
When configuring Cloud Cache for Azure Page Blob profile containers, all settings
are applied in the registry key shown in Figure 5-4.
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Figure 5-4. Azure Page Blob profile container registry location

1. Firstremove any registry setting for VHDLocations.

2. You now need to add the entries listed in Table 5-3 (or verify that
they are in place).
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Table 5-3. Azure Page Blog Profile Container Registry Value Information

Registry Value Type Value

CCDLocations REG_SZ / MULTI_SZ type=azure,connectionString="DefaultEndpointsProtocol
=https;AccountName=;AccountKey=;EndpointSuffix="

Enabled DWORD 1

In this example, we separate each provider with a semicolon (;) and have one Azure
Page Blob provider. You need to specify the location for the Cloud Cache provider in
between the braces (< and >). You also need to enter the Page Blob connection string
in between the quotes (“ and ”). The following settings are used to create the Azure
connection string:

o DefaultEndpointsProtocol={http or https]
o AccountName=myAccountName

o AccountKey=myAccountKey

o EndpointSuffix=mySuffix

You can find the payload for the connection string by navigating to Storage Accounts
» Settings » Access Keys, as shown in Figure 5-5.
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L - "

4 | Access keys

| P search (Ctrd+))

= Overview
@ Activity log
¢ Tags

ﬁ Dizgnose and solve problems

frn Access Control (IAM)
W Data migration

Z. Storage Explorer (preview)

Data storage

4 File shares

Security + networking
& Networking

@ Shared access signature
& Encryption

@ Security

Settings

= Configuration

& Resource sharing (CORS)
@ Advisor recommendations

1l endpoaints

«
| © setrotation reminder O Refresh

Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.

Remember to update the keys with any Azure resources and apps that use this storage account. Learn more

Storage account name
[ ncavdsa0l D J

key1

Last rotated: 10/5/2021 (20 days ago)
C) Rotate key

Key

Connection string

key2
Last rotated: 10/5/2021 (20 days ago)

() rotate key
Key

Connection string

Figure 5-5. Payload connection location

When configuring Cloud Cache for Azure Page Blob office containers, all settings are

applied in the registry key shown in Figure 5-6.
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Figure 5-6. Azure Page Blob office container registry location

1. Firstremove any registry setting for VHDLocations.

2. You now need to add the entries listed in Table 5-4 (or verify that
they are in place).
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Table 5-4. Azure Blob Container Registry Entries

Registry Value  Type Value

CCDLocations REG_SZ /MULTI__SZ type=smb,connectionString=<\FILESERVER\Shared
Folder>;type=azure,connectionString="DefaultEnd
pointsProtocol=https;AccountName=;AccountKey=;
EndpointSuffix="

Enabled DWORD 1

In this example, we separate each provider with a semicolon (;) and have one Azure
Page Blob provider. You need to specify the location for the Cloud Cache provider in
between the braces (< and >). You also need to enter the Page Blob connection string
in between the quotes (“ and ”). The following settings are used to create the Azure
connection string.

o DefaultEndpointsProtocol={http or https]
e AccuntName=myAccountName

o AccountKey=myAccountKey

o EndpointSuffix=mySuffix

This section discussed Cloud Cache integration with FSLogix and explained how to
configure profile, office, and Azure Page Blob containers. The next section covers a few
different methods for migrating user profiles to FSLogix.

Migrating Files in Azure Storage

Once you have provisioned the relevant storage and user profiles as part of the Azure
Virtual Desktop (AVD), in some cases you may need to migrate user data from their
on-premises user profiles or other locations into Azure Storage.

You can utilize Azure File Sync to synchronize shares on on-premises file servers into
your Azure Storage, specifically the Azure Files shares you created for the user profiles.
The following lab walks through the steps you need to follow to deploy Azure File Sync.
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Deploy Azure File Sync

Before starting the deployment, you need to ensure you have completed the following

prerequisites:

1. Provision an Azure File share in the same region you want to create
the Azure File Sync. In this example, that would be UK South.

2. A Windows Server to sync with Azure File Sync.

Once these prerequisites are met, you need to prepare the Windows Server you want
to utilize with Azure File Sync:

1. Login to your on-premises server with an account that has the
relevant admin privileges. Open Server Manager and then click
Local Server, as shown in Figure 5-7.

I8 Dashboard

Local Server

BE All Servers
Igl ADDS
& DNS

g File and Storage Services b

Figure 5-7. Navigate to the local server in Server Manager

2. Click the IE Enhanced Security Configuration link on the
properties page, as shown in Figure 5-8.

Last installed updates Today at 10:05

Windows Update Install updates automatically using Windows Update
Last checked for updates Today at 10:05

Windows Defender Antivirus Real-Time Protection: On

Feedback & Diagnostics Settings

Time zone (UTC+00:00) Dublin, Edinburgh, Lisbon, London
Product ID 00430-00000-00000-AA829 (activated)

Figure 5-8. IE Enhanced Security Configuration
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3. Youneed to select Off on the Internet Explorer Enhanced Security
Configuration windows that opens, as shown in Figure 5-9.

:ﬂ; Internet Explorer Enhanced Security Configuration X

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.
Administrators:

@ O O0n (Recommended)

W @off

Users:

@ O 0n (Recommended)

'ﬁ‘ @03;

More about Internet Explorer Enhanced Security Configuration
o] [ oo

Figure 5-9. Turn Internet Explorer Enhanced Security Configuration off

4. Login to the Azure Portal with a global admin account at
https://portal.azure.com.

5. Select Create a Resource and search for the Azure File Sync
service. Click it and then select Create. See Figure 5-10.
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Home > Create a resource >

Azure File Sync =

Microsoft

Azure File Sync © adato ravorites

Microsoft

% 4.1 (20 Azure ratings)

Figure 5-10. Create the Azure Sync resource in the Azure Portal

6. On the Basics page, fill out the following information
(see Figure 5-11):

Subscription
e Resource Group

o Storage Sync Service Name

Region
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Home > Create a resource > Azure File Sync >

Deploy Azure File Sync

I*Basics Tags  Review + create

Azure File Sync in combination with Azure file shares allows you to centralize your organization’s file shares in Azure,
while keeping the flexibility, performance, and compatibility of an on-premises file server. Learn more

@ Storage Sync Service
Microsoft

Deploying this storage sync service resource will allow you to transform your Windows Server into 2 quick cache for
Azure file shares with optional cloud tiering and multi-server sync functionality. Keep in mind that servers registered to
different storage sync service resources cannot exchange data with each other. It's best to register all servers to the same
storage sync service if they will ever have a need to sync the same Azure file share.

Subscription * [ Environment v ]

|| Resource group * | AVD-RGO1 v l
Create new

l Storage sync service name *I | AZ-140-Sync v I

| UK south v

Figure 5-11. Azure File Sync Basics tab

7. You can add any relevant tags and then validate the configuration
before completing the creation.

8. Younow need to install the Azure File Sync agent onto the
Windows Server VM. You can download the agent at https://
go.microsoft.com/fwlink/?1inkid=858257.

9. Once you have downloaded the agent onto the Windows Server
and started the installation process, it is recommended you do the
following:

o Keep the default installation path as it is.

o Enable Microsoft updates to ensure the Azure File Sync agent is
kept up to date.
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Register the Windows Server with the Storage Sync Service

Once the installation is completed, you will find that the Server Registration user
interface (UI) opens automatically. Follow these steps to complete the registration
process:

1. Sign in to the registration window with your Azure admin account.

2. Enter the following information:
e Azure subscription that contains the Azure File Sync deployment
e Resource group that contains the Azure File Sync
o Enter a name for the Storage Sync service that will be registered

3. Click Register. During the registration process, you will need to
enter your sign-in credentials a few more times.

Create a Sync Group and Cloud Endpoint

The final step in this implementation is to create a sync group and a cloud endpoint.
The sync group identifies the sync topology for the files. At least one sync endpoint must
exist within a sync group, which signifies an Azure File share and a server endpoint. The
following steps outline how to provision the sync group:

1. Navigate to the Storage Sync service in the Azure Portal.

2. On the Overview page, click + Sync Group.

3. Enter the following information:
e Async group name
e The subscription you use to deploy the Storage Sync service
e The Azure Storage account name

e The name of the Azure File share you want to sync with

Create a Server Endpoint

After the sync group has been successfully provisioned, you can add the server endpoint.
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1. Navigate to the sync group and click Add Server Endpoint.
2. Enter the following information to create the server endpoint:

e The name of the server you want to configure as the server
endpoint.

e The Windows server path you want to be synchronized for the
sync group.

e Enable or disable Cloud Tiering. With this enabled, files that are
infrequently accessed can be tiered to the Azure File share.

o Specify the amount of free disk space you want to reserve on the
volume that’s on the server endpoint.

e Specify the initial download mode. This is optional.

This section looked at what FSLogix is and described its components, as well as
explained the Azure File Sync tool that you can implement to manage migrations
from on-premises server shares to Azure files. The next section takes a closer look at
configuring user experience settings.

Configuring User Experience Settings

An important part of Azure Virtual Desktop (AVD) is to ensure the user experience is
positive and that users can complete all the same job functions they do on a physical
laptop from within the AVD sessions. The section explores the various user experience
settings, including Universal Print, managing settings via group policies and Endpoint
Manager, remote desktop protocol (RDP) properties, and troubleshooting issues with
AVD and user profiles.

Universal Print

Before configuring Universal Print and discussing what is required, you need to
understand what it is. Universal Print is an innovative Microsoft solution for printing
used to manage printing systems via cloud services. This service is hosted fully in Azure
and does not require any on-premises integration when deployed with Universal Print-
compatible printers.
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This service does require a Microsoft subscription that is supported with the
following subscriptions:

e Microsoft 365 Enterprise F3, E3, E5, A3, A5
e Windows 10 Enterprise E3, E5, A3, A5

e Microsoft 365 Business Premium

There is a standalone subscription available for people without a subscription that

includes Universal Print, but it does not come with Azure Active Directory, which is a
requirement for this service.

Figure 5-12 shows the architecture and components that make up the Universal Print
service. Table 5-5 covers each component in further detail.

Office Data Storage ”
Senace ]

— | : Microsoft Graph
/ "'-a._\\\ 1
.// \\\

\ Microsoft Endpoint
p — Manager
/

\ Universal Print

l

— Universal Print Connector H’::}
Windows

Universal Print ready
printers

Il

Printer

Figure 5-12. Universal Print architecture
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Table 5-5. Universal Print Architecture Components

Component

Description

Universal Print

Azure Active Directory
Office Data Storage Service
Microsoft Endpoint Manager
Microsoft Graph

Universal Print Connector

Universal Print ready printer

Printer without Native UP

support

Cloud print service

User and device identity and authorization service
Print queue data storage service

Client device printer provisioning policy service
Printer management API

A component that handles communication between printers and
the Universal Print service

A printer that has built-in support for communicating with Universal
Print

A printer that needs to be registered using the Universal Print
Connector to communicate with Universal Print

Now that you understand what Universal Print is and have seen some of the

components that work together to create this service, complete the next lab exercise to

configure it.

Deploy Universal Print

Before you can complete configuration steps, you need to ensure the following

prerequisites are met:

Assign the relevant license to the standard user who will be using the

printer (see earlier in this section for a list of supported licenses).

Assign the relevant license to the Administrator account that will

be configuring this service (see earlier in this section for a list of

supported licenses).

Ensure the Administrator account has the relevant access rights. The

account must have one of the following two Azure Active Directory

(Azure AD) roles:

Printer Administrator

Global Administrator
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Ensure you have a Windows operating system (OS) client device with
at least version 1903 or higher OS build installed. This device is the
one you intend to print from Universal Print.

Ensure the device you want to print from has Internet access.

The first step is to set up the Universal Print Connector. This is a component that

you use to enable the printer to work with the Universal Print service. The only time you

do not use this is if you have a printer that can directly connect with the Universal Print

service.

The connector has three main functions:

It allows the administrator to register printers with the Universal Print
Service.

It sends reports on print job status and printer status to the Universal
Printer Service.

It retrieves print jobs from the Universal Print Service and sends
them directly to the printer.

To check if the license assignment has Universal Print enabled, follow these steps:

1.
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Loginto https://portal.azure.comwith an account that has
privileges to assign licenses. In this scenario, we can use a global
admin account.

Navigate to Azure Active Directory » Licenses » All products, as
shown in Figure 5-13.
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I Home > lamITGeek > Licenses I

] Licenses | All products

lamITGeek - Azure Active Directory

© overview
K Diagnose and solve problems
Manage

pa Licensed features

All products I

Ee

ta Self-service sign up products
Activity
@ Auditlogs

Troubleshooting + Support

& New support request

Figure 5-13. Navigate to Azure AD Licenses

3. Click the relevant license in the center pane and ensure the tick
box is selected. Then click + Assign, as shown in Figure 5-14.

+ Try/Buy [ Assign |7 sills == Columns
(m] Name Total
I Microsoft 365 Business Premium l 1

Figure 5-14. Select the relevant license

4. On the Assign License page, click Assignment Options and find
the Universal Print option in the list of features. This needs to be

toggled to On, as shown in Figure 5-15.

Assigned

1
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Home > lamiTGeek > Licenses >

Assign license

WL WU UiE YWew i “
Office Shared Computer Activation Off
Power Apps for Office 365 Off
Power Automate for Office 365 Off
Power Virtual Agents for Office 365 Off m
Project for Office (Plan ES) Off on

RETIRED - Microsoft Invoicing Off
RETIRED - Outlook Customer Manager
SharePoint (Plan 1) Off
Skype for Business Online (Plan 2) Off
Sway of D
To-Do (Plan 1) ~ off
Universal Print _Off_m
Viva Learning Seeded off D
Whiteboard (Plan 1) i on )

Figure 5-15. Turn on Universal Print in the License features

5. Atthe bottom of the page, click Review + Assign, as shown in
Figure 5-16.

| < Previous ||l Next : Review + assign > J

Figure 5-16. Review and assign license

6. Click Assign to complete this task.

In the next set of steps, you need to download and install the connector software on
the server you are using as your Print Server.
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7. Download the Universal Print Connector software from https://
aka.ms/UPConnector. (Note this is a direct download so run it on
the print server.)

8. Save the installer locally on the server. Right-click the file and
choose Run as Administrator, as shown in Figure 5-17.

s

Name Date modified Type Size

€5 UniversalPrintConnectorlnst 2 ication 9712KB

(o]
@ Run as administrator I

Troubleshoot compatibility
Pin to Start
& Share

Give access to >
Pin to taskbar

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

Figure 5-17. Download and run the installer with Administrator rights

9. Agree to the license terms and conditions and click Install; see
Figure 5-18.

185


https://aka.ms/UPConnector
https://aka.ms/UPConnector

CHAPTER5 MANAGE USER ENVIRONMENTS AND APPS

@ Universal Print connector Setup - X

6 Universal Print connector

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT UNIVERSAL PRINT CONNECTOR

These license terms are an agreement between you and Microsoft
Corporation (or one of its affiliates). They apply to the software named above
and any Microsoft services or software updates (except to the extent such

canvirac nr nindatac ara arcnmnaniad hv naw ar additinnal tarme _in wihirh

I (11 agree to the license terms and conditions

|_nstal ” Close |

Figure 5-18. Agree to the terms and conditions and install

10. Once the installation is completed, the window will show the
message “Setup Successful” (see Figure 5-19). Click Close.

€ Universal Print connector Setup -_— X

o Universal Print connector

|Setup Successful

Figure 5-19. Setup completed; click close
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11. You will now see the PrintConnectorApp on the desktop, as shown
in Figure 5-20. Double-click this app to start the connector.

A

PrintConnect
orApp

Figure 5-20. PrintConnectorApp icon

12. You will see a warning pop up on the screen that explains that the

connector is going to collect data. Click OK to close this warning
box, as shown in Figure 5-21.

Universal Print connector X

4R The Universal Print connector can now collect diagnostic data

'0' when an error occurs and send it to Microsoft for
investigation. Diagnostic data is used to fix problems, and
keep the product secure. If you prefer to send Microsoft that
data manually, you ¢an turn off automatically collecting
diagnostics after signing in to the connector application.

=1

Figure 5-21. Warning about the Universal Print service collecting data
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Universal Print connector configuration

Local service name: Print Connector service
Local service status: Running

Privacy and Cookies

Sign in using your organization's account

Login Exit

Figure 5-22. Log in using global admin credentials

13. From the Universal Print Connector window, click Login and
enter an account with print administrator or global administrator
credentials. For this lab, we use global admin credentials.

14. Onceyou have logged in, you need to add the connecter name in
the text field at the bottom of the window and click Register. See
Figure 5-23.
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Please remember to Logout

Logout Exit

Register this connector with Universal Print
To start using this connector, we need to first register it in your

Universal Print tenant. Please enter a name for this connector and click
Register.

Connector name: Register

Figure 5-23. Register the new connector

15. You should now be able to see the connector in the Universal Print
Portal. Navigate to the Universal Print Portal by typing Universal

Print in the search box at the top of the Azure Portal, as shown in
Figure 5-24.

Microsoft Azure £ Universal Prin{

Services Marketplace
Azui

B3 Uniprint infiiyCloud
.-1 Blueprints

F <y private endpoints

Documentation

ISO/IEC 27701 - Azure Compliance | Microsoft Docs
ré [ azure Spring Cloud

ISO/IEC 27017 - Azure Compliance | Microsoft Docs
B senice endpoint policies

ISO/IEC 27018 - Azure Compliance | Microsoft Docs

Figure 5-24. Navigate to the Universal Print Portal

16. Once you are at the Universal Print Portal, click Connectors in

the left pane to verify that your connector has been registered, as
shown in Figure 5-25.

189



CHAPTER5 MANAGE USER ENVIRONMENTS AND APPS

|H0me > Universal Print I

& Universal Print | Connectors

[/O Search (Ctrl+/) ] « O Refresh

& Overview

Manage Tl Name

= Printers GeekConnector

5, Printer Shares

3 Document conversion

Monitor

fill Usage and Reports

Figure 5-25. Confirm connector registration

Ifyou flip back to the Universal Print Connector app you installed on
the server earlier, you can start to register printers. Note that you can
only register printers that are available locally from the server you
have installed the print connector on.

17. You should see the available printers in the Available Printers
section. You can highlight the one you want to register and click
Register. See Figure 5-26.

Universal Print connector configuration

Lecal sanvice name: Prist Connectar tanvce Altomasicuy sciost Sugntios - £l
Local service status: Funring it
Connector rame: GeetConnecton
Enable hybiid AD configwation: [Learn Mare]
Cn @ O

pii s
[ Prieter ame | Printer name

3 [ cotetpote s | [ et

Figure 5-26. Check available printers and register the ones you want to integrate
with the Universal Print service
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Now that you have successfully registered the printers, you need to share and assign
users the permission to print to them.

18. Navigate back to the Universal Print Portal within Azure and click
Printers in the left pane, as shown in Figure 5-27.

i—[ome > Universal Print

j= Universal Print | Printers

lp Search (Ctrl+/) l

& Overview

Manage

Printers

=
5% Printer Shares
@ Connectors

2+ Document conversion

Figure 5-27. Navigate to Printers in the Universal Printer Portal

19. You should see all the registered printers in the middle window
pane. However, they will appear as Not Shared under the Share
Status, as shown in Figure 5-28.

Ty Share Status

Figure 5-28. Not shared status

20. To share the printer, check the box to the left of the printer’s name
and then click the Share button. See Figure 5-29.

o Unregister =Z Edit columns C) Refresh

Figure 5-29. Share the registered printers
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21. When sharing a printer, you can enter any relevant name for the
printer share and then select members you want to have access to
this printer. See Figure 5-30.

Share printers X
Create a Printer Share to let yvour users find and use this printer.

Share name *
l v|

(® ) Allow access to everyone in my organization

Select member(s)

I |

Selected members

Share printer_|

Figure 5-30. Enter a share name and assign access to users

You are now ready to add the printer to your Windows 10 test client.

22. Navigate to Start Menu » Settings » Devices » Printers &
Scanners, as shown in Figure 5-31.
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Printers & scanners

Add printers & scanners

1 Add a printer or scanner
o =

Printers & scanners

Figure 5-31. Printers & Scanners in Windows 10

Users who have been given permission to the Universal Printer during the sharing
process will see the printer in their list, and those that have not been given access will
not see it.

This section discussed the Universal Printer Service, including what it is and how it
works. You then completed a lab exercise to configure and deploy the Universal Printer
Service to a Windows 10 device. The next section looks at installing and configuring apps
on session hosts.
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Installing and Configuring Apps on a Session Host

You have several options for deploying applications with Azure Virtual Desktop,
including installing them as part of your customized Windows image, publishing them
via a RemoteApp application group, and using a packing tool called MSIX app to create a
package of the application and attach it to your session via an Azure File share.

This section looks at deploying and managing apps with RemoteApp application
groups, configuring application masking, implementing MSIX App Attach, implementing
OneDrive for Business in a multi-session environment, and implementing Microsoft

Teams in a VDI environment.

RemoteApp Application Groups

One of the many features of AVD is what's called an application group. This is essentially
a logical grouping of apps that are installed on virtual machine session hosts in a
hostpool. AVD has two types of application groups:

o Desktop: This allows users to access a fully published Windows
desktop.

¢ RemoteApp: This enables users to access specific applications that
are installed on the default Windows image but are published so you
do not have to access the full desktop to use them.

Implement a RemoteApp Group

This section walks through steps in a lab to create a RemoteApp group.

1. Login to the Azure Portal via a web browser from https://
portal.azure.comusing an account that has global admin
credentials.

2. Navigate to the Azure Virtual Desktop service by typing it into the
top search bar and selecting it from the options. See Figure 5-32.
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Microsoft Azure | P Azure Virtual Pesktop I

Services See all

Az
b Azure Virtual Desktop I

@ Application groups
e Host pools

(£ scaling plans

@ Workspaces

KA virtual machines

Rei
Figure 5-32. Navigate to the Azure Virtual Desktop service

3. On the left pane, click Application Groups, as shown in
Figure 5-33.

I P Search (Ctrl+))

® overview
& Getting started
Manage

© Host pools

© Application groups

|

® workspaces
7 Scaling plans
&8 Users
Monitoring

@ Insights

@ workbooks

Figure 5-33. Application Groups feature
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4. Ifyou have existing application groups, you will see them in the
list. Click + Create, as shown in Figure 5-34.

Application groups =

Manage view v () Refresh  ExporttoCSV 5 Open query

Filter for any field... Subscription == all Resource group == all X
Yy 9

Showing 1 to 2 of 2 records.

D Name T Resource group 1L
(J® aw -DAG -RGO1
[(J® aw -DAG -RGO1

Figure 5-34. Create a new application group

5. Inthe Create an Application Group window, you need to enter the
following information on the Basics tab and then click Next (see
Figure 5-35):

e Subscription

o Resource group

o Hostpool you want to create the application group in

e Application group type (you need to select RemoteApp)

e Application group name
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Create an application group

Basics  Applications Assignments Workspace  Advanced Tags  Review + create

Subscription* @ m Environment i ~ |
Resource group* (@ [I -RGO1 || ~ ‘
Create new
Host pool * @ [ -AVD -HP 1 VJ
Location © UK South W

o Metadata stored in same location as host pool

Application group type

RemoteApp application groups are where you can add applications. A Desktop application group will grant full desktop

access.

Application group type * © RemoteApp Desktop
A desktop App group already exists in the selected host pool and you can
only create RemoteApp app groups. Learn more

Application group name * AVD-MD-APd v

Figure 5-35. Basics tab when creating an Application Group

6. Click + Add Applications on the Applications tab, as shown in
Figure 5-36.

Basics  Applications  Assignments  Workspace Advanced  Tags  Review + create
Add applications to this application group. You can always add or manage applications any time later.

Name T, File path Ty

I + Add applications

Figure 5-36. Add an application
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7. Inthe Add Application window, you first need to select the

application source. There are three options for this:

Start Menu: This uses the Start menu of the Windows session
host to publish the application.

File Path: This uses the file path of the app’s installation path on
the Windows OS to publish the app.

MSIX Package: This uses a customized app package stored on an
Azure File share to attach the app rather than publish it.

In this example, we use the Start Menu option, as shown in Figure 5-37.

Add application X

Select an application from your start menu or add from a file path.

Application source * Start menu v
o Start menu
Application *
File path
Display name
MSIX package
1

Figure 5-37. Select an application source
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8. The rest of the options are as follows (see Figure 5-38):

Application: Select the app from the drop-down of all
applications enabled on the Windows Start menu. In this
example, we use Notepad.

Display Name: Give the app a relevant name or leave it as its
default.

Description: Enter a description.
Application Path: This will be auto filled.
Icon Path: This will be auto filled.

Icon Index: This will be auto filled.
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Click Next after you enter the options.

Select an application from your start menu or add from a file path.

Application source * Start menu Y% I
Application * Notepad I Y l
Display name Notepad I I
Description AZ-140 NotePad Lab] v

Application path ® C:\Windows\system32\notepad.exe e
Icon path C:\Windows\system32\notepad.exe v
Icon index 0 v
Require command line ® No O ves

Figure 5-38. Enter the rest of the application settings

9. On the Assignments tab, assign the relevant user or group to which
you want to allow access to this RemoteApp group. Click Next.

10. On the Workspace tab, click Yes for Register Application Group.
Ensure the correct workspace is selected in the drop-down box
below it. See Figure 5-39. Click Next after you enter the options.

Basics  Applications  Assignments Advanced  Tags  Review + create

To save some time, you can register the default desktop application group from this host pool, with 2 new or pre-
existing workspace.

Register application group

Register application group @

Figure 5-39. Add your workspace
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11. Onthe Advanced tab, you can enable diagnostics or leave it as the
default, as we do in this example. Click Next.

12. Create any relevant tags, then review and create the
application group.

Once these steps are completed, log in to AVD via the remote desktop app with a
user account you assigned to this RemoteApp. You will see a Notepad application that
you can launch and start to use. This section discussed what a RemoteApp application
group is and you completed a lab to implement it for AVD. The next section discusses
FSLogix application masking and configures it as part of the lab exercise.

FSLogix Application Masking

Application masking is a feature of FSLogix that’s utilized to manage access to installed
applications. The software that allows you to manage this is called the Application Rules
Editor, and it allows you to describe the application that you want to manage. You can
additionally specify rules to manage by.

The Application Rules Editor has the following features:

o Create new rule sets
o Edit existing rule sets
e Manage user and group assignments for the rule sets
o Testrule sets
FSLogix supports four types of rule sets:

o Hiding Rule: This rule hides specified elements using specific
criteria. See Figure 5-40.
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£ Add Rule - O X
Hiding Rule Ll I

Object
—Object Type

Browse...

@ File /Registry Value
(" Directory /Registry Key
" Printer

C Font

Comment:

Comment

Figure 5-40. Hiding Rule

¢ Redirection Rule: This rule redirects the specific item as described.
See Figure 5-41.

i Add Rule — O X
|Red'rection Rule :l"

| Source:

bource

| Destination:

Destination =
—Object Type
® File /Registry Value

(" Directory /Registry Key

| ¥ Copy Object

| Comment: |Comment

OK Cancel

Figure 5-41. Redirection Rule
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o App Container Rule: This rule redirects the specific information into
avirtual hard disk (VHD). See Figure 5-42.

it Add Rule - (m]

App Container (VHD) Rule b

Folder:

Folder

Disk file:

Disk File

Comment:

(e [e

Comment

Figure 5-42. App Container Rule
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o Specify Value Rule: The specified item is assigned a value. See
Figure 5-43.
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i Add Rule - 0 b4
Spedify Value Rule -

Registry Value Name:

Data

Data
Comment:

Comment

OK Cancel

Figure 5-43. Specify Value Rule

The following lab exercise shows you how to create the first rule set with the FSLogix
Rules Editor:

1. Download and install FSLogix and FSLogix Rules Editor onto your
session host virtual machines (VMs). The direct download link is
https://aka.ms/fslogix/download.

2. Navigate to the FSLogix Rules Editor software via the Windows
Start menu, as shown in Figure 5-44.
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Recently added

@ FSLogix Apps RuleEditor

#

@ 3D Viewer

A

l@' Alarms & Clock
C

E Calculator
|l?—; Calendar

@ camera

O Cortana

F

[ 4
a Feedback Hub

Bl rsiogix

G

’? Get Help
(;'\ Groove Music

LY}

£ [rype here to search

Figure 5-44. Navigate to FSLogix Apps Rules Editor

3. When the FSLogix Rules Editor opens, choose File » New to
create a new rule set. See Figure 5-45.
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#: FSLogix Apps RuleEditor - . .

File Edit Help
™ New

Upen...

Ctrl+N ' o
Ctrd+0 : '
Save Ctrl+S

Save As...

Save All Ctrl+Shift+S
Close

Close All

Delete

Rename F2

FSLogix Rule Sets »

Manage Assignments

Apply Rules to System

AD Reperting

Change Licensing Parameters

Licensing Report

M Exit
T T

Figure 5-45. Create a new file

4. Enter a file name and then click Enter File Name, as shown in
Figure 5-46.
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;it, FSLogix Apps Ru — a
7 X
1 > ThisPC » Documents > FSLogix Rule Sets v O Search FSLogix Rule Sets P
Organize » Mew folder =~ [ e
~
Mame Date modified Type Size
¥ Quick access
I Desktop + No items match your search.
& Downloads  »#
[Z Documents
[&=] Pictures »
3 This PC
¥ Network
< >
File name: !Az-14o| v| | Rule Set File (*xr) |
I | Enter file name II Cancel
I

Figure 5-46. Enter a file name for the new rule

5. Youneed to select an application you want to manage. Browse to
the installation directory and click Scan to allow the Rules Editor
to pick up its settings. Click OK when scanning is complete. See
Figure 5-47.
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8 FSLogix Apps RuleEditor -

File Edit Help | i pyle Set: AZ-140 - (] X
| O = € Blank Rule Set

(" Enter Program Files Path: I Browse... I

@ Choose from installed programs: I

—_
7] Microsoft Edge
m Microsoft FSLogix Apps
ﬁ Microsoft FSLogix Apps RuleEditor
#H Microsoft Visual C++ 2015-2019 Redistributable (x64) - 14.26.28720
ﬂf:l Microsoft Visual C++ 2015-2019 Redistributable (x86) - 14.26.28720
(1) OpenVPN 2.5.4-1601 amd64
87 Remote Desktop Agent Boot Loader
7] Remote Desktop Services Infrastructure Agent
7] Remote Desktop Services Infrastructure Agent
7] Remote Desktop Services Infrastructure Agent
(7] Remote Desktop Services Infrastructure Geneva Agent 44.3.1
[87] Remote Desktop Services SxS Network Stack
7] Remote Desktop Services 5x5 Network Stack
7] Remote Desktop Services SxS Network Stack

-

Program Installation Directory:

|C:\°rograrn Files\OpenVPNY\res Browse...
progrese:
| 0%

Add Another Application | Scan I Cancel I

Figure 5-47. Enter application details and run a scan

6. You should now see the specific rules explaining the items inside
the rule set. See Figure 5-48.
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ifi FSLogix Apps RuleEditor - . *
File Edit Help

| D = & © M + % H 2

Filter Rules: |

[Az-140 | e

Directory: %ProgramFilesFolder64%:\0penVPN\res
Product Instal Directory

Hiding Rule
Key: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{D9A6D3A5-13C0-5AC5-B3EF-BFDCA9C30D85}
Application uninstall key

Hiding Rule
ley: HKLM\Software\Microsoft\Windows\CurrentVersion\Installer\UserData\5-1-5-18\Products\5A3D6ASD0C315C
Windows Instaler key

Hiding Rule
Ixey: HKLM\Software\Classes\Installer\Products\5A3D6A9D0C315CAS3BFEFBCD9A3CDO58
Windows Instaler key

Hiding Rule
File: 9%SystemDriveFolder®o\Users\Public\Desktop\OpenVPN GULInk
Frogram Shortcut (k)

Hiding Rule
lFile: 9%CommonStartMenuFolder%s\Programs\OpenVPN\OpenVPN GULInk
Program Shorteut (ink)

Hiding Rule
Directory: %CommonStartMenuFolderd\Programs\OpenVPN\Utilities
Program Shortcut’s Folder

I
Figure 5-48. Hidden Rule rule set

You can now test your rule set and make assignments to it. To test your rule set:
7. Clickyour rule set in the left pane window.
8. Choose File » Apply Rules to System.

9. This will apply the rules in your rule set to the session host. In
this example, you should not see the application, as it will now
be hidden.

Assignments to the rule set show how the rules will be applied. To
make assignments for this rule set:

10. Choose File » Manage Assignment then click Add.
11. Select the type of assignment.
12. Enter the relevant information and click OK.

13. Choose if you want to Apply or Not Apply.
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This section discussed application masking and you completed a lab exercise to
implement it. The following section takes a closer look at dynamic app delivery by using
MSIX App Attach.

Using MSIX App Attach

MSIX is a relatively new application packaging setup that has several features that
provide an improved packaging experience. From an Azure Virtual Desktop perspective,
MSIX App Attach can:

o Allow segregation of user information, the operating system, and
applications by utilizing containers

o Allow for quicker login times for clients
e Minimize infrastructure and lower cost
o Remove any repackaging needs, as it delivers apps dynamically

The lab exercise for MSIX App Attach has a few different elements to it and is time
consuming, so we will not cover it in detail in this chapter. However, we discuss the
prerequisite tasks that need to be completed as well as share links to guides that can
walk you through the deployment.

Before you start the lab exercise, you need to ensure the following prerequisite items
are in place:

e A working AVD deployment.
e AVD hostpool with a minimum of one working session host.

e MSIX packaging tool. You can download this from the Windows Store
on your Windows 10 test device.

e An Azure File share where you will store the MSIX package. This
needs to be accessible.

o A certificate. The following link explains how you can achieve it:
https://docs.microsoft.com/en-us/azure/virtual-desktop/
app-attach#install-certificates.
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The following link explains the steps you need to complete to create an MSIX
package from the Desktop Installer: https://docs.microsoft.com/en-us/windows/
msix/packaging-tool/create-app-package.

Once the package is created and uploaded to the file share that the session host
VMs have access to, you can follow this link to set up MSIX App Attach with the Azure
Portal: https://docs.microsoft.com/en-us/azure/virtual-desktop/app-attach-
azure-portal.

This section explained what MSIX is, how it can integrate with AVD, and the benefits
it enables. The next section discusses OneDrive for Business integration and Microsoft
Teams integration with AVD.

Integrating OneDrive for Business with AVD

OneDrive for Business allows users to securely access files that are stored in the
Microsoft Cloud from any location and using various devices. It also allows users to share
these files internally and externally, depending on your company policy.

To integrate OneDrive for Business with Azure Virtual Desktop, you need to utilize
the OneDrive Sync app on the session hosts. The per-machine installation option is new
and provides the following:

e Automatic movement from the old version of the OneDrive for
Business sync application (Groove.exe)

e Automatic transfer from the per-user to per-machine method
e Automatic updates when a new version is available

It supports OneDrive and SharePoint File Sync with SharePoint Server 2019 and
Microsoft 365. The following steps outline how to deploy the Sync app:

1. Download OneDriveSetup.exe onto the session host.

2. From an elevated command prompt, run the OneDriveSetup.exe
/allusers command from the folder you downloaded the .EXE
file to.

210


https://docs.microsoft.com/en-us/windows/msix/packaging-tool/create-app-package
https://docs.microsoft.com/en-us/windows/msix/packaging-tool/create-app-package
https://docs.microsoft.com/en-us/azure/virtual-desktop/app-attach-azure-portal
https://docs.microsoft.com/en-us/azure/virtual-desktop/app-attach-azure-portal

CHAPTER5 MANAGE USER ENVIRONMENTS AND APPS

Integrating Microsoft Teams with AVD

Microsoft Teams is a collaboration tool that integrates with Microsoft 365 and is used
for instant messaging, video calls, document collaboration, and in some cases cloud
telephony. If you want to utilize Microsoft Teams in a VDI environment such as Azure
Virtual Desktop, you need the following elements:

o Virtualization broker: The resource and connection manager for the
provider, in this case Azure.

o Session host: The VM that Microsoft Teams will run on.

o Client device: The endpoint the user connects the virtual
desktop from.

o Desktop app: The Microsoft Teams Desktop client application.

The following link describes the steps you need to follow to implement Microsoft
Teams in your AVD environment. It is recommended to complete this as a lab exercise:
https://docs.microsoft.com/en-us/azure/virtual-desktop/teams-on-avd.

This section explained how to integrate OneDrive for Business and Microsoft Teams
with Azure Virtual Desktop. You can now complete the knowledge check to finish off this
chapter.

Knowledge Check

The following questions are aimed at testing your understanding of the information
in this chapter. It is recommended that you complete all the sections and labs in this
chapter before attempting to answer these questions.

Check Your Knowledge

1. Which Azure Storage type can you integrate with Cloud Cache:
e Azure Files
e Managed Disks

e Azure Page Blobs
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2. Which Azure Storage type can you integrate with FSLogix to
containerize user profiles?

e Managed Disks
e Azure Files
e Azure Page Blobs

3. Which component handles communication between printers and

the Universal Print service?
e Office Data Storage Service
e Universal Print Connector

e Microsoft Graph

Summary

This chapter looked at managing user environments and apps, including implementing
and managing FSLogix, configuring user experience settings, and installing and
configuring apps on a session host.

Chapter 6 takes a deep dive into monitoring and maintaining an Azure Virtual
Desktop infrastructure, including implementing business continuity and DR,
automating AVD management tasks, and monitoring performance and health.
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CHAPTER 6

Monitor and Maintain
an Azure Virtual Desktop
Infrastructure

The previous chapter took a deeper look into managing user environments and
applications for Azure Virtual Desktop.
This chapter covers the following main topics:

e Planning and implementing business continuity and disaster

recovery
e Automating Azure Virtual Desktop management tasks
e Monitoring and managing performance tasks

e Knowledge check

Technical Requirements

To complete the exercises in this book, you need access to a Microsoft 365 tenant. This
can be attained by signing up for a trial subscription. Additionally, Azure Virtual Desktop
services require one of the following licenses:

e Microsoft 365 Business Premium
e Microsoft 365 E5/E3
e Microsoft 365 A3/A5/Student Benefits

e Microsoft 365 F3
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e Windows 10 Enterprise E3/E5
e Windows 10 Education A3/A5

e Windows 10 VDA per user

Planning and Implementing Business Continuity
and Disaster Recovery

There are many disasters that can affect an organization’s infrastructure and its
continuity. Just because your infrastructure is provisioned in the cloud, does not mean it
cannot be affected by any number of disasters. This section looks at the different ways in
which you can plan for these disasters and implement services alongside Azure Virtual
Desktop (AVD) to facilitate Business Continuity Plans (BCPs).

Which Components Do You Need to Protect?

When planning and designing a BCP, you must first understand which components need

to be included in that plan, and which components are not your responsibility. Chapter

2 looks at the AVD responsibility model, including which components are managed by

Microsoft and which are managed by the consumer. A recap of that discussion follows.
The following components are managed by Microsoft:

e Web Access: This component enables the end user to gain access to
AVD and the virtual applications via a HTML5-compatible Internet
browser. This can be accessed from any device from anywhere as
long as it has a secure Internet connection. To increase security, you
can also utilize multi-factor authentication in Azure AD to control
access to this component.

o Connection Broker: User connections to the remote desktop and
remote applications are managed by this component of Azure
Virtual Desktop. It delivers load balancing and reconnections to

disconnected sessions.

o Gateway: This component allows remote users to connect to Azure
Virtual Desktop resources from any device that is connected to the
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Internet. The gateway coordinates a connection from the virtual
machine back to the same gateway.

Extensibility Components: AVD can be managed by utilizing
Windows PowerShell or with the REST APIs that are provided, which
also allows for support from third-party tools.

Diagnostics: This event-based aggregator marks each action
(made by a user or administrator) on the AVD deployment as a fail
or success. It is then possible to query the event to discover failing
components.

The following components are managed by you, the consumer:

Azure Active Directory: AVD uses Azure Active Directory, better
known as Azure AD, to manage identity and access (IAM). We cover
this topic in more detail later in this chapter.

Azure Virtual Network: AVD compute resources use the Azure
Virtual Network, better known as a VNet, to communicate privately
with other Azure compute resources and between the virtual
machines. You can define network topology to access AVD from the
Internet or internally, based on your organization’s policies. AVD can
also be connected to on-premises infrastructure but utilizing a virtual
private network (VPN) or an Express Route connection.

Active Directory Domain Services (AD DS): It is a requirement

for AVD virtual machines to be domain-joined, so there must be a
domain controller that is accessible in your network. AD DS must
have a sync with Azure AD that will allow for a Single Sign-On (SSO)
experience to be used to access the AVD services. The Azure AD
connect service is utilized to synchronize on-premises identity
objects with Azure AD.

AVD Session Hosts: Session hosts are the virtual machines in a
hostpool, which can run any of the following operating systems:

e Windows Server 2012 R2 and above
¢ Windows 7 Enterprise

e Windows 10 Enterprise
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e Windows 10 Enterprise Multi-session

o Custom image with pre-loaded configuration
You can customize the VM size, which includes the amount of virtual CPU, better
known as vCPU, memory (RAM), and GPU-enabled virtual machines. Every session host
will have an AVD host agent installed by default, which will register the session host into
the workspace/tenant.

o AVD Workspace: Also known as the AVD tenant, this is the service
that manages the session hosts and publishes the hostpool resources.
From a BCP perspective, you should also include the following components, which
are managed by the consumer and are included in any sort of BCP plan:

e Master VM Images: When provisioning hostpools you need to
provide a mast image, which can either be one you customized and
uploaded or one from the Azure image library. These are important
when you are setting up new hostpools, so they are vital in a
BCP plan.

o FSLogix: As discussed in Chapter 2, FSLogix is the component that
allows users logon profiles to roam between the different session
hosts. This is a critical component for AVD, as the profile needs to be
accessible whenever a user logs in to the environment.

e MSIX App Attach: As discussed in Chapter 5, MSIX App Attach
allows you to store application images away from the operating
system (OS). This is not a standard component, but if you have used
it to provision applications via a RemoteApp, then it is vital.

This section looked at the elements and components of AVD that you need to
include in a BCP plan. The next section discusses the different options and features that
you can utilize in Azure to facilitate business continuity with AVD.

Azure BCP Options for Azure Virtual Desktop

Azure has multiple services and features that allow you to make your AVD environment
more resilient. You can incorporate these services and features in your BCP plan when
designing it.
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Availability Sets

This is a logical grouping service that isolates virtual machines that are added to it from
one another when they are deployed within a region. An availability set consists of two
elements (see Figure 6-1):

o Update domains: These ensure that a subset of your virtual

machines remains available during maintenance windows.

o Fault domains (FDs): These signify the physical areas of the Azure
Data Centers and ensure there is a physical segregation between
physical racks that host virtual machines in the data centers.

Fault Domain Fault Domain Fault Domain

IIO

IIN

Update Domain Update Domain Update Domain
1

Io

Io

Update Domain
2

Figure 6-1. Example of fault domains and update domains

Availability sets can be a main option for resiliency for AVD hostpools when you are
utilizing an Azure VM for a domain controller.

Availability Zones

Availability zones (see Figure 6-2) are individual physical locations that sit within a
specific region. They have their own cooling, power, and networking segregated from
other locations. Availability zones allow you protect against data center disasters but still
utilize specific regions. For example, virtual machines resources are zonal services that
you can deploy to certain zones in a region. There are some services, however, known as
zone-redundant services, that can replicate across availability zones in a certain region.
Both these services ensure that there is no single point of failure in an Azure region.

217



CHAPTER6  MONITOR AND MAINTAIN AN AZURE VIRTUAL DESKTOP INFRASTRUCTURE

Availability Zone A Availability Zone B €2

A

Availability Zone C -

Figure 6-2. Availability zone example

Region Pairing

Region pairing symbolizes a group of data centers that function inside a latency-defined
boundary and are attached to a dedicated, regional low-latency network. Every Azure
region has another region that it is paired with and they are never updated at the same
time. They are always updated separately. It is essential to utilize region pairing in your
BCP plan and take advantage of its features.

Azure Site Recovery

Azure Site Recovery, also known as ASR, is the Azure native service that manages
disaster recovery by replicating virtual machines between Azure regions. ARS will start
the failover process to a different session host in another region if the primary zone is
having issues.

ASR allows you to replicate domain controllers, session host virtual machines, and
data throughout regions to a second region. You can also use automation scripts to
failover resources that are not virtual machines and Azure Storage.
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You can define the retention point history and the frequency of snapshots by using

the customizable replication policies in ASR. The snapshot of a virtual machine allows

you to create a recovery point. There are two types of snapshots:

Crash-consistent recovery: This is the default for capturing
snapshots in five-minute intervals and symbolizes the content that’s
on the disks at the time the snapshot is taken.

App-consistent recovery: This encapsulates all the same content as
crash-consistent recovery as well as all the in-memory data and in-
process transactions.

Azure Backup

Azure Backup is the native backup service in Azure that enables you to back up other

Azure native services. It utilizes no infrastructure solutions that allows self-service

backups and restores. You can utilize this service to preserve copies of stateful data that
enables you to recover older data.

This section discussed the services in Azure that can be included in your BCP plan.

The next section takes a closer look at DR objectives and metrics.

DR Objectives and Metrics

There are various objectives and metrics you need to understand and include as part of
your BCP/DR services. They include:

Recovery point objective (RPO): This is the least possible amount
of content that you must provide back to the end client for service,
based on the assets that are backed up and deemed to be recovered.

Recovery time objective (RTO): This is essentially a measurement
of the amount of downtime or outage an organization can afford

to have. It is the most amount of time you are allowed to have to
complete the restoration process.

Retention period: This is the longest amount of time you retain a
backup set before it needs to be replaced.

219



CHAPTER6  MONITOR AND MAINTAIN AN AZURE VIRTUAL DESKTOP INFRASTRUCTURE

This section was a short look at disaster recovery objectives and metrics. You will
now complete a few lab exercises to configure a backup of a virtual machine session host
and then complete an exercise lab to restore a VM.

Back Up a Session Host with Azure Backup

1. Login tothe Azure Portal at https://portal.azure.com.

2. Inthe top search bar, type Virtual Machines and select the
relevant option, as shown in Figure 6-3.

I/O Virtual Machineq] I

Services seezl  Marketplace

4
E Virtual machines U RadiantOne - Virtual Machines
Lﬁ-] Virtual machines (classic) ﬂ] KogSistem Azure Virtual Machines Management
(® Reservations B9 Managed Services for Azure Virtual Machines
B3 sqL virtual machines ﬁ] Eleven01 Virtual Machine
[ =

Figure 6-3. Search for the virtual machine service

3. Click the virtual machine you want to back up. Then in the left
menu, navigate to Operations » Backup, as shown in Figure 6-4.
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X Bastion

@ Auto-shutdown

& Disaster recovery
Bl Guest + host updates
& Inventory

%] Change tracking

f8 Configuration management
(Preview)

& Ppolicies

Figure 6-4. Navigate to Azure Backup operations for the VM

4. Inthe middle pane, you can customize the following options (see
Figure 6-5). Click Enable when you're done:

¢ Recovery Services Vault: This holds the backup copies you can
monitor using this vault.

o Resource Group: Specify the resource group where you want to
store this recovery vault.

o Choose Backup Policy: This specifies the frequency and time at
which items will be backed up and how long the backup copies
are retained.
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pricing
Review the following information and click on ‘Enable backup’ to start protecting your VM.

Welcome to Azure Backup for Azure VMs
é Simple and reliable VIV backup to the Azure. Learn more. Charges are based on the number and size of VMs k&

Recovery Services vault @ @ Create new Select existing

Backup vault * | vaultgz2 i
Resource group NCAVD-RGO1 v

reate new
Choose backup policy * © | (new) DailyPolicy-kw2p1sef v ‘
Edit this policy
Policy Details
Full Backup Backup Frequency
Daily at 7:30 PM UTC
Instant Restore

Retain instant recovery snapshot(s) for 2 day(s)

Retention of daily backup point
Retain backup taken every day at 7:30 PM for 30 Day(s)

Figure 6-5. Configure and enable the backup of the VM

The backup will take several minutes to process and set up. Once the deployment
finishes, you will start to see restore points appear over the next few days (see Figure 6-6).
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49 Backup now “> RestoreVM ) File Recovery © Stop backup (D Resume backup

@ Running SQL Server in the VM? Backup your SQL databases with a specialized solution that provides long-

term retention, central monitoring, and point-in-time restores.

Alerts and Jobs Backup status
View all Alerts (last 24 hours) Backup Pre-
‘ Check @ Passed
View all Jobs (last 24 hours)
Last backup V)
status Success 11/17/2021, 7:41:11 PM

-

Sun

Recq
vauly

Back

Oldg

Restore points (2)

archive, click here.

CRASH CONSISTENT APPLICATION CONSISTENT H FILE-SYSTEM CONSISTENT
0 2 0
Time L4 Consistency Ty  Recovery Type

I 11/17/2021, 7:41:15 ... Application Consistent Snapshot and Vault-Standard

I 11/16/2021, 11:19:52... Application Consistent Snapshot and Vault-Standard

This list is filtered for last 30 days of restore points. To recover from restore point older than

Figure 6-6. Azure Backup restore points

Restore a VM

You can now complete a lab to restore the backed up VM:

1. On the backup page for the VM, click Restore VM if you want to
restore the entire VM or click File Recovery if you want to restore
specific files from the VM. In this example, we restore the VM. See

Figure 6-7.

EO days, as well as
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49 Backup now '9 Restore VM '9 File Recovery Stop backup '":_) Resume backup

@ Running SQL Server in the VM? Backup your SQL databases with a specialized solution that provides long-
term retention, central monitoring, and point-in-time restores.

Alerts and Jobs Backup status
View all Alerts (last 24 hours) Backup Pre-
_ Check @ passed
View all Jobs (last 24 hours)
Last backup o
status Success 11/17/2021, 741:111 PM

Figure 6-7. Restore a VM or file recovery

2. On the Restore Virtual Machine page, select the restore point you
want to restore from, as shown in Figures 6-8 and 6-9.
Home > Virtual machines > >

Restore Virtual Machine
itgeekdc02

Restore allows you to restore VM/disks from a selected Restore Point.

Restore point * l No restore point selected

Select

Figure 6-8. Click restore point
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Eelect restore point

Start Date End Date Recovery point consistency
[[11/0472021] 3] [ 117182021 B [ All restore points
I CRASH CONSISTENT l APPLICATION CONSISTENT | FILE-SYSTEM CONSISTENT
Time Consistency Recovery Type
—
I 11/17/2021, 7:41:15 PM Application Consistent Snapshot and Vault-Standard
I 11/16/2021, 11:19:52 PM Application Consistent Snapshot and Vault-Standard

Figure 6-9. Select the relevant restore point

3. After you select the relevant restore point, complete the following

settings:

Restore Type: Restore a VM creates a new virtual machine and
does not override the backed up VM. To restore a special network
configuration, use Restore Disks. Restore Disks will create new
disks in the selected storage account.

Virtual Machine Name: The name of the to-be-restored

virtual machine.

Resource Group: Enter the resource group you want to restore
the new VM to.

Virtual Network: Enter the virtual network you want to restore
the new VM to.

Subnet: Enter the subnet in the virtual machine you want to
restore the new VM to.

Staging Location: It is strongly recommended that you
create a new storage account and select it here for restoring
premium VMs.

4. Click Restore and allow this process to complete.
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In this section you completed two lab exercises to back up an Azure VM and then
restore an Azure VM. The next section takes a closer look at automating Azure Virtual
Desktop Management tasks.

Automating Azure Virtual Desktop
Management Tasks

Azure Virtual Desktop is a cloud hosted, managed service provided by Microsoft that
allows you to utilize a Microsoft control plane. When you have fully deployed the
platform and all its integrated services, you then need to understand the most efficient
way of managing the service. Automating management tasks in your cloud environment,
including Azure Virtual Desktop, decreases your administrative overhead and allows
you to provide a much better experience to your end users. This section looks at scaling
session hosts using Azure automation.

You can minimize your Azure Virtual Desktop implementation expense by scaling
your VMs. This is the process of powering down and stopping (deallocating) the VMs
when your organization has off-peak times and then ensuring they are switched batch
on before your organization’s working hours start. You can use the Azure Automation
scaling tool to:

e Schedule VMs to start and stop based on peak and off-peak
business hours

e Scale out VMs based on the number of sessions per CPU core

e Scale in VMs during off-peak hours, leaving the minimum number of
session host VMs running

It is important to understand this tool’s limitations as well as its benefits:

e Only pooled multi-session session VMs are supported, not
personal VMs.

e You can only use Azure Automation with resources that are in the
same subscription.

o Ifthe process of stopping and starting a VM takes longer than three
hours, the job will fail. This is because an automation runbook has a
maximum runtime of three hours.
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CPU or memory-based scaling is not supported with Azure
Automation.

One of the VMs needs to be turned on for the Azure Automation tool
to work.

You are now going to do a lab exercise to implement the Azure Automation services.

You need to have the following prerequisites in place before you can start this exercise:

An AVD hostpool

Virtual machines that are configured and registered with the
AVD service

An administrator account with at least Contributor access to the
entire subscription

The client you are completing the lab from has Windows PowerShell
5.1 or later installed

The first step is to create an Azure Automation account:

1.

Open Windows PowerShell and run the cmdlet shown in
Figure 6-10. You will be prompted to enter your Microsoft 365
administrator account details.

PS C:\WINDOWS\system3Z> Login-AzAccount

Account

SubscriptionName TenantId Environment

Shabaz@iamitgeek.com Iamitgeek

Figure 6-10. Login-AzAccount cmdlet

2. Run the cmdlets shown in Figures 6-11 through to Figure 6-14.

These will download the script for creating the Azure Automation
account.
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PS C:\HINDONS\system32$§New~1tem -ItemType Directory -Path "C:\Temp -Force |

Directory: C:\

Mode LastWriteTime Length Name

d==--- 18-11-2021 15:15 Temp

Figure 6-11. Create a temp folder on the C drive

The command in Figure 6-11 creates a temp folder on the C drive,
which will be where we download the script.

PS C:\WINDOWS\system32> Set-Location -Path "C:\Temp”

Figure 6-12. Set the default folder location

The command in Figure 6-12 sets the temp folder on the C drive to
the default download location.

PS C:\Temp> $Uri = "https://raw.githubusercontent.com/Azure/RDS-Templates

i

4 st ac / A= 1 NC=Cr
ster/wvd-templates/wvd-5Callng-sc

Figure 6-13. Set the URL to download the script from

The command in Figure 6-13 sets the URL from which you will
download the script.

PS C:\Temp; Invoke-WebRequest -Uri $Uri -OutFile ".\CreateOrUpdateAzAutoAc

Figure 6-14. cmdlet to download the PowerShell script

The command in Figure 6-14 downloads the required script from
the stored URL into the temp folder.

3. The script shown in Figure 6-15 creates the Azure Automation
account. In this case I have left the values, but you can specify
the Azure AD Tenant ID, Azure Subscription, Resource Group,
Automation Account Name, Location, and Log Analytics
Workspace Name in this script as you prefer.
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PS C:\Temp> $Uri = "https://raw.git
wWvd-scaling-script/CreateOrUpdateAzAut int.
PS C:\Temp> Invoke-WebRequest -Uri $Uri -OutFile ".\CreateOrUpdateAzAutoAccount.psl”
PS C:\Temp> $Params = @{

b "AADTenantId"
Fr= e i1 -

1

>>

$true

“<Resource_group_name>" # Optional. Default:

mnz

"<Automation_account_name>" # Optional. Default:

e_region_for_depl

PS C:\Temp>
PS C:\Temp> .\CreateOrUpdateAzAutoAccount.psl @Params

Figure 6-15. Create the Automation account script

Once the Azure Automation script has completed, you will find
the new automation account in the Azure Portal. You now need to
create the Run as Accounts option for Azure Automation.

4. Login to the Azure Portal with a global admin account at
https://portal.azure.com.

5. Inthe top search box, type Automation Accounts and select the
relevant option, as shown in Figure 6-16.

I-F Automation Accounts{ l

Services Seeal  Marketplace

No results were found.

I
k} Automation Accounts

== Storage accounts Documentation
! Integration accounts : 2 .
i Azure Automation account authentication overview ...
H E.—f, Batch accounts

(=

Azure Automation overview | Microsoft Docs

Figure 6-16. Navigate to Automation Accounts

6. Select the name of your Azure Automation account, as shown in
Figure 6-17.
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Home >

Automation Accounts =

lamITGeek (iamitgeek.com)

+ Create @ Manage view O Refresh b Export to CSV %’ Open query % Assign tags ,0? Feedback

| Filter for any field... | Subscription == lamitgeek Resource group == all X Location == all X i Addfilter

Showing 1to 1 of 1 records.

D Name T Type TL Resource grouf

(O & az-1408n Automation Account ITGEEKRGO

Figure 6-17. Select the Azure Automation account you created earlier

7. Onthe left-side pane, navigate to Account Settings and select Run
as Accounts, as shown in Figure 6-18.

I Account Settings I

ill Properties

4> Network Isolation
Keys

Q@ Pricing

# Source control

r‘i{ Run as accounts I

Identity

Figure 6-18. Navigate to Run as Accounts

8. Click + Azure Run As Account, as shown in Figure 6-19.
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+ Azure Run As Account ®

Create

 Azure Classic Run As Account @®

Create

Figure 6-19. Azure Run As Account

9. Click the Create button at the bottom-left side of the window to
start the process.

10. Once this process is completed, you will find a resource called
AzureRunAsConnection in the specific automation account.

Now that you have created the Azure Automation account and
the run as account, you need to create the Azure LogicApp and
execution schedule:

11. Run PowerShell with administrator rights and then run the Login-
AZAccount cmdlet.

12. Ifyou have not completed Steps 2 and 3, do so now.
13. Run the cmdlet in Figure 6-20 to set the URL you will download

the script from.

PS C:\Temp> 5Ur‘;1 = "https://raw.githubusercontent.com/Azure/RDS-Temp
lates mast '.""_'.,".:1-'_':.'"‘.';."‘_.:l{"' ‘wvd ( [

Figure 6-20. Set the URL from where you will download the script

14. Run the cmdlet in Figure 6-21 to download the script.

JPS t:\Temp) Invoke-WebRequest -Uri %Uri -OutFile ".\CreateOrUpdateAz

LogicApp.psl”

Figure 6-21. Download the LogicApp script

15. Run the following script for each virtual machine hostpool you

want to autoscale.
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$AADTenantId = (Get-AzContext).Tenant.Id

$AzSubscription = Get-AzSubscription | Out-GridView -OutputMode:Single
-Title "Select your Azure Subscription"
Select-AzSubscription -Subscription $AzSubscription.Id

$ResourceGroup = Get-AzResourceGroup | Out-GridView -OutputMode:Single
-Title "Select the resource group for the new Azure Logic App"

$WVDHostPool = Get-AzResource -ResourceType "Microsoft.
DesktopVirtualization/hostpools” | Out-GridView -OutputMode:Single -Title
"Select the host pool you'd like to scale"

$LogAnalyticsWorkspaceld = Read-Host -Prompt "If you want to use Log
Analytics, enter the Log Analytics Workspace ID returned by when you
created the Azure Automation account, otherwise leave it blank"
$LogAnalyticsPrimaryKey = Read-Host -Prompt "If you want to use Log
Analytics, enter the Log Analytics Primary Key returned by when you created
the Azure Automation account, otherwise leave it blank"
$RecurrenceInterval = Read-Host -Prompt "Enter how often you'd like the job
to run in minutes, e.g. '15'"

$BeginPeakTime = Read-Host -Prompt "Enter the start time for peak hours
in local time, e.g. 9:00"

$EndPeakTime = Read-Host -Prompt "Enter the end time for peak hours

in local time, e.g. 18:00"

$TimeDifference = Read-Host -Prompt "Enter the time difference between
local time and UTC in hours, e.g. +5:30"

$SessionThresholdPerCPU = Read-Host -Prompt "Enter the maximum number of
sessions per CPU that will be used as a threshold to determine when new
session host VMs need to be started during peak hours"
$MinimumNumberOfRDSH = Read-Host -Prompt "Enter the minimum number of
session host VMs to keep running during off-peak hours"
$MaintenanceTagName = Read-Host -Prompt "Enter the name of the Tag
associated with VMs you don't want to be managed by this scaling tool"
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$LimitSecondsToForcelLogOffUser = Read-Host -Prompt "Enter the number of
seconds to wait before automatically signing out users. If set to 0, any
session host VM that has user sessions, will be left untouched"
$LogOffMessageTitle = Read-Host -Prompt "Enter the title of the message
sent to the user before they are forced to sign out"

$LogOffMessageBody = Read-Host -Prompt "Enter the body of the message sent
to the user before they are forced to sign out"

$AutoAccount = Get-AzAutomationAccount | Out-GridView -OutputMode:Single
-Title "Select the Azure Automation account”

$AutoAccountConnection = Get-AzAutomationConnection -ResourceGroupName
$AutoAccount.ResourceGroupName -AutomationAccountName $AutoAccount.
AutomationAccountName | Out-GridView -OutputMode:Single -Title "Select the
Azure RunAs connection asset”

$WebhookURIAutoVar = Get-AzAutomationVariable -Name 'WebhookURIARMBased'
-ResourceGroupName $AutoAccount.ResourceGroupName -AutomationAccountName
$AutoAccount.AutomationAccountName

$Params = @
"AADTenantId" =
$AADTenantId # Optional. If not specified, it
will use the current Azure context
"SubscriptionID" = $AzSubscription.
Id # Optional. If not specified, it will use the
current Azure context
"ResourceGroupName" = $ResourceGroup.
ResourceGroupName # Optional. Default: "WVDAutoScaleResourceGroup"
"Location" = $ResourceGroup.
Location # Optional. Default: "West US2"
"UseARMAPT" = $true
"HostPoolName" = $WVDHostPool.Name
"HostPoolResourceGroupName" = $WVDHostPool.
ResourceGroupName # Optional. Default: same as ResourceGroupName

param value
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"LogAnalyticsWorkspaceId" =
$LogAnalyticsWorkspaceld # Optional. If not specified,
script will not log to the Log Analytics

"LogAnalyticsPrimaryKey" =

$LogAnalyticsPrimaryKey # Optional. If not specified,

script will not log to the Log Analytics
"ConnectionAssetName" = $AutoAccountConnection.

Name # Optional. Default: "AzureRunAsConnection"
"Recurrencelnterval” =

$Recurrencelnterval # Optional. Default: 15
"BeginPeakTime" =

$BeginPeakTime # Optional. Default: "09:00"
"EndPeakTime" =

$EndPeakTime # Optional. Default: "17:00"
"TimeDifference" =

$TimeDifference # Optional. Default: "-7:00"

"SessionThresholdPerCPU"

$SessionThresholdPerCPU # Optional. Default: 1
"MinimumNumberOfRDSH" =

$MinimumNumberOfRDSH # Optional. Default: 1
"MaintenanceTagName" =

$MaintenanceTagName # Optional.
"LimitSecondsToForcelogOffUser" =

$LimitSecondsToForcelLogOffUser # Optional. Default: 1
"LogOffMessageTitle" =

$LogOffMessageTitle # Optional. Default: "Machine is

about to shutdown."
"LogOffMessageBody" =

$LogOffMessageBody # Optional. Default: "Your session

will be logged off. Please save and close everything."
"WebhookURT" = $WebhookURIAutoVar.Value

}
.\CreateOrUpdateAzLogicApp.ps1 @Params
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Once you run the script, your Azure LogicApp will appear in the resource group and
you can start to manage the scaling tool.

In this section you completed a lab exercise on how to create an Azure Automation
account when you want to use automation with your Azure Virtual Desktop resources
to manage them. The next section looks at using autoscaling with your Azure Virtual
Desktop hostpools.

Using Autoscale for Azure Virtual Desktop Hostpools

You can utilize the autoscale feature with Azure Virtual Desktop to scale up or down and
save costs.
Autoscaling plans can be created that are based on:

o Time of day
e Session limits per session host
e Specific days of the week

There are specific requirements that need to be met before you look at creating your
first scaling plan:

e Only pooled hostpools are supported with scaling plans.

¢ You need to have a MaxSessionLimit configured on all hostpools you
want to utilize autoscaling with.

e Azure Virtual Desktop must have the relevant access to power on
virtual machine compute resources.

We are going to start by creating a custom RBAC role in the subscription. This will
enable Azure Virtual Desktop to manage power for all the VMs.

1. You can use the following JSON template to create the custom
role, as it has all the permissions settings you need:

"properties": {

"roleName": "Autoscale",

"description": "Friendly description.”,
"assignableScopes": [
"/subscriptions/<SubscriptionID>"
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1,
"permissions": [

{

"actions": [

1,

"notActions": [],
"dataActions": [],
"notDataActions": []
}
]

}

}
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"Microsoft.Insights/eventtypes/values/read",
"Microsoft.Compute/virtualMachines/deallocate/
action",
"Microsoft.Compute/virtualMachines/restart/
action",
"Microsoft.Compute/virtualMachines/powerOff/
action",
"Microsoft.Compute/virtualMachines/start/action”,
"Microsoft.Compute/virtualMachines/read",
"Microsoft.DesktopVirtualization/hostpools/read",
"Microsoft.DesktopVirtualization/
hostpools/write",
"Microsoft.DesktopVirtualization/hostpools/
sessionhosts/read",
"Microsoft.DesktopVirtualization/hostpools/
sessionhosts/write",
"Microsoft.DesktopVirtualization/hostpools/
sessionhosts/usersessions/delete",
"Microsoft.DesktopVirtualization/hostpools/
sessionhosts/usersessions/read",
"Microsoft.DesktopVirtualization/hostpools/
sessionhosts/usersessions/sendMessage/action”,
"Microsoft.DesktopVirtualization/hostpools/
sessionhosts/usersessions/read"
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Once the custom role has been created, you need to assign the
custom roles from the Azure Portal.

2. Open the Azure Portal at https://portal.azure.comand
navigate to Subscriptions.

3. On the left-side pane, go to Access Control (IAM), as shown in
Figure 6-22.

Overview

Activity log

Ra  Access control (IAM)

€ Tags
Z® Diagnose and solve problems
@ Ssecurity

Events

Figure 6-22. Access control within the subscription service

4. Click the + Add button and select Add Custom Role, as shown in
Figure 6-23.

-+ aAdd ¥ Download role assignments

Add role assignment

Add co-administrator

Add custom role

Figure 6-23. Add a custom role

5. Enter a custom name and click Next.
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6. On the Permissions tab, add the permissions for Microsoft.
DesktopVirtualization, as shown in Figure 6-24.

Add permissions

@ Search for permissions to add to your custom role, For example, search for “virtual machines”

| Microseoft.Desktop

Microsoft.DesktopVirtualization

The best virtual desktop experience,
delivered on Azure.

Figure 6-24. Add permissions for Microsoft.DesktopVirtualization

7. On the Microsoft.DesktopVirtualization permissions page, add the

following permissions:

"Microsoft.DesktopVirtualization/hostpools/sessionhosts/read"
"Microsoft.DesktopVirtualization/hostpools/sessionhosts/write"
"Microsoft.DesktopVirtualization/hostpools/sessionhosts/
usersessions/delete"”
"Microsoft.DesktopVirtualization/hostpools/sessionhosts/
usersessions/read"
"Microsoft.DesktopVirtualization/hostpools/sessionhosts/
usersessions/sendMessage/action”
"Microsoft.DesktopVirtualization/hostpools/sessionhosts/
usersessions/read"

8. Add the following Microsoft. Compute permissions:

"Microsoft.Insights/eventtypes/values/read"
"Microsoft.Compute/virtualMachines/deallocate/action”
"Microsoft.Compute/virtualMachines/restart/action”
"Microsoft.Compute/virtualMachines/powerOff/action”
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"Microsoft.Compute/virtualMachines/start/action"”
"Microsoft.Compute/virtualMachines/read"

Once you have added these permissions, you can create the
custom role. You are now ready to create the scaling plan.

9. Navigate to Azure Virtual Desktop » Scaling Plans, as shown in
Figure 6-25.

Home > Azure Virtual Desktop

{7 Azure Virtual Desktop | Scaling plar

Microsoft

i_p Search (Ctrl+)) ‘ «

O overview

& Getting started

Manage
© Host pools
O Application groups

® workspaces

4 Scaling plans

8 Users

Monitoring
@ Insights

A workbooks

Licensing

&; Per-user access pricing

Figure 6-25. Scaling plans
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10. Click + Create, as shown in Figure 6-26.

-+ Create Ji53 Manage view v O Refresh  ExporttoCsV % Open query

Figure 6-26. Create scaling plan button

11. Complete the Basics tab with the following settings (see
Figure 6-27). When you're done, click Next:

e Subscription

e Resource Group

e Scaling Plan Name

o Location

o Description (Optional)

¢ Time Zone
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Create a scaling plan

Schedules Host pool assignments Tags Review + create

Scaling plan enables you to apply schedules and preset conditions under which the autescaling should occur for a host
pool. Learn more cf

Project details

Subscription* © |.| lamitgeek I ~ |
Resource group* © AZ-RG-01 I ~ l
Create new

Name* @ | az-140s0 | <]
Location * © m South | v ]
Friendly name n SPO1 I J‘

Description AZ-140 scaling plar| | v

Time zone * @ [ wrc+00:00) Dublin, Edinburgh, Lisbon, London v ]

Host pool type Pooled

Exclusion tag @ | |

Figure 6-27. Basic tab of scaling plan

12. Click + Add Schedule, as shown in Figure 6-28.
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Basics  Schedules  Host pool assignments Tags  Review + create

Schedules enable you to define ramp-up hours, peak hours, ramp-down hours, and off:
autoscaling triggers. Scaling plan must include an asseciated schedule for at least one ¢

I+ Add schedule I

Figure 6-28. Create a schedule

13. Complete the following settings on the Add Schedule » General
tab and click Next (see Figure 6-29):

e Schedule Name

Repeat On (choose the days you want to repeat the schedule on)

[]
© General I (Z)Ramp-up  (3)Peak hours  (4)Ramp-down (5) Off-peak hours

Time zone (UTC+00:00) Dublin, Edinburgh, Lisbon, London

Schedule name * [ weekdays_schedule |

[ selected v]

Figure 6-29. Add the schedule settings

14. Complete the following settings on the Add Schedule » Ramp-up
tab and click Next (see Figure 6-30):

o Start time (24-hour system)
o Load balancing algorithm
e Minimum percentage of hosts

e Capacity threshold
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Add a schedule

v General |© Ramp-up J (3)Peak hours (4)Ramp-down  (5) Off-peak hours

Repeats on Mon, Tue, Wed, Thu, Fri

Time zone (UTC+00:00) Dublin, Edinburgh, Lisbon, London

IStart time (24 hour system) * |-‘) l 08:00 I
ILoad balancing algorithm @I l Breadth-first v I

JMinimum percentage of hosts (%) *J © I 20 |

[Capacity threshold G 7] © | 60 |

Figure 6-30. Complete the ramp-up settings

15. Complete the following settings on the Add Schedule » Peak
hours tab and click Next (see Figure 6-31):

o Start time (24-hour system)
o Load Balancing algorithm

e Capacity threshold

~ General ~ Ramp-up e Peak hours | (4 Ramp-down (5) Off-peak hours

Repeats on Mon, Tue, Wed, Thu, Fri

Time zone (UTC+00:00) Dublin, Edinburgh, Lisbon, London
I Start time (24 hour system) * IG) [ 09:00 |
ILoad balancing algorithm Eil [ Depth-first % |
'Capacity threshold (%) © I 60

Figure 6-31. Complete the Peak Hours settings
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16. Complete the following settings on the Add Schedule »
Ramp-down tab and click Next (see Figure 6-32):

o Start time (24-hour system)

o Load balancing algorithm

e Minimum percentage of hosts

o Capacity threshold

e Force logoff users

e Delay time before logging out users and shutting

down VMs (min)

o Notification message

Add a schedule

v General ¥ Ramp-up v Peak hours o Ramp-down || (5 Off-peak hours

Repeats on Mon, Tue, Wed, Thu, Fri

Time zone (UTC+00:00) Dublin, Edinburgh, Lisbon, London
[start time (24 hour system) * O] [ 18:00 |
I Load balancing alﬂorithm C‘)I l Depth-first v 1
I Minimum percentage of hosts (%) * @ l 10 ]
=TT E |
IForce logoff users* © I @ Yes

O no
Delay time before logging out users and [ 30

shutting down VMs (min) * @

Notification message *

You will be logged off in 30 min. Make sure to save your work.

Figure 6-32. Complete the ramp-down settings
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tab (see Figure 6-33). Click Add and then Next.

o Start time (24-hour system)

o Load balancing algorithm

o Capacity threshold
Add a schedule

v General v Ramp-up v Peak hours v Ramp-down °Off~peak hours

Repeats on Mon, Tue, Wed, Thu, Fri
Time zone (UTC+00:00) Dublin, Edinburgh, Lisbon, London
Istart time (24 hour system) * ® I [ 20:00 ]
Load balancing algorithm @ l Depth-first % ]
| Capacity threshold (36) @-I 90

Figure 6-33. Completethe off-peak hours settings

Create a scaling plan

Basics  Schedules I Host pool assignments | Tags  Review + create

You can assign this scaling plan to any number of host pools. If you don't assign host pools during setup, you can do this

assignment later.

I Select host pool @

| Enable autoscale

| 0 selected

Figure 6-34. Hostpool assignment settings

18. On the Host Pool Assignments tab, enter the settings shown in
Figure 6-34 and click Next.

19. Enter a tag, then click Review + Create.

245



CHAPTER6  MONITOR AND MAINTAIN AN AZURE VIRTUAL DESKTOP INFRASTRUCTURE

This section configured a scaling plan for Azure Virtual Desktop hostpools. The next
section moves onto monitoring and managing performance and health in Azure Virtual
Desktop.

Monitoring and Managing Performance and Health

An important aspect of any infrastructure hosted in the cloud is ensuring you have a
robust management solution in place to monitor health and performance. Azure has
native services that can integrate with Azure Virtual Desktop that allow you to monitor
the environment efficiently.

This section discusses how you can use Azure Monitor integration with Azure Virtual
Desktop and complete a lab exercise to set this up. Azure Monitor includes a dashboard,
which is developed on Azure Monitor workbooks and allows support teams to gain
further insights into the Azure Virtual Desktop environment.

Before you can implement Azure Monitor with Azure Virtual Desktop, you need to
ensure the following components are in place:

¢ You need to enable data collection on the following items in the Log
Analytics workspace:

o Diagnostics from the Azure Virtual Desktop environment

¢ Performance counters (recommended) from the Azure Virtual
Desktop session hosts

e Windows event logs (recommended) from the Azure Virtual
Desktop session hosts

e AnAzure Virtual Desktop environment must be created on the latest
version that is compatible with Azure Resource Manager (ARM)
templates.

e Ataminimum, one Log Analytics workspace must be implemented.

You also need to ensure the account you are using to configure the Azure Monitor
integration with Azure Virtual Desktop has the following permissions:

e Azure Subscription read access
o Resource Group read access

e Log Analytics read access
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Log Analytics

As highlighted in the requirements, you need at least one Log Analytics workspace

to integrate Azure Monitor with Azure Virtual Desktop. You should create a separate
workspace for this service that is designated to Azure Virtual Desktop. You can complete
the following steps to create a Log Analytics workspace:

1. Inthe Azure Portal, type Log Analytics in the top search bar and
select it from the available options, as shown in Figure 6-35.

I q Log Analytic! I

Services <

/it
a Log Analytics query packs

E‘ Log Analytics workspaces

Activity log

#; stream Analytics clusters

Figure 6-35. Navigate to the Log Analytics Portal

2. Click Create.

3. Enter the following details on the Basics tab and click Next when
you're done (see Figure 6-36):

o Subscription
e Resource Group
e Name

e Region
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Create Log Analytics workspace

I Basics | Tags  Review + Create

o A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations
you should take when creating a new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (G} | lamitgeek ~ ]

fresource group = O l AZ-RG-01 v I
Create new

Instance details

[Az140-La] |
| UK South v

Figure 6-36. Log Analytics Basic tab

4. Enter any relevant tags, then review and create the workspace.

If this is the first time you have accessed Azure Monitor for Azure
Virtual Desktop, you need to set up the configuration workbook.

5. Choose the Azure Virtual Desktop » Insights page and then
browse to the bottom of the page and click Configuration
Workbook, as shown in Figure 6-37.

To configure Azure Monitor for Azure Virtual Desktop Insights, see thj Configuration workbook ahd follow the setup instructions in our How-To guide. For additional

resources, see our glossary and troubleshooting documents.

Figure 6-37. Configuration workbook
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6. Set the Subscription, Resource Group, and the Host Pool settings,

as shown in Figure 6-38.

Check Configuration =

Microsoft_Azure_WVD

@l workbooks ¢ Edit O & £ © 7 Help O autorefresh: Off

© Subscription: <unset> II @ Resource Group: <query pending> @ Host Pool: <query pending> v

Figure 6-38. Check the workbook configuration

Resource Diagnostics

Before you can start to collect information on the Azure Virtual Desktop environment,
you need to enable the multiple diagnostics setting in Azure Virtual Desktop. You can set

up the Resource Diagnostics settings in the configuration workbook:

1. Under the Resource Diagnostics Settings tab, choose the Log
Analytics workspace you set up earlier, as shown in Figure 6-39.

‘ Workbooks i Edit O C} ﬁ @ 7 Help ® Auto refresh: Off

© Subscription: <unset> v @ Resource Group: <query pending> @ Host Pock: <query pending>

To use the configuration workbook, follow the setup instructions in our How-To guide. For additional resources, see our glossary and troubleshooting documents.

IResoun:es diagnostic settings I Session host data settings Data Generated

Check diagnostic settings for host pool: <unset>

Log Analytics workspace: | AZ-140-LAW ~ | @ )
—

Figure 6-39. Enable Log Analytics in the workbook

Hostpool Diagnostics

You can now set up the Hostpool Diagnostic settings by utilizing the Resource Diagnostic

settings area in the workbook:

1. Checkifthe Azure Virtual Desktop diagnostics are enabled under
the Hostpool section. If they are not enabled (see Figure 6-40),
enable the following diagnostic tables:
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Checkpoint

e Error

¢ Management

o Connection

o HostRegistration

o AgentHealthStatus

Host pool {HostPool:name}

A\ No existing di ic confi ion was found for the selected host pool.

Azure Monitor is not configured for the selected host pool.
Configure diagnostic settings for the host pool.

1. Select the Log analytics workspace in the Log Analytics workspace parameter
2. Select Configure host pool
3. Select Deploy. After the deployment is completed, refresh the workbook by selecting the refresh button on the top.

More information on Azure Monitor for Azure Virtual Desktop

Figure 6-40. Hostpool diagnostics not enabled

2. Click Configure Host Pool, as shown in Figure 6-41.

Host pool {HostPool:name}

A\ No existing diagnostic configuration was found for the selected host pool.

Azure Monitor is not configured for the selected host pool.
Configure diagnostic settings for the host pool.

1. Select the Log analytics workspace in the Log Analytics workspace parameter
2. Select Configure host pool
3. Select Deploy. After the deployment is completed, refresh the workbook by selecting the refresh button on the top.

More information on Azure Monitor for Azure Virtual Desktop

Configure host pool I

Figure 6-41. Configure hostpool diagnostics
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3. Review the settings and click Deploy, as shown in Figure 6-42.

Deploy Template

Configure host pool diagnoestic settings
Workspace will be configured for the following categories:

Management Activities
Feed

Connections

Errors

Checkpoints
HostRegistration

* AgentHealthStatus

® s 8 8 0 0

Deploy Cancel | View Template |

Figure 6-42. Deploy the hostpool diagnostics settings

Workspace Diagnostics

You can now set up the Workspace diagnostics in a similar way to how you set up the
hostpool diagnostics:

1. Under Workspace, see if the Azure Virtual Desktop diagnostics are
enabled. If it is not, you need to enable the following settings:

e Checkpoint

e Error
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¢ Management

o Feed
2. Click Configure Workspace.
3. Click Deploy.

Session Host Data Settings

You must install a specific Log Analytics agent on all the Windows session hosts that you
want to collect data from. You can create a separate Log Analytics workspace to send
session host data to if you want, and this is generally what is recommended.

You need to complete the following steps to set the Log Analytics workspace that will
collate the session data:

1. Click the Session Host Data Settings tab in the workbook.

2. Choose the Log Analytics workspace you want to direct the
session host data to.

Workspace Performance Counters

If you want to collect performance information from the session hosts, you must enable
the specific counters; doing so will start sending the information to the Log Analytics
workspace.

Use the following steps to set up performance counters using the configuration
workbook:

1. You first need to check Configured Counters under the Workspace
Performance Counters to view the counters that are already
enabled.

2. Click Configure Performance Counters.

3. Choose Apply Counters.
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Windows Event Logs

If you want to collect Windows Event Log errors, warnings, and information, you need to
enable this from the session hosts and direct them to the Log Analytics workspace.

Complete the following steps to set up the Windows Event Logs from the
configuration workbook:

1. Check the Configured Event Logs under the Windows Event Logs
configuration section to see if the event logs have been enabled.

2. Click Configure Events if you find you have missing Windows
Event Logs.

3. Click Deploy.

This section looked at Azure Monitor and discussed the different types of
information you can gather from Azure Virtual Desktop. The next section looks at Azure
Advisor and explains how it integrates with Azure Virtual Desktop.

Utilizing Azure Advisor with Azure Virtual Desktop

Azure Advisor assists end users in fixing common problems on their own, rather than
having IT support fix them. Azure Advisor give users recommendations, which then
minimizes the number of support requests that are made.

Azure Advisor evaluates your implementation and telemetry and outputs
customized recommendations that can help you fix your issues.

To start using Azure Advisor, open the Azure Portal at https://portal.azure.com
and navigate to the Azure Advisor service. See Figure 6-43.
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I,C' Azure Advisor I

Services See

Q> Advisor

& Azure Active Directory

£/ Azure Cosmos DB

& Azure Database for MySQL servers
82 Azure Arc

@ Azure Databricks

Figure 6-43. Azure Advisor

On the Azure Advisor page, you will see five categories:

Costs

Security

Reliability

Operational Excellence

Performance

You can click any of these categories, which will then take you to the

recommendations for that specific category.

This section was an overview of Azure Advisor and explained how it can recommend

various resolutions to help users fix their own issues. You can now move on to the

knowledge check to see if you understand the information.

Knowledge Check

The following questions are aimed at testing your understanding of the information in

this chapter. It is recommended that you complete all sections and labs in this chapter

before attempting these questions.

254



CHAPTER6  MONITOR AND MAINTAIN AN AZURE VIRTUAL DESKTOP INFRASTRUCTURE

Check Your Knowledge

1. Which element of an availability set signifies the physical areas of
an Azure Data Center and ensures there is physical segregation
between the racks?

e Update Domains
¢ Fault Domains
e Server Racks

2. Which type of Azure Site Recovery disk snapshot is the default

option for capturing snapshots in five-minute intervals?
o App-consistent recovery
e Crash-consistent recovery

3. Which DR objective is a measurement of the amount of downtime
or outage a company can afford to have?

e Retention period
e Recovery point objective (RPO)
o Recovery time objective (RTO)

4. Which Azure native tool allows you to automatically manage
administrative tasks with your Azure Virtual Desktop
environment?

e Azure Backup
e Azure Automation
e Azure Site Recovery

5. Which Azure native service enables you to automatically increase
or decrease the number of session hosts in your environment

based on specific metrics?
e Azure Site Recovery

e Autoscale

e Azure Monitor
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Summary

This chapter looked at planning and implementing business continuity and disaster
recovery, automating Azure Virtual Desktop management tasks, and monitoring and
managing performance tasks. It is recommended that you complete the labs in this
chapter and in the book before taking your exam.
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Knowledge Check Answers

Chapter 2 answers:
1: Web Access, Gateway, and Diagnostics

2: AVD Workspace, Session Hosts, and Active Directory Domain

Services

3: True

4: Premium File Shares

5: Password hash-sync

6: Microsoft.DesktopVirtualization
Chapter 3 answers:

1: Personal

2: Windows 10 Enterprise Multi-Session

3: Assign the users to the RemoteApp and Desktop
Application Groups.

4: Azure AD DS and Active Directory Domain Services
5: Capture the Windows VM image
Chapter 4 answers:
1: Desktop Virtualization Hostpool Reader
2: Web Access, Diagnostics, and Broker

3: End User Host Access, Virtual Machine Scaling & Sizing, and
Policies for Scaling

4: Global Admin, Security Administrator, and Conditional Access

Administrator
5: Premium
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KNOWLEDGE CHECK ANSWERS

Chapter 5 answers:

1: Azure Page Blobs

2: Azure Files

3: Universal Print Connector
Chapter 6 answers:

1: Fault Domains

2: Crash-consistent recovery

3: Recovery time objective (RTO)

4: Azure Automation

5: Autoscale
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