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Introduction

Azure cloud is a major cloud service provider embraced by many
industries as the cloud platform of choice. Security of information,
infrastructure, networks, and having compliance standards are of utmost
important in cloud computing, and Microsoft Azure has a great set of
security tools, configurations, and policies to comply with the required
demands in the business world as well as governments.

The focus of this book is to help beginners who are moving to Azure
cloud to understand the security concepts available in the platform, and
to provide a hands-on guideline to set up security aspects effectively when
deploying applications on top of Azure platform services as well as on top
of Azure infrastructure. Fundamentals of Azure security are introduced,
and discussion on management groups, subscriptions, management locks,
and Azure policies further elaborate the concepts of Azure cloud security.

Azure Active Directory (AAD) and utilization of AAD in application
security as well as infrastructure security is explained in detail in a full
chapter. Essential aspects of keeping application keys, secrets, and
certificates— which is really helpful for developers and Ops teams in
configuring applications—is explained with regards to Azure Key Vault.
The newest application security implementations such as utilizing
Azure configurations, Azure defender, and Azure storage are discussed,
and networking security aspects are described in detail for network
security groups, gateways, load balancers, virtual networks, and firewall
configurations. Creating more secure App Service Environments is further
explained, and securing infrastructure is discussed in detail as well.

This book will be a useful reference guide for any beginner to get
started implementing secure cloud solutions with Microsoft Azure.



CHAPTER 1

Understanding the
Importance of
Data/Application
Security

Lesson 1.1: Introduction to Security

” u

“Secure your data and applications,” “identify security vulnerabilities,”
and “introduce security metrics” are few of the most common statements
you will hear in any type of organization, and those statements always
highlight the importance of security.

But what is security?

Security is a broader area that can be identified as the process of
protecting data from unauthorized access and corruption.

Modern technological development has added more security
vulnerabilities than ever before, due to the interconnected nature of the
entire world. Stealing and selling personal data of social media users
is a good example for understanding how security vulnerabilities have
increased with modern technological developments. People are connected
via the Internet and sharing data and information regularly, and without

© Pushpa Herath 2022 1
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knowing they are doing so also sharing information about themselves,
which may lead to security vulnerabilities. As an example, people share
most of their personal details such as name, address, and workplace along
with photos of themselves, and even share important life events to total
strangers. The companies that own the social media platforms can sell
such personal data of users to other companies and make money from

it. A greater danger of sharing personal data publicly result in criminals
using your identity for illegal purposes, which might lead to unnecessary
troubles.

Considering the data utilized in modern applications to make
intelligent decisions, there is a significant impact for tech innovations
and the accuracy of decisions that can even cause huge damage to
organizations due to corrupted or incorrect data. Artificial intelligence
and machine learning are two trending modern technologies that train
models using huge amounts of data to do specific activities or make
predictions. Sometimes such predictions are used to make decisions upon
medical conditions of human beings as well. However, if corrupted data is
used for model training, the outcome will be a model that gives incorrect
results. Companies invest large amounts of money to do machine learning
projects, and therefore the accuracy and protection of data is essential to
ensure that the successful machine learning model serves the intended
purpose without causing negative impacts.

Phishing attacks are another type of security threat. In a phishing
attack a human may be tricked into opening a backdoor to a secure
network, or to deploy ransomware in a network, so that the attacker can
use sensitive information to exploit the network and corrupt the connected
machines, applications, and data. Figure 1-1 illustrates the range of cloud
security challenges faced by developers and companies.
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Figure 1-1. Cloud security challenges

Cloud computing is another well-known tech trend that allows
customers to connect with servers established in a data centre by means
of a public cloud hosting company. Such use of public cloud allows
more shared infrastructure and interconnectivity. This is truly beneficial
to increase the usage of technology with ease; however, such close
connectivity and shared resources make the security risks higher as
well. The public cloud providers take the strongest possible measures to
avoid such vulnerabilities, but as a user of a cloud platform there is some
level of security configuration responsibility assigned to the application
deploying and developing companies, as well on top of public clouds. This
responsibility matrix is further discussed in the next lesson in this chapter,
with the example of Microsoft public cloud Azure.

The security process consists of multiple layers of security, including
both physical and virtual security mechanisms. Installing security systems
at the entrance of the organization, password-protected computers, or
other devices, and even ensuring that individuals do not share personal
and corporate details when having conversations with others, are
important security components in the process of implementing security.
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Most of the organizations have identified the risk of not having a properly
implemented security process and are trying to add at least a few security
gates to the organizations. However, with the fast-developing nature of the
IT industry and technology, there are new security vulnerabilities daily
that question and stress the existing security mechanisms. Therefore,

it is mandatory to identify and introduce the security measures to the
organization as well as to the individuals.

Did you know that data is commonly known as the most valuable
assets of the organization? This is why organizations invest a decent
amount of money for security.

You might be interested to learn more about how crucial data and
application security is for an organization and what type of damage it can
do to an organization when security vulnerabilities are exploited.

Failure to protect data and application add the following risks to an
organization:

1. The organization could lose your money and cause
other damage.

With the fast-growing technology, hackers are also
getting smarter every day. Therefore, it is mandatory

to have proper protected systems. Imagine a situation
where someone hacked into your bank account; you
would lose all your savings within a few seconds. If the
hackers were terrorists compromising an automated
traffic control system of trains, it could lead to a disaster
resulting in the loss of thousands of human lives.
Therefore, security vulnerabilities are a huge threat to
countries, organizations, and individuals.

2. The organization could lose the trust of its clients.

As an IT industry employee, you are aware that you get
access to a lot of client’s data and applications. These
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data can be very personal details of employees, details
of customers, or even highly classified data belonging
to departments such as research and development

or defence forces. Your clients provide access to

such information by trusting your security measures.
However, if you fail to keep the data secured, the trust
toward the organization can be lost and may even
result in lawsuits against your company.

3. The organization’s brand name could be damaged.

Organizations have built up their own brands and
recognition due to the high-quality work, cutting-
edge technologies, and challenging implementations.
However, if your organization failed to embrace

the security measures, you might lose the good

name earned.

4. The organization’s agreements with clients could be
breached, resulting in legal troubles.

If an organization fails to secure a client’s data, this
could result in legal battles with clients that might
well end up with bankruptcy or even imprisonment
of owners and shareholders. Recently, Facebook has
gotten attention due to fraud on selling users data,
which did a lot of harm to the brand name.

Now you know security is not something you can take lightly. You must
take all the possible actions to ensure the security of data and applications.

You might wonder what can be done to increase security. Let’s look at
the options available. For the system development process, we can follow
best practices to develop secured systems.
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Introduce security components throughout the entire software
development life cycle, from requirement gathering to monitoring and
maintenance.

Identify mechanisms to follow in each step of the software
development life cycle to make sure the security is enforced. Who has
access to the systems, how is infrastructure to be secured, how will secure
development code be written, and how will vulnerability testing be
conducted? All of these questions need to be identified at the beginning of
a software project development.

Introduce secure architecture to consider the tools and platforms
that will be used for development. Where are the passwords and other
secrets going to be stored, what database system will be used, what type
of security is included in the database management system, and how will
networks properly secure data and applications? All these questions need
to be answered when the architecture is articulated (see Figure 1-2).

Injection

| -

Broken authentication

Sensitive data exposure

XML external entities (XXE)

Security misconfigurations

_ Top 10 OWASP
Vulnerabilities

Cross site scripting (XSS) >

Insecure deserialization

Using components with known vulnerabilities

Insufficient logging and monitoring e

Figure 1-2. OWASP top 10



CHAPTER 1 UNDERSTANDING THE IMPORTANCE OF DATA/APPLICATION SECURITY

Proper coding practices, error handling, and session management
also need to be considered while introducing the security measures.
Introducing Continuous Integration and continuous delivery (CI/CD),
scanning tools, vulnerability testing tools, and monitoring tools to
maintain the security are important aspects as well. Identify the Open
Web Application Security Project (OWASP) top-ten security threats and
introduce security components should be practiced.

In this lesson we have discussed the importance of security to an
organization. Now you have an understanding of why security is crucial,
and a basic idea of possible mechanisms that can be taken to improve the
security of the data and applications.

Lesson 1.2: Introduction to Azure
Security Fundamentals

“Cloud computing” and “cloud platforms” are famous words among not
only IT employees, but with the general public as well. It is clear that cloud
technologies are emerging technologies that solve many infrastructure
maintenance problems faced by organizations.

Cloud computing is the delivery of computer services over the
Internet, which helps users to reduce operating costs, maintain and run
infrastructure more efficiently, and pay only for the usage of service.

Azure is such a cloud service from Microsoft that has various services for
clients such as software as service (SAAS), platform as service (PAAS), and
infrastructure as service (IAAS). Most importantly in this lesson, you are going
to have a quick overview of security components Azure provides with their
wide range of cloud services. Security is considered a shared responsibility, and
both service provider and client need to be committed to data and application
security. Figure 1-3 depicts the shared responsibility model of Azure.
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Information and data
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Physical data center ...

. Customer . Microsoft
Figure 1-3. Shared responsibility model Azure

The cloud provider takes full responsibility for security of the following:
o Physical host of SAAS, PAAS, and TAAS
o Physical network of SAAS, PAAS, and IAAS
o Physical data center of SAAS, PAAS, and TAAS

Operating system of SAAS and PAAS
e Network control of SAAS
o Applications of SAAS

Responsibilities shared between customer and cloud provider based
on the service type are the following:

o Identity and directory infrastructure of SAAS and PAAS
e Applications of PAAS

e« Network control of PAAS
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Customers have to be responsible for securing the following:
o Information and data of SAAS, PAAS, and IAAS
o Devices of SAAS, PAAS, and IAAS
e Accounts and identities of SAAS, PAAS, and IAAS
o Identity and directory infrastructure of IAAS
e Applications of TAAS
e Network control of TAAS
e Operating system of IAAS

Now you know that security is a shared responsibility of both client and
cloud provider. Therefore, it is mandatory to identify the security threat of
each cloud service and apply the correct security mechanism to minimize
the risk. Azure provides several security features to users to minimize the
security vulnerabilities related to data and applications.

Azure security center, Azure monitor logs, and Azure key vaults are
general security components available in Azure. Azure also provides
security features such as storage security and database security. Access
management is one of the main security concerns that can be addressed
with Azure identity and access management features. Networking also
plays a major role in considering the security of data and applications,
and Azure provides several options such as application gateway, virtual
networks, traffic managers, and firewalls. These are the few of the security
features available in Azure that you will be able to learn more about in the
following chapters.

We have come to the end of Chapter 1. In this chapter you were
introduced to the idea of why security is important and how security can
affect an organization, and to how it can affect society and business on a
global scale. You have also been provided with a basic understanding of
shared responsibilities of cloud security and security features available
with Azure.
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Summary

In this chapter we have discussed the importance of security in the
modern cloud-based nature of application solutions. We have also briefly
explored the considerations in Azure cloud regarding security.

In the next chapter, we will discuss basic Azure security components.

10



CHAPTER 2

Overview of Basic
Azure Security
Components

Azure is a leading cloud service platform that provides many services to
implement modern cloud solutions. With the identification of growth of
security vulnerabilities due to the development of technology and the wide
adoption of cloud services, introduction of several security mechanisms

in Azure is essential. You will be able to explore a few of the security
components available with Azure in this chapter.

Lesson 2.1: Introduction to Azure
Management Groups and Subscriptions

Generally, a tidy and well-organized room or work table is calming for
users, and it helps them to focus on their work without having unnecessary
disturbances or time-wasting due to unclean surroundings. The same
concept is applied to the resources you use in your project development.

If you keep your resources clean and organized, you can see the security
threats of the resources and take necessary actions before your resources
get attacked.

© Pushpa Herath 2022 11
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Azure has several resource organizing mechanisms that can be used
to group resources according to several facts. For example, resources that
have the same lifetime are added into one resource group. This means that
if you want to drop resources in this specific resource group, you will be
able to delete the entire resource group without deleting them one by one.

In terms of the security aspect of Azure resources, Azure management
groups play an important role. You will be able to learn about Azure
management groups and how to use it in this lesson.

Before digging deep into the management groups, let’s discuss how to
get an initial Azure subscription.

Azure subscription is a logical unit of services that is attached to the
Azure account. While you are creating your Azure account, you can select
the subscription type you need. Azure provides several subscriptions that
allow users to access several resources and manage the cost of resources
according to the resource usage.

Azure subscription is not only a logical unit for billing purposes. It can
also be used as a unit for securing and isolating the Azure resources.

You can maintain one Azure subscription for production environments
and one for nonproduction environments. By having two separate
subscriptions, you can ensure security of the production environment
by limiting the production access for developers. Moreover, if you are
using Azure DevOps to deploy resources via pipelines, you can create
service connection scoping to a given subscription level and control the
production and nonproduction resource deployment access separately.

Now you know what an Azure subscription is and how to use it to
secure the resources. In the real world, most the companies use multiple
subscriptions to manage Azure resources for different purposes. Managing
such subscriptions correctly is mandatory in order to maintain the security
of the organization. Therefore, companies use management groups to
organize and control multiple Azure subscriptions.

12
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Management groups can be used to manage access, policies,
and compliance of Azure subscriptions. If policies are added to the
management group, subscriptions under the management group inherit
the policies.

Let’s create a management group.

Go to https://portal.azure.com/ and log in as an administrator.

Search Management group and click on the value in the search result

(see Figure 2-1).

£ Management groups X

Services Marketplace

. (=] Management groups Mo results were found.

(> APl Management services ~ Documentation See all

[“] Proximity placement groups  Organize your resources with management groups - Azure ...

& Groups Azure management groups documentation | Microsoft Docs
9 Application groups How to work with your management groups - Azure Governance ...
; Host groups Management group and subscription organization - Cloud ...

Figure 2-1. Management groups

You will be able to see the overview page of the Management group

(see Figure 2-2).
1. Create new management group
2. Add new subscription to management group

3. Management group settings

13
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A
Microsoft Azure £ Search resources, services, and docs (G+/)(
—
i
Home > i
{
() Management groups = f
Pushpa-Enterprise P Y oY f
[ £ search ctri+)) | « + Create - Add subscription 7
(%) Overview @ Click on a management group to \.rie;- o another group.
¥ Get started 1
! P
& Settings @ [ R search by name or ID 3
24

Figure 2-2. Management group overview

Click on Create, the first step in Figure 2-2. It will open a pane where

you can enter details to create a new management group (see Figure 2-3).

Create a management group X

Create a new management group here

Management group ID (Cannot be updated after creation) *

| Asiaregion \/l

Management group display name

| Asia Region Rsource Management Group l

Figure 2-3. Creating management group
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Provide a management group id, which is required to identify the
management group uniquely. Keep in mind that you need to select proper
ID, because it cannot be updated after creation. Provide a proper name for
the management group and click on the Submit button to create the new
management group.

Azure has one management group by default as a root management
group, so all the new resources will be added under the root group. You
will be able to find the newly created management group if it is added as
child group of the root group.

Your organization might require adding more Azure subscriptions.

In this case, you can add subscriptions to the root management group by
using the add subscription button in the management group overview
page, as shown in Figure 2-4.

Add subscription X

Move an existing subscription to be a child of 'Tenant Root Group'

Subscription * @

Visual Studio Enterprise Subscription v

.

A\ Moving a management group or subscription to be under a
different management group could change the accesses and
policies that are applied.

Figure 2-4. Adding a subscription
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If you want to organize your management groups differently, go to

the settings section of the management group and change the root group.

You can also control the Azure Active Directory permission to create new

management groups from this settings page (see Figure 2-5).

Home > Managemel,

Manageﬂ ups | Settings

Pushpa-Enterpriseg
d

O Search (Ctri+)) €

(] Overview
¥ Get started

¥ Settings

Ay S A, 4 N

A TAAAN A Ay -

e, TP L T T P Y

~

% Change default management group

o'... iders/Microsoft.Manag it/

Default management group for new

A, WD A .ty

This management group is the management arg

placed when they're created. By default, it's thep

| f4a22183-e6d7-4dc1-b48c-3b997175¢c0ca "
i

Permissions for creating new manage

By default, all Azure Active Directory security prig
groups. When this setting is turned on, securityg
group write access to create new managememB

Require write permissions for creating new mart

e T s TR T T e L T Y

Figure 2-5. Management group settings
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Now you know how to create a new management group and add
subscriptions to the management group. Let’s learn how we can control
the security of the resources using a management group.

Click on a management group and go to the overview of the
management group. You will be able to find the policy under the
governance section (see Figure 2-6).

Home > Management groups ;

(%) Asia Region Rs?

(4] Resource Groups

Management group 'g

|,O Search (Ctrl+/) { / Feedback
p
(%) Overview p
oo <
Subscriptions P
p
L

- Qoot Group
g2z Resources

o~

=] Activity Log

<
%3\ Access control (IAM) ;’
f
Governance f
¥
0 Security &
(e i 1
«: Policy 3
mm Deployments ;' T, Total subscriptions
4
Cost Management :,
- o«
@ Cost analysis 4
. {
9 Budgets .
P
-
;
L
{
4

Figure 2-6. Management group governance
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You can assign policies to the selected management group and it will
be applied to the resources under the group, allowing you to organize your
resources and manage security of the resources. You will be able to learn
more about policies in the third section of this chapter.

In this lesson we have discussed the Azure subscriptions and
management groups to identify the importance and usage.

Lesson 2.2: Azure Management Locks

Organizations can move the resources from on-premise to Azure cloud;
however, merely moving your resources to Azure will not guarantee the
application and data security. You need to introduce proper security
measures to ensure the protection of application and data from various
threats in the cloud more than you do in an on-premise environment. As
you learned in the previous lesson, you can use several policies to protect
and control the data in Azure. Other than the management groups, Azure
has several other options to protect data. Azure management lock is one
feature available in Azure that helps to improve the resource security.

As an Azure administrator, you can add locks to your Azure resources.
You can add them in several levels. Azure management locks can be added
to resource groups or individual resources. If you add Azure management
lock to the resource group, that resource group cannot be deleted by
another user who doesn’t have permission. There are two types of locks
available in Azure: ReadOnly lock and CanNotDelete.

ReadOnly grantsread-only permission to authorized users, meaning
that they cannot delete or update the resource.

CanNotDelete means that authorized users with this permission can
read and modify the resource, but cannot delete it.

You might be wondering how an organization benefits from applying
Azure management locks.
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Organizations use Azure platform to maintain and manage
development environments as well as production environments.
Organizations might have projects that have configured hundreds or
thousands of resources in Azure cloud platform. They also might have
spent months or years configuring those platforms, and numerous hours
worth of employee work has been done. If a user accidently (or willingly
with malicious intent) deletes such resources, it would be a huge loss for
an organization and they would need to invest a lot of time and money to
set up all the resources again. The organization could lose clients and the
reputation of the company could be damaged. Resource lock may seem to
be a minor feature, but you can add big value to the security of your Azure
resources by enabling locks.

Now you know what resource lock is and the importance of it. Let’s
learn how to apply a resource lock to your resource.

First you need to identify where to put locks and in which situations to
use them. If you fail to identify the requirements correctly, your resources
will become unmanageable.

If you use Azure DevOps pipelines to deploy your resources via
infrastructure as code tools, such as Terraform or Bicep, you need to give
correct permission to service connection. Otherwise, if you apply resource
locks via such infra scripts, you will not get the lock applied and may not
even be able to modify a resource with a delete lock. Note that if you are
thinking of adding locks for SQL server with the purpose of protecting
the data in the SQL server, this purpose is not addressed with this feature.
Locks only protect resources, not the data or functionalities related to the
data. Likewise, you need to identify the security risk and apply the lock
accordingly.

Let’s learn how to apply a lock to a resource.

Go to Azure portal(https://portal.azure.com/) as an administrator,
and select the resource that needs to be locked. Resource group is used in
this example.
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Click on the Locks of setting blade.

Click on the add button to add a new lock.

Provide a name for the lock and select lock type. You can add note to
make sure what the lock really does. Click on OK (see Figure 2-7).

Home > Resource groups > AsiaRegion

- AsiaRegion | Locks

Resource group

|":.' Search (Ctrl+/) | « -+ Add | & Subscription () Refresh
[ Overview
- Add lock
E Activity log
Lock name Lock type
FX& Access control (IAM)
Do not delete lock | | Delete v I
L Tags
- Motes
Events
This resource cannot be deleted ]
Settings
@ Resource costs “ | Cancel
?, Deployments
O Security
By rpolicies
3% Properties
E Locks

Figure 2-7. Adding a lock

Now you have added a lock to your resource.

If a user without permission accesses the lock, it will be shown as
disabled (see Figure 2-8).
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Home > AsiaRegion

fal AsiaRegion | Locks

Resource group

é,;.'l Search (Ctrl+/) « 8 subscription () Refresh

B Activity log =
A\ You don't have permissions to edit locks
;:Q Access control (IAM)

¢ Tags Lock name Lock type  Scope Notes
Events Delete This resource cannot be deleted
Settings

Figure 2-8. Locks

Only permitted users can delete or modify the resource, which gives
protection from unnecessary actions performed on the resources either on
purpose or mistakenly.

We have discussed the use of Azure resource locks to enhance security
in this lesson.

Lesson 2.3: Introduction to Azure Policies

Policies are generally a set of rules and practices set to achieve a specific
goal. In Azure, you can find policies that are used to achieve several
requirements such as resource consistency, cost, management, regulatory
compliance, and security. You will be able to learn how to use Azure
policies to achieve an organization’s security requirements in this lesson.

Azure policy has few components.

Business rules, also known as policy definition: This is a json file
that has the logics used to check the resource compliant. This json file has
two main components: meta data and rules. You are free to use functions,
logical operations, parameters, conditions, and property aliases to build up
the rules to meet the required scenarios.

Policy initiative: This can be identified as grouping of policy
definitions for the purpose of management.
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Once you set up a policy definition or policy initiative, you can assign it
to resources such as management groups, subscriptions, resource groups,
or individual resources. Properties of resources are then compared with
policies and compliance is evaluated, as explained in the rules.

Now you know the basic concept behind the Azure policies. Next, you
will learn when to assign policies and how to use them. See the policy
evaluation flow example in Figure 2-9.

. Type — Function App
LT s N
Location — East US Validate Request
Validate Permissions
Validate Policy

Allowed Locations
— South East Asia
— East Asia

Denied Locations
— Other

B |

Figure 2-9. Policy validation flow

You can use these policies to set several security conditions to your
resources. Organizations need to consider several data protection laws
defined by respective governments. As an example, organizations situated
in certain regions might have to obey data protection laws of governments
demanding that they store data physically within a given region. Likewise,
data in the European region can only be accessed or stored by users within
that region. You can use Azure policies to configure such requirements.
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You also need to understand the scope of the policy, which means that
you need to know the resource level the policy is being applied to.

The broadest scope to which you can apply policy is management
group, which might comprise of single or multiple subscriptions. Policy
can be applied to multiple subscriptions by selecting the management
group as the scope, and you can apply specific policies to each
subscription. If you want a smaller scope than subscription level, you can
apply policies to resource groups as well.

Let’s learn how to add a new policy.

Goto https://portal.azure.com/ and log in as an administrator.

Search for policy (see Figure 2-10).

Services Marketplace See all
C: Policy [ Datree Po ey

B Firewall Policies D-. Aruba ClearPass Policy Manager (CPPM) 610

ﬁ- Service endpoint policies B9 VMware NSX - Palicy Manager

(@& Web Application Firewall palicies (WAF) B4 Pulse Policy Secure

Time Series Insights access policies Docimentation See all

@ Application security groups

Details of the policy definition structure - Azure Policy

5 I

2N Bastions
Tutorial: Build palicies to enforce compliance - Azure Policy

Resources

Buil

policy definitions for Azure Virtual Machines
F

ER olicy Fieewall Policy  Built-in policy definitions for Azure Security Center

Figure 2-10. Searching policy

Click on the policy in the search result. The policy overview page will
be opened.

Click on the definition under authoring. You will be able to see the
new policy definition and initiative definition button, along with a list of
predefined policies (see Figure 2-11). You can click on policy definition
and add a new policy, or you can select existing policy from the list and
apply it to the scope you want.
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Home > Paolicy

) Policy | Definitions

P Search (Ctri+/) | @

# Overview

% Getting started
Events

Autharing

& Assignments
Definitions
Exemptions

Related Services

By EBlueprints (preview)

“s Resource Graph

& User privacy

OVERVIEW OF BASIC AZURE SECURITY COMPONENTS

| + Policy definition| - Initiative definition € Export definitions () Refresh

Scope Definition type
i 2 selected | - All definition types

Type
All types

Name T Definition location T4
& [Preview]: NIST SP 800-171 R2

s Audit machines with insecure password .-

i [RS1075 September 2016

= Configure Azure Moniter Agent to Linux-

wm Deploy prerequisites to enable Guest Co-

& [Preview]: NIST SP 800-53 Rev. 5

i CI5 Microsoft Azure Foundations Bench...

s AZure Security Benchmark

Figure 2-11. Policy definitions

Pelicies Ty

kel

99

199

First let’s see how to add a new policy definition. Click on the policy

definition, which will navigate you to the policy creation page (see

Figure 2-12).
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Home > Policy >

Policy definition

Mew Policy definition

BASICS

Definition location *

Name * @
I l

Description

Category ©
@ Create new O Use existing

| Category

Figure 2-12. Policy creation

Definition location: Click on the three dot Infront of the definition

location. It will open a pane where you can select the scope (see

Figure 2-13).
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Definition location X

Management Group
~ Tenant Root Group

Asia Region Rsource Management Group (Asiaregion)

test group1 (testmanagementgroup)

Subscription

Optionally choose a Subscription N

m Cancel Clear All Selections

Figure 2-13. Definition location

Name: Provide a name for the policy.

Description: Here you can provide a detailed description about
the policy.

Category: Select the category in which your policy is being applied.
As an example, your policy can be related to KeyVault, App services, or
any other resources. You have options to create a new category, or you can
select an existing category for the policy from this feature.

Policy rule: You can write a Json file that has the conditions you want
to fulfil using the policy (see Figure 2-14).
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Category @
@ Create new O Use existing

[ Category

POLICY RULE

4 Import sample policy definition from GitHub

E’r Learn more about policy definition structure

1 o

2 "mode": "All",

3 "policyRule": {

4 "ifts {

5 "not": {

6 "field": "location",

7 "in": "[parameters('allowedLocations')]"
8 }

9 b

1@ "then": {

11 "effect”: "audit”

12 }

13 s

14 "parameters”: {

15 "allowedLocations": {

16 "type": "Array",

17 "metadata”: {

18 "description”: "The list of allowed locations for resources.”,
19 "displayName"”: "Allowed locations”,

20 "strongType": "location”

Figure 2-14. Policy rule

Finally, you can save the details and create a custom policy to apply to
your Azure resources.

You have learned how to create a custom policy. Let’s see how to apply
the policy to a selected scope.

Select the policy from the list. You can select filters at the top of the
page to search for the required policies (see Figure 2-15).
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Home > Policy 4 -
' {
. H 4
) Policy |2 3 X
7 J
!
[ search (curlen ¢ + Policy definition + Initiative definition
@ ovendew 7 Scope Definiti Category Search
{ 2 selected - All ce‘ | 1 categories | Fitter by name or 1D,
o Getting started # = | ? | gorie: | er by na
; ¢ b
¥ Compliance 4
! e
# Remediation € Now axport your defintions and assignments mml n. Learn more here
" Events F
F 4
Authoring v _ Name Ty Type T4 Definition type T4 Category Ty
«
8 Assignments ¢ | Azure Active Directory Domain Sendces m.. Builtin Policy Azure Active Directory  ***
i £
Definitions
¢
N {f
Exemptions |
L4

Related Services
WY Bhueprints [previy

*s Resource Graph,

L T TY T T R P S T Y

& User privacy ;
Figure 2-15. Filtering a policy

Click on the selected policy. It will open the page where you can see
the policy rules. Click on the assign button to assign the selected policy to
the resource (see Figure 2-16).
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Home > Policy > !
o«
Azure Active Directory Domain £ X
. S i
Policy definition /
5> Assign dit definition [ Duplicate deﬁnition"i
- Essentials 1
o«
Name : Azure Active Directory Domain Services nﬁ:
Description . Use TLS 1.2 only mode for your managec{ “3-42dd9df5a...
Available Effects : Audit, Deny, Disabled :
Category . Azure Active Directory j
{
Definition  Assignments (0) Parameters -
— 4
1k f |
2 "properties”: { @
3 “displayName": “"Azure Active Dir}
4 "policyType": "BuiltIn”, p
5 "mode"”: "Indexed", s
] "description": "Use TLS 1.2 only; "hese ciphers may
7 "metadata”: { 1
8 "version": "1.1.8", 4
9 "category”: "Azure Active Diref
1@ b, g
11 "parameters": { ¢
12 “"effect": { «
13 “"type": "String", {
14 "metadata”: { 4
15 "displayName": "Effect”, {
16 "description™: "Enable or .
17 b <
18 “"allowedValues™: [ ,f
19 "Audit"”, 7
28 "Deny", p
21 "Disabled"” !
22 1, e
23 "defaultvalue": "Audit" 4
24 } ;
25 1, f}
26 “policyRule": {

Figure 2-16. Assigning policy
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You will be able to see the page where you can select scope to assign a
policy (see Figure 2-17).

Home > Policy > Audit machines with insed

Audit machines with inseé ‘ settings

Assign initiative

Basics Parameters Remediation create

Scope
Scope Learn more about setting the scope *
I

Exclusions

AWaa ™\ Faona

Optionally select resources to exclude from t

AR A4 o

Figure 2-17. Assigning policy window

Click on three dot Infront of the scope textbox. It will open the pane
where you can select the scope of the policy (see Figure 2-18).
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Definition location X

Management Group
~ Tenant Root Group

Asia Region Rsource Management Group (Asiaregion)

test group (testmanagementgroup)

Subscription

Optionally choose a Subscription ~

; Cancel J Clear All Selections ._

Figure 2-18. Assigning policy scope

Exclusions: There can be some resources you do not want to apply the
policy. Azure has the feature to exclude the resources from policy.

Click on the three dots in front of Exclusions (see Figure 2-17). A pane
will open where you can select the resource to exclude (see Figure 2-19).
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Exclusions X

Subscription

Resource Group

I Optionally choose a Resource Group s

Resource

Add to Selected Scope

SELECTED 5COPE

Please select a scope and click 'Add to Selected Scope’ button

Figure 2-19. Exclusions

Policy enforcement: Using policy enforcement, you can define the
enforcement to be enabled so the policy will be actively checking any new
resources created or any resource updated for policy adherence. Disabling
policy enforcement will let you check the “what if” state if the policy is
applied in other words, you can preview how the policy will be affecting
resources (see Figure 2-20).
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L
Policy enforcement @

(@) Disabled

Assigned by

|

OVERVIEW OF BASIC AZURE SECURITY COMPONENTS

Previous

MNext

Figure 2-20. Policy enforcement

Depending on the selected policy, you might have to set different

parameters for it. For example, the CORS policy for function app has

an Effect parameter that allows Audit or Disabled to be used as values

(see Figure 2-21). Such parameters will be based on the definition in the

policy rules.

Home >

Policy > CORS should not allo'.f

CORS should not allowz < Function Apps

Assign policy

Basics Parameters

Remediation

7
4
[4

Specify parameters for this policy assignm‘q’

Effect * (O

| AuditlfNotExists | f v
L ]

AuditlfNotExists {

Disabled f

Figure 2-21. Parameters
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Depending on the policy, setting up remediation action can be
assigned to be performed in situations where policy is violated. For
example, Figure 2-22 shows a remediation action of creating a managed
identity.

CORS should not allow ¢ 1 Apps

Assign policy

4
Basics Parameters Remediation (

o
By default, this assignment will only take eff}
remediation task after the policy is assigneds  -ified
template. For modify policies, the remediatig

£
Managed Identity P
Policies with the deploylfNotExists and modi, isting
resources respectively. To do this, a managé’
Learn more about Managed Identity. ':
4
[ cCreate a Managed Identity O ¢
Managed identity location * :
[ East US ) v
L 4
4

Figure 2-22. Remediation

It is even possible to set up a custom compliance message when
assigning a policy. You can assign the policy to resources following the
wizard and evaluate your resource for compliance.

In this lesson we have discussed how policies can be defined to
enhance security in Azure resources.
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Summary

In this chapter, we have focused on identifying Azure subscriptions and
management groups. Then we explored the ability to use resource locks
and policies to enable security in Azure resources.

Let’s explore Azure active directory related security configurations in

the next chapter.
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CHAPTER 3

Introduction to Azure
Active Directory

Controlling access management of the resources is an important part of
the security configurations. When you provide access to the resources,
you need to decide who gets which level of access. Azure active directory
facilitates these particular access management needs.

Azure active directory is a service that helps to control employee (user)
identity and access management for the applications and data of your
organization or external resources.

Lesson 3.1: Adding Users and Groups
to the AD

The main functionality of AAD (Azure Active Directory) is identity and
access management. Adding users to AAD and grouping them according
to the permission levels is the basic use of AAD.

Go to https://portal.azure.comand login as the admin user of
Azure subscription.

Search for Azure Active Directory, and it will appear in the search
results (see Figure 3-1).

© Pushpa Herath 2022 37
P. Herath, Azure Cloud Security for Absolute Beginners,
https://doi.org/10.1007/978-1-4842-7860-4_3


https://doi.org/10.1007/978-1-4842-7860-4_3#DOI
https://portal.azure.com

CHAPTER 3

INTRODUCTION TO AZURE ACTIVE DIRECTORY

£ Azure Active Directon|

B

Services Seeal

B Azure Active Directory
i ' Security
n] Activity log
% Azure Cosmos DB
& Azure Database for MySQL servers
éf Azure Databricks
2 Azure Lighthouse
@ Azure Migrate
@ Azure Sentinel

B Azure 50l

Figure 3-1. Searching for AAD

Marketplace

B9 KogSistem Azure Active Directory & DirSync Service

f]i Azure Active Directory

B9 Azure Active Directory B2C

[jl Identity Protector

Documentation See al
What is Azure Active Directory? - Azure Active Directory ..

Azure Active Directory documentation | Microsoft Docs

Qverview of Azure Active Directory Domain Services ..

Azure Active Directory fundamentals documentation ..

Next, open Azure Active Directory.

Select users from the side setting blade (see Figure 3-2).

(i ) Pushpa-Enterprise | Overview

4 Add v 5 Manage tenants [T} What's new [5 Preview features A7 Get feedback?

O Overview
B Preview lestures Overview Manitaring Tutorials
X Diagnose and solve problems
Manage

Basic information
& Users
& Groups Mame Pushpa-Enterprise Users

; {

Mk Extemal Identities Tenant ID D Groups
& Roles and administrators 5 ;

Primary domasn VisaTest1.onmicroseft.com Applications a
A Administrative units

License Azure AD Free Deviees

B Enterprise applications

Figure 3-2. Users

Click on the users and it will open the users overview page. You can

add new users or invite guest users to access your organization resources

(see Figure 3-3). When you add new users, there are options to select the

permission level each user may be assigned.
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Home > Pushpa-Cnterprise >

2 Users | All users (Preview)

Pushpa-Enterprise - Azure Active Directo
+ New user | T Mew guest user D Bulk operations J Refresh

All users (Preview)

_ . @ This page includes previews available for your evaluation, View previews —»

Deleted users (Preview)

Password reset = + |
7 Add filters

£ Search users

Figure 3-3. New user

Click on create new user to add new user to your organization. These
users can have various permission levels.

Having several levels of permissions enables the freedom to decide
who has which permission, and permission can be controlled to secure the
applications and data while also ensuring that users have enough access to
perform the required work.

In addition to adding new users to your AAD, you can invite users as
guests to join your AAD to obtain access to the resources in your Azure
subscriptions.

You can also create groups and add multiple users or groups as
members to the group to control the permission for multiple users at once
(see Figure 3-4). This will enable more organized access management and
will make maintenance of access management simple and easy.
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Home > 1>

2a Groups | All groups
- Sttt fwure Active Directory

« + Mewgroup | Download groups D ) Refresh == Columns

&8 All groups

& Q This page includes previews available for your evaluation. View previews —»
&b Deleted groups

# Diagnose and solve problems

£ Search groups Fr Add filters
Settings Mame Object Id Group Type
€ General O E i 3DevOps 57batabd-1921-dadd-8619-46.. Microsoft 365
B Expiration ] m Default Directary 590fbBcc-aS66-453e-8del-6e..  Microsoft 365
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Figure 3-4. Groups

In this lesson, we discussed creating Azure Active Directory (AAD)
users and groups to manage access control.

Lesson 3.2: Managing External Identities

Azure Active directory has the capability to organize and manage the
customers and partners of your organization who are recognized as
external identities. It helps to interact and share resources and applications
with external parties securely. The Azure AD external identities feature
allows external users outside of your organization to access your apps
using their preferred identities.

There are two types of external identity management techniques in
Azure AD: B2B (Business to Business) and B2C (Business to Consumer).

Business to Business (B2B)

In the business world, companies do collaborative work if there is such
arequirement in the market. These can be outsourced consultants or
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partners. But companies need to protect their business plans and secrets
while working collaboratively with external parties. The Azure B2B identity
management feature can be used to achieve this.

You can add external users to your organization’s AAD and can
securely share your organization's application and services with the guest
users without revealing any of your corporate data. Guest users can also
use their own credentials to access your organization’s applications and
services.

You can easily send an invitation to a guest user, and the user will be
added to AAD along with other users (see Figure 3-5).

Home > Pushpa-Enterprise > €
4
® Users | All users (Preview) ¢ X
Pushpa-Enterprise - Azure Active Directory 4
)
% 'i‘ Mew user | T New guest user D 4 2
4

a& Al users (Preview) P

= 0 This page includes previews available ford

ab Deleted users (Freview) é
&
Password reset =y r
A Search users b
A User settings S isers fand ¢
r
A Diagnose and solve problems Name T User pring Creation type
£
- Invitati
Activity OJ ' ﬂ; nvitation
3 sign-inlogs D @ Christ Max chanc'asé; Invitation
g &
B Auditlogs EI @ pnherath@yahoo.... pnherath )
4
5% Bulk operation results €
.

Figure 3-5. Inviting guest user

Click on New guest user, as shown in Figure 3-5. Add required details
of the guest user and send an invitation. Guest users will receive an email
with the invitation. Once the invitation is accepted, guest users can access
allowed applications and services.

Additionally, you can add external identity providers to allow guest
user access. Once external identity providers are federated with your Azure
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AD, your external users can use their own social or corporate accounts to
sign into your applications.
Let’s see how to integrate such authentication services with Azure AD.
Go to Azure portal and log in as an administrator, then go to Azure
Active directory and select external identities from the side setting, as
shown in Figure 3-6.

Pushpa-Enterprise

Azure Active Directory
«

© Overview
B3 Preview features

X Diagnose and solve problems

Manage

& Users

&8 Groups
B2 External Identities
ai» Roles and administrators

8 Administrative units

Figure 3-6. External identities

Select all identity providers, and you will be able to see available
identity provider options (see Figure 3-7).
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Home > Pushpa-Enterprise > External ldentities

External Identities | All identity providers

Pushpa-Enterprise - Azure Active Directory

[)’-3 Search (Ctrl+/) | “ -+ Google T Facebook —|— New SAML/WS-Fed |dP

O Getstarted

& Allidentity providers Configured identity providers
¢ external collaboration settings Name
# Diagnose and solve problems Azure Active Directory

Self-service sign up Microsoft Account

B Custom user attributes Email one-time passcode

€ All API connectors

SAML/WS-Fed identity providers

o
izs User flows

Search
Subscriptions | Search by domain name of a provider
Linked subscriptions Domain

You have not added a SAML/WS5-Fed identity provider

AR AAAAAAAAARAARALARAARAAAAAAA AN

Lifecycle management

Figure 3-7. Adding external identity provider

You may need to create a client ID and a secret based on the external
identity service you are configuring, and provide them in Azure AD to
create the connectivity (see Figure 3-8).
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Add social identity provider X

0 You must configure credentials at Google APIs first to get the client ID and client secret. —

Name

Client ID *
Client ID |

Client secret *

Client secret |

Figure 3-8. Configuring Google as provider

Once you enable the external identity providers you will be able to
configure applications to use external identity providers.

Business to consumer (B2C)

Azure AD B2C allows you to customize how your users sign up, sign in,

or manage their profiles when using your applications. The first item you
need to set up is Azure AD B2C tenant. Azure AD B2C tenant is a collection
of identities to be used with applications relying on the B2C tenant,
whereas Azure AD tenants represent an organization.

Azure AD B2C directory lets you keep users’ credentials, profile data,
and application registrations. Application registrations can be your APIs,
web, or mobile applications. You can define custom user flows, and
custom policies can be used to build complex identity flows. Azure AD B2C
allows various types of sign-in options such as user name, password, use
of social media identity providers, and use of external identity providers
federated with protocols such as OAuth 2 and open ID connect (OIDC)
(see Figure 3-9).
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API

Social media and email

.4, 0

Azure AD B2C
Government or Business

OIDC Providers
| OpeniD

Figure 3-9. Azure AD B2C

It is also possible to manage the encryption keys required to sign in
with tokens, passwords, certificates, and client secrets. Similar to Azure AD
tenant, a B2C tenant also has several types of accounts. Users with work
accounts are allowed to access and manage Azure resources based on the
assigned roles. Guest or external account users can also manage Azure
resources based on given roles. However, consumer accounts created
in a B2C tenant only lets users sign in and use the applications secured
with the B2C tenant. These consumer account users cannot access Azure
resources. They are the B2C users who are experiencing the custom sign-
up and sign-in workflows in your application as defined in B2C tenant
policies and user flows.

We have discussed Azure AD B2B and B2C setup and its usage in
this lesson.
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Lesson 3.3: Enabling Multifactor
Authentications

Organizations need to manage the identities of the users to secure the
data and resources owned by the organization as well as their customers.
Identity management is the mechanism used to control unauthorized
access to the organization’s resources. However, with the development
of technologies, bypassing a password and accessing resources without
permission is possible. As a solution to that, multifactor authentications
(MFAs) are introduced that add an extra layer of security for your
resources.

Let’s understand what can be identified as multifactor authentications.

Multifactor authentication has more than one authentication
mechanism as an extra layer of security. As an example, you can have a
password or pin along with verification done via random code generated,
authenticated via mobile application or SMS. You can also use face
recognition or fingerprints as additional authentication mechanisms.

Any combination of two of three mechanisms can be identified as
multifactor authentication:

o Password or pin, which is added while creating identity
o Fingerprint or facial recognition unique to a user
o Phone or devices that can be used for verifications

Now you understand multifactor authentication, but why do you need
to it, and why is it not possible to add enough security by having a single
password?

There are several reasons to add multifactor authentications. With
modern technicalogical development and the connected nature of the
world, people are using numerous web services including online shopping,
Internet banking, and social media accounts. The risky part of using many
web services is in reusing the same password or PIN in several sites, which
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is due to the human nature of keeping things simple. If someone finds your
password in one location, they might be able to access all of your accounts
and other important services that can harm you financially and affect your
social image as well. If you use your organization account in a third-party
service, your user credentials will be saved in their servers and external
parties can access the organizational data and systems, which add a huge
risk to your organization.

Phishing attacks are another kind of security threat possible when
using one password. Phishing occurs when you receive an email asking
you to verify your user name and password. Without understanding the
risk involved, many users reveal their username and password to attackers
this way. If you have used only a username and password as authentication
mechanism, an attacker can easily access all your important Internet
services. However, if you have configured your mobile phone as a second
layer of authentication, an attacker cannot log in to your accounts without
having access to your mobile phone.

Another risk is having weak passwords that can be easily decoded
by hackers. Password standards are used to reduce the risk of having
predictable weak passwords, but again it is not enough to secure your
organization’s resources.

There are several versions of MFAs available with Azure, such as those
provided with Office 365, which requires users to authenticate in each
sign-in. There is another version of MFA that allows Azure active directory
global administrator users to have two-step authentications without any
additional cost for the service. Azure Active directory global administrators
have the topmost authority to Azure active directory, which is mandatory
to have as much security as possible. Azure multifactor authentication is
another version of MFA that allows users to have a specific set of defined
permissions.

You have learned how to add new users to the Azure active directory in
the previous section of this chapter. Let’s now learn how to add user MFA.
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Go to https://portal.azure.com/ and log in as an administrator,

then go to the active directory and select users. This will open the all

user page.

You will be able to see per-user MFA button available (see Figure 3-10).

Home > Pushpa-Enterprise p f
. i {
® Users | All users (Preview) 3 / %
Pushpa-Enterprise - Azure Active Directary .
4 )
« { . /
+ Mewuser + Mew guest :' C Per-user MFA i
& Al users (Preview) }
- Q9 uach 4 !
s page includes previews g
& Deleted users (Preview) 2 4 ¥ 1/
g /
Passward reset -
e 2 Search users P !
sett ; {
& User settings 3 users found 0
’ 4 /
A Diagnose and solve prablems Mame T p Directory synced Igf Creation type
. / g
D Sign-inlogs O . Christ Max £ N vj Invitation
L
B Audit logs D @ prherath@yahoo.... - Na i
P
% Bulk cperation results 3 [
- /
Troubleshooting + Suppart - 4 1
72 {
s New support request P !
L 1

Figure 3-10. Per user MFA

Click on the per-user MFA button. You will be navigated to the

multifactor authentication page (see Figure 3-11).
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multi-factor authentication
users service settings

oAy

Mote: only users licensed to use Microsoft Online Services tication. Learn more about how to license other users,

Before you begin, take a look at the multi-factor auth depl]
bulk update

A

View: | Sign-in allowed users v P

. LY

f MULTI-FACTOR AUTH

&
[J DISPLAY NAME = USER NAME { i

L

‘ pnherath@yaho
O  Christ Max chand'asekara.chd‘f Disabled

pnherath_yahoo.com#EXT#@cl

pnherath@yahoo.com herath  pnherath_yahoo.c ~yahc Disabled

24

quick steps
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Manage user settings
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Figure 3-11. MFA page

Select the user from the list and click on Enable to enable multifactor
authentication (see Figure 3-12).

(1)

About enabling multi-factor auth
Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this link to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth cancel

Figure 3-12. Enabling MFA

We have discussed multifactor authentication and explored how to
enable MFA for a user in Azure AD.
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Lesson 3.4: Roles and Administrative Units
in Azure AD

Azure active directory has the ability to apply several user permissions to
secure the organizational data and applications. Organizations can assign
user access only for the relevant areas or resources. However, you should
use these access permission features intelligently to apply an effective
security strategy. If this is not done, you will not be able to get the full use
of the features.

Your organization might be a large one that shares one tenant across
multiple subscriptions. However, you might need to divide your resources
into several sections because of business requirements. As an example,
you might have grouped your business as multiple business units. If
you have two business units, such as as marketing and engineering,
administrators of marketing should not have permission to control
engineering business unit users, groups, or permission and engineering
administrators should not have the ability to control marketing users,
groups, and permissions. Such control is required to avoid security
vulnerability to your organization due to unnecessary permissions.

You need a mechanism to give each unit the ability to manage only
its own features. You can use administrative units to solve this security
vulnerability in your organization.

Go to https://portal.azure.com/ and log in as an administrator.

Next, open Azure Active Directory.

Select Administrative units and click on Add button to add a new
administrative unit (see Figure 3-13).
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Home > Pushpa-Enterprise

.. Pushpa-Enterprise | Administrative units

- Azure Active Directory
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D Learnmore| -+ Add| [i] Delete 57 Got feedback?

O oOverview

I3 Preview features I,C Search administrative units
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Manage No administrative units found.

A Users
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85 External Identities
&, Rales and administrators
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P T N W e P N T I P W T e

i Enterprise applications
Figure 3-13. Administrative units

Add name and description for the administrative unit (see
Figure 3-14).
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Home > Pushpa-Enterprise >

Add administrative unit
P? Got feedback?

Properties  Assign roles Review + create

Mame *

AsiaMarketing v

Description

Admin unit for Asia marketing team

o aF ¥ N S W S S S S S S S S S S S S S S S S

Figure 3-14. Adding administrative unit

Once filled, basic information moves to the Assign roles section.
You can select the administrative role that you are going to use with the
unit. There are several roles. User administrator role, which is allowed
to manage all aspects of users and groups, including reset password for
limited admins which is selected in this sample (see Figure 3-15).
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Figure 3-15. Assigning roles

Click on the role and you will be able to search for existing users and
assign roles to selected users (see Figure 3-16). Note that to assign users or
groups to roles, you must have an Azure AD p1 or P2 premium licence.
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Add assignments X

BB P PPPPPPIPPPPPPPIIIPIIPIIIIIIIIIIIIIS

Selected items

pnherath@yahoo.com herath

pnherath_yahoo.com#EXT#@:¢ i il ! Remove |

PO S W W O S O W O W W S O S S W S O S W S S W S W S S S W O

Figure 3-16. Adding users to role

Selected users will be assigned for the selected role. Go to Review
and create a page and verify the values entered. If you are happy with the
configuration, click on the create button to add a new administrative unit.

Click on the newly created administrative unit. You will be able to add
users and groups, and manage or change roles of the administrative unit
(see Figure 3-17).
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Figure 3-17. Users in administrative unit

You can click on Add members to add new members to this
administrative unit, as shown in Figure 3-17. You can add members
individually, or you can add members as bulk using the bulk operations
section. As depicted in Figure 3-18, an administrative unit will have one or
more admins (who can be assigned to administrative unit roles if you have
P1 or P2 premium AD), and they can manage added users or groups to the
administrative unit.
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> Azure AD

AU = Administrative Unit

Figure 3-18. Administrative unit example

This section has discussed the usage and steps to create administrative
units in Azure AD to have required isolation in permission management.

Lesson 3.5: Managing Applications

There are two types of applications involved with Azure AD. The first is
application registration, which is a way of setting up your application

URL with Azure AD so that it can communicate with your AD and enable
hooking up with Azure AD services. Enterprise applications, on the other
hand, refers to external applications published in Azure AD gallery, where
you can utilize them within your organization.
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Managing Enterprise Applications

Organizations use various enterprise applications to fulfill their business
needs. Those tools can be applications that cater to several services such
as continuous integration and deployment, team collaboration, and cloud
platforms. If those external enterprise applications need to be used within
the organization, you can integrate those enterprise applications in Azure
Active Directory.

Goto https://portal.azure.com/.and log in as an administrator,
then go to Azure Active directory.

Select Enterprise applications to find the enterprise applications you
can integrate with Azure Active Directory. Click on a new application to

add a new enterprise application (see Figure 3-19).
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Figure 3-19. Enterprise applications

You will be able to see several enterprise applications that can be
integrated. Select an application that you need to integrate to your AD (see
Figure 3-20).
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Figure 3-20. Azure AD gallery

You can open a newly added application page and apply the required
configurations, such as single sign-in.

Azure AD App Registration

App registration is the definition of the application that includes various
application elements such as URI, name, secrets, and more. It can be
identified as an object in Azure AD that describes the application. App
registration enables communication between Azure and applications
and passes tokens to the application. You can integrate applications you
develop to Azure via the app registration feature of Azure AD.

If you integrate your app with Azure, Azure AD assigns a unique
application ID and provides several services, such as permission and role
management and sign-ins.

Go to https://portal.azure.com/ and log in as an administrator.

Go to Azure Active directory.

Click on App registration. You will be able to see all the available app
registrations. If you want to get client ID and more data of app registration,
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you need to click on the relevant app registration name from the list (see
Figure 3-21).
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Figure 3-21. App registrations
If you need to create a new app registration, click on the New

registration button. It will open a page where you can create the app
registration (see Figure 3-22).
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Figure 3-22. Creating app registration

You can provide a display name for the app registration, account
type, which decides who can use this application or access the API. Click
on register to add application. Once it is added, you can control
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authentication, certificate, secrets, and more security components related
to your application.
In this lesson we have explored enterprise applications and app

registrations in Azure.

Lesson 3.6: Introduction to AD Devices

Organizations use several applications to cater to their organizational
needs. There are applications such as Office 365, that are protected by
Azure active directory. Users mainly access these applications from inside
the organization's network via organization-provided devices.

If you consider the devices provided by the organization, those are
domain joined devices. By doing that, it makes a connection between your
device and active directory device management. Your active directory
device management can be used to manage the identity of the domain
joined devices.

You might have only Azure AD as your domain server, and in such
situations your devices are joined to Azure AD (see Figure 3-23).
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Figure 3-23. AAD joined devices

If you have on-premises Active directory that is in sync with Azure AD,
your devices can sync with both using Azure active directory connect (see
Figure 3-24).
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Figure 3-24. AD and AAD sync

Azure AD Registered versus Azure

AD-Joined Devices

You can register any device running MacOS, iOS, or Android. However,
to join a device to Azure AD, it needs to run a Windows-based operating

system. Azure AD-joined devices demand that the user sign in to the
device with the active directory account only (see Figure 3-25).
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Figure 3-25. AD registered versus joined

Lesson 3.7: Adding Custom Domains

Organizations need to maintain a distinctive brand to remain competitive
in the modern business world. Providing special services, quality work,
and well-maintained reputation are a few of the important areas required
for an organization to be successful.

In terms of the branding, the organization should have a proper
domain name to build a trust with clients. This also strengthens the brand
and drives traffic to the organization’s site.

In addition to branding, it helps to win clients' trust by reducing the
risk of phishing scams. If an organization is able to have a proper domain
name, clients know your domain and they will click on the links on your
Internet promotions without being a victim of phishing attacks.

65



CHAPTER 3  INTRODUCTION TO AZURE ACTIVE DIRECTORY

Custom domain can add business value as well as security for your
clients, which improves the trust on the business.

Azure Active directory has a feature where you can link a custom
domain to your organization.

As a prerequisite, you need to purchase a custom domain name from a
domain name provider service.

Goto https://portal.azure.com/ and log in as an administrator.

Go to Azure Active directory. You will be able to find custom domain
names setting in the side settings of AAD. Click on custom domain names
and click on Add custom domain (see Figure 3-26).
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Figure 3-26. Custom domains
A side pane will be opened where you can enter the custom domain

name. Add a custom domain name and click on Add domain button (see
Figure 3-27).
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Figure 3-27. Adding domain

After adding the custom domain, you need to verify that the domain
name is owned by you. TXT or MX values need to be added to the domain
name registry, and you need to verify it in Azure to confirm the ownership
of the domain. Once you have added the destination or point to address
for the domain name, click on the Verify button to verify the domain name
(see Figure 3-28).
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Home > Pushpa-Enterprise >
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Figure 3-28. Verifying domain

Once the verification is completed, the active directory will build a link
with the domain name provider.

This lesson has demonstrated the steps to add a custom domain to
Azure AD.
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Summary

This chapter has explored user management in Azure AD, including
external identities, enhancing security with multifactor authentication,
and roles and administrative units to enable implementation of effective
security strategy. We have also explored registering devices, managing
applications, and assigning custom domains to Azure AD.

In the next chapter, let’s explore how to work with Azure Key Vault.

69



CHAPTER 4

Working with Azure
Key Vault

Technology has become part of our everyday lives, with the devices and
services we use. Technological developments, global connectivity, and
complex and advanced technical innovations are bringing the world to our
fingertips in modern times. Internet banking and online shopping have
become the norm now. Such a connected nature of modern applications
demands high security of data and applications. It is essential to keep
application secrets such as application connections to data, third-party
service keys, certificates, and even underlying API URLs secure.

As secret management has an important role in applications, as a
secret management solution, Azure offers a key vault. Azure key vault
offers hardware encrypted security to all your secrets, keys, and certificates
with a level of permission and access management as well as network
security policies to ensure that your secrets are safer in public cloud
environments.

Lesson 4.1: Setting Up Key Vault

Azure key vault is a cloud service that provides secure storage and access
for keys, secrets, and certificates. It can be used to store passwords,
certificates, and keys such as API keys. Key vault can also be used to
generate passwords up to security standards. It helps users generate and
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maintain unique strong passwords for each Internet service they use
without using the same weak password everywhere.

Let’s learn how to create an Azure key vault.

Go to https://portal.azure.com/ and log in as an administrator.

Search for the term Key vaults and select key vaults from the search
result (see Figure 4-1).

£ Key vaults 1 E

Services Marketplace
O Key vaults B KogSistern Azure Key Vault Management
- Backup vaults [] Key Vault

& Recovery Services vaults Dacumentation See al

&> S5H keys
Azure Key Vault documentation | Microsoft Docs

Figure 4-1. Searching for key vault setting

Click on the create button to start the creation process (see Figure 4-2).

Home > %
(

Key vaults = ¢ X
Pushpa-Enterprise :
(
~+ Create | & Manage deleted vaults &
€
. . PIPTOR. 4
‘ Filter for any field... l Subscrlptlor)
€

Showing 1 to 1 of 1 records. ¢ N

4

Figure 4-2. Creating new key vault

Enter required values for a key vault such as resource group, region,
key vault name, and pricing tier (see Figure 4-3).
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Create key vault

Basics  Access policy  MNetworking  Tags  Review + create

Azure Key Vault is a cloud service used to manage keys, secrets, and certificates. Key Vault eliminates the need for developers
to store security information in their code, It allows you to centralize the storage of your application secrets which greatly
reduces the chances that secrets may be leaked. Key Vault also allows you to securely store secrets and keys backed by
Hardware Security Modules or HSMs. The H5Ms used are Federal Information Processing Standards (FIPS) 140-2 Level 2
validated. In addition, key vault provides logs of all access and usage attempts of your secrets so you have a complete audit
trail for compliance.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * [ Microsoft Azure Sponsorship e |

Resource group * o [ ~ |
Create new

Instance details

Key vault name * O e I Enter the name ‘
Region * e [ East US ~ ‘
Pricing tier * @ 0 [ Standard ~ |

Recovery options

Soft delete protection will automatically be enabled on this key vault. This feature allows you to recover or permanently delete
a key vault and secrets for the duration of the retention period. This protection applies to the key vault and the secrets stored
within the kev vault.

Figure 4-3. Key vault values

1. Select existing resource group or new resource
group. Once the key vault creation process is
complete, you will be able to find your key vault
inside this resource group.

2. Give the name for your key vault.

3. Select the region where you want to create the
key vault.
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4. Select the pricing for the key vault. There are two
options: Standard and Premium. The difference
between these pricing tiers are that premium
allows you to create (hardware security module
(HSM)-protected keys, and standard does not have
that option.

Next, you need to select recovery options (see Figure 4-4).

Recovery options

Soft delete protection will automatically be enabled on this key vault. This feature allows you to recover or permanently delete
a key vault and secrets for the duration of the retention period. This pratection applies to the key vault and the secrets stored
within the key vault.

To enforce a mandatory retenticn period and prevent the permanent deletion of key vaults or secrets prior to the retention
period elapsing, you can turn on purge protection. When purge protection is enabled, secrets cannot be purged by users or
by Microsoft.

W Scft-delete @ Enabled

() Days to retain deleted vaults * 0] l 90

@ Disable purge protection (allow key vault and objects to be purged during

) Purge protection @ ! -
retention period)

O Enable purge protection (enforce a mandatory retention period for deleted
vaults and vault objects)

Review + create < Previous Next : Access policy >

Figure 4-4. Recovery options

1. Soft delete feature allows users to recover the
deleted vaults and deleted keys, secrets, and
certificates. Now it is mandatory to enable soft

delete on any Azure key vault.

2. Users can define the period for retaining the deleted
vault. This value must be between seven and
90 days.
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3. Enable Purge protection is an irreversible action
that you cannot change to disable once the key vault
is created. However, if you choose not to enable
protection at the creation time, you can enable it
later. If the purge protection is not enabled, you can
purge the deleted key vaults and key vault objects
during the retention period.

If you enable purge protection, you have to wait for the entire retention
period to purge the deleted key vaults and key vault objects.

You can add access policies and network configurations while creating
a new key vault or after completing the creation process. You can learn
more about access policies and networking in later lessons of this chapter.

Once all the required values are added, go to Review and create a
section to make sure you have selected the correct configurations for the
key vault. Finally, click on the Create button to create a key vault.

We have discussed why we need a key vault and how to create a key
vault using an Azure portal in this lesson.

Lesson 4.2: Key Vault Access Gontrol

Controlling access to a resource is an important concern of security.
Azure key vault is a place where all the important passwords, secrets, and
other keys are stored. Therefore, it is mandatory to secure a key vault by
controlling the access.

Go to https://portal.azure.com/ and log in as an administrator.

Go to Access Control and click on Add button to add role assignment,
as shown in Figure 4-5. Once you click on Add button, you can see the
options to add role assignment or add co administrator. Click on Add role
assignment.
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Home > adminpassword-kv > adminpassword-kv

R adminpassword-kv | Access control (IAM)

Key vault
|f'_5 Search (Ctrl+/) @ | —|— Add ‘l’ Download role assignmen
@ overview = Add rale assignment
ats
@ Activity log Add role assignment (Preview)
Pp‘ Access control (IAM) Add co-administrator
@ Tags View my level of access to this resource

ﬁ Diagnose and sclve problems

Figure 4-5. Access control

A side pane will be opened where you can enter required details for

role assignment (see Figure 4-6).
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Add role assignment

Role @

[ Key Vault Contributor © hd I
Assign access ta @D
User, group, or service principal ~ I
Select ©
£ ”
%) | Search by name or email address [

Christ Max (Guest)

pnherath@yahoo.com herath
pnherath_yahoo.com#EXT#

user1

. pnh_group

Selected members:

chandrasekara.chaminda@gmail.com

Mo members selected. Search for and add one or more
members you want to assign to the role for this resource.

Learn more about RBAC

I“IIIIIIIIIIIIII‘III/!‘II/‘III‘I

Save ' Discard

Figure 4-6. Adding role assignment

1.

key vault keys, secrets, and certificates.

Select the role to assign. Each role has different
capabilities. For example, you can use the contributor
role in a scenario where you have to allow the user

to manage the key vault in the management pane;
however, this will prevent the user from accessing the
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2. Assign who or which Azure resource gets access to
the key vault. There can be a specific user or user
group that needs access to the key vault. If you keep
application secret values in the key vault for app
service or function apps, you can allow the function
apps or app services access to the key vault. You
can select the category for which you are going to
provide access to the key vault from this drop down.

3. Ifyouselect App service as access category, you can
select the relevant app service from the list. If you
select users and groups, then you will be able to see
the list of member names here.

Once you have selected values for numbers 1, 2, and 3, save the role
assignment.

You can use the role assignment capabilities to control the required
access to secrets, keys, or certificates.

In this lesson, we have discussed how we can handle access
management to Azure key vault.

Lesson 4.3: Using Key Vault to Save Keys

There are several security mechanisms you can use to protect data and
applications. The nature of the requirement decides the best security
mechanism to use. Disk encryption is technology that protects information
in the disk by converting information into unreadable code. If someone
has obtained the encryption keys, encrypted data can be read by them.
Therefore, it is mandatory to use secured vaults to keep the keys.

Azure key vault can be used to generate secure keys and keep the keys
securely.

Go to https://portal.azure.com/ and log in as an administrator.
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Select keys from the side setting blade and click on Generate/Import
(see Figure 4-7).

Home » adminpassword-kv

adminpassword-kv | Keys

Key vault
+ Search (Ctrl+/) | « -+ Generate/import | O Refresh ’I_‘ Restore Backup ﬂ Manage deleted keys:
Settings Name Status
Keys There are no keys available.
[ secrets

= Certificates

Figure 4-7. Generate and import keys

You can generate, import, or restore backup of keys. Let’s learn one by
one (see Figure 4-8).

Create a key

:_'/ Options | Generate A |
) Name* O | |
© Keytype © Cllia
Fa
(_J EC
:_', RSA key size @ 2048
O 3072
() 4096
,::: Set activation date © ]
=k P
) Setexpiration date O D
O navies - )
%' Enable L 3 o )
0D
e Tags 0 tags

Figure 4-8. Adding key
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1: Select the option from here.

Generate: You can generate new keys to use with information
protection purposes.

Import: You can import the key value file and save it in the key vault
using the import option.

Restore backup: You can use this option to restore a backup of key file

2: Provide name for the key.

3: Select the key type. You can select two types of keys.

RSA: RSA is a public-key encryption algorithm introduced by Ron
Rivest, Adi Shamir, and Leonard Adleman in 1977 that uses acronyms from
last names of the introducers. RSA is widely used for encryption in data
secure transmissions.

EC: Elliptic-curve is cryptography based on the algebraic structure of
elliptic curves over finite fields used to create public key cryptography.

4: RSA key size.

5, 6: You can select the activation date and expiration date for the key,
which allows you to decide on a valid period to use the key.

7: You can set key as enabled or disabled.

Now you know how to create keys in the key vault. You can use the
created key for several operations, such as encrypt, decrypt, sign, verify,
wrap key, and unwrap key. Let’s see how to use the key vault key to encrypt
avirtual machine disk.

As a prerequisites, be sure that Azure virtual machine is up and
running.

Go to the Azure VM overview page and click on disks from the side
setting blade. From there, click on additional settings from the top
right corner.

Select disks to encrypt.

Select key vault and key vault keys, which are required to do the disk
encryption (see Figure 4-9).
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= Disk settings

vm-ifspocdevD]

Ultra disk
Enable Ultra disk compatibility @

ND

o S W W R S S S S S S S S S S S O S O S W W O S W W W S O S O O O O O

Encryption settings
Azure Disk Encryption (ADE) provides volume encryption for the OS and data disks, Learn more about Azure Disk
Encryption.

-
Disks to encrypt O |

| 0OS and data disks ] A
5 J

Azure Disk Encryption is integrated with Azure Key Vault to help manage encryption keys. As a prerequisite, you need to

have an existing key vault with encryption permissions set. For additional security, you can create or choose an optional

key encryption key to protect the secret.

Key Vault* @ I book-test-kv ~ |
Manage selected vault
Create new

Key @ | Tets-cryto ~ |
Create new

Version & [ 2 5 v l

Figure 4-9. Disk encryption

Disk encryption adds security to data stored inside the disk, and it is
required to use keys to decrypt the encrypted data.

You have learned how to generate Azure key vault keys and use them
from other Azure resources on encryption purposes in this lesson.
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Lesson 4.4: Using Key Vault to
Secure Secrets

Modern applications integrate with more third-party software and
services, and such services require special secrets to gain accessibility by
the service consumer application. Therefore, you need to use secrets in
your applications to allow access to third-party services such as payment
gateways, email, or other notification senders. Keeping your application
secrets secure is an important aspect of application deployment specially
on public clouds.

Let’s learn how to work with Azure key vault secrets.

Goto https://portal.azure.com/ and log in as an administrator.

Select secrets from the side setting blade. You will be able to see the
secret creation page (see Figure 4-10).

Create a secret

% Upload options | Manual |

Ly Mame* (O |

B value* @ Enter the secret.

Content type (optional) I

Set activation date (O D
Set expiration date @ D

v ~
Enabled 4 Yes No )
Tags 0tags

Figure 4-10. Adding secret
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1. Select the Manual option to add value in portal
while creating a secret.

2. Create a name for the secret.

3. Add the secret value, which is going to be saved in
the key vault.

You can securely store the passwords under the secret section of Azure
key vault. If the users have enough permission, they can directly read the
secrets from the key vault or refer to the secret values from outside tools
such as Azure DevOps pipeline, or App services.

You can consume Azure key vault stored secrets directly from Azure
app services and function apps, under app settings. As the first step, you
need to enable managed identity for your function app or app service (see
Figure 4-11).

Home > mykvtest001 > rg-acmebot-my > func-myacmefuncapp-4uki ¢
¢
. . y
~ func-myacmefuncapp-4uki | Identity ¢ X
" Function App ¢
.
) Search (Ctrl+ « <
; aabicid it l System assigned  User assig’
Settings - _— :
= ) ) A system assigned managed idery  + the lifecycle of this
il Configuration resource. You can grant permissigr  “ased access control

(Azure RBAC). The managed iden# ave to store any
credentials in code. Learn more af

& Authentication

r
@ Application Insights ) ¢
E we X Discard Q) Re
;
(
£
Status @ ¢
B2 Custom domains —— €
(or |G
© TLS/SSL settings ¢
Object ID @ :

F AN 2
@ Networking | fa7cbBc1-1616-45eb-b378-13d6

Figure 4-11. Managing identity
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Then you can allow your app in key vault access policies to read and
list secrets (see Figure 4-12).

Home * mykvtest001 > rg-acmebot-my > mykvtest001

@ Updating the key vault "mykviest001". *
= mkateStO01 I ACCBSS pOl icies 4 The key vault ‘mylkvtest001* has been successfully
Y= Kay vault updated.

[ £ seareh (ctriep « ] save X ard ) Refresh
@ Overview . Enable Access to:
B Activity log [ Azure virtual Machines for deployment
[ Azure Resource Manager for template deployment
A Access control (LAM) o
@ Tags [] Azure Disk Encryption for volume encryption @
& Diagnose and solve problems
) Permission model (®) Vault access policy
Events
(O Aaure role-based access contral
Settings
+ Add Access Palicy
Keys
4 Secrets Current Access Policies
o Certificates Name Email Key Permissions Secret Permissions

= Access policies APPLICATION

I3 Metworking

Bl func-myacmefuncapp. 0 selected ~ | | 2 selected it

Q Security

Figure 4-12. Access policies

Then you can refer to the key vault secret with the following syntax in
your application app settings:

@Microsoft.KeyVault(VaultName=vaultname;SecretName=secretname;
SecretVersion=secretVersion).
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For example, secrets in Figure 4-13 can be accessed with:
@Microsoft.KeyVault(VaultName=mykvtest001;SecretName=mysecret
;SecretVersion=3{7b465451744652b3c66341{34bfd24)

Home > mykvtest001 > rg-acmebot-my > mykvtest001 >

r‘ mysec ret
Versions

—|— Mew Version O Refresh Delete  Download Backup

Version Status Activation date
CURRENT VERSION

3f7b465451744652b3c66341f34b... v Enabled

Figure 4-13. Secret value

The application setting in the function app or app service will show
you the successful reference to key vault secret, as shown in Figure 4-14.

Home > mykvtestd01 > rg-acmebot-my > func-myacmefuncapp-duk

b func-myacmefuncapp-4uki | Configuration
Function App

0 Ap
& Search (Ctrl+f) @ () Refresh ve X 7 Leave Feedback
@ Deployment Center i APPLICATIOMINSIGHTS_CONNECTION STRIN <G InstrumnentationKey=ae1a80a0-8597 44  App Service Config
Settings AzureWeblobsStorage @ CelauEndpointsProtocol=httpsAccoun  App Service Config
FUNCTIONS_EXTENSION VERSION € -3 App Service Config
A Authentication FUNCTIONS _WORKER_RUNTIME T dotnet A i

MICROSOFT_PROVIDER_ALITHENTICATION § G n_3Z1R7)740-jdnNkS 10t DIWNESTIGW

@ Application Insights

Ibentity myappsecret

WEBSITE CONTENTAZUREFILECONMNECTION!

. WEBSITE ENTSHAF
B Custom domains WEBSITE CONTENTSHARE

@ TLS/SSL settings WEBSITE_RUN_FROM_PACKAGE

‘
“# Networking

Figure 4-14. Key vault reference from app setting
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You have learned how to add secret value to the Azure key vault in
this lesson.

Lesson 4.5: Using Key Vault
to Keep Certificates

Organizations can have multiple web services or multiple web projects
that are developed for clients. Each of these sites should follow secured
communication between web browsers and web servers. Secure Socket
Layer (SSL) certificates are used to build up an encrypted communication
between web browser and server. Otherwise, the important user details
such as credit card information, usernames, and passwords can be stolen
by hackers.

SSL certificates are important security components that need to be
stored securely. Azure key vault has a section to store organization’s
certificates safely.

Let’s learn how to utilize the Azure key vault certificates section.

Go to https://portal.azure.com/ and log in as an administrator.

Select secrets from the side setting blade. The certificate creation page
will then be shown as Figure 4-15.

1. Certificates can be generated or can be imported to
the key vault.

2. Provide the name of the certificate.

3. You can select the type of certificate authority
from here.
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Create a certificate

. .
Method of Certificate Creation {1

| Generate ~ |
Certificate Name * (O

=
Type of Certificate Authority (CA) © L~

| Self-signed certificate ~ |

©

Subject * O

| For example: "CN=mydomain.com", |

DNS Names (D >
0 DNS names

Validity Pericd (in months)
[12 /]

Content Type

pev)

Lifetime Action Type

| Automatically renew at a given percentage lifetime ~ |

Percentage Lifetime

O

[e0 ]

Advanced Policy Configuration >

Not configured

Tags

N tans

Figure 4-15. Creating a certificate

Self-signed certificates: These certificates are not issued by any
certificate authority. A smaller number of features are available when
compared to Certification Authority issued (CA) certificates.

Certificates are issued by integrated CA and nonintegrated CA.

Nonintegrated CA is CA that is not partnered with Azure key vault.
GoDaddy is a nonintegrated CA.
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Integrated CA is CA partnered with key vault. DigiCert and GlobalSign
are such integrated CAs.

4. CName, which is used to map domain names.

Other than the previously mentioned data, you can add the validity
period for the certificate, which allows you to renew the certificate; this is
good practice for maintaining the security of web services. You can also
select the content type as Public Key Cryptography Standards (PKCS) or
Privacy Enhanced Mail (PEM). It decides what information should be
included in the certificate file.

In this lesson, we have discussed keeping certificates securely inside
the Azure key vault.

Lesson 4.6: Key Vault Access Policies

Azure Key vault provides good security to the keys and other key vault
objects that are stored in the vault. But key vault users can control the
access policies to enhance the security of the values saved. There can be
requirements which need to give key vault access to multiple users with
multiple levels of permissions. Key vault values are secured by adding
access policies which control who can do what with each key vault value.
Let’s learn how to work with access policies.

Go to https://portal.azure.com/ and log in as an administrator.

Select access policies from the side setting blade (see Figure 4-16).
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v— adminpassword-kv | Access policies
e " It

Ke

| & % D (_,' Refresh

Settings = .
9 W Enable Access to:
Keys :l Azure Virtual Machines for deployment (2
[l secrets ;:l Azure Resource Manager for template deployment ©

& Certificates (] Azure Disk Encryption for volume encryption ©

¥= Access policies D permiccion model @ Vault access policy
oy Networking O Azure role-based access control
Q  Security
+ Add Access Policy
Il Properties
B Locks Current Access Policies
Monitaring Mame Email Key Permissions
K Alerts USER
ml Metrics f‘ pnherath@yahoo.co..  pnherath_yahoo.com.. | 9 selected

& Diagnostic settings

Figure 4-16. Access policies

Add access policies button to add policies to users, groups, or service

keys, secrets, and certificates.
We have discussed the Azure key vault access policies in this lesson.

Lesson 4.7: Key Vault Networking and Security

Isolating the resources as much as possible is mandatory to secure the data

Goto https://portal.azure.com/ and log in as an administrator.

R A R O A A A o o O A O A

principles to the resources. You can select what type of permission each
user, group, or service connection gets for keys, secrets, and certificates.
Mainly there are permissions such as Get, List, Update, Delete, Recover the

and application of an organization. Controlling the access to the resource
is one way of protecting the resource. Organizations can use networks to
isolate the resources. Let’s look at Azure key vault network and security.

Select networking from the side setting blade (see Figure 4-17).
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ds adminpassvi | Networking

Key vault 4

Firewalls and virtual networks  Private endpoint connections

Settings a
9 H Save X Discard \_: Refresh
Keys . 5 =g : ;
X Allow access from: J All networks | (8] Private endpeint and selected networks
Secrets

@ Configure network access control for your key vault. Learn maore
g ¥ ¥
- Certificates

= Access policies - o Add existing virtual networks Add new virtual s
Virtual networks: (0 + Add existing virtual networks + Add mew virtual network
1> Networking

© securi VIRTUAL NETWORK SUBNET RESOURCE GROUP SUBSCRIFTION
urity

m Mo virtual netwerks are selected.
il Properties

E Locks
Firewall: O
Menitoring
IPv4 address ar CIDR
R Alerts

i Metrics Pvd address or CIDR
M

@ Diagnostic settings

Exception:
Logs . P P
# Log Allow trusted Microsoft services to \8) Yes () No
@ Insights bypass this firewall? & @ This setting is related te firewall enly. In order to access this key vault, the
trusted service must also be given explicit permissions in the Access policies
@ workbooks section,

I A T A A A A N A A N A A e G e e P

Figure 4-17. Networking

If all networks are selected, any permitted users can access the key
vault from public networks. To prevent access from a public network,
enable private endpoint and selected networks option. It will isolate the
selected key vault and allow only permitted networks and end points to
access it. Even if the user has permission inside the key vault, they cannot
access the key vault without adding their device IP or access from inside
the virtual network.

There is another option where you can allow trusted Microsoft services
to bypass the firewall. These are the trusted services such as app services,
function apps, and other services available in Azure cloud platform.

In this lesson we have discussed the network security aspect of Azure
key vault.
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Summary

This chapter explained the main features available with Azure Key

vault and how it can be utilized to enhance the security of the data and
applications of an organization. You will learn Azure features that provide
application security in the next chapter.
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Ensuring Azure
Application Security

Application security in respect to various aspects is vital in modern
cloud-based solutions. Securing configuration information to ensure
prevention of access to underlying services of an application by keeping
such configuration hidden from outside access is required. Authentication
and authorization mechanism with standard out-of-the-box identity
providers is essential to keep your application functionality secured

and accessed only by its intended users or services. Additionally, cloud
utilization of network firewalls helps to control traffic and prevent
malicious actions or hacking activities and attacks targeting your
applications.

Lesson 5.1: Keeping Configurations
in a Central Location Using Azure
App Configuration

Organizations develop several web and desktop applications for their
clients and for internal use. If an organization develops a product or
project for their client, they need to have agreement on what type of
information is shared among them. Sometimes organizations get access
to client databases that contain a lot of confidential details that cannot
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be revealed publicly. Therefore, organizations have to use proper data
and application security mechanisms even when they are developing the
systems.

Having all the configuration data in one place is one of the
development practices used by most developers. Normally config files
have secret values, usernames, and passwords that should be stored
securely. If you choose to save those config values in the development
machines, this data might be easily accessed by unauthorized people.

As a solution, Azure provides Azure configuration, which can be used

as a central location for the app configurations. You can keep all the
configuration values in the central location securely, which increases the
security of your app development process and the application.

Let’s learn how to create an Azure configuration.

Go to https://portal.azure.com/ and log in as an administrator.

Search for Azure app configuration and select App Configuration from
the search result (see Figure 5-1).

2 app configuration X

Services see sl Marketplace

¥ App Configuration f] App Configuration
\'E)‘ Maintenance Configurations Documentation

E! app proxy

What is Azure App Configuration? | Microsoft Do
2% App registrations : 2
Azure App Configuration documentation | Microsoft Docs

Figure 5-1. App configuration

You will be navigated to the App configuration page. Click on the create
button to start the creation process (see Figure 5-2).
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Create App Configuration

Basics Tags  Review + create

A A Ay N N A A A

Azure App Configuration provides a service to centrally manage application settings ar ms, especially
programs running in a cloud, generally have many components that are distributed ingy - settings across
these components can lead to hard-to-troubleshoot errors during an application deplg  *o store all the

settings for your application and secure their accesses in one place. Learn more ¢
L4
.
Project Details €
L 4
Subscription * Microsoft Azure Sponsorship < ~ |
| Resource group * y 274 !
Create new <
4
Instance Details j
Resource name * Enter resource name € |
4 v
Location * East US 4 W ].
F
T IR : 7 |
Pricing tier Standard 2 v
View full pricing details &
4
St o o o o S S o ot ¥ o o S o S o o o S Y L ot ¥ W

T T

(T

Figure 5-2. Creating app configuration

Select relevant subscriptions if you have multiple, select existing
resource groups, Or create a new one.

Enter a name for config app configuration service, select the location of
the resource, and select the pricing for the resource. There are two pricing
plans: free and standard.

The free plan is suitable for demonstration purposes, since it allows
only very limited features. You can use the standard plan for enterprise
purposes.

You can use tags and create the resource.

95



CHAPTER 5 ENSURING AZURE APPLICATION SECURITY

Now that we have explored how to create Azure app configuration, let’s
discuss the benefits of using Azure configurations for your applications.

The app configurations work as fully managed services that can be
easily set up to be used with your applications. App configurations can be
stored in a flexible representation of key value pairs. There is the possibility
of retrieving app configuration values at a particular point of time, which
can be useful in scenarios where it would be required to run some process
in an application based on a previous configuration value, or to do an
investigation on some configuration change.

It is possible to compare two sets of configurations in the purpose
of diagnosing issues or audit purposes that enhance the security of the
configurations. You can use Azure managed identities to secure access
to Azure configurations from other Azure resources. Additionally,

Azure configurations support encryption at REST and in transit, so that
communication of stored configurations happens securely.

Azure key vault can be used in a seamless manner with Azure key vault
to provide an extra level of security for your application keys and secrets.
You can store secret Uniform Resource Identifier (URI) of key vault in App
Configurations and obtain it securely using authenticating via managed
identity. Then use the secret URI to obtain a secret value from the key
vault, again using managed identity (see Figure 5-3).
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A Authenticate via managed service identity >

& &
ﬁ ‘3‘ Use access token and request key vault secret URI Qﬂ

2

Azure services
enabled with Use signed in identity to get secret from key U

managed identity vault with secret URI

Figure 5-3. Azure configurations and key vault

We have discussed the use of Azure app configurations to securely
store application configurations in this lesson.

Lesson 5.2: Authentication and
Authorization in Azure App Service

App Services in Azure supports built-in authentication and authorization
that enables you to implement utilizing minimal code in the web
applications as well as REST APIs. The capabilities we discuss in this
chapter are applicable to function apps and app service apps in Azure.
Even though such built-in support exists, you can still use your own
implementation for your web applications to secure them.

Why should we consider built-in authentication and authorization
capabilities?

The built-in authentication can help you save time to focus on your
application business requirements implementation, while handing over the
authentication and authorization aspect to the federated identity providers.
A variety of capabilities for authentication can be integrated without
utilizing any particular language or Software development kit (SDKs),
and you have the ability to use multiple login providers such as Azure AD,
Google, Facebook and Twitter.

97



CHAPTER 5 ENSURING AZURE APPLICATION SECURITY

App Service with Azure AD Login

Let’s explore how we can authenticate with Azure AD to access an Azure
App Service deployed web application.
A a prerequisites, you should have Azure app service app set up in Azure.
Copy your app service app URL (see Figure 5-4).

Home > Microsoft Web-WebApp-Portal-72d633a6-956
® app-bookapp #
2 Search (Ctrl+ | o Browse [] Step p i Restart [8] Delete () Refresh Get publish profile -+

@ Overview = A Essentials

B Activity log Resource group (change)

kapp

Ba Access control (IAM)
& Tags
Locatior
&P Diagnose and solve problems EastUS app-bookipp\g
@ Security Subscription (change) F

od-blu-245 fip.azurewebsites.win,

* Events (preview)
sseription ID FTPS host

fips/fwaws-prod-blu-245.fip azurewebsites wi...
Deployment

Figure 5-4. Getting app URL

Then open Azure active directory and select App registrations in
the left menu. Click on new registration to create a new application

registration (see Figure 5-5).

Home > 1 Personal AD
] Personal AD | App registrations

Azure Active Directory

« —+ New registration o Endpoints

@ overview

Figure 5-5. New app registration
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In the register an application page, you should provide a name and the
redirect URL should be set as your app service app URL. Register the new
app registration (see Figure 5-6).

Home > Chaminda Personal AD >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

[ | bookapp-appreg I
T

Supported account types

‘Who can use this application or access this API?
(;) Accounts in this crganizational directory only (Chaminda Personal AD only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accoun Xbox)

AAAR AR, AN AN

O Personal Microsoft accounts only

PLLLLLLLPPLLILPILPIPILIILIPLLIPILLPIILIPIILIIIIs r2rre
- x <
Redirect URI (optional) ¢

¢
We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is op can be
changed later, but a value is required for most authentication scenarios.

Web ol | [ hitps.//app-bookapp.azurewebsites.net/auth/login/aad/callback '

By proceeding, you agree to the Micrasoft Platform Policies

Figure 5-6. Registering an application

A AN AN

In the authentication section of the app registration, enable ID tokens
to allow token-based authentication flows (see Figure 5-7).
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Home » Chaminda Personal AD > bookapp-appreg ¢

4

o) bookapp-appreg | Authentication <

e

Ly

| 2 Search (Ctrl+/) [ « x Discard P Got feedback? Ly

4

B overview ~  Front-channel logout URL :
o ik This is where we send a request to have the applicatige 1 for single

Quickstart sign-out to work correctly. ¢

4 . . <

#  Integration assistant e.g. https://example.com/logout & N

¥

Manage 4

Implicit grant and hybrid flows ¢

E Branding . - <
Reguest a token directly from the authorization endpa# sture (SPA)
and doesn't use the authorization code flow, or if it i€ .ess tokens
and ID tokens. For ASP.NET Core web apps and othes zct only ID

Certificates & secrets tokens. Learn more about tokens. ¢

. . . . 4

{ll Token configuration Select the tokens you would like to be issued by the au,
2 APl permissions D Access tokens (used for implicit flows) :
i ici i L

& Expose an API n 1D tokens (used for implicit and hybrid flows) | <

Figure 5-7. Authentication

In the Expose an API section, set an application ID URL (see
Figure 5-8).
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. 4
Home > Chaminda Personal AD > bookapp-appreg y
o
& bookapp-appreg | Expose an APl 2 ¢ X
4
4
o
[ 2 Search (Ctrl+/) | '3 ) Got feedback? y
N ¢
B Overview 4
Application ID URI @ y
&3 Quickstart €
¢
- . . y.
# Int t tant . .
# niegrafion assisian Scopes defined by this API ¢
4
Manage Define custom scopes to restrict access § -ation that
requires access to parts of this APl can ¢ “ese.
B2 Branding <
Adding a scope here creates only delegf ~only scopes,
2 Authentication use ‘App roles’ and define app roles assﬁ
Certificates & secrets 4 Adda scope :
' Token configuration :
Scopes ¢ sp...  Usercons
= APl permissions ) y
Mo scopes have been defined )
& Expose an API >
A

Figure 5-8. Exposing an API

Provide your Azure app service app URL and save (see Figure 5-9).

Set the App ID URI
Application ID URI

| https://app-bookapp.az urewebsites.ned

Figure 5-9. Setting API URI

Add scope and provide the scope name as user_impersonation.
Provide consent messages and add the scope (see Figure 5-10).
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Home > Chaminda Personal AD > bookapp-appreg

bookapp-appreg | Expose an 2

I,O Search (Ctrl+/)
B Overview
&4 Quickstart

# Integration assistant

Manage

& Branding

3 Authentication
Certificates & secrets

Il Token configuration

= APl permissions

¥2 Approles

&8 Owners

&b, Roles and administrators |
Preview

M Manifest

Support + Troubleshooting

£ Troubleshooting

&=

‘((

P Got feedba

Application 1D UF

Scopes define

Define custom sc
requires access tc

Adding a scope h
use ‘App roles’ ar

—+ Add a scops

Scopes

No scopes have

Authorized clis

Authorizing a clie
consent when the

-+ Add a client
Client Id

No client applic.
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Add a scope

Scope name * ©

I user_impersonation

https://app-bookapp.azurewebsites.net/user_img

Who can consent? @

Admins and users

Admin consent display name * @

| Access the book app

Admin consent description * @

Allow accessing the book appl

User consent display name ©

e.g. Read your files

User consent description

e.g. Allows the app to read your files.

State @

(AP Disabled

i o

Figure 5-10. Adding scope

The next step is to enable authentication in your Azure app service

app with the app registration created in the preceding steps. In the app

authentication section, click on Add identity provider (see Figure 5-11).
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Home > Resource groups > rg-bockapp > app-bookapp

& app-bookapp | Authentication - X
App Service

|_,0 Search (Ctr+) & €7 Send us your feedback

Settings

! configuration

& Authentication

@ Application Insights
. Identity

& Backups

B Custom domains

Q@ TLs/ssL settings
Add an identity provider
iy 1t -
8 Networking Choose an identity provider to manage the user identities and authentication flow for your
2 Scale up (App Service plan) application. Providers include Microsoft, Facebook, Google, and Twitter,
Learn more about identity providers of

4+ Scale out (App Service plan)

@& weblobs | Add identity provider

Figure 5-11. Adding identity provider

Select the identity provider as Microsoft, and then you can select the
existing app registration that was created in earlier steps. The Issuer URL
will be auto filled (see Figure 5-12).
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Home > Resource groups > rg-bookapp » app-bockapp >

Add an identity provider

Basics  Permissions

Identity provider * Microsoft ~

App registration
An app registration associates your identity provider with your app. Enter the app registration information here, or go to
your provider to create a new one. Learn more

App registration type * O Create new app registration
@ Pick an existing app registration in this directory

O Provide the details of an existing app registration

Mame or app ID* [ bookapp-appreg (5c0366b4-1cb9-4ede-aled-cfe537f82843) ~ ]

Issuer URL © . https://sts.windows.net/efbad420-a8aa-4fcc-9e95-1d06435672d9/v2.0 \/l

o A secret will be generated and added to the selected Azure Active Directory app registration. This value will be stored in
a configuration setting.

Figure 5-12. AAD as identity provider

Scroll down and select Require authentication. Set redirection on
unattended requests and Add the identity provider to your app service app
(see Figure 5-13).
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Home > Resource groups > rg-bookapp » app-bookapp >

Add an identity provider

o A secret will be generated and added to the selected Azure Active Directory app registration. This value will be stored in
a configuration setting.

App Service authentication settings

Requiring authentication ensures all users of your app will need to authenticate. If you allow unauthenticated requests,
you'll need your own code for specific authentication requirements. Learn more cf

Authentication * @ Require authentication

O Allow unauthenticated access

Unauthenticated requests * () HTTP 302 Found redirect: recommended for websites
O HTTP 401 Unauthorized: recommended for APls
(O HTTP 403 Forbidden

Redirect to Microsoft

Token store O E

m < Previous | Mext: Permissions > |

Figure 5-13. Authentication settings

Now you can launch your application in a browser and you will be
prompted to log in. Once you log in with your Azure active directory
account, you will be asked to accept permissions to access the app. Once
accepted, you will be able to use the app (see Figure 5-14).
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BT Microsoft

0o0.com

= -

Permissions requested

bookapp-appreg
App info

This application is not published by Microsoft.

This app would like to:
N View users' basic profile

v/ Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Figure 5-14. Authorizing app

The preceding steps explained how you can use a few simple steps to
enable Azure AD-based authentication for your Azure app service apps
without doing any sort of code implementation with out of the box identity
providers.
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Other Identity Providers

Similar to adding Azure AD as your app service app identity provider, you
can configure Facebook, Google, or Twitter as well. Each of these providers
allow you to set up authentication, and then you can use the provided
client and secret information from the provider in your app service app to
enable authentication. Azure app service apps support Openld Connect
Enabled Identity providers such as Identity Server 4.

Authentication Flows

Authentication flow depends on whether or not your application needs to
use a provider SDK for authentication.

Not using provider SDK is typically implemented in browser apps that
are capable of showing the provider’s login page (for example Facebook
or Microsoft) to the user. Once a user logs in, redirection happens to the
Azure app service app.

In browser-less applications, the user will be signed in to the
application via SDK programmatically and a token is submitted to the
Azure app service for validation. The application code needs to manage
the sign-in process using the provider’s SDK. Typically, REST APIs would
have to use SDK for implementing authentication with providers.

In addition to the points discussed previously, Azure app service has a
built-in token store for your web apps APIs deployed to app service. Once
you enable an authentication provider for your app service, the token store
becomes available.

In this lesson we have explored Azure app service capability to work
with authentication providers out of the box, with Azure AD as an example.
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Lesson 5.3: Securing Application with Web
Application Firewall in Azure

Cross-site scripting (XSS), cross-site forgery (CSRF), file inclusion, and
SQL injection are common attacks targeting a web application. To avoid
such attacks, a web application firewall is really useful. A web application
firewall would essentially be filtering and monitoring the HTTP/HTTPS
traffic between service and client.

Let’s understand the difference between a firewall and a web application
firewall. Firewalls operate in the layer 4 network, which is the transport layer
and protects data transfer and network traffic based on ports, addresses, and
protocols. However, such layer 4 firewalls do not protect the application. A web
application firewall (WAF) works at layer 7 (application level) and protects
web applications with HTTP/HTTPS traffic in addition to layer 4 protection.
Therefore, a WAF is capable of protecting your web applications from attacks
such as SQL injections, cookie manipulation, and cross-site scripting.

In Azure you have an application gateway and an Azure front door as
web application firewalls. Both implementations share some common
overlapping functionalities and can be used to protect HTTP/HTTPS traffic
and act as a load balancer for back-end servers. Azure front door is a global
service and Azure application gateway is a regional service, which is the main
difference between the two offerings. Azure front door allows you to manage
global routing to your application across regions, whereas Azure application
gateway allows you to manage routing for a single region. This means that if
your web application is set up in a region in Australia and if a user from the
United States tries to access it, the traffic would go over public Internet until
it reaches Australia datacenter if the implementation is done with Azure
application gateway. As Azure front door is a global service with software-
based networking, deployed at Microsoft’s edge locations around the world.
When a user in the United States tries to access the website in the Australia
region, once the traffic reaches the edge location in the United States the rest
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of the traffic routes through Microsoft backbone network, making the user
experience much faster. You can use the Azure front door and application
gateway together where the front door does load balancing at global level.

Web application firewalls can be configured to operate in two modes:
detection mode and in prevention mode. In detection mode WAF will
monitor and log all the threats and will not block incoming requests.
However, when you set it to prevention mode, WAF starts to block any
attacks or intrusions, actively sending 403 unauthorized access to the
attacker. Prevention mode also logs the attack information.

Azure application gateway has two SKUs, Waf and WAF V2. The additional
benefits of using WAF V2 over WAF are in allowing autoscaling eliminating the
need to set the capacity at peak, more resilient with zone redundancy surviving
zonal failures, faster provisioning, static virtual IPs, improved performance,
and the ability to update, add, or remove HTTP request headers facilitating
securing cookies and other items without changing application code.

As you can see in Figure 5-15, once you set up WAF policies and rules
any attack that is coming toward your application will be prevented by the
firewall. Valid requests will be forwarded to the application to serve.

/‘

%uest

@

|

) g SQL injection
—l

Valid request

—
Cross site script

@

WAF2

Figure 5-15. WAF2

Let’s explore a couple of important aspects of the Azure application
gateway to get an understanding of how it should be configured. We should
have an understanding of back-end pools, listeners, http settings, rules,
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health probes, and back-end health to have a basic configuration done in
application gateway (see Figure 5-16).

Home > Load balancing - help me choose |

» agW

Application gateway

(4 [ search (ctri+) | «

B ¢ overiew =

Le Activity log

¢ pR Access control (I1AM)

a ¢ Tags

& &2 Diagnose and solve problems

& Settings

& Configuration
@ Web application firewall
@ Backend pools
Y= HTTP settings

B2 Frontend IP configurations

[H

Listeners

[l

Rules
% Health probes
il Properties

B Locks

Monitoring

Figure 5-16. Application gateway
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In the web application firewall section of the application gateway, you
can define configuration for the WAE As we discussed previously, you
can set up mode for detection or prevention and add additional settings
such as parameters to inspect a request body, or items to exclude from
inspection (see Figure 5-17).

1gw | Web application firewall

B save 3¢ Discard () Refresh

@ WaF enabied applcaton gateways are medium by defaut, Lean more =

B Access controd (LAM) Configure  Rules
9. Ty Tier @ stancard (IR
Firewall status @D e
Settings
i Firewall mode * Cbetection Wt

=
@ Web application firewall

A\ To view your detection logs, you must have disgnastics enabled.
L]

Backend pocls

Exclusions

B Frontend IP configurations will evaluate everything in the request except for the items included in this list.
Field Operator Selector
b e

1 Health probes
M Propesties Global parameters
s Inspect request body on
) ok [ e

Max request bady size (KB} (D) [uo
Manitaring
——— File uplaad it (ME) [0

Figure 5-17. WAF

The rules section can be used to set up the rules for web application
firewalls, and advanced setup allows you to further configure rules for your
preferences and needs (see Figure 5-18).
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@ WaF enabled application gateways are medium by default. Learn more —»

Configure  Rules

Rule set * [ owasp 3.0
Advanced rule configuration @ } ALER
OWASP 2.2.9
| Search rules
Enabled MName Description
> General
n > REQUEST-911-METHCOD-ENFORCEMENT
? REQUEST-913-SCANNER-DETECTION
> REQUEST-920-PROTOCOL-ENFORCEMENT
E ? REQUEST-921-PROTOCOL-ATTACK

Figure 5-18. Rules

Front end IP configurations allow you to set up public or private IP
configurations for your application gateway. Public IP allows access to
the application gateway via a public IP where you can use private IP and
configure your app gateway inside a virtual network in Azure, allowing
access only via virtual network or from any other peer virtual networks (see
Figure 5-19).

112



CHAPTER 5  ENSURING AZURE APPLICATION SECURITY

= v | Frontend IP configurations
Application gateway

l/o Search (Ctrl+/) ‘ « [/O Search frontend IP configurations

& Overview = Type Status

Activity log Public Configured

%1 Access control (IAM) Private Not configured

€ Tags

Z? Diagnose and solve problems

Settings
Configuration

Web application firewall

a & #

Backend pools

4L

= HTTP settings

H

Frontend IP configurations

Figure 5-19. Front-end IPs

Back-end pool is where you configure your web application, function
app, or a virtual machine as a back-end resource protected and load-
balanced by the application gateway. In the back-end pool you can specify
your Azure web app as back-end target by selecting target type as app
service. Additionally, virtual machines, virtual machine scale sets, or a fully
qualified domain name (FQDN) can be set up as targets (see Figure 5-20).
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Edit backend pool

A backend pool is a collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

Name

fy- p

c-dev-b ipool

Add backend pool without targets
T
- - )

Backend targets

1 item

Target type Target

App Services ic.azurewebsites.net @‘ wen

I IP address or FQDN hd | I l

IP address or FQDN
4 Virtual machine
i VMSS

App Services

Figure 5-20. Back-end pool

Health probes can be defined so you can use them in back-end pool
targets health status checks. Based on the probe, setting back-end targets
will be verified for connectivity state (see Figure 5-21).
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Home > - ;'V'prOb
® _ -agw | Health prot
Application gateway
: Name fw-poc-dev-prob
O Search (Ctri+/) & + add O
T Protocol * '@) HTTP O HTTPS
pp. Access control (IAM) | £ Search prat
- Pick host name from backend

¢ Tags Name HTTP settings ® ves (O Mo
£ Diagnose and solve prokblems D L [;
Setti

ings Interval (seconds) * © | 2
& Configuration

Timeout (secands) * © | 30

@ Web application firewall
= Unhealthy threshold * © | 3

Backend pools

P

= HTTP settings

B Frontend IP configurations
2= Listeners

Rules

T Health probes

Figure 5-21. Health probe

Use probe matching conditions
0] ® ves O Neo

HTTP response status code
match * @

[ 200-399

HTTP response body match (@ |

Listeners can be configured to listen for the incoming request in the

application gateway. You can use public IP or private IP, specify port, and

protocol as HTTP or HTTPS. A listener will be associated with a rule, which

we will look at later in this lesson. A listener can be a multisite listener that

can route to multiple back-end targets, or it can be a basic listener only

routing to a single target based on the rule (see Figure 5-22).
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v-listener

Listener name ()

f istener

Frontend IP* @
Public

Port* ©
80

Protocol ©
HTTP HTTPS

Associated rule

rule

Additional settings

Listener type @

@ Basic O Multi site

Error page url

O Yes @ No

Figure 5-22. Listener

A rule can be specified with a listener and using back-end targets (see
Figure 5-23).
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-dev-rule

g

Cenfigure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name v-rule

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met,
the applicaticn gateway will apply this routing rule.

Listener *

Figure 5-23. Rule listener

Back-end target of a rule can be defined as a back-end pool by
specifying the back-end target and HTTP settings (see Figure 5-24).

yc-dev-rule

-agw

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least ene backend target.

Rule name

*Listener  *Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.
Target type @' Backend pool O Redirection

Backend target * O I +-backendpaol hd l

| p -hittpsetting v l

HTTP settings * (@

Figure 5-24. Rule back-end pool

Or, you can define the rule so as to work as a redirection to a target.
Such a redirection target can be another listener or an external site (see

Figure 5-25).
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dev-rule

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule

Target type O Backend pool @! Redirection

'
Redirection type | Permanent . )
Redirection target O Listener (9; External site
Target URL * I http:f}'somesite.:on“ o
Include query string @ Yes O No
Include path &;J Yes O No

Figure 5-25. Redirection

We have explored some configuration settings of application gateway
to give you a good understanding of setting up to secure your applications.

In this lesson we have discussed the use of WAF and the available
Azure WAF implementations that can be used to protect your web
applications.

Lesson 5.4: Application Security Group

Application security groups is the application centric implementation
of network security groups where you are allowed to manage security of
virtual machines grouped together based on the applications running on
them. The logical grouping of virtual machines can be done to application
security groups regardless of the subnet or IP address assignment of the
virtual machines within a given virtual network.

Network security group (NSG) is generally assigned to a subnet or a
network identification (NIC). Once you have the NSG rules defined, they
would apply to all the NICs in the subnet. When you are deploying a new
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system you can easily group your virtual machines into subnets and use
NSGs to apply the network rules, considering them as individual security
zones. However, in real-world scenarios where your virtual machines are
not ideally grouped logically to subnets according to the security needs
of the applications running on them, you might find it difficult to apply
the NSG rules for a subnet. There should be a more flexible way for you
to logically group your virtual machines, regardless of the subnet they
are deployed on and apply the security rules. Application security groups
(ASG) come in handy in this situation, allowing you to group your virtual
machines logically across subnets.

ASGs allow us to define security policies based on the workloads of the
applications deployed into virtual machines via NSG. You can filter traffic
to your applications using ASGs, allowing you to protect your application
workloads in isolation. The flexibility of application security groups lets
us define the scope of security based on applications or environments
such as development, QA or production, or any other kind of custom role
specification.

You can define a single NSG for your virtual network and create
application security groups as needed to apply across multiple subnets,
making the security policy implementation more flexible and manageable.
A virtual machine can be assigned with multiple ASGs, allowing you to
have different workloads deployed in a given virtual machine and apply
security accordingly.

Application security groups can be termed as a logical collection of
your virtual machines network identifications (NICs). You can set up ASGs
and use them in your NSG as source and destination, making your rules
apply to source and destination ASGs. By configuring with NSG, the rules
you define in NSG can be applied to any virtual machine linked with the
ASG (see Figure 5-26).
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& Add inbound security rule

vm-pytest-nsg

Source @

| Application security group

—Sowurce application security groups

| asgmy

] Filter the application security groups

Source port ranges * @

| *

Destination

| Application security group

Destination application security groups

I myasg2

] Filter the application security groups

Service ©

| Custom

Figure 5-26. Using ASGs for NSG rules

Then each of your virtual machine network identification in the

network blade can be assigned with the application security group.

For associating multiple ASGs you need multiple NICs in your VM (see

Figure 5-27).
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Home » Microsoft ApplicationSecurityGroup > myasa2 > Configure the application security groups X
@ vm-pytest | Networking testids

5] save ¢ Discard

B Overview . vm-pytest245

E Activity log
Fa Access control (JAM)

® Tags

@ Network 11 ApPlicatic
Troublest

& Diagnose and solve problems
Settings Accelerate

& Networking
Figure 5-27. Assigning ASG to NIC ofa VM

As we have explored in this section, ASGs can be defined and assigned
to virtual machines across subnets, and utilized in NSG rules as source
and destination applying a set of rules defined in NGS to a particular ASG,
applying to one or more virtual machines via virtual machine NIC. Such
configuration allows for easy management of network rules and applies
security in a manageable way based on application workloads.

In this lesson we have explored the application security groups and its use.

Summary

In this chapter we have discussed the use of Azure application
configurations to securely store application configuration. Additionally,
we have explored the authentication and authorization providers
supported out of the box for Azure app services, and looked at how
a simple implementation works to secure an application deployed
to Azure app service with zero code changes using Azure AD as an
identity provider. The use of web application firewalls were discussed to
understand how to further enhance the application security, and we have
explored application security groups that facilitate security rules based on
application workloads deployed to virtual machines.

In the next chapter, let's discuss Azure storage security.
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CHAPTER 6

Ensuring Data
Security with Azure
Storage

Organizations work with a large amount of data daily which are required
to provide services to their clients and internal functionalities. Storing data
such as images and documents in databases was often found in legacy
applications. However, modern architecture patterns do not recommend
storing such binary data, especially larger files, in databases because they
hinder the performance of the database and increase cost due its size.
Therefore, modern solutions recommend that documents, images, and
video files uploaded as application data be stored in storage accounts and
outside of databases.

Managing and securing large amounts of data is a challenge for any
type of organization due to cyber-attack vulnerabilities and security
vulnerabilities of an organization. As the solution for these security threats
and management, Azure has introduced Azure storages. Azure storage
provides a scalable object store for various data objects and services. Azure
storage is secure, scalable, accessible, and durable storage for data storage
requirements of organizations.
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Lesson 6.1: Setting Up Azure Storage

Let’s learn how to set up an Azure storage account.
Go to https://portal.azure.com/ and log in as an administrator.
Search for storage account and click on storage account in the search
result, and to go to storage account creation page (see Figure 6-1).

[ e
L storage accounts

Services See al

= Storage accounts
= Storage accounts (classic)
{,i' Automation Accounts

54 Batch accounts

Figure 6-1. Searching storage

Click on the create button to start the storage account creation process.
You will be able to see the first step of the storage creation process (see
Figure 6-2).
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Home > Storage accounts >

Create a storage account

Basics  Advanced  Metworking Data protection Tags Review + create

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

@ suoscription * | Microsoft Azure Sponsorship " |
Resource group * AsiaRegion T |
Create new

Instance details

If you need to create a legacy storage account type, please click here.

6 Storage account name (D) * |

[ 3 P | Us) East Us v

e Performance © * @ Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

@ Redundancy @) * | Geo-redundant storage (GRS} v

n Make read access to data available in the event of regional unavailability.

Figure 6-2. Storage account

1. Select the relevant subscription if there are multiple
subscriptions. Select the resource group where you
need to create the storage account or create a new
resource group.

2. Add the storage account name.

3. Select the region for the storage account.
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4. You can select the type of the storage account as
premium or standard, according to requirements. If
there are low latency critical workloads, premium is
recommended.

5. Redundancy is an important feature in Azure
storage that ensures the availability of the data. It
stores multiple copies of data to make sure of its
availability when there are network and power
failures, natural disasters, or any other unintended
or intended events.

Once all mandatory fields have been selected and filled, move to the
Advanced section (see Figure 6-3).

Basics Advanced Networking Data protection Tags Review + create

(@ Certain options have been disabled by default due to the combination of storage account performance, redundancy, and region.

Security

Configure security settings that impact your storage account.

Require secure transfer for REST API

operations ©

Enable infrastructure encryption D

Enable blob public access @

Enable storage account key access @ n

Default to Azure Active Directory D

authorization in the Azure portal ©

Minimum TLS version & Version 1.2 v |

Figure 6-3. Storage account advanced
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You can configure security settings in the Advanced tab.

Require secure transfer for REST API operations: This allows REST
API operations on storage using only HTTPS. Once this feature is enabled,
any requests coming from an insecure connection are rejected. Further,
unencrypted Azure file service connections will fail.

Enable infrastructure encryption: By default, storage has service level
encryption for securing the data inside. However, if users need an extra
security layer they can enable this feature, which adds an extra security
layer by adding encryption to the infrastructure level.

Enable blob public access: This feature allows anonymous access to
storage blobs. However, users can enhance the security by avoiding the
public access to blob by disabling this feature.

Enable storage account key access: If this feature is disabled, any
request authorized with a shared key will be denied.

Default to Azure Active Directory authorization in the Azure portal:
This feature enables the Azure active directory authorization for request to
blobs, queues, and tables.

Minimum TLS version: TLS is required for secure communication
between web browsers and servers. However, if outdated TLS is used, it
adds vulnerabilities to security and data transmitted using TLS. Therefore,
selecting the correct TLS version is important for the security of data.

This feature allows users to select the minimum TLS version needed for
communication between storage data and applications.
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Advanced settings can also be set as shown in Figure 6-4.

Basics Advanced Networking Data protection Tags Review + create

Data Lake Storage Gen2

The Data Lake Storage Gen2 hierarchical namespace accelerates big data analytics werkloads and enables file-level access
control lists (ACLs). Learn more

Enable hierarchical namespace D

Blob storage

© 7o enable NFS v3 "hierarchical namespace’ must be enabled. Learn more about NFS
v3

W
Access tier O @ Hot: Frequently accessed data and day-to-day usage scenarios

O Cool: Infrequently accessed data and backup scenarios

Azure Files

Tables and Queues

Enable support for customer-managed D
keys @

Figure 6-4. Advanced security

Data Lake Storage Gen2: To use the storage with Azure Data Lake
Storage Gen2, you need to enable the hierarchical namespace. This
configuration allows Azure storage to service for multiple petabytes
of data.

Enable network file share v3: Enabling this setting provides Linux file
system compatibility, allowing mounting in the storage in a Linux VM or
on-premise computers.

Access tier: Access tire in storage account allows you to store data
in the most cost-effective manner for your application data needs. For
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frequently accessed data you can use hot tier, and you can use cool tier for
infrequently accessed data.

Enable large file shares: You can enable this feature for standard LRS
(local redundant storage) or ZRS (zone redundant storage) to use larger
file shares.

Enable support for customer-managed keys: To use custom
managed keys with storage tables and queues, you must enable this setting
at the time of creation of the storage account.

You have learned the advanced settings available with storage. Let’s
move to the networking tab for network configurations (see Figure 6-5).

Home » Storage accounts >

Create a storage account

Basics Advanced Networking Data protection Tags Review + create

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpuoints, or privately, using a
private endpoint.

Connectivity methed * . .
Wity @ Public endpoint (all networks)

O Public endpoint (selected networks)

O Private endpoint

© Al networks will be able to access this storage account. We recommend using
Private endpoint for accessing this resource privately from your network. Learn
more

Network routing

Determine how to route your traffic as it travels from the source to its Azure endpeint. Microsoft network routing is
recommended for most customers,

Routing preference :
uting p o @ Microsoft network routing

O Internet routing

Figure 6-5. Storage networking
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Incoming traffic to the storage account routes via public endpoint
by default, allowing incoming traffic from any network. You can restrict
this to happen via Azure virtual network by setting it as a public endpoint
with selected network. To further strengthen the security, you can enable
private endpoints and configure a private endpoint in Azure.

You can select the preferred routing as Microsoft network routing,
which routes the calls to storage public endpoint by default. Internet
routing will direct to the closest POP (point of presence), which may
effectively lower the networking costs.

You can store your data in Azure storage securely. However, there can
be unintended data deletion from Storages. When such a situation occurs,
Azure Storage has recovery features available for protecting the data (see
Figure 6-6).

Basics Advanced Networking Data protection Tags Review + create

@- Certain options have been disabled by default due to the combination of storage account performance, redundancy, and region.

Recovery

Protect your data from accidental or erroneous deletion or modification

[:| Enable point-in-time restore for containers

Usze point-in-time restore to restore one or more containers to an earlier state. If point-in-time restore is enabled, then versioning,
change feed, and blob soft delete must also be enabled. Learn more

ﬂ Enable soft delete for blobs
Soft delete enables you to recover blobs that were previously marked for deletion, including blobs that were overwritten. Learn

maore

Days to retain deleted blobs (@ 7

Enable soft delete for containers

Soft delete enables you to recover containers that were previously marked for deletion. Learn more

Days to retain deleted containers © 7

ﬂ Enable soft delete for file shares

Soft delete enables you to recover file shares that were previously marked for deletion. Learn maore

Days to retain deleted file shares (@ [ 7

Figure 6-6. Data protection
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Enable point-in-time restore for containers: This feature allows you
to restore your blob containers to a particular point in time, facilitating
recovery from corrupted data states by restoring to a previous version.

Enable soft delete for blobs: Soft deletion allows deleted blob data to
be recovered/restored within the specified soft deletion period.

Enable soft delete for containers: Soft deletion allows deleted
container data to be recovered/restored within the specified soft
deletion period.

Enable soft delete for file shares: Soft deletion allows deleted
file share data to be recovered/restored within the specified soft
deletion period.

Such soft deletions allow recovery of data deleted from malfunctions
of your application logic, accidental deletions by users, or intentional
malicious activities, providing additional capability to have a resilient
data store.

Organizations have to manage huge amounts of data and need
continuous modifications and updates. However, it is an important but
difficult task to keep track of the changes done to files. Azure storage has a
track feature to track changes made to blobs, which helps users to track the
blob changes (see Figure 6-7).

Tracking

Manage versions and keep track of changes made to your blob data.

|:| Enable versioning for blobs

Use versioning to automatically maintain previous versions of your blobs for recovery and restoration. Learn more

D Enable blob change feed

Keep track of create, modification, and delete changes to blobs in your account. Learn more

Figure 6-7. Storage tracking
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Enable versioning for blobs: Blob content is versioned, and it is
possible to view history and revert back to a previous version of data.

Enable blob change feed: This will track the information about the
changes to blobs and metadata in blob transaction logs.

Once all required fields are filled and selected, you can create a new
storage account.

We have discussed how to create an Azure storage and what security
components can be utilized to secure the data inside the storage. Let’s
consider how to use Azure storage in application development to enhance
the data security of an application.

Shopping cart or video streaming sites such as Netflix have several
files that store several details. Those can be image files, pdf or text files,
video files, and more. When there are more and more files in the system
developers need to store these data securely, but the storage mechanism
should not affect the performance of the system. As a solution, Azure
storage can be used to store image files, video files, and other required files
securely that cannot be accessed by unauthorized users. Application will
be the only way of accessing images and other files. Storage accounts have
capability limit access to a virtual network where your application resides.
You can add all the application file and media data into the storage and
open a dedicated secure channel for the application to access the storage
data. Therefore, anyone outside the network cannot access the storage
data, making the only way to access storage data via the application.
Another use of storage account is that you can mount storage to a virtual
machine disk to increase the storage capacity of the virtual machine.

In this lesson, we have looked at a couple of storage account creation
options and what we can enable as features to enable enhanced security.
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Lesson 6.2: Azure Storage Encryption

Azure storage by default is enabled with encryption for all storage
accounts, which is transparent to the users. It works similar to BitLocker
encryption in Windows. You are not allowed to disable the encryption in
Azure storages, which ensures safety of your data. Encryption works the
same way regardless of the performance tier or access tier of the storage
accounts.

Additionally, infrastructure level encryption can be enabled in storage,
providing double encryption for data stored. You can set up Azure policy
to demand for infrastructure encryption so that all of the storage accounts
created in a subscription(s) are enforced to apply an additional layer of
encryption for enhanced security. However, infrastructure encryption can
only be enabled at the creation time of the storage account, as described in
the previous lesson.

Let’s go to Azure storage to learn a bit about the encryption settings.
You will be able to find encryption settings in the side settings blade of the
storage account (see Figure 6-8).

n newconfigtest | Encryption

Encryption  Encryption scopes

Data rmanagement Infrastructure encryption Disabled

o Geo-replication

osoft-managed keys

(O custamer-managed keys

Figure 6-8. Encryption settings
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You can find the details of the encryption mechanism used in the
storage. If there is a requirement to use a customer managed key, it can be
selected from the encryption page. You can also define encryption scope,
such as whether to enable infrastructure level encryption or not, in the
encryption scope creation page (as shown in Figure 6-9).

Create encryption scope X

Encryption scope name *
I |

Encryption type
@ Microsoft-managed keys

O Customer-managed keys

Infrastructure encryption @
(®) Disabled

(O Enabled

Figure 6-9. Encryption scope

We have discussed encryption mechanisms available with Azure
storage in this lesson.

Lesson 6.3: Azure Defender for
Azure Storage

Multilayer security practices are well-established and accurate
mechanisms followed by many cloud providers. Security layers include
physical and virtual security mechanisms. Security mechanisms enabling
compliance add value to your organization’s reputation. Azure storage has
multilevel security features available.
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There are several security threats introduced daily. New mechanisms
to access systems in unauthorized ways are often found by hackers,
terrorists, and other people stealing data. Azure storage users have to
consider all these security threats available in the tech world and need
to take all necessary steps to prevent cyber-attacks and enhance the
security. Azure Defender is an intelligent security service that detects
unusual and potentially harmful attempts to access or exploit the
Azure storage accounts. It is a modern security alert system developed
utilizing Al and Microsoft threat intelligence to provide security alerts
and recommendations. Azure defender also sends details on security
vulnerability to the administrators via email, and information on how to
investigate the threat.

Azure defender identifies several activities as security threats and
sends alerts. If there are unusual changes of access permissions, the
defender identifies it and sends an alert. When trying to upload files and
other content to storage that include malware files or phishing content, it
will also alert the relevant users and administrator about the threat.

You can enable this feature from Azure security center. Go to Azure
Security center and select pricing and settings from the side setting blade.
Select Azure defender plans and enable the Azure defender for storage
(see Figure 6-10).
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Home > Security Center >

i7; Settings | Azure Defender plans

A+ Search (Ctrl+/) «

Settings

Azire Defenderpiare Azure Defender plan will apply to: 0 resources in this subscription

2 Auto provisioning

8 Email notifications ~ Select Azure Defender plan by resource type Enable all
Integrations .

@ 2 Azure Defender for Resource Quantity
3 Workflow automation

n Servers 2 servers
B cContinuous export P

il App Service 0 instances
@ Cloud connectors =

L, Azure SQL Databases 0 servers

m SQL servers on machines 0 servers

a Open-source relational databases 0 servers

== Storage 1 storage accounts

Figure 6-10. Defender

In this lesson we have discussed utilizing Azure defender for storage.

Summary

In this chapter we have discussed how to create Azure storage and how
it can be utilized to save data securely. In the next chapter, you will learn
about virtual networks.
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Ensuring Security
Using Azure Virtual
Networks

In modern software applications deployed in public clouds, security is
essential because the nature of clouds poses a threat to your application
deployed in cloud environments. Applying network-level security to the
application deployed on PaaS service offerings as well as infrastructure
on cloud are equally important. Azure comes with the concept of

virtual networks, allowing you to have network layer protection to your
applications. In this chapter let’s explore a few aspects of virtual networks
to understand how security for your applications can be implemented.

Lesson 7.1: Azure Virtual Networks
and Subnets

You can create isolated and highly secured environments to run your
applications and virtual machines using Azure virtual networks. Private

IP addresses can be used to communicate within the virtual network,
preventing outside traffic from entering except for the provided, configured,
and secured options such as application gateways or load balancers.
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Azure virtual network ensures that the traffic flow between resources
in a region does not use public Internet, but rather works with private
Azure network. This makes communication from your virtual machines or
app service apps reach storage or SQL instances in the network internally
via Azure network, making such traffic exposed to public Internet and
limiting the attacks. Using application firewalls and load balancers, you
can effectively control traffic flows in between your Azure resources. You
can also extend your corporate network to privately and securely connect
to your Azure resources via virtual private network (VPN) or Azure express
route, creating a bridge between your corporate network and Azure virtual
network. Such implementation allows you to deploy your applications
in hybrid topologies, where your web application in Azure may use SQL
server instance deployed in your on-premise corporate network securely
or authenticate with on-premise Active Directory.

Virtual networks further enable you to utilize PaaS and IaaS services
together to run your applications. Web application roles can run PaaS App
services, while your databases may be deployed to IaaS virtual machines
and accessibility can be implemented with private Ips using virtual
networks.

Additionally, you can use peering between virtual networks in Azure
to allow secure communication of resources deployed in different virtual
networks, even in different Azure subscriptions.

As we have already discussed the use of virtual networks, let’s learn
how to create a new virtual network as the next step.

As usual, begin by navigating to https://portal.azure.com/ and
logging in as an administrator.

Search for virtual networks and select Virtual network from the search
result (see Figure 7-1).
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A virual networkd Y

Services Seeall  Marketplace See all
<> Virtual networks | £ virtual Network

4> Virtual networks (classic) :} Azure Virtual Metweork Endpoints Management

-D_ Wirtual network gateways D KogSistem Azure Virtual Network TAP Management

B3R virtual machines :} KogSistem Azure Virtual Network (VNet) Management

@ Private DNS zones

Documentation See all

Figure 7-1. Searching virtual network

You will be navigated to the virtual network creation page. Click on
the create button to start the creation process. You can select the relevant
subscription, create or select a resource group for the vNet (virtual
network), provide a name for the vNet, and select the region for the vNet
(see Figure 7-2).

Create virtual network

Basics  |P Addresses  Security Tags  Review + create

Azure Virtual Network (VMet) is the fundamental building block for your private network in Azure. VNet enables many types
of Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-
premises networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it
additional benefits of Azure's infrastructure such as scale, availability, and isolation. Learn mere about virtual network

Project details

Subscription * O | Microscft Azure Sponsorship - Chaminda R |

Resource group * @ | ~ |
Create new

Instance details

Name * | |

Region * ! (US) Central US A |

PR PP PSSP PPPPPPPIPIILLIPPPPPILPILPILPPIPPPPIPPILPILPPIIPIPIPIPIPP

< Previous Next: IP Addresses > |  Download a template for automation

Figure 7-2. vNet basic info
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Once basic information is added, go to IP Addresses. It is crucial to
identify a suitable IP range for the virtual network; otherwise, it might give
issues in the future when creating subnets and virtual network peering.
Therefore, you need to properly design the network architecture for
the organization before adding the IP range for the virtual network (see
Figure 7-3).

Create virtual network

Basics IP Addresses  Security Tags  Review + create
The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

b

[

10.1.00/16  10.1.0.0 - 10.1.255.255 (65536 addresses)

] Add IPvé address space ©

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

network.

—|— Add subnet

D Subnet name Subnet address range NAT gateway
[ defaulr 10.1.0.0/24

ﬂ Use of a NAT gateway is recommended for outbound internet access from & subnet. You can deploy a NAT gateway and assign it
to a subnet after you create the virtual network. Learn more '

PP PP PSPPI PPIPPIPPPIPIPPPIPIIPPPIPPPIPPIPIPPPPIIPIIIrsrrsy

Review + create < Previous Next : Security > Download a template for automation

Figure 7-3. vNet IP configuration

IPv4 addresses: IPv4 addresses are 32-bit addresses. Provide IPv4
address with CIDR notation as a VNet address.

IPv6 addresses: You can select IPv6 address space, which allows you
to create virtual networks that support both IPv4 and IPv6.
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Subnet: Once the virtual network IP range is decided, you can add IP
range for the subnets. It allows isolating the resources inside the virtual
network into subnetworks. Such subnets are essential, as some Azure
resources demand explicit delegations in a given subnet to be used to
allow the resource to be associated with the subnet. For example, the web
delegation “Microsoft.Web/serverFarms” is required to associate an app
service app or function app to a virtual network. Such a delegated subnet
may not be associated with other Azure resources depending on resource
requirements in association with a subnet.

In the security tab you can do a few additional configurations to the
virtual network (see Figure 7-4).

Create virtual network

Basics  IP Addresses  Security Tags  Review + create

o
W) BastionHost 0] (@) Disable
O Enable
B i oy
) DDoS Protection Standard (@ (@) Disable
O Enable
Y Firewall @ '@' Disable
O Enable

PP PPPPPPPPPPPIPPIPPIPPIPPPIPPIPIPIPPIPPIPPIPPIPPPPPPIPPIPPIPIPIPIPPPIPIPIP

< Previous [ Next : Tags = Download a template for automation

Figure 7-4. Security of virtual network
BastionHost: Bastion is a mechanism that can be used to access
virtual machines inside the virtual networks securely. It also allows access

to the virtual machines remotely via browser without adding a Public IP
to the virtual machine, which ensures that more secure virtual machines
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accessible to other resources only via private IP available on to the virtual
network or to a peered network.

DDoS Protection Standard: Distributed denial of service attacks are
well-known issues faced by the services that have endpoints that can be
accessed through the public Internet. The nature of this attack is to exhaust
an application resource and making the application unavailable to the
legitimate users. The Azure DDoS protection feature provides adaptive
tuning, attack notifications, and telemetry to protect resources inside the
virtual network against DDoS attacks.

Firewall: This allows you to protect virtual networks by allowing access
to virtual networks via dedicated firewall public IP. It allows only one entry
point to the resources.

Once you provide the details, click on Review and create a button to
create a virtual network and default subnet for it.

Let’s understand a bit more about subnets in Azure virtual network.
When you are creating a subnet in a virtual network, a couple of
configurations can be made. The name of the subnet must be unique with
the virtual network. The address space must be unique and should be
within the address range of the virtual network. A network security group
can be associated with the subnet specifying inbound and outbound traffic
rules for the subnet. A route table can be associated with the subnet to
specify routing s to other networks.

Service endpoints of a subnet lets you define the possible service
associations to the subnet. For example, to associate a storage account
with a subnet, service endpoint “Microsoft.Storage” should be added.

A subnet can be delegated to a given PaaS service, enabling the use of
subnet for the given PaaS service type (see Figure 7-5).
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Add subnet X

Name *

Subnet address range * ©
[ 1721710724 |
1721710 - 172.17.1.255 (251 + 5 Azure reserved addresses)

() Add IPv6 address space @

NAT gateway @
| None ~ I

Network security group

| None s |
Route table

I None s I
SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn more

Services @

0 selected ~

SUBNET DELEGATION

Delegate subnet to a service ©

None ~

Figure 7-5. Creating subnet

In this lesson we have discussed the use of virtual networks and subnets.
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Lesson 7.2: Network Security Group

Virtual network is a good mechanism to protect the resources inside it.
However, subnets can be defined inside virtual networks to group resources
and protect them further. Once a resource is protected using a subnet,
there should be an entry point to the resources inside. Azure network
security groups are used to filter network traffic from and to the resources
inside the VNet. Network security groups have rules that allow or deny
the specific port to access the resources. More importantly, inbound and
outbound network rules are controlled to several types of resources inside
the network using network security groups. Optionally, you can associate a
single NSG to all subnets in a virtual network and compartmentalize surety
rules using application security groups across subnets based on application
workloads as well, as we discussed in Chapter 5.

Let’s learn how to create a network security group.

Goto https://portal.azure.com/ and log in as an administrator.

Search for Network security group and select Network security group
from the search result (see Figure 7-6).

£ Metwork Security groups >

Services Seeall Marketplace

“ Network security groups (classic) B3 KegSistem Azure Network Security Groups
".. Metwark security groups 3 Azure Network Security Group Backup
43 Virtual networks 3 Network security group

@ Application security groups Documentation See all

Figure 7-6. Network security groups

You will be navigated to the Network security group creation page.
Click on the create button to start the creation process. Select subscription
if there are multiple. Create a new resource group or select an existing
resource group to save Network security group resources. Provide network
security group name and select the region for the resource.
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Once all the details are added, click on Review and the create button to
create a network security group (see Figure 7-7).

Create network security group

Basics Tags  Review + create

Project details

Subscription * | Microsoft Azure Sponsorship ~ |

Resource group * | v |

Create new

Instance details

MNarne * [ |

Region * I (Europe) West Europe ~ |

PP PP PPPPPPPIPPPIPPIPIPPIPPIPPIPPPIPPIPIPIPPIPPPIPIPPPPIPIPPIPIPIPIPIPIPIPIPIPIPIPIPIPIPP

< Previous Next : Tags > ] Download a template for automation

Figure 7-7. Creating NSG

Go to the created network security group to add rules and associate
subnets (see Figure 7-8).
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<.~ Book-NSG | Subnets =

Network security group

| © search (Ctrl+/) | « -+ Associate

-

@ Overview 2 Search subnets

Activity log Name

T

fa Access control (IAM) boo-snet
® Tags

/% Diagnose and solve problems

Settings

PP S WS PR R SRR SN I PR W T S

* Inbound security rules

— Outbound security rules

# Network interfaces

o Ny

“> Subnets

Il Properties

B Locks

Monitoring

ER Alerts

- [
N " AR LA

@ Diagnostic settings
. Logs

E NSG flow logs

L W

Automation

Figure 7-8. NSG

Inbound security rules: Inbound security rules are used to control
the incoming traffic to the resource. This traffic can come from inside the
Azure virtual network or from outside. Organizations can add inbound
rules to allow or deny access to the resources from a specific IP range. This
adds security and allows access only to the authorised services.
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Outbound security rules: Outbound security rules are defined to
allow or deny which ports can send data outside from the resources inside
the virtual network.

Network interface: Network interface can be associated with a
network security group. Network interfaces allow VMs to communicate
with virtual networks or public Internet depending on settings.

Subnets: Subnetsare associated with NSG.

Let’s see how we can use these network security groups in system
architectures.

When designing the architecture for an application, there can be
multiple servers used for different business needs such as hosting
databases, handling web traffic, or handling business logic. These
resources can be grouped in to subnets based on the architectural needs.
However, grouping these resources using subnets does not give enough
benefits until you control the network traffic accordingly. If you do not
configure the security correctly, all the resources will be exposed to the
public and virtual network. Basically, every resource can communicate
with every other resource. This should not happen, as there are resources
that should not be accessible from the public network and should even
filter traffic from internal virtual networks. As a solution to such needs,
network security groups can be used. We can use network security groups
for each of the subnets. Then all the traffic coming through the public
network has to go through the network security group to access the
resources inside the subnet. You can define inbound and outbound rules
to control the traffic of the subnet using Network security group to enable
security of the resources inside the virtual network (see Figure 7-9).
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Figure 7-9. Using subnets and NSGs

An inbound rule generally defines which sort of inbound traffic is
allowed. For example, take a remote desktop access rule applied for a
VM. The remote port 3389 will be allowed with TCP protocol from any IP
address to allow remote desktop access from public networks to the virtual
machine (see Figure 7-10).
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Figure 7-10. RDP rule
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Outbound rules are defined to control the traffic from resources to the
outside of the subnet, or to the scope (can be application security group
spanning across multiple subnets) applied by the NSG rule. For example,
outbound traffic to Internet from resources can be allowed by setting the
destination as Internet, as shown in Figure 7-11.

| Outbound security rules

Figure 7-11. Outbound rules

We have discussed how to create a network security group and use it to
secure resources in Azure in this lesson.

Lesson 7.3: Azure VPN Gateways

Isolating the resources from the public access is one method of protecting
the resources from unauthorized access from the public or other networks.
However, entire isolation is not the best way of protecting data, as the
services will be useless without enough required exposure to outside
networks. VPN gateway is a network device that can be used as a solution.
It can connect two or more virtual networks or devices. VPN devices can be
routers, firewalls, or similar devices. Azure has a VPN service that creates
bridges between virtual networks.

Let’s see how to create a VPN gateway.

Go to https://portal.azure.com/ and log in as an administrator.
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Search for Virtual network gateways and select Virtual network
gateways from the search result (see Figure 7-12).

£ Virtual netwerk gateways

iy &
Services seeall  Marketplace
,'2 Virtual network gateways ﬁ] Virtual network gateway
L5 i)
Virtual networks Documentation See all

B virtual machines

About Azure VPN Gateway | Microsoft Docs
% Local network gateways

Azure VPN Gateway FAQ | Microsoft Docs
£+ Virtual networks (classic) 2

Configure a VNet-to-VNet VPN gateway connection: Azure .
@ Application gatewaye

Manage a public IF address with a VPN gateway - Azure ..
{\;;' MAT gateways

i Resource Groups
n Metwork interfaces

Figure 7-12. Virtual network gateways

You will be navigated to the Virtual network gateways creation page.
Click on the create button to start the creation process (see Figure 7-13).
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Create virtual network gateway

Basics Tags  Review + create

Azure has provided a planning and design quide to help you configure the various VPN gateway options. Learn maore.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * Microsoft Azure Sponsorship e

Resource group (1) Select a virtual netwark to get resource group

Instance details

Name * |

Region * | West Europe ~
Gateway type * @O @ VPN O ExpressRoute

VPN type * @ (®) Route-based () Policy-based

sKuU* @ I VpnGw2 v
Generation O I Generation2 |
Virtual network * (@ I v

Create virtual network

@ Only virtual networks in the currently selected subscription and region are
listed.

Previous Next : Tags = Download a template for automation

Figure 7-13. Creating virtual network gateway

Select the relevant subscription if there are multiple. Virtual network
gateway and virtual network should be in the same resource group. Once
virtual network is selected, the same resource group will be added as the
resource group of the VPN gateway.

Provide a proper name and select the region for the VPN gateway.

Gateway type can be VPN or ExpressRoute.
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VPN: VPN gateway is used to send encrypted traffic across the public
Internet. It is used to communicate between end points such as Site-to-Site,
Point-to-Site, and VNet-to-VNet.

ExpressRoute: ExpressRoute is used to send network traffic on a
private connection.

VPN type: Most of the time route-based VPNs are created to allow traffic
to be determined based on routing/forwarding tables. Policy-based VPNs
will use a combination of both networks’ prefixes to define how the traffic is
encrypted and decrypted. Policy-based are typically used in firewall devices.

SKU: SKU defines the feature availability and costing for your VPN.

Generation: This defines gateway SKU generation to be used based on
the feature requirements and cost considerations.

Other than these details, you need to select the IP range for VPN
gateway subnet.

Gateway needs a public IP to build up communication without virtual
networks or devices, so add a new public IP or select an existing one. Also
provide the public IP name and IP assignment type as Dynamic or Static

(see Figure 7-14).

Public IP address
@ Create new O Use existing

Public IP address * (O

Public IP address name *

Public IP address SKU Basic

Assignment

Enable active-active mode * © O Enabled @ Disabled
Configure BGP * O O Enabled @‘) Disabled

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
instructions for configuration, refer to Azure's documentation regarding validated VPN devices.

Review + create Previous Mext : Tags = Download a template for automation

Figure 7-14. Gateway public IP
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Enable active-active mode: Active-active mode allows you to create
both instances of the gateway VMs to be connected with a tunnel to your
on-premises VPN device.

Configure BGP: BGP is the standard routing protocol supporting
exchange routing and reachability between two or more networks via the
Internet.

You can now review and create your VPN gateway (see Figure 7-14).

Once you have your VPN gateway ready, which will take approximately
45 minutes, you can start configuring the gateway with the on-premise
VPN device. Let’s assume you are trying to create a site-to-site VPN
connection. In this case, you need to have a local network gateway
configured in Azure representing your on-premise location or the site.

When you are defining the local network gateway you need to specify
the public IP of your on-premise device if you have a public static IP
provided by your Internet service provider. Otherwise, you need to use
a fully qualified domain name of your on-premise VPN device to enable
connectivity to the local network gateway (see Figure 7-15).
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Create local network gateway

Name *
I |
Endpoint O

/EEEEEEEES. N
(1P address JESebilg)

IP address * ©

Address space ®

| Add additional address range

D Configure BGP settings

Subscription *

Microsoft Azure Sponsorship - Chamin... ~ |

Resource group * @

rg-pytest s
Create new
Location *

West US 2 ~

Figure 7-15. Local network gateway

Configuring your local VPN device is the next step to enable the site-
to-site VPN access. Depending on the VPN device you have in your on-
premises network configuration, scripts can be downloaded from Azure
virtual network gateway connection, which can be created inside your
virtual network gateway. The connection will associate your Azure network
gateway to your local network gateway (see Figure 7-16).

155



CHAPTER7  ENSURING SECURITY USING AZURE VIRTUAL NETWORKS
@ Add connection
VNet1GW

Name *
| VNet1toSite1 |

Connection type @

| Site-to-site (IPsec) v |

*Virtual network gateway @ EI
VNet1GW

*|ocal network gateway @ >
Site1

Shared key (PSK) * ©
| abc123 /|

[ ] Use Azure Private IP Address

[ ] Enable BGP ®

Figure 7-16. Connection

In the connection you can specify the local VPN device type and
download the relevant scripts to configure your on-premise VPN device for
site-to-site VPN access to your Azure network (see Figure 7-17).
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( 525 VPN Connection

i
{x

Figure 7-17. Site-to-site VPN

Configuring a VPN between your Azure virtual network and your
on-premises network allows you to utilize hybrid deployment models for
your applications. Your web applications may reside in Azure cloud while
accessing some data from SQL servers in Azure, as well as on-premise SQL
server deployed in a virtual machine in your corporate network securely
without the threats from public Internet as connection between the two
networks are private.

In this lesson, we have discussed setting up and using VPN gateways
to enable secure access between on-premise corporate network resources
and resources deployed in Azure.

Lesson 7.4: Azure Load Balancer

Load balancers are useful to evenly distribute incoming traffic to back-end
servers or other resources such as web applications or function applications.
Load balancer in Azure is considered as a single point of contact for the
clients. The job of the load balancer is to distribute inbound flows arriving at
the front end of the load balancer to back-end pool instances.
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You can configure Azure load balancer as a public load balancer or
as an internal load balancer. Internet traffic to your virtual machines can
be load-balanced using a public load balancer, whereas internal load
balancer would be used to load-balance internal traffic coming from
within a virtual network.

Load balancer can manage internal and external traffic to Azure
virtual machines. Load balancer can increase the availability of your
back-end resources, because it can facilitate load balancing to resources
deployed within and across zones. Health probes defined in load balancer
help to monitor the back-end services’ health continuously and ensure
availability. Standard load balancers in Azure are secure by default, with
a zero trust network model. NSGs can be used to define security rules to
allow traffic explicitly in load balancer.

Let’s explore how to create a load balancer.

Go to https://portal.azure.com/ and log in as an administrator.

Search for Load balancers and select Load balancers from the search
result (see Figure 7-18).

2 Load balancers X

Services See sl Marketplace See al

{:? Load balancers £3 Software Load Balancer

El Load balancing - help me choose (Preview) L3 aiScaler Load Balancer & Site Acceleration
@ Application gateways E3 KogSistemn Azure Load Balancer Management
€ Front Doors 3 ishlangu Load Balancer ADC BYOL

@ Welb Application Firewall policies (WAF) Decumentation See al

Figure 7-18. Load balancers

You will be navigated to the Load-balancers creation page. Click on
the create button to start the creation process. You can select the Azure
subscription and the resource group to add the load balancer. You can
define a region to add the load balancer. The type of the load balancer can
be defined as internal or public. Public load balancer will allow public
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network access to the load balancer. SKU can be defined to enable features
at standard level, or you can use it as a basic load balancer. Basic load
balancer is not recommended for the production workloads, as security
enablement is less in basic. You can define the tier of the load balancer

by region or as global. Global load balancing tier allows cross-region load
balancing (see Figure 7-19).

Create load balancer

Basics

Azure load balancer is a layer 4 load balancer that distributes incoming traffic among healthy virtual machine instances. Load
balancers uses a hash-based distribution algorithm. By default. it uses a S-tuple (source IP, scurce port, destination IP,
destination port. protocol type) hash to map traffic to available servers. Load balancers can either be intemet-facing where it
is accessible via public IP addresses, or internal where it is only accessible from a virtual network. Azure load balancers akso
suppert Network Address Translation (NAT) to route traffic between public and private IP addresses, Leam more.

Project details

Subscription * Microsoft Azure Sponsorship e |

Resource group * hd |

Create new

Instance details

Mame * |

Region * (Europe) West Europe et |

@Typ\»- 0] O Internal
@ public

Osw- 0 (@) standard

O Basic

0 Microsoft recommends Standard SKU load balancer for production
waorkloads.
Learn more about pricing differences between Standard and Basic SKU =

@ Tier * @ Regional
O elobal

Review + create Previous Next : Frontend IP configuration > Download a template for automation FGive feedback

Figure 7-19. Creating load balancer
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As the next step, you can define the front-end IP (see Figure 7-20).

Create load balancer

Basics Frontend IP configuration
A frontend IP configuration is an IP address used for inbound and/or sutbound communication as defined within load balancing, inbound NAT, and cutbou
| add a frontend IP

Name T, IP address T4

Add a frontend IP to get started

[ < Previous | Next : Backend pools > Download a template for automation #Give feedback

Figure 7-20. Adding front-end IP

If you are creating a public load balancer, you need to add a public IP
to your load balancer as a front-end IP. You can set the IP version as [Pv4
or IPv6. You can define IP and add an existing public IP or create a new
public IP (see Figure 7-21).

Add frontend IP address x

Mame *

| Frontend 1P name

1P version (£
@) 1P 1PV

P type &)

(®) 1P address (O) IP prefix

lie IP ad = &}
Public IP address ™ {£5
Choose public IP address b

Create new

L O NP PP P R P A P

Figure 7-21. Adding public IP
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The next step is to add the back-end pools for your load balancer. Click
on add a back-end pool (see Figure 7-22).

Create load balancer

Basics  Frontend IP configuration  Backend pools
A backend pool is a collection of resources to which your laad balancer can send traffic. A backend pool can cantain virtual machines, virtual maching scale
+ Add a backend poacl

Name Virtual network Rescurce Name Netwark interface

Add a backend pool to get started

PRPPPPPPPPPPIIPIPPIPPIPPLIIPLPPPPPIPPLIPPIPPPPPPPPPPPPPPPPPIP

Review + create | < Previous . Next : Inbound rules » Dawnload a template for automation AGive feedback

Figure 7-22. Back-end pools

You can define a back-end pool name and select a virtual network for
your back-end pool. Then you can add the NIC or IP addresses of your
back-end virtual machines (see Figure 7-23).

Add backend pool

Name *

Backend pool name

Virtual network * (D

Backend Peel Configuration
® NiC

® NiC

O IP Address

IP Version

(&
® IPva

(o

Figure 7-23. Adding a back-end pool
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Next, you can add virtual machines or virtual machine scale sets to
your load balancer (see Figure 7-24).

Virtual machines |

YYou can only attach virtual machines in eastus that have a standard SKU public IP configuration or no public IP configuration.
All IP configurations must be on the same virtual network

@ No virtual machine is found in eastus that matches the above criteria

Virtual machine 1L IP Configuration Ty Availability set Ty

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network.

o Mo virtual machine scale set is found in eastus that matches the above criteria

Virtual machine scale set IP address

Figure 7-24. Virtual machines and scale sets

You can define load-balancing rules and inbound NAT rules to your
load balancer. You can use the NAT rule when you have one back-end
server to route incoming traffic, and when you have multiple back-end
servers where incoming traffic should be load-balanced, you should use
load-balancer inbound rules (see Figure 7-25).
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Home * Load balancing - help me choaose (Preview) *

Create load balancer x

Basics  Frontend IP configuration Backend pocls  Inbound rules

Load balancing rule

A load balancing rule distributes incaming traffic that is sent to a selected IP address and port combination acrass a group of backend pool instances. The load balancing rule
wses a health probe to determine which backend instances are eligible to receive traffic

1 Add a load balancing rule

Mame T Frontend IP configu... T4 Backend pool T, Health probe T Frontend Port T Backend port Ty
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Figure 7-25. Inbound rules

Outbound rules in a public standard load balancer allow you to define
source network translation address (SNAT) rules where your back-end
servers will be able to use public IPs of the load balancer to connect to the
Internet (see Figure 7-26).

Create load balancer

Basics  Frontend IP cenfiguration Backend pools  Inbound rules  Outbound rules

L N W . TR

Qutbound rules

An outbound rule allocates source network access translation (SNAT) ports from Frontend IP addresses to/

{

~+ Add an outbound rule -
4

f

Name Ty Frontend IP configuration T4 Back,
-

Add a rule to get started o
!

‘

-

L4

¥

‘

Figure 7-26. Outbound rules
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Following these steps, you can create a load balancer in your virtual
network.

Let’s look at a simple implementation with load balancer to
understand how to secure your applications' back-ends. You could use
an internal load balancer to secure your back-end API servers where only
internal network traffic from web servers in the virtual network is allowed
to reach back-end APIs. A public-facing load balancer will control the
flow of traffic to your web servers, further strengthening the security (see
Figure 7-27).

5 B
. 5B =p==B
& "0 E/ 443 ii

[ ! [
: ! ' |
i Publicload ! : internal Load 1
: Balancer | = | Balancer X )

________________________

Figure 7-27. Load-balancer use

In this lesson, we have discussed setting up load balancer and different
configuration options as well as how to implement secure networking to
your resources.

Summary

In this chapter we have explored the virtual networks and subnets in
Azure, allowing you to create private networks securing your Paa$ and IaaS
cloud resources. Use of network security groups to further strengthen the
security via filtering traffic was discussed as well. The use of VPN gateways
was explored to explain the possibility of secure private connections
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between your on-premise corporate networks and Azure cloud virtual
networks. The Azure load balancer was discussed to understand the load
balancing, as well as applying security to your back-end servers.

In the next chapter, let’s explore more about Azure policies and
security controls that can be applied to secure IaaS workloads.
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Azure Virtual
Machine Security

Many systems use virtual machines-based solution architectures in the
cloud to deploy the application workloads. Because Azure provides several
ready-made virtual machine templates, such solutions in Azure are widely
popular. However, deploying your application workloads into virtual
machines requires you to manage security aspects by yourself to a greater
extent than using PaaS services.

You need to protect your machines from viruses and malware, encrypt
your sensitive data, create secure networking, identify and detect the
threats to your data and applications deployed in virtual machines, and
meet the required compliance policies. In order to implement such
security requirements you need to take several steps, which we will be
exploring in this chapter.

Lesson 8.1: Azure Security Center
for VM Protection

Azure security center allows you to protect your infrastructure deployed in
Azure in your datacenter or on-premise. Being an advanced and unified
infrastructure security management system, Azure security center provides
strengthened security of your data center.

© Pushpa Herath 2022 167
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In IaaS in the Azure cloud, you have more responsibility for security
compared to using PaaS services. You can utilize tools in Azure security
center to harden your network and secure your services and infrastructure.

Before thinking about enhancing security, it is worth exploring what
the security challenges in infrastructure deployed in Azure cloud are.

With cloud-based application workloads, having the option to change
rapidly is considered a positive impact in the context of applications
feature enhancements and productivity. However, such rapidly changing
services raise the concern of whether the security standards required are
always met or not. Failing to keep the security standard to required levels is
a major concern in the rapidly changing nature of cloud-based application
workloads.

As your cloud-based infrastructure is mostly the Internet, facing the
risk of being attacked by more sophisticated attacks is higher. You need to
ensure that you follow security best practices, or the vulnerability of your
workloads will be much higher to be exposed to such attacks.

The scarcity of capable and skilled people to implement required
security best practices is another issue in ensuring your cloud
infrastructure security. Keeping your security stance current and ready for
latest attacks is mandatory, and with less skilled resources, meeting such
standards is challenging.

Azure security center strengthens your security posture by assessing
your environment and providing information about your current security
status. Providing threat prevention recommendations and alerts are
also responsibilities of the security center. As a security center natively
integrated to your cloud resources, it easily provides security to your Azure
resources.

Azure security center works integrated with Azure defender to protect
resources from threats. Azure Sentinel uses Al and manages and connects
events occurring regarding security to trace down the related issues and
threats to security in your environments (see Figure 8-1).
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Azure Security Center

Base level security posture
management

Manage Azure or on prem via
Azure Arc

-
I
I
I
|
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Azure Defender

-

Protect selected resource types : Security information event management

Figure 8-1. Security center, defender, and sentinel

Security Policy and Compliance

Azure security center policy controls are built on top of Azure policy
controls, ensuring a fully flexible world-class security policy solution that
is applicable across your subscriptions, management groups, and even for
the entire tenant. You will be able to set up security policies via the security
center. In the Security policy tab the subscriptions and management
groups (if any) will be listed and you can select them to configure the
security policies on them (see Figure 8-2).
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Home > Security Center

r: Security Center | Security policy

Showing 2 subseriptions
i}'-' search (Ctrl+/) | «
Suneeal = @: Policy Management

© Overview

Choose a subscription or management group from the list below to perform the following tasks:
@ Getting started - View and edit the default ASC policy
- Add a custom policy

5= Recommendations Add regulatory compliance standards to your compliance dashboard

O security alerts Click here to learn more >

A Inventory

@ Workbooks 2 SUBSCRIPTIONS

& Community | 2 Search by name

¢® Diagnose and solve problems

Name Default policy
Cloud Security T Azure- Assigned
QU Secure Score .. Microsoft Azure Sponsorship Mot assigned

@ Regulatory compliance
Q' Azure Defender

"3 Firewall Manager

Management
Il Pricing & settings

# Security policy

Figure 8-2. Azure security center policies

By clicking subscriptions or management groups, you will be able to
apply policies to them (see Figure 8-3).
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Home > Security Center >

Security policy -

Microsoft Azure Sponsorship - Chaminda

€@ Toview Industry & regulatery ~ standards, upgrade Security Center to the Standard Plan =

Security policy on: Microsoft Azure Sponsorship - Chaminda

Policies enabled on this subscription

~ |E Security Center default policy
Mo existing Policy assignments
o -‘ i Industry & regulatory standards Upgrade to standard plan to add more standards |

Compliance policies that you can view in the compliance dashboard, To add more compliance standards, click Add more standards.

~ ; Your custom initiatives

Custem initiative pelicies which you have created which are available in the Recommendations page. To add another custem initiative policy,
click Add a custom initiative.

Figure 8-3. Assign policies

In Azure security center you will get a dashboard view for different
perspectives of your subscriptions, management groups, and resources
security. Secure score dashboard summarizes your current security state
(see Figure 8-4).
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Home » Security Center »

Secure Score Dashboard

<7 Guides & Feedback

o One subscription doesn’t have the default policy assigned. To review the list of subscriptions, open the Security Policy page, —
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_0 0% (~0of
37 Fer every
ooints) Q subscription, use the
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Microscft Azure Sponsors

Figure 8-4. Security score dashboard

You will be able to view and even download reports on current security
status and the recommendations depending on our resources’ security

state (see Figure 8-5).
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Home > Security Center >

Recommendations

4 Download CSV report €7 Guides & Feedback

O vou may be viewing limited informatien. To get tenant-wide visibility, chck here =

AZURE VIRTUAL MACHINE SECURITY

Im Control status - All Recor STatus : 2 Sort by max
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Figure 8-5. Security recommendations

In the recommendations, you might be able to execute a logic app to

apply the remediation steps for a security concern (see Figure 8-6).
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Home > Security Center » Recommendations
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Figure 8-6. Apply recommendation

You can take manual steps recommended to apply the security policy
or exempt a resource from policy (see Figure 8-7).
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@ Exempt @ View palicy definition ‘. Open query

~ Description

Multi-Factor Authentication (MFA) should be enabled for all subscription accounts with owner permissions to prevent a breach of accounts or resources.

~ Remediation steps

Manual re
To enakle aczess you must have an Azure AD Premium license and have AD tenant admin permissions.
Take

e’ The Azure AD Conditional Access page appears.

the relevant subscriplion or click

2. Click 'C.

1 Sele

action’ if iUs mvailable. The list of user accounts without MFA appears.

3. In the C sanal Access page, add the list of users to a policy {create a policy if one doesn't exist),

4. For your conditional access palicy, ensure the following:

a. In the "Access controde” section, multi-factor authentication is granted.

b. In the ‘Cloud Apps or actions’ section’s ‘I ' tab, check that Microsoft Azure Management (App |d :79714845-bal0-41d7-bad3-dac11Ef63013) or ‘All apps is

selected. In the “Exclude’ tab, check that it is not excluded.

To enable MF irity e in Azure Active Birectory [inchuded in Azure AD freck

1. Sign in ta the Azure AD - Properties page as a security administrator, Conditional Access administrator, or global administrator.
2. From the bottam of the page, select Manage security defaults

3. Set Enable security defaults to Yes.

Figure 8-7. Manual steps

Security center regulatory compliance section will give you
recommendations and details on actions required to make your resources
compliance to the standards. The successful applied compliance policies,
as well as failed policies, are indicated in detail for you to take actions (see
Figure 8-8).
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Home > Security Center

9 Security Center | Regulatory compliance

Showing 2 subscriptions

| 2 search (Crl+) L L Download report & Manage compliance policies 5 Open query B Audit reports

@ Aaure Security Banchmark is froe for all users. To track compliance with other standards, enable Azure

Defender
Q@ Overview
]

Getting started
Under each applicable compliance control i the set of assessments run by Security Center that are associated
= Recommendations with that control. If they are all green, it means those assessments are currently passing; this does not ensure
you are fully compliant with that control. Furthermore, not all controls for any particular regulation are covered
by Security Center assessments, and therefore this report is only a partial view of your overall compliance
status.

s

Security alerts
B Inventory
@ workbocks Azure Security Benchmark is applied to the subscription Azure-ChamindaC

& Community
R D Expand all compliance controls

; Diagnose and solve problems

Cloud Security ~ @ NS. Network Security

© Secure Score @ MS5.1. Implement security for internal traffic Control details | ¢
Regulatory compliance s
@ Reg o B @ NS.2. Connect private networks together Control details C
O Azure Defender =
v @ MNS.3. Establish private network access to Azure services Control details | ¢

= Firewall Manager

<

& MS4. Protect applications and services from external network attacks
Management Control details | ©

] icil i
NIl Pricing & settings ~ @ N5.5. Deploy intrusion detection/intrusion prevention systems (ID5/IPS)

F Security policy Control details [ ©

Figure 8-8. Regulatory compliance

Alerts section will provide with you the alerts on vulnerabilities
exploited, and you can take necessary steps to remedy the issues (see
Figure 8-9).
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Home > Security Center

] Security Center | Security alerts - x
Showing 2 subseriptions
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Cloud Security
@

@ Secure Score Subscription == All Status == Active
@ Regulatory compliance Severity == Low, Medium, High > +=_v Add filter
O Azure Defender N sou =
% Firewall Manager
[[] severity " Alert title T4 Affected resource Ty Activity starttim... T4 MITREAT...
Management
—_ ~ Lateral
alware .. = sifiiesharedem 09/10/21, 12:42 PM
M Pricing & settings U I High 0 Potential malware .. stfilesharede: 09/10/21, 12:42 Ph - R
e | e o - P . ~ Lateral
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Figure 8-9. Alerts

As we have explored, there are many dashboards and tooling available
with Azure security center enabling you to secure your resources deployed
in Azure.

In this lesson we explored Azure security center to understand how it
can help to improve the security posture of our cloud deployed workloads.

Lesson 8.2: Availability for Azure VMs

The idea of making your cloud resources available to your customers
and employees with unhindered access at any time from anywhere is
important. Such availability requires you to consider how you should
deploy your infrastructure in the cloud.
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In this lesson, let's look at options and features in Azure to make your
virtual machines highly available.

Availability Set

Logical grouping of virtual machines is called an availability set. In an
availability set you can expect availability and redundancy for your
applications deployed into the virtual machines. You don’t have to pay
extra to use an availability set; however, the virtual machine instances
created in the availability set will be charged depending on the virtual
machine size. A fault domain can be considered as a rack of servers. If
one of the virtual machines fails, another having the same role from a
fault domain can serve the application needs, as they are in sync (see
Figure 8-10).

Region data center

______________________

Web Server 01 Web Server 02
DB Server 01 DB Server 02

Figure 8-10. Availability sets
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Availability Zones

Within an Azure region, physically separated zones allowing separate
physical hardware, networking power, and cooling are provided to ensure
that one zone failure does not affect the other. In a supported Azure region,
there are three availability zones where you can replicate your virtual
machine. If a zone fails, replication of apps and data will be immediately
available in another zone (see Figure 8-11).

mHl Microsoft
Azure

Figure 8-11. Availability zones

Virtual Machine Scale Sets

You can create a managed group of virtual machines that are load-balanced
using Azure virtual machine scale set. You can set the number of virtual
machines in the scale set to be increased or decreased as per the demand
of requests or as per a schedule. Scale set facilitates to centrally manage
and deploy your application workloads in a scalable and reliable manner
with a single set of configurations. The scale set itself will not cost you, but
the virtual machine instances running at a given time will add to the cost.
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Utilizing the previously mentioned Azure features with relevant load-
balancing options will provide your applications with high availability and
resiliency. To ensure the security of your application data, the availability
of your applications play an important role because it will minimize the
data corruptions that may occur in highly distributed and decoupled
modern solutions if availability is compromised.

We have discussed the availability options in Azure for virtual
machines in this lesson.

Lesson 8.3: Azure Bastion

Keeping your virtual machines with the highest possible level of controlled
exposure to public access is vital to ensure the security of applications and
data deployed to such machines. Therefore, deploying your virtual machines
with only private IPs and enabling access only via the virtual network is an
essential security consideration. See Figure 8-12 for example scenario.

1
|
: ' P
o i
1 ~ 1 = i
SIZI 30 \\ /‘rﬁ; : 1
e —— — —— E—‘ ) !
ISD 1 1
: o~ \,& (.
I | I
' public load ! ! Internal Load 1 ! |
1 ' ~ H Balancer | = ) !
1

Balancer

________________________

Figure 8-12. Secure deployment of application

In a scenario where your virtual machines are secured with a virtual
network and only assigned with private IPs, the applications will be
exposed to the public via load balancers or application gateways as
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appropriate. However, you might have to access these virtual machines for
administrative purposes. In such situations, since you do not have a public
IP assigned to the virtual machine, it is not possible to access the virtual
machine unless you create a jump box (another virtual machine with a
public IP) in the same virtual network.

As an alternative to creating an additional virtual machine as a jump
box, Azure now offers Bastion as a service where you can use it to access
the virtual machines deployed only with private Ip using your browser
securely. Azure bastion lets you RDP/SSH into your virtual machines
securely using the private IP of the virtual machine. Bastion service is
deployed to a subnet in the virtual network and the Internet access is
provided to bastion service and you can use Azure portal to access your
virtual machines over TLS (transport layer security) (see Figure 8-13).

N

o
2

A
i

Figure 8-13. Bastion

Let’s look at steps in deploying a bastion service to securely access a
virtual machine with only private IP. We can get started with creating a
virtual machine in Azure with only private IP and without opening any
ports for public RDP (see Figure 8-14).
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N

Home > rg-book > Create a resource >

Create a virtual machine

Metwork interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * @ | (new) rg-book-vnet W
Create new
Subnet * (D (new) default (10.0.0.0/24) v
Public IP © I Naone R
Create new
NIC network security group @ O None
@ Basic
O Advanced
Public inbound ports * @ @ None

O Allow selected ports

Select inbound ports Select one or more ports

Accelerated networking © ﬂ

Load balancing
You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn maore &

—

| < Previous Next : Management >

Figure 8-14. VM with no public IP and RDP port

Once the virtual machine is created, you can click on the connection
in the Azure portal in the virtual machine overview page and click Bastion.
Notice that there is no public IP for the virtual machine (see Figure 8-15).
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K3 vm-mypvtipvm 2

W

B overview = ROF
B Activity log S5H Operating system
Windows
M Access cantrel (AM) o
@ Tags RUnAing Standard D4s v3 (4 vcpus, 16 GiB memory)
Lo P address

i Diagnose and solve problems East US Zane 1)
Seltings Subscription (change) Virtual

i Azure- rg-boak-vi
& Networking Subscription 1D DNS name

Figure 8-15. Connect VM

Next, you need to click the Use Bastion button to deploy the bastion

service to the virtual network (see Figure 8-16).

Heme > vm-mypvtipym

& vm-mypvtipvm | Connect

Virtual machine

2 Search (Ctrls/ | « > start ' Restat [ Stop &D Capture [ Delete () Refresh ---

JSON View

| A Search (Curl+/) | =% A T imprave security, enable just-in-time access en this VM. =

B overview .

W Activity log RDP  55H  BASTION

A Access contral (IAM)

& Tags o Bastion is an Azure service that allows fast, secure connections to any VM within a VNet. Learn more

& Diagnose and solve problems

Settings

Figure 8-16. Use Bastion

You will see a create the subnet for bastion, as is prompted.

Optionally, you can use a network security group as well with the subnet

to enable more secure deployment (see Figure 8-17).
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Home > vm-mypvtipvm

= _ . I . )
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il bl i 7 virtual network, without expasing a public IP on the VM, directly from the Azure portal, without the
a need of any additional client/agent or any piece of software. Learn more about Azure Bastion,

Owverview

o

B Activity lo o Step 1 of 3: Expand your Virtual Metwork’s address space. The address space for a wirtual network is composed
R Learn more.

R

Access control (IAM]) Address space Address range

¢ Tags 10.0.0.0/16 10

£# Diagnose and solve problems

Settings e
& Networking
& Connect

®  Step 2 of 3. Create the Bastion subnet
B Windows Admin Center

{preview)
- @ Clicking the ‘Create Subnet’ button will create a subnet named ‘AzureBastionSubnet’ in the below
B Disks chasen address space
B size
: Choose Address space *
Q Security P
[ 100.10727
® Advisor recommendaticons T
. Metwark security group (@
5 Extensions 1
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L Continuous delivery

W Availability + scaling

& Configuration

s ldentity
ki ®  Step 3 of : Create Bastion

I Properties

A Locks &7 Tell us what you think of the Bastion experience

Figure 8-17. Subnet for bastion

Next, you can create the bastion service providing the name of your
preference. A public IP for the bastion service will be created as well (see
Figure 8-18).
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< vm-mypvtipvm | Bastion

Step 3 of 3: Create Bastion

Name *

rg-book-vnet-bastion

Tier® @

Basic

Instance count @

Public IP address
Public IP address* @
@' Create new O Use existing

Public IP address name *

AZURE VIRTUAL MACHINE SECURITY

rg-book-vnet-ip

Public IP address SKU
Standard

Assignment

Resource group * (O

rg-book

Create new

Create Azure Bastion using defaults | | want te configure Azure Bastion on my ewn

Figure 8-18. Create bastion

Once bastion is deployed in your virtual network you can connect the

virtual machine by just providing the user’s name and the password for

RDP access (see Figure 8-19).
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Home » vm-mypviipvm
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Figure 8-19. Connect VM via bastion

You will RDP into the virtual machine with the browser via bastion (see
Figure 8-20).
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Figure 8-20. RDP via bastion

Any other virtual machines in the same virtual network can be
accessed via the bastion service you deployed in the virtual network.
The access to the virtual machine is limited via the Azure portal and to
the people you have specifically granted access in identity and access
management controls in Azure, ensuring the security of your virtual
machines as opposed to virtual machines exposed with a public IP to the
Internet and opening up RDP or SSH port publicly.

In this lesson we have discussed how to securely access virtual
machines with only private IPs and without any RDP/SSH port opening,
utilizing bastion service via Azure portal.
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Summary

In this chapter we have explored the Azure security center to understand
the security policy enforcement over the resources deployed in Azure,
and monitoring, alerting, and providing recommended configurations
for secure deployment of resources. We have also discussed available
deployment options enabling application and data security. Additionally,
administrative access to securely via Azure portal with bastion service was
described to further enhance your knowledge of security of infrastructure
in Azure.

In the next chapter, we are going to discuss the use of firewalls in Azure
to secure resources.
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Securing Resources
with Azure Firewall

Cloud resources need to be protected against growing cyber threats.
Therefore, it is required that you take proactive security implementations
to ensure the safety of the resources deployed. Network security is a
fundamental security aspect you need to have in place to strengthen
the security of your resources. Azure offers you a firewall where you
can manage and control the traffic to your resources from the Internet
and from your resources to the Internet. While different types Azure
firewalls perform different functions within the Microsoft cloud, they
predominantly act as monitors for interactions between a given section
of the public cloud and the rest of the Internet. By filtering packets and
requests, these firewalls can block malicious software from getting
access to applications, data, or even the network itself. The Microsoft
Azure Marketplace sells firewalls that generally fall into two categories:
Web Application Firewalls and Network Firewalls. The firewall we are
discussing in this chapter is the network firewall.
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CHAPTER9  SECURING RESOURCES WITH AZURE FIREWALL

Lesson 9.1: Setting Up Azure Firewall

Azure firewall enables you to secure your virtual network and the resources

in the virtual network. You can define various rules and policies in a

firewall. To begin with, let’s understand how to deploy a firewall in Azure.
Goto https://portal.azure.comand login as an administrator.
Search for firewall and select firewall from the search results (see

Figure 9-1).
= Microsoft Azure L fire
Home » Services
Firewalls = - @ Firevoalls
( Personal AD
& Firewall Manager
—+ Create == Editcolumns ( ER Fjrewall Policies

Subscriptions: All 2 selected — Don B Azure Active Directory

- B4 Free services
| Filter by name... ’

Figure 9-1. Searching for firewall

Click on the create button to start the firewall creation process

(see Figure 9-2).
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Figure 9-2. Firewall basic info
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Select subscription if there are multiple subscriptions. Create a new

resource group or select an existing resource group to maintain resources
of the firewall.

Enter a name for the firewall and region of the firewall.

To increase the availability 99.99% for your firewall, you can deploy it
to availability zones in Azure.

While creating an Azure firewall you need to set up a couple of
configuration values, as shown in Figure 9-3.

Create a firewall

4
<
. .
@Firewall tier (®) standard (
O Premium '
-:;..ﬁ’)?irewail management @ Use a Firewall Policy to g
(O use Firewall rules [classn}
@Firewall policy * Select - ~
Add new -
o b
-@Choose a virtual network @ Create new 1
O Use existing
E)vinual network name * | 1 |
@Address space * | 10.0.00/16 « |
¥ (0 addresses)
4
'@Subnel AzureFirewallSubnet }
o Y I
&;’-‘Subnel address space * | 10.0.0.0/24 & |
j ( )
P (0 addresses)
Erubiic 1P address * public IP addres
W/ Public IP address Choose public IP address ~
Add new P
@ The value must not be emp{
g i P .
:Ij Forced tunneling @ (® ) Disabled ;

{

, .
previous [ Next:Togs > ] Downloat

r

Figure 9-3. Firewall information

192



CHAPTER9  SECURING RESOURCES WITH AZURE FIREWALL

1: Firewall tier: Firewall tiers have two versions: standard and premium.

Standard is the version of firewall supporting older features such as
classic firewall rules. You can use standard policy management as well.

Premium is a more advanced and newer version of firewall with
enhanced security features. You cannot use classic rules in premium.
However, you can choose to use standard or premium policies.

2: Firewall management: You can select firewall policies or classic
firewall rules to manage the firewall. You will learn more about these in
the next lesson of this chapter. This option is only selectable when using
standard firewall tier. Premium firewall tier will always use the firewall
policies to manage the firewall.

3: Firewall policy: For standard firewall tier you can only select policy
tier standard. For premium firewall tier you can select either premium or
standard firewall (see Figure 9-4).

Firewall policy * Select e

Add new

a virtual netw ) .
100sE A virus networe Create a new Firewall Policy

This will create a new firewall policy with default

Virtual network name * settings. You can customize your policy after creation.

Palicy name *

Address space *

0 addres:
Region West Europe s (0 addresses)
Subnet
Palicy tier (O standard
@ Premium
Subnet address space *
(0 addresses)
Fublic IP address * j
Ada new

Figure 9-4. Firewall policy

4: Choose virtual network: You can select existing virtual network or
create new virtual network for the firewall.
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5: Virtual network name: Provide the name of the virtual network and
select the address range for the firewall subnet. Keep in mind that Azure
firewall subnet should be named as AzureFirewallSubnet; you are not
allowed to choose a different name for the firewall subnet.

9: Public IP address: Public IP is one of the main features of Azure
firewall. You need to open a port to route the traffic from outside to the
virtual network. This public IP of the firewall is used for all the incoming
traffic to the virtual network.

10: Forces tunneling: You can configure a new firewall to route
Internet-bound traffic to a designated hop without going directly to the
public Internet.

We have discussed how to create an Azure firewall. Let’s learn more
about firewall features and capabilities.

TLS inspection: Transport Layer Security (TLS) protocol facilitates
the communication of an application across networks in a secure
manner ensuring confidentiality and integrity of the communications.
TLS inspection consists of server and client protection. Client protection
inspects the outgoing traffic from the protected network where server
protection inspects the incoming traffic. Azure firewall decrypts outbound
traffic, processes the data, and then encrypts the data and sends it to
the destination and takes care of client TLS inspection (see Figure 9-5).
Inbound/server TLS inspection is supported with Azure application
gateway, providing end-to-end encryption.

} g Connection request TLS session with website . | q

New certlflcate Response WIth TLS cert

fi FW t
rom o user Inspect TLS

Figure 9-5. TLLS Inspection
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IDPS: The network intrusion detection and prevention system (IDPS)
monitors the network activities to detect, log, and report malicious
activities, and attempts to block such activity. Signature-based IDPS in
Azure firewall helps to detect the attacks rapidly, and IDPS can monitor
both inbound and outbound traffic.

URL filtering: Azure firewall has filtering capability extending to entire
URL filtering with FQDN filtering. URL filtering helps you to prevent users
from accessing URLs that are not work-related, potentially harmful, or
objectionable.

Web categories: Based on categorizations, you can prevent access
to web sites for your users with web categories capability. Such setup
will allow you to prevent users from accessing websites promoting
inappropriate content such as alcohol, child abuse, criminal activities,
gambling, and so on.

Category exceptions: You can filter certain categories of websites from
being accessed while allowing a site in the same category specifically with
the category exceptions. For example, if all other social media platforms
such as Facebook and Instagram are blocked, you can specifically allow
LinkedIn access to your employees because of the professional nature of
the site.

In this lesson we have discussed setting up an Azure firewall and its
features in brief. Let’s explore the Azure firewall further in the next lessons.

Lesson 9.2: Azure Firewall Policies

In terms of the security of data and applications, it is important to control
who can access data and applications from the outside. It is equally
important to control outgoing traffic from the organization’s network, which
is the outbound traffic. There may also be situations where organizations
need to limit the access to the specific websites from the organization’s
network, such as gaming sites or even social media sites, which affect
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employee productivity on a large scale. Azure policies can be used to control
the access to public Internet from the organization's network.

Azure firewall policy consists of network, network address
translation (NAT), application rules, and threat intelligence system.
You can apply policies across subscriptions and regions using Azure
firewalls. You can create a firewall policy from scratch or inherit one
from an existing policy and extend it to create your policy. While your
firewall can be in any subscription associated with your account and in
any region, it can be utilized with policies in other subscriptions and
other virtual networks. Such capability allows you to set up a base set
of policies for the organization that can be inherited to create specific
policies for given applications. Parent policy rules will be inherited to
the policy created as inherited policy in firewall (see Figure 9-6).

I
I Base Policy for
| Organization
I
I

Database

]
|

Firewall Policy : : Department

|

1
I
Policy : Policy

e o o - e = = = = == == e = = = = = ——

Figure 9-6. Policy inheritance

The priority goes to network rules collection in parent policy, and then
the specified network rules in the child policy get evaluated. The same
priority applies to the application rules. However, all network rules are
processed before processing any application rules. For example, consider
the rules specification shown in Figure 9-7.

196



CHAPTER9  SECURING RESOURCES WITH AZURE FIREWALL

Base Policy for [
Organization '
App Rule 1 - Priority 100 |
Net Rule 1 — Priority 300 |

HR Sales
Department Database Department
P . Firewall Policy P .
Policy Policy

App Rule 2 - Priority 101
MNet Rule 2 — Priority 303

App Rule 3 - Priority 104
MNet Rule 3 — Priority 301

App Rule 4 — Priority 102
Met Rule 4 — Priority 302

Figure 9-7. Rule specification

The rules specified in policies, as in Figure 9-7, will be executed in the
order shown in Figure 9-8.

Rule Execution Order

1

2. NetRule 3 - Priority 301
3. Net Rule 4 — Priority 302
4. Net Rule 2 — Priority 303
5. App Rule 1 - Priority 100
6. App Rule 2 — Priority 101
7. App Rule 4 — Priority 102
8. App Rule 3 —Priority 104

Figure 9-8. Execution order

Rules are processed in a terminating way; that is, if a matching rule is
found in execution order, then no other rules are processed.

In a firewall you can find the policy in the overview page, as shown in
Figure 9-9.
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Figure 9-9. Policy manager

In the policy you can set up network and application rules. You can
also inherit from the policies defined in other subscription firewalls (see
Figure 9-10).
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B Activity log
pp\ Access control (IAM)

6 Tags

Settings
E=  Parent Policy
Rule Collections

=

E®= DNAT Rules
E®  Network Rules
=

Application Rules

Figure 9-10. Firewall policy

DNAT or destination network address translation can be used to
translate and filter inbound Internet traffic to your resources in the
virtual network protected by the firewall. When adding DNAT rules it
is recommended that you use a specific Internet source without using
wildcards to ensure security. Network rules and application will control
the outbound connectivity, while DNAT rules control the inbound
connectivity.
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Rule Collection

A rule collection can be of type network, application, or DNAT. You can set
a priority to a rule collection, and a collection can contain multiple rules of
the same type (see Figure 9-11).

Add a rule collection

Name *

Rule collection type * | Network

Metwork

Priority * 100
Application
Rule collection action Allow
DNAT
Rule collection group * DefaultMetworkRuleCollectionGroup
Rules
Name Source type Source Protocol
| | 1P Address ~ || * 192.168.10.1, 192 0 selected ~

Figure 9-11. Rule collection

Rule Collection Group

A single rule collection group can contain multiple rule collections of
different types where rules in a single rule collection must be of the same
type (network, application, or DNAT). Rules are processed based on

rule collection group priority. See Figure 9-12 to understand how a rule
collection group can be created with a name and priority.
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Add a rule collection group X

Rule collection groups can include rule collections of various types. Rule collection group
priority affects the order in which rules are executed.

Name *

Priority *

‘ allowed numeric values between 100-65000

Figure 9-12. Rule collection group

If your firewall policy has been inherited from a parent policy, the
priority is always given to the rule collection groups in the parent policy,
regardless of individual rule collection priority setting in child policy.
However, DNAT rules are processed first, network rules second, and
application rules third in the order regardless of policy inheritance, rule
collection priority, or rule collection group priority. In other words, rule
policy inheritance, rule collection group priority, rule collection priority,
and rule priority are respected with one type of rule (DNAT, network, or
application).

Threat Intelligence

Threat intelligence helps to alert and prevent traffic to and from malicious
domains or IPs. Microsoft threat intelligence feed will provide the domains
and IPs that are known as malicious. When threat intelligence is enabled
in your firewall policy it gives precedence to any of the DNAT, network,

or application rules in your firewall policy. Allowed list lets you define
domains or IPs that should be allowed without filtering. See Figure 9-13 for
more information.
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H Save O Refresh

Parent policy: None

Threat intelligence

N _‘\..-\‘4 A

Threat intelligence based filtering can be enabled for yourﬁ
malicious IP addresses and domains. The IP addresses and §
Intelligence feed. You can choose between three settings: (
1
o Off - This feature will not be enabled for your firewall 1
e Alert only - You will receive high confidence alerts for <
malicious IP addresses and domains .
e Alert and deny - Traffic will be blocked and you will re'c',
go through your firewall to or from known malicious IP aj

Learn more about threat intelligence

AN

at

Known

mting to

L ¢

Threat intelligence mode @ Alert Only ; v
b

Allow list addresses 1

i
Threat intelligence will not filter traffic to any of the IP addf

whether contained in uploaded files, pasted, or typed indivj

—+ Add allow list addresses

‘\ L e ey

IP address, range, or subnet Inherited from

*,192.168.10.1, or 192.168.10.0/24

Fqdns

Fqdn Inherited from

* or *.microsoft.com or *azure.com

P L

Figure 9-13. Threat intelligence
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Azure firewall policy is an ideal way to define the rules for the firewall
to ensure protection of the resources you deploy in Azure, as described in
this lesson.

Lesson 9.3: Azure Firewall Manager

Azure firewall manager is a service available in Azure allowing you to
manage security policies and routes in a central security management
service. Secured virtual hubs where you can create hub or spoke
architecture in Azure virtual wide area network hub, which is managed
by Microsoft, is one of the architecture types that can be managed with
firewall manager. The other is the standard Azure virtual network, also
called a hub virtual network, which you should manage and create.

Azure firewall manager helps you to centrally deploy Azure firewalls
and manage them. These firewalls can be in different subscriptions in
different regions.

Hierarchical global and local policies can be managed with firewall
manager, and global firewall policies allow you to define organization wide
policies (see Figure 9-14).
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Home > fw-bookdemo > Firewall Manager ¢
4
H H 4
gm Firewall Manager | Azure Firewall Po! X
- 7
L
I};‘ Search (Ctri+/) I « ~+ Create Azure Firewall P} ? Manage associations
r
% Getting Started br
f
[,O bearch for policies p bseription : multiple selected: 2 <
Deployments 4
i 4
B Virtual network:
IR ISR Firewall Policy ’N,"" Inherits From T4  Policy Tier
®  Virtual hubs }
D R fwp-demo i Premium
Security D }
f
B Azure Firewall Policies |:] B fywp-demo2 Fi fwp-demo Premium
B®  Security Partner Providers - ; ’

Figure 9-14. Firewall policies

From firewall manager you can create secured virtual networks, and
you can see the virtual networks in your subscription with information
about whether the firewall policy applied or not (see Figure 9-15).

. Firewall Manager | Virtual networks ¢

#
T
|/{3 Search (Ctrl+/) | « - Create new Secured \."iny esh [ Manage Security ~
4
) 1
¥ Getting Started F
A2 Filter by name p subscription - multiple selected: 2 <
Deployments | - =2 £ P P
!
: {
= Vi 2 ; -
= Virtual networks Virtual Networks { Azure Firewall Policy
1
. Virtual hub: id o
. Virtual s D = cisud-shell-storage-{ ° Mo Firewall deployed
5 a i
Security 0= - @ No Firewall deployed
s
B®  Azure Firewall Policies D B NetworkWatcherRG @ No Firewall deployed
- «
B Security Partner Providers [:' B rg-fstest-vnet $ @ Mo Firewall deployed
i P
D B vnet-fwdemo 4 ] fwp-demo

Figure 9-15. Firewall manager vNets
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Managing firewall policies can be assigned to global or local
administrators based on requirements of the organization or relevant
departments. Global policies can be managed and applied by the global
admins and local hub virtual network or secure WAN (wide area network)
hub policies managed by respective local administrators (see Figure 9-16).

Azure Firewall Manager

& y Local Admin
‘ 2

Global Admin B Global Policy
|
I I 1

E E- E Local Policy
_____ S S P —mmmml e
A I Geds I 4 Gl
¢ %ecure \:‘irtual< : : Hub Virtual | : — Hub Virtual I
AT e <7 Network €7 €7 Network <!
1 G G 14 ¢ 16D LCON

oo o m am Em am am o T . g L T

Figure 9-16. Managing policies

Azure firewall manager allows you to effectively manage complex
environments created with different network architectures that adopt the
Hub and Spoke model over Azure Virtual WAN (wide area network). The
firewall management service is an essential tool to manage firewall policies
and routes more easily and effectively in the Azure network architecture,
and will be getting more features sooner.

Summary

In this chapter, we have discussed Azure firewall in detail to understand
the capabilities and use of firewall to secure your applications by applying
firewall policies and rules.

In the next chapter, we will discuss isolated and secured
implementation of app services with app service environments.
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App Service
Environments

Implementing security in some applications requires full isolation

from other resources. Azure app service environments (ASE) provide a
dedicated fully isolated environment to deploy Windows and Linux web
apps, docker containers, and function apps. Essentially, app service apps
can run in full isolation, with isolated higher network security and access,
high scalability, high memory utilization, and catering for higher requests
per second, in an app service environment.

App service environment deployed apps are already in a virtual
network without you having to do any additional configurations. Your
ASE is a single tenant system that is not shared with anyone else providing
isolation fully to your apps. You can even demand that your ASE be
deployed into dedicated hardware to have complete isolation.

Version 3 of ASE supports creating up to 200 app service plans, and
version 2 supports up to 100 plans. Apps in ASE can access resources in the
virtual network of the ASE without you having to perform any additional
configurations. With ASE version 3 you can deploy as a zone redundant
as well.
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Lesson 10.1: Setting Up Azure App
Service Environment

With the brief understanding we have about app service environments
(ASEs), let’s get started by setting up an ASE.

In Azure portal you can search for app service environments (see
Figure 10-1).

Services

A

%=/ App Service Certificates

B2 App Service Domains

Idl App Service Environments

i App Service plans

Figure 10-1. Searching for ASEs

You can click on Add to get started, creating your first ASE
(see Figure 10-2).

Home >

App Service Environments =

Chaminda Personal AD

+ Add | £33 Manage view ~ () Refresh <L Exp csv %5 Open query

| h:i ter for any field... | Subscription == all Resource group == all X Location == all X

Showing 0 to 0 of 0 records.

Mame T Location Ty

Figure 10-2. Adding ASE
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In the basic information page of ASE, select an existing resource group
or provide a name to create a new resource group. A name for ASE should
be provided. You can select the virtual IP of ASE to be internal, which
would create it as an internal load-balancer endpoint (see Figure 10-3).

Create App Service Environmen#
{

Basics  Hosting Networking ~ Tags  Review 2

The App Service Environment is a single-tenant deploymer( vork. The
apps in an App Service Environment can access resources iri 3l
configuration. Network security can be applied around the g 2
configured on each app. Learn more &f
Project Details ;
Select a subscription to manage deployed resources and coﬁ nd manage
all your resources.
o s 1
Subscription * © | Microsoft Azu: v l
b
Resource Group * @ [ (New) rg-aseder, v |
Create new
1
Instance Details o
The name of the App Service Environment is used in the d(V .2 Type
determines if your apps are internet accessible or only acce vironment
is deployed into. £
App Service Environment Name * @ | ase-demo01 ) v
< ironment.net
¢
Virtual IP @ Internal: Tl
O External:f ible IP

address r 4

{
£

<

Figure 10-3. Creating ASE basics
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If you switch virtual IP to external, notice the change in address of the
ASE sulffix (see Figure 10-4). Let’s proceed with External for virtual IP.

App Service Environment Name * O | ase-demo01 e

.p.azurewebsites.net

Virtual IP O Internal: The endpoint is an internal load balancer (ILB ASE)

@ External: Exposes the ASE-hosted apps on an internet-accessible IP
address

Figure 10-4. External virtual IP

In the hosting page, you can select to deploy the ASE to dedicated
hosts. Normally ASE is deployed on VMs, which are provisioned on
multitenant hypervisors. If you choose to enable dedicated hosts it will
deploy on dedicated hardware. However, zone redundancy would not be
available for dedicated hosts, and dedicated hosts always be deployed as a
pair to ensure redundancy. While deploying the ASE in normal mode you
can choose to deploy as a zone redundant (see Figure 10-5).
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Ay

Create App Service Environment ¥

s L

Basics  Hosting  Networking Tags  Review + cf'j

<
Zone redundancy is not available in host group deployments. «
L |

A

Host group

-y

App Service Environments can be deployed to a host group fof
i

4
o Enabled: Twar  Jst your
ASE. s

@ Disabled: \-”c:u_r
{

Host group deployment

J
Zone redundancy «

4

An App Service Environment can be deployed as a zone redun® isa
deployment time only decision. You can’t make an ASE zonere. e &

O Enabled: You{ . The
minimum Ap

(®) Disabled: Yoy dant. The
minimum Apa

Zone redundancy

R L W L S 7Y

o
T

4

Figure 10-5. ASE hosting
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We can create a new virtual network for the ASE. You need to provide
aname and region. The address block will be automatically selected (see
Figure 10-6).

Create Virtual Network

Virtual Network *

vnet-asedemo01

Virtual Network Address Block

Region

‘ East US 2

Figure 10-6. ASE vNet
We need to define a subnet name as well for the ASE. In the subnet the

address block will be with /24 CIDR providing 256 addresses in the subnet
of the ASE (see Figure 10-7).
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Create Subnet X

Subnet Mame *

snet-asedemo0 ‘;l ~ I

Subnet Delegation ©

Microsoft. Web/hostingEnvironments

Virtual Network Address Block

192.168.250.0/23 v |
Range: 192.168.250.0 - 192.168.251.255

Subnet Address Block * @
192.166.250.0/24 |
Range: 192.168.250.0 - 192.168.250.255

Existing Subnets

Subnet Name Address Range

There are no existing subnets in this virtual network

Figure 10-7. Subnet for ASE

You can provide tags for the ASE of required and review all

configurations before creating the ASE. Click on the create button to create

the ASE (see Figure 10-8).
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Create App Service Environment v3

Basics  Hosting

Summary

@ App Service Environment
by Microsoft

ASE Details

Subscription

Resource Group

App Service Environment name
Virtual IP Type

Domain

Host group deployment

Zone redundancy

Tags

Networking

Virtual Network

Networking

Tags Review + create

Cost:
Pricing details

Microsoft Azure Sponsorship
rg-asedemo01

ase-demo01

External
ase-demo01.p.azurewebsites.net
Disabled

Disabled

(New) vnet-asedemo01

Subnet (New) snet-asedemo01
Region East US 2
| < Previous Next > Download a template for automation

Figure 10-8. Creating ASE
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It might take an hour or two to get your ASE deployment to complete.
Let’s explore the created ASE.

In the IP addresses blade, we can see that the inbound IP address and
the outbound IP addresses are defined and virtual network and subnet
association are visible (see Figure 10-9).

g ase-demoO1| IP addresses - ]
App Service Environment L
<
l;’ Search (Ctrl+/) J & F
. IP Addresses y
- D'u'ﬁl'\'ie'k 4
B Activity log This lists the networking configuration of this App Service Environii,  added
9 : [
externally such as firewall devices. Learn more \
A Access control (IAM) ;
v Tags ASE virtual network vnet-asedemoll y
ASE subnet snet-asedemo0] i
iag r lve bl . " :
& Diagnose and solve problems Domain suffix ase-dema01.p.azurewebsites net :
Settings ‘!_
£
B IP addresses Inpounid 1
WVirtual IP External -
HE Wi :
il configuration Inbeund address 20.80.193.218 f'
i Properties !
&
B Locks Outbound i
Default outbound addresses 20.80.193.176, 20.80.192.151 4
Apps & Plans -
<
& Apps £
F |
B App Service plans L

Figure 10-9. ASE IP addresses

If we check the Apps or App Service plans blades, we will see that no
apps or plans have been added yet. The same information is shown in the
overview page of the ASE (see Figure 10-10).
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Subdomain Name : ase-demo01.p.azurewebsites.net
Virtual Network  : vnet-asedemoO1

Subnet : snet-asedemoO1

App Service plans : 0

App(s) / Slots :0/0

Zone redundant : Disabled
Figure 10-10. ASE overview

If we have a look at the resource group where we have set up the ASE,
we can see that the ASE and the virtual network are available as resources
(see Figure 10-11).

4
o
Resources Recommendatp

(

i
I Filter for any field... ‘ y

Showing 1 to 2 of 2 records.

D Name T
D [ ase-demo01

D 4> ynet-asedemo01 Virtual network

Type Ty

App Service Environment

o T WK T W

N ",

Figure 10-11. Resources

We have discussed the steps in setting up an ASE in this lesson.
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Lesson 10.2: Creating Apps in App
Service Environment

In the previous lesson we have created an ASE. The next step is to
understand how we can deploy app service plans and apps to the ASE. If
you explore the apps or app service plan blades on ASE, you will not see a
way to add your apps or plans to ASE from those blades (see Figure 10-12).

Home ase-democ0

& ase-demo01 | Apps

Name Status
® T No results
& Diagnose and solve problems
Home > ase-demo01

Settings

a ase-demo01 | App Service plans

B IP addresses

2 Search (Curl+/)
I Properties 2 —

Ra Access control (AM) - “ App Service plans
B Lok T —

® T

These are the App Service plans in your ASE. Diill in for additional information Leam more

Apps & Plans £* Diagnose and solve problems
& Apps Name Size

Settings
B App Service plans No items

B 1P addresses

il configuration

M Properties

8 Locks

Apps & Plans

& Apps

B App Service plans

Figure 10-12. App service plans and apps in ASE
Let’s get started with creating an app service plan in the ASE to

understand the steps. Search for an app service plan and click on app
service plans in the Azure portal (see Figure 10-13).
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P app service

Services

R=! App Service Certificates
B2 App Service Domains

@ App Service Environments

B App Service plans
@ App Services

Figure 10-13. Searching app service plans

Click create to get started with app service plan creation (see
Figure 10-14).

Home >

App Service plans =

Chaminda Personal AD

—+ Create @ Manage view O Refresh

Figure 10-14. Creating app service plan

In the app service plan create window, instead of selecting the general
Azure region, you need to select your ASE as the region. The resource
group can be the same resource group your ASE is created in, or it can
be a different resource group within the subscription of your ASE (see
Figure 10-15).
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Create App Service Plan - (
4

Basics Tags  Review + create

App Service plans give you the flexibility to allocate specific apps to a given s Jmize your

Azure resource utilization. This way, if you want to save money on your testing{ Jlan across

multiple apps. Learn more & «

Project Details (

Select a subscription to manage deployed resources and costs. Use resourceé and manage

all your resources. F

Subscription * O I Microsoft Azure Sponsorship ) v |
Resource Group * © I rg-asedemo01 v ]

Create new

App Service Plan details

Name * | plan-demoplan01 g |
Operating System * @ Linux O Windows
Region * | ase-demo01 (East US 2)

Pricing Tier

APERENEY W 1
ki

App Service plan pricing tier determines the location, features, cost and comp Jour app.
Learn more & r
Sku and size * Isolated V2 11V2 )

195 minimum ACU/CPU, 8 GB rgs

hange size >

-+
cpreviows | [ NextiTog> ¢

Figure 10-15. Planningin ASE
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Click on change size in the app service plan create window (see
Figure 10-15), and you will be able to see you are only allowed to select the
pricing options in Isolated plans, because ASE is an isolated environment

(see Figure 10-16).

Spec Picker
X

Dev / Test
For less demanding workloads

Recommended pricing tiers

195 minimum ACUACPU
8 GB memory

W2 ey

281.78 USD/Month (Estimated)

X
(N *
Production Isolated
For most production workloads Advanced networking and scale

195 minimum ACU/NCPU 195 minimum ACU/VCPU

16 GB memory 32 GB memory

4vCPU S By |

563.56 USD/Month (Estimated) 1127.12 USD/Month (Estimated)

Figure 10-16. ASE plan sizes

Proceed with your review and create the plan. You will be able to see

the plan appear in your ASE (see Figure 10-17).
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= ase-demo01 | App Service plans i
App Service Environment P
|,O Search (Ctrl+/) « !
o - i
- App Service plans ¢
. B mosecers |
L
& Diagnose and solve problems These are the App Service plans in youf ore
-
Settings Name Size ' . &Slots
/
= 1P addresses plan-demoplan01 Small {
ill Configuration ;
ill Properties v
4
B Locks ]
P
Apps & Plans
& Apps }
{

B App Service plans
Figure 10-17. App service plan in ASE

Now let’s see how we can create an app in ASE. You can even create
the app in a different resource group from ASE resource group within the
subscription. Similar to the app service plan, you need to select the region
as ASE in the new app. Once you select ASE as the region you can utilize
the previously created app service plan in ASE, or create a new plan with a
different isolated size if necessary (see Figure 10-18).
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Create Web App

IR M MR AR A LR T e Y e E N S 2 M MR W T S e M T TR B2 A W R e M T e e

all your resources.

Subscription * © I Microsoft Azure Sponsorship v |

“ Resource Group * @ ’ rg-asedemo01 ~ |
Create new

Instance Details

Meed a database? Try the new Web + Database experience. &

Name * ’ app-demoapp01 \/

ase-demol1.p.azurewebsites.net

Publish * @ Code O Docker Container

Runtime stack * ’ NET 5 v |
Operating System * @ Linux O Windows

Region * [ ase-demo01 (East US 2) A |

@ Not finding your App Service Plan? Try a different region.

App Service Plan

App Service plan pricing tier determines the location, features, cost and compute resources associated with your app.
Learn more &

Linux Plan (ase-demo01)* @© | plan-demaplan01 (11v2) L

Create new

Sku and size * Isolated V2 11V2
195 minimum ACU/vCPU, 8 GB memory

< Previous | Next : Deployment > ‘

Figure 10-18. Creating web app in ASE

Once the app is created, you can see that it is available in the ASE (see
Figure 10-19).
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Home > ase-demo0Q1 > rg-asedemc01 > ase-demo01

&) ase-demo01 | Apps

App Service Environment

|/0 Search (Ctrl+/) | «

-

B IP addresses
ill Configuration
ill Properties

B Locks

Apps & Plans
& Apps

B App Service plans

Figure 10-19. App in ASE

CHAPTER 10  APP SERVICE ENVIRONMENTS

"m
X

o A

Mame

app-demoapp01

App Service plan

plan-demoplan01

ad "-»\.\\ -, A ,“._“-...‘;‘«-.*\

We have explored the steps to add an app service plan and web app

to ASE. You can even add a function app using similar steps to the app

service environment. In a function app create page, you can select the ASE

as the region (see Figure 10-20).
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Home > ase-demo01 > rg-asedemoO1 > Create a resource > Function

Create Function App

< Previous I Next : Hosting > ]

:
i

Basics Hosting  Monitoring  Tags  Review + create

“

Create a function app, which lets you group functions as a logical unit for ea 1 sharing
of resources. Functions lets you execute your code in a serverless environme ™ or
publish a web application. &
Project Details <«
Select a subscription to manage deployed resources and costs. Use resourc{ ' manage
all your resources.
Subscription * © | Microsoft Azure Sponsorship ) '
o
T
Resource Group * © Lrg-asedemom 4 v [
Create new -
4
Instance Details {
Function App name * [ func-demo001 J v
} sbsites.net
Publish * (® code (O Docker Containgf
Runtime stack * l NET { v I
Version * | 341 4 v [
o
Region * l ase-demo01 (East US 2) . ~ I
«

Figure 10-20. Creating function app in ASE

224



CHAPTER 10  APP SERVICE ENVIRONMENTS

In the hosting tab you can select the existing app service plan that is in
the ASE, or create a new plan with isolated pricing (see Figure 10-21).

Home > ase-demo01 > rg-asedemo01 > Create a resource > Function App >

Create Function App

Basics Hosting  Monitoring Tags  Review + create

Storage

When creating a function app, you must create or link to a general-purpose Azure Storage a
Queue, and Table storage.

‘obs,

Storage account * (New) storageaccountrgaseab0a

Create new

Operating system

The Operating System has been recommended for you based on your selection of runtime

Operating System * @ Linux O Windows

ASA A AL anma gyl TN Ny L A, M

Plan

The plan you choose dictates how your app scales, what features are enabled, and how it is |

LW T

Plan type * @O | App service plan

@ Not finding your plan? Try a d,, <s tab.

Linux Plan (ase-demo01) * (@ [ plan-demoplan01 (11v2)

Create new

Sku and size * Isolated V2 11V2
195 minimum ACU/vCPU, 8 GB memory

e AT g A A AN, __0-.._.\

< Previous I || Next : Monitoring > "

Figure 10-21. Function app hosting in ASE
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The created function app is also available in the Apps list of the ASE
(see Figure 10-22).

Home > func-demo001 > rg-asedemo01 > ase-demoQ1

& ase-demo01 | Apps

~ App Service Environment

h A, e

O = ¥ r 2 m
A Search (Ctrl+/) « |,,_,

-

- i .
B IP addresses Name Type App Service plan

app-demoapp01 Web App plan-demoplan01

{I! configuration

func-demo001 Function App  plan-demoplan01

,'|I Properties

E] Locks

R VRPUE e

Apps & Plans L
& Apps

B App Service plans

Figure 10-22. Apps in ASE

In this lesson, we have explored how to create apps in the app service
environment.

Lesson 10.3: Deploying Apps in App
Service Environment

In the previous lesson we have created apps in an ASE. Because an ASE
is an isolated environment deploying applications, how we should be
deploying applications to the app service environment is something worth
exploring. In this lesson let’s try to understand the steps in deploying a web
app to an app hosted in ASE.

You are allowed to deploy to an app in ASE only within the virtual
network of the ASE. Therefore, it is mandatory that your deployment
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pipeline actions are getting executed within the virtual network of ASE. In
order to achieve this requirement, you need to deploy a self-hosted
deployment agent to your ASE virtual network. You can set up a virtual
machine in a subnet of the virtual network of the ASE. Then that virtual
machine can be deployed with, for example, Azure DevOps hosted agent
if you are using Azure DevOps to create your deployment pipelines. If it is
GitHub, you can set up a self-hosted GitHub action runner in the virtual
machine (see Figure 10-23).

& &

hosted runner)

I |

I |

I |

: Azure Pipelines : 1 ;_ ______________ 1

I | | 1

& g : I |

1 I 1 : 1

: 2 9 : : 1 Deploy agent (Azure :

I I : : DevOps Self Hosted :

: GitHub Actions : 1 1 Agent/GitHub self |
11 1
[ I
(. 1
(. I

|

Figure 10-23. Application deployment for ASE apps

You need to allow the self-hosted agent or runner machine to have
access to Azure DevOps or GitHub in order to obtain the packages
to deploy and instructions to deploy based on the pipeline setup for
deployment. The virtual machine in the same virtual network of the ASE
will be able to reach the deployment URLs of the web apps to deploy the
packages supplied by the deployment pipeline.
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As you can see from the level of isolation required even for deploying
to Apps in ASE, it is pretty much secure. Unlike public web apps, the web
apps in ASE will be fully secured in isolation inside a virtual network by
default. If a VPN is made from the ASE virtual network to your corporate
network, the web apps in ASE will only be available within your corporate
network boundary. For this setup ideally you should deploy the ASE with
only an internal IP load balancer, as opposed to what we have done in
lesson 2 of this chapter.

Even when you want to expose the web app in ASE publicly, it is
recommended that you deploy load balancer with only internal IP and
then add an application gateway web application firewall (WAF) to protect
and expose it to the public with an additional layer of security.

In this lesson we have discussed the deployment consideration in web
apps in an ASE.

Summary

In this chapter we have discussed the fully isolated app service
environment deployment option in Azure to deploy web and function
apps. We also explored how to set up ASE and set up apps inside ASE. The
deployment considerations were described to give you an idea of the
secure nature of the ASE-based web apps.

In this book, we have explored the security aspect in Azure PaaS
services with all the basic details required to get started. The service
security aspects, limitations, and enhancing options to ensure your
application and data surety is described throughout this book.
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