CHAPTER 7

Infiltrator, Collaborator,
Clickbandit, and
CSRF PoC Generator

In the last chapter we looked at some Burp Suite tools like Repeater,
Sequencer, Decoder, and Comparer. In this chapter we will continue to
explore more useful tools like Infiltrator, Collaborator, Clickbandit, and
CSRF PoC (proof-of-concept) generator.

Infiltrator

Burp Suite Infiltrator is a tool that instruments the target web application
so that the vulnerability detection by the Burp Suite scanner becomes
more efficient and accurate. Infiltrator makes irreversible changes in the
code and essentially hooks into the target application. This wayj, it helps
the Burp Suite scanner get more visibility into the application code and
potentially detect unsafe calls and functions.
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As the Infiltrator makes irreversible changes to the target application
code, it is advisable to run it only for a test instance and not on a
production instance. Currently, the Infiltrator is supported if the target
application is using any of the following technologies:

e Java
e Groovy
e Scala

o Other JVM language (JRE versions 1.4 - 1.8)
o C#
e Visual Basic
e Other .Net language (.Net versions greater than 2.0)
To get started with the Infiltrator, click on the Burp menu and then

select ‘Burp Infiltrator’ as shown in Figure 7-1.

Burp Project Intruder Repeater Window Help

Search ruder Repeater
Configuration library

User options >

Burp Infiltrator d  Finished

Burp Clickbandit
Burp Collaborator client  Hxy (all traffic)

Cvit 1 "

Figure 7-1. Navigating to the Burp Suite Infiltrator

A new window will pop up as shown in Figure 7-2. This wizard will
help us generate the Infiltrator agent.
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W Burp Infiltrator - ] ®

@ Burp Infiltrator

Burp Infiltrator is a tool for instrumenting target web applications in order to facilitate testing using Burp Scanner.
Burp Infiltrator modifies the target application so that Burp can detect cases where its input is passed to potentially
unsafe APIs on the server side.

IMPORTANT NOTICE: You should read all of the documentation about Burp Infiltrator before using it
or inducing anyone else to use it. You should only use Burp Infiltrator in full understanding of its
nature and the risks inherent in its utilization.

Select the type of application that you want to instrument:

Java, Groovy, Scala, or other JVM language (JRE versions 1.4 - 1.8)
C#, VB, or other .NET language (.NET versions 2.0 and later)

Cancel Next

Figure 7-2. Generating the Infiltrator agent

We need to select the technology our application is using like Java or
.NET and click on Next. Then the wizard will ask the location where we

wish to save the Infiltrator agent, as shown in Figure 7-3.

Burp Infiltrator - o X

® Burp Infiltrator

Select the folder where Burp Infiltrator should be saved:
D:\Infiltrator Select folder...

| cancel Next

Figure 7-3. Generating the Infiltrator agent
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Next, the wizard will simply generate the Infiltrator agent and save it to
the location we selected earlier, as shown in Figure 7-4.

Burp Infiltrator - [} pd

@ Burp Infiltrator

Burp Infiltrator was saved successfully as: burp_infiltrator_java.jar

Close

Figure 7-4. Generating the Infiltrator agent

The important thing to note here is the Infiltrator agent should be in
the same directory where the target application is located as shown in

Figure 7-5.
- v 4 » This PC > Data (D) » Infiltrator
MName Date modified Type Size
# Quick access
B Desktop ¢ |# burp_infiltrator_java 18-07-202 Executable Jar File 220 KB
P 5 |4 webgoat-server-8.1.0 18-07-202 Evecutable Jar File 85,868 KB
ownloads
|3:| webwolf-8.1.0 18-07-2020 16:40 Executable Jar File 49,404 KB
| Documents +

Figure 7-5. Newly generated Infiltrator agent
Now that both the Infiltrator agent and the target application are in the same

directory, we can open a command prompt and type command ‘java -jar burp_
infiltratorjar’ as shown in Figure 7-6.
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B Administrator: Command Prompt o o X

D:\Infiltrator>java -jar burp_infiltrator_java.jar
Please read and confirm the following statements.

I confirm that I have read and understocod the Burp Suite Documentation relating to Burp Infiltrator. By deploying Burp I
nfiltrator, I confirm that I am doing so in full understanding of the nature of Burp Infiltrator and the risks inherent
in its wtilization. I confirm that either I am a licensed user of Burp Suite Professional or a licensed user has recomme
nded that I deploy Burp Infiltrator and in the latter case the licensed user has discussed with me the contents of the D
ocumentation relating to Burp Infiltrator and the potential consequences of such installation.

Do you confirm the above statements? [y/N] y

Do you want Burp Infiltrator to report the full parameter value when input reaches a potentially unsafe API? [Y/n] Y
Do you want Burp Infiltrator to report the call stack when input reaches a potentially unsafe API? [Y/n] ¥

Do you want to allow communication over unencrypted HTTP? [y/N] ¥

Do you want to restrict the Burp Collaborator servers that can be used? [y/N] N

Enter the file path to the target application bytecode. Use commas to enter multiple paths: [D:\Infiltrator]
Processing [D:\Infiltrator\webgoat-server-8.1.0.jar]

Figure 7-6. Executing the Infiltrator agent

The Infiltrator will now run and modify the Java applications in the
directory. This is a one-time procedure, and the application needs to
restart once the patched code is available. Burp Infiltrator also makes use
of Collaborator, which we will be seeing in the next section.

Collaborator

Collaborator is a tool provided by Burp Suite that helps in attacks like
Server Side Request Forgery (SSRF) or any of the out-of-band attacks. The
Burp Suite Collaborator service helps by generating random payloads
in the form of hostnames. These payloads can then be used as part of
requests in various attack scenarios. If the attack is successful, then an
interaction occurs between the target application server and the Burp
Collaborator server. Then using the Burp Collaborator client, we can poll
and check if any such interactions have happened.

To get started with the Burp Collaborator, simply click on the Burp
menu and click “Burp Collaborator client. A new window will pop up as
shown in Figure 7-7.
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I Burp Collaborator client - o x
@ Click "Copy 1o clipboard” 1o generate Burp Collaborator payloads that you £an use in your ing, Any that resul fi g the payioads wil
appear below.

Generate Collaborater payloads

Number to generate: |1 || Copy to clpboard J [#] Include Collaborator server lacation

Poll Collaborator interactions

Poll every 60 | seconds l_Ponn_ow_‘
2] Time Type Payload | Comment [

Figure 7-7. The Burp Suite Collaborator client

Now click on the ‘Copy to clipboard’ button and paste its value in the
notepad as shown in Figure 7-8.

@ Click "Copy to chpby o Burp C payloads that you can use in your own testing. Any interactions that resul from using the payloads wil
appear below

Generate Collaborator payloads
Number to generate: 1 || Copy to chipboard #] Inchude Collaborator server location

Poll Collaborator interactions

Pall every (80 seconds Pollnow |

& Time Type Payload ‘Comment

T Untitled - Notepad - o »
File Edit Format View Help
| va2bawgdandxi3bahpmy13515ch2zr. burpeollaborator . net|

Windows (CRL Ln1,Col 52  100%

liozese]

Figure 7-8. Configuring the Collaborator client
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The random value generated by the Burp Collaborator can now
be used in payloads in requests sent as part of an attack. The Burp
Collaborator client automatically polls the Collaborator server after every
60 seconds to check if there has been any interaction. This duration can be
customized or you can simply click on the ‘Poll now’ button to manually
check for Collaborator interactions.

Clickbandit

Clickjacking is one of the very common attacks on web applications. Using
clickjacking, the attacker tries to trick the user into clicking something
different than what the user sees visually. If successful, the attacker can
get access to confidential information. Clickjacking is also known as a UI
redressal attack, as the attacker tries the deceptive technique of creating a
fake UT and then tricks the victim into executing malicious actions or events.
Burp Suite offers a utility called ‘Clickbandit’ that significantly
simplifies the process of generating Proof-of-Concept for an application
that is vulnerable to Clickjacking.
To get started with the Clickbandit tool, simply go to the Burp menu and
click on ‘Burp Clickbandit. A new window will pop up as shown in Figure 7-9.

W Burp Clickbandit b4

@ Burp Clickbandit

Burp Clickbandit is a tool for generating dickjacking attacks. When you have found a web page that may be vulnerable to dickjacking, you
can use Burp Clickbandit to create an attack, and confirm that the vulnerability can be successfully exploited.

Burp Clickbandit runs in your browser using JavaScript. It works on all modern browsers except for Microsoft IE and Edge. To run Burp
Clickbandit, use the following steps:

1. Click the "Copy Clickbandit to clipboard” button below. This will copy the Clickbandit script to your dipboard.

2. In your browser, visit the web page that you want to test, in the usual way.

3. In your browser, open the web developer console. This might also be called "developer tools™ or "JavaScript console”.
4. Paste the Clickbandit script into the web developer console, and press enter.

See the documentation for more details on using Burp Clickbandit.

Copy Qlickbandit to dipboard Close

Figure 7-9. The Burp Suite Clickbandlit tool
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This window has steps listed that we need to follow in order to
generate the Clickjacking Proof-of-Concept. The first step is to click on
the ‘Copy Clickbandit to clipboard’ button. The next step is to open the
browser and press function key F12 to go into the browser console as

shown in Figure 7-10.

Aners Wtat *
Lt - ] D & dema

AltoroMutual »

& OMLINE BANSEW LEEY

Figure 7-10. Target for Clickbandit

To proceed further, we need to paste the Clickbandit code into this
browser console, which we copied earlier as shown in Figure 7-11.
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«) > C o © £ demotestfire.net

AltoroMutual »

PERSONAL SM,

Online Banking with FREE Online Bill Pay
No stamps, envelopes, or checks to write give you more time to
spend on the things you enjoy.

* Lendina Services
G' {j Inspector G Console [ Debugger T.L Network {} Style Editor m Performance ﬂ Memaory B Storage ‘i’ Acc

WV Fiter Qutput
fwebsocket?url=httpX3aR2FX2Fdemo. testfire. netX2rénocache=1595507986225 .
» css 4= "hl {';
©s5s += "color:#SBSASC;;
55 += "margin:@;padding:8;";
s 4= "margin-top:lépx;’
55 += "margin-left:i@px;";
55 4= “font-size:22pr;’;
€55 #+= "border:none;”;
€55 4= "}
css += "hl span {*;
€55 += “color:@#fa983b;°;
€55 #= "}
return Css;

function createStyles(doc, node) {
var css = generateCssString(), style = doc.createElement('style');
style.appendChild{doc.createTextNode(css));
node.appendChild(style);

function ready() {
war iframe = document.createElement('iframe’);
if{location.protocol === “data:') {

return false;

width = getDocWidth({document);
height « petDocHeight{document):

Figure 7-11. Copying the Clickbandit code in browser console

Once the code is copied into the browser console, simply press Enter
and you'll notice the Burp Clickbandit UI appears on top of the page as
shown in Figure 7-12.
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i 0@ @ A& demotestfire.net e 3
B3 BURF

Figure 7-12. The Clickbandit Ul

Now we need to perform and record the actions that we wish to
include as part of the Clickjacking attack. Once all the required actions are
done, click on the save button and you will be able to save a file named
‘clickjacked.html’ as shown in Figure 7-13.

« 2 X @ @ & demotestiirenet w @@

mesrccenor (0 CEED

Opening clickjseked el X
You have chasen 1o open:

€ clickjacked htmi
which is: Chrome HTML Document (7.2 KB)

from: datx
[Click] |
,:-:F 1 aF. | What should Firefox do with this file?
& '] L i O Gpenwith | Google Chrome (defautt)
— i TREES  @fsmerie

] o this gutomaticaliy for Files like this from row on.

oK Cancel

Read dema.testfine net

@ O ispecter [ Console O Debugger T4 mMetwork () Stdebgitor () Performance {3 Memory [ Storage o Accessibility g% WhatsNew & Omnicug @ Ha

Figure 7-13. Saving the Clickbandit code
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You can now open the file ‘clickjacked.html’ separately in the browser
as shown in Figure 7-14.

N G @ file:///C:/Users/91797/Downloads/clickjacked.html

is ‘ INSIDE ALTORO MUTUAL

Figure 7-14. Executing the Clickbandit code

You'll notice that the actions you captured earlier are now being
replayed, and if you click, then you get a message ‘You've been
clickjacked!” as shown in Figure 7-15.

« = C o @ filey//C:/Users/91797/Downloads/dlickjacked html
' e g it
=
.,‘a_l i
: ‘( /il
1 e

2 INSIDE ALTORO MUTIIAL

You've been clickjacked!
Figure 7-15. Executing the Clickbandit code
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Cross-Site Request Forgery, commonly known as CSRE is another type of

attack on web applications that exploits session management flaws to trick

the victim into performing unwanted actions. Burp Suite has a utility that

makes it very easy to generate Proof-of-Concept for CSRF vulnerability.

We first need to identify and confirm the request for which we wish to

generate the CSRF Proof-of-Concept code. Once the request is finalized,

simply right-click the request, go to ‘Engagement tools; and click on

‘Generate CSRF PoC’ as shown in Figure 7-16.

Show new site map window
Site map documentation

Figure 7-16. Sending request to CSRF PoC generator

Contents
Host Method URL Params  Status  Length Title Comment Time ra
hitp:/fdemo.testfire.net [GET '8 1200 9537 [HTML Altoro Mutual
http://demo.testfire.net |GET Jbank/main.jsp 1200 6431 HTML :Allm Mutual
hittp://demoutestfire.net IGET __Jlogin.Jsp 200 i8GE7 _HTML _Alloro Mutual
fttp://demo.testfire.net [POST  /dologin T LA '
hitp:/fdemo.testfire.net (GET Jimages/gradie ' POST: ‘| gl
http:/fdemo.testfire.net [GET  jimages/heades  Add to scope
itp:/demo.testfire.net [GET _fimages/nome] 5, 1
http://demo.testfire.net |GET Jimages/homez |
http://demo.testfire.net [GET /images/home2 ::"d . :‘m' Qr:':‘
http://demo.testfire. net IGET fimages/logo.g tidto Repedtes Gt
httn: e testfire net_(GET ___fimanes/nf_Inc| 567 10 Sequencer
Request Response Send to Comparer (request)

Send to Comparer (response)
Raw Params Headers Hex Show response in browser
POST /doLogin HTTR/1.1 Request in browser >
Host: demo.testfire.net =
User-Agent: Mozilla/5.0 (Windows Sere request 0 03 Manulit!l.ﬂ'lnq efox/78.0
Accept: text/html, application/xhi Sead reqist ta 05 = Exoitztion “
Accept-Language: en-uUs,en;qe=0.5 Engagement tools. % Find references
Accept-Encoding: gzip, deflate Compare site maps Discover content
Content-Type: application/x-www-1 Add comment Schedule task
Content-Length: 37 Highlight 3 Generate CSRF PoC
origin: htep://demo.testfire.net Deleta it Simulate manual testing
Connection: close
Referer: http://demo.testfire.nel Copy URL
Cookie: JSESSIONID=CCBADARZ4ESSEB! Copy as curl command
Upgrade-Insecure-Requests: 1 Copy links

Save item
uid=adminipassw=adminebtnSubmit=l  yjey >

Now, a new window will pop up as shown in Figure 7-17, which has the
POST request along with the CSRF code.
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CSRF PoC generator = @] B
Request to: http://demo.testfire.net ® Options
Raw params Headers Hex

POST /doLogin HTTP/1.1 A

Host: demo.testfire.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:78.0)
Gecko/20100101 Firefox/78.0

Accept:

text/html, application/xhtml+xml, application/xml;cq=0.9%, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content=Type: application/x-www=-form-urlencoded

Content-Length: 37 v
@<+ > 0 matches
CSRF HTML:
<html> ~
<!-= CSRF PoC - generated by Burp Suite Professional -->
<body>

<script>history.pushState('', '', '/')</script>
<form action="http://demo.testfire.net/doLogin" method="POST">
<input type="hidden" name="uid" value="admin" />
<input type="hidden" name="passw" value="admin" />
<input type="hidden" name="btnSubmit" wvalue="Login" />
<input type="submit" value="Submit request" />

</ form>
</body>
</html>
v
@ l<|[+]5] | Type a search term 0 matches
Regenerate Test in browser . Copy HTML | Close

Figure 7-17. CSRF PoC generator

It is now easy to modify the CSRF code as required and then we can
either directly test it in the browser or generate a separate HTML file. To
test the CSRF code in the browser, click on the ‘Test in browser’ button,
and a new window will pop up as shown in Figure 7-18.
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Request to: http://demo.testfire.net ® Options

Raw Params Headers Hex

POST /doLogin HTTE/1.1 ~
Host: demo.testfire.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:78.0)

5ecko/20100101 Firefox/78.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9%, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Zontent-Type: application/x-www=-form-urlencoded

Zontent-Length: 37 v
@ <l *|l2] 1pe a search term 0 matches
CSRF HTML:
<html> ~
<!==- CSRF PoC - generated by Burp Suite Professional =-->
<body>
<script>history.pushState('', '', '/')</script>
<form actjan="hrrn: ldama tesrfire ner/dalaoacin" methad="pPoST"
<input t [ Show response in browser X
<input {
<input 1 To show this response in your browser, copy the URL below and paste into a browser that
<input 1t s configured to use Burp as its proxy.
</ form>
</body> http://burp/show/2/5sg4immaqzvc6f2bbfbch47mnwiyoaj Copy
</html>
i [JIn future, just copy the URL and don't show this dialog Close
v
® <||+||>|| Type a search term 0 matches
Regenerate [:re_sgm browie_rj Copy HTML Close

Figure 7-18. CSRF PoC generator

Now click on the ‘Copy’ button, open the browser, and paste into the

address bar as shown in Figure 7-19.

.‘} burp'fShO“"r] ;’hhd6q0f390|

&« o> C @ © # burp

Submit request

Figure 7-19. Verifying the CSRF PoC in browser
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Now click on the button ‘Submit request; and the CSRF code will get
executed as shown in Figure 7-20.

<« ¢ o @ £ demotestfirenet/bank/mainjsp ®

AltoroMutual »

IWANT TO ...

i ok i St amary Hello Admin User
: W welcome to Altoro Mutual Online.
: mﬂ View Account Details: 800000 Corporate ~|| co
ADMINISTRATION
« Edit Users Congratulations!

Wou have been pre-approved for an Altora Gold Visa with a credit Emit of $10000!

Chck Here to apply.

Bovacy Policy | Security | Server Statys Check | BEST AP] | @ 2020 Altore Mutual, Inc.

Figure 7-20. Verifying the CSRF PoC in browser

Summary

In this chapter we learned about using Intruder for instrumenting
applications and increasing detection capabilities of the Burp Scanner.
Then we saw the Burp Collaborator, which can be effectively used in out-
of-band attacks like SSRF. We then looked at the Clickbandit tool that helps
generate proof-of-concept code for applications vulnerable to clickjacking;
and lastly we glanced through the CSRF PoC generator, which helps us
quickly generate and test proof-of-concept code for Cross-Site Request
Forgery attacks.

In the next chapter, we'll see the automated scanning and reporting
capabilities of the Burp Suite.
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Exercises

1. Use Infiltrator to instrument any of your target Java
applications.

2. Find a vulnerable CSRF request and try to generate a
proof-of-concept using the CSRF PoC generator.

3. Generate a clickjacking proof-of-concept code for
your target web application.
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