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Introduction

The number of applications is growing and so are the number of application
vulnerabilities. Enterprises have shifted a lot of focus on making the
applications secure. While there are a variety of solutions and products for
application security, Burp Suite is really the tool of choice for many.

Burp Suite is a simple yet powerful tool used for application security
testing. It is widely used for manual application security testing of not
just web applications but also APIs and mobile apps. For effectively
testing security of web applications, one needs to understand various web
application vulnerabilities; at the same time, one also needs to have an
in-depth understanding of the tools used for testing. This book helps you
understand Burp Suite comprehensively, so that it can be used precisely to
uncover vulnerabilities.

The book starts with basics about Burp Suite and guides you on setting
up the testing environment. The following chapters cover basic building
blocks of Burp Suite and take you through its various components such
as the intruder, repeater, decoder, comparer, sequencer etc., in depth. In
the last chapters, we will cover other useful features such as the infiltrator,
collaborator, scanner, extender, and using Burp Suite for APT and mobile
app security testing.

xiii



CHAPTER 1

Introduction to
Burp Suite

Application Security has evolved to a large extent in the last decade or so.
A decade ago, finding SQL Injections in applications was easier than it is
today. The applications were more prone to vulnerabilities as there were
fewer defenses and less awareness among the developers. However, the
situation has drastically changed today. Developers are much more aware
and conscious about security, and security controls are placed throughout
the Software Development Life Cycle (SDLC), making the end application
comparatively secure.

Though the development processes have become more secure, today’s
applications are not just limited to the web. Modern applications have
services and Application Programming Interfaces (API's) exposed as well
as a mobile and cloud presence. This clearly increases the complexities
and attack surfaces.

For an application security tester, it is vital to find all possible
vulnerabilities in the entire application ecosystem.

Some Basics of Application Security

Going into details of application security and various vulnerabilities are
beyond the scope of this book. In this book we will be focusing specifically
on how to use the Burp Suite tool in the most efficient manner.

© Sagar Rahalkar 2021 1
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However, we'll quickly glance through what the common and top
application vulnerabilities are. The de facto standard referred to for
application vulnerabilities is OWASP. OWASP stands for Open Web
Application Security Project. The last Top 10 list for web application
vulnerabilities was published in 2017. The vulnerabilities are as follows:

1. Injection - This includes vulnerabilities that
are exploited by sending untrusted input to an
interpreter either as part of a query or command.
Specially crafted input tricks are what the interpreter
uses in executing the commands or even giving
unauthorized access to data. The most common
type of injection is a database injection. Other
types include the Operating System (OS) command
injection or LDAP Injection, etc.

2. Broken Authentication - This includes
vulnerabilities arising out of poor implementation of
authentication and session management functions.
Exploiting such vulnerabilities can give attackers
access to passwords, credentials, session tokens,
keys, etc.

3. Sensitive Data Exposure - Many times,
applications lack controls to protect sensitive user
data like personally identifiable information (PII),
health data, or even financial data. Attackers can
steal such sensitive data. Lack of data encryption at
rest and in transit cause most of the vulnerabilities
related to sensitive data exposure.

4. XML External Entities - This is a special type of
vulnerability wherein an attacker exploits the entity
tag within the XML documents to launch several
attacks like disclosing sensitive internal files, denial
of service, remote code execution, etc.
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Broken Access Control - Even if a user is
authenticated with valid credentials, it might not be
necessary to have access to all of the application.
Authorization defines what an authenticated

user can access. Broken authorization gives
unauthorized access to the attacker to view other
user accounts, sensitive files, or even modify other
users’ data.

Security Misconfiguration - Security
misconfiguration issues are the most common

in the underlying infrastructure like web servers.
Insecure configurations, default credentials,
unreferenced backup files, unwanted services, open
cloud storage, missing security headers and cookie
flags, and missing security patches all contribute to
the security misconfiguration category.

Cross-Site Scripting - This is indeed the classic web
application vulnerability that has been part of the
OWASP list for so long. This commonly occurs when
an attacker is able to inject and execute a script
through an application input field. This attack can
be used to hijack user sessions by stealing cookies,
defacing websites, etc. Common types of cross-site
scripting include Persistent, Reflected, and DOM
Based.

Insecure Deserialization - Attackers can
manipulate the object serialization and
deserialization process to introduce malicious
payloads resulting in code execution.
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9. Using Components with known Vulnerabilities -
It’s very common for developers to import and use
third-party code to avoid reinventing the wheel.
However, at times the third-party code comes along
with inherent vulnerabilities. An example is using
the OpenSSL library, which is vulnerable to a Heart
Bleed attack.

10. Insufficient Logging and Monitoring - Quite often,
applications lack capabilities to log events that
would help in case of an incident. In the absence of
audit logging and detection capabilities, attackers
can simply continue to infiltrate without getting
detected or raising alarms.

While the OWASP Top 10 list is probably the first place to go for web
application vulnerabilities, there are many potential vulnerabilities
beyond this Top 10 list. Following are some of the strongly recommended
references in order to get a broader perspective for application security
testing:

1. OWASP Testing Guide - This guide is a very
comprehensive resource covering many security
test cases and a very handy reference guide. It is
available at https://owasp.org/www-project-
web-security-testing-guide/assets/archive/
OWASP_Testing Guide v4.pdf

2. SANS Top 25 Programming Errors - Beyond
the OWASP Top 10 list, SANS has published a list
of the 25 most dangerous programming errors.
It is available at https://www.sans.org/top25-
software-errors


https://owasp.org/www-project-web-security-testing-guide/assets/archive/OWASP_Testing_Guide_v4.pdf
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3. OWASP API Top 10 - Application Programming
Interfaces (API's) are very commonly used these
days and have some unique vulnerabilities. OWASP
has published a special API Top 10 vulnerability
list and is available at https://owasp.org/www-
project-api-security/

4. OWASP Mobile Top 10 - Mobile applications have
different sets of vulnerabilities, and some even
vary based on the type of platform. However, the
most common and top mobile vulnerabilities are
available at https://owasp.org/www-project-
mobile-top-10/

5. OWASP IoT Top 10 - Today even household
devices are getting smarter and connected. Such
Internet of Things (IoT devices) are prone to many
vulnerabilities. OWASP has published an IoT Top 10
vulnerability list available at https://owasp.org/
www-project-internet-of-things/

A Brief Introduction to Burp Suite

The birth of Burp Suite dates back to 2004 when Dafydd Stuttard gauged
the need for a robust web application security testing tool. In the past 16
years, the tool has evolved leaps and bounds and has added numerous
capabilities that benefit the security testing community. Burp Suite has
undoubtedly become a tool of choice for web application security testing.
Also it has evolved in a way that it can now be used to find vulnerabilities
in API’'s and Mobile Apps as well.


https://owasp.org/www-project-api-security/
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https://owasp.org/www-project-mobile-top-10/
https://owasp.org/www-project-mobile-top-10/
https://owasp.org/www-project-internet-of-things/
https://owasp.org/www-project-internet-of-things/

CHAPTER 1 INTRODUCTION TO BURP SUITE

Need for Burp Suite

Today the market for application security scanning and testing tools is
rapidly growing. There are so many tools available, commercial as well as
free, from different vendors, supporting various technologies and features.
Most of these tools are inclined toward automated scanning of software
to find vulnerabilities. This is achieved either by triggering the scanner
after spidering or crawling the target application or integrating the scanner
directly in the DevOps cycle. While this is certainly an advantage and
increases efficiency of scanning with minimum manual intervention, there
are certain vulnerabilities that can be better understood and exploited
through manual testing.

Manual Testing is largely dependent on two factors: the skills of the
tester and the tool used for testing. A tool like Burp Suite significantly
aids in fulfilling the needs of manual testing from a tooling perspective. It
provides a powerful and flexible platform where the tester can efficiently
find and exploit potential vulnerabilities. So, for application security
scanning and testing, the best strategy would be to use a combination
of both automated and manual testing. Burp Suite has excellent manual
testing capabilities along with an automated scanner. So it gives the tester
benefits of manual testing as well as automated scanning of vulnerabilities.

Editions

Like most of the other tools, Burp Suite comes in different forms. Different
users might have different needs and one size may not fit all. Keeping

in mind the varying needs of users, Burp Suite comes in three different
editions.
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Burp Suite Community Edition - The Burp Suite
Community Edition is the most basic version, which
is free to download and use. It comes with a limited
set of tools and features to get started with web
application security testing. If you are completely
new to application security and want to explore the
basics, then the Burp Suite Community Edition is
certainly a very good starting point. It does have
good tools and features required for basic manual
web application security testing like the interception
proxy, tamper and relay requests using repeater,
encode and decode data, etc.

Burp Suite Professional Edition - Once you have
avery good understanding of web application
security and you are regularly required to test
applications as part of your profession, then

the Burp Suite Professional Edition is definitely
recommended. The Burp Suite Professional Edition
comes along with many advanced features that
significantly improve your ability to find potential
vulnerabilities in applications. This is the most
suitable edition for individual professionals looking
for excellent manual and automated security testing
capabilities. Some of the advanced features include
the following:

o Testing out-of-band vulnerabilities
e Advanced brute-force and fuzzing capabilities

e Quickly generating exploits for CSRF,
Clickjacking, etc.
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e Automated scanning for vulnerabilities

o Useful extensions to further enhance vulnerability
detection capabilities

More details on the Burp Suite Professional Edition can be found
here - https://portswigger.net/burp/pro

3. Burp Suite Enterprise Edition - While the Burp
Suite Community Edition and the Burp Suite
Professional Edition were aimed at individual
professionals, the Burp Suite Enterprise Edition is
useful to the organizations looking for integrating
security scanning in software pipelines. It doesn’t
have the manual testing tools as compared to the
earlier editions. This edition is recommended for
enterprises looking out for DevSecOps solutions.

As part of this book, we will be covering the Burp Suite Professional
Edition.

Burp Suite Alternatives

We have already discussed that the market for application security
scanning tools is largely growing. While Burp Suite fulfills most of the
manual and automated testing needs, it is rivaled by some other tools such
as those shown in Table 1-1.


https://portswigger.net/burp/pro
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Table 1-1. Scanning Tools

Commercial Free / Open Source

Acunetix OWASP ZAP
Netsparker W3af

IBM AppScan Arachni
Weblnspect Iron Wasp

More information and comparative analysis on various application
security Testing tools can be found at https://www.gartner.com/
reviews/market/application-security-testing

High-Level Feature Overview

The Burp Suite Professional Edition comes with a wide range of features

for manual penetration testing as well as for automated scanning. Some of

the useful features include the following:

1.

Manual Penetration Testing - Intercept and tamper
requests (HTTP / HTTPS), manually testing for out-
of-band vulnerabilities, testing web sockets, testing
token strength, easily test clickjacking and Cross-Site
Request Forgery (CSRF) vulnerabilities.

Advanced Automated Attacks - Passive and active
scanning to find potential vulnerabilities, advanced
capabilities to brute-force and fuzz inputs.

Productivity - Detailed message analysis, efficient
project options, tools to make code more readable,
easy and simple vulnerability reporting.


https://www.gartner.com/reviews/market/application-security-testing
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4. Extensions - Burp Suite Application Store to install
extensions for significantly enhancing the existing
tool capabilities.

We'll be going through the above features more in detail as we proceed
through the book.

Summary

We started off this chapter by explaining how application security has
evolved over the last decade or so. We then glanced at some of the top
web application vulnerabilities. Next we tried to understand the need for
a tool like Burp Suite followed by its editions and alternatives. Finally, we
concluded with a high-level overview of the features provided by Burp
Suite Professional.

In the next chapter, we'll get started with installation and setup of the
tool.

Exercises

e Read about the OWASP Top 10 vulnerabilities and the
OWASP Testing Guide in detail.

o Read more details about the features of all the Burp
Suite editions on the official website - https://
portswigger.net/

10
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CHAPTER 2

Setting Up the
Environment

In the last chapter, we discussed some basics of application security and
the need for tools like Burp Suite. In this chapter we’ll get started with

setting up our environment for Burp Suite.

Burp Suite Installation

Before we attempt to either install or run the Burp Suite, we need to ensure
that Java is installed on the system. It is an essential prerequisite to run
Burp Suite. On a Windows system, you can simply open up the command
prompt and type command “java -version” to check if Java is installed, as
shown in Figure 2-1.

EX Administrator: CAWINDOWS\system32\cmd.exe

Figure 2-1. Check if Java is installed

© Sagar Rahalkar 2021 11
S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_2


https://doi.org/10.1007/978-1-4842-6402-7_2#DOI

CHAPTER 2 SETTING UP THE ENVIRONMENT

If you don’t have Java installed on your system, you can download and
install Java from https://www.oracle.com/java/technologies/javase-
jre8-downloads.html

Once we are sure that Java is installed on our system, we can now
proceed with Burp Suite. We first need to download the Burp Suite from
https://portswigger.net/burp/releases/community/latest as shown
in Figure 2-2.

&« C (y @ portswigger.net/burp/releases/professional-community-2020-57requestedadit

r O = a®OH

Burp Suite Releases

Professional / Community 2020.5

L
Burp Suite Community Edition ~  Windows (84-bit) v m
[JAR ]
This release provides a useful new feature Ieral general improvements
Mac OSX
Windows (54-bit) |

Figure 2-2. Types of Burp Suite downloads

You'll notice there are several forms in which you can download

the Burp Suite. There are individual installers for Linux, Mac OSX, and
Windows. There’s also an option to download a JAR file, which can be used
directly to launch Burp Suite without installing. Downloading the JAR file
is the easiest way to get started. If you choose to download the installer, it
is just like any other software installer and installs the Burp Suite in a few
clicks. However, Java is required to be installed in both cases. Once the JAR
file is downloaded, you can simply double-click it to launch the Burp Suite.

12
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At times, while running large projects, it might happen that Burp
Suite runs out of memory. To solve this problem, it is possible to launch
Burp Suite by allocating a fixed amount of memory at startup. This will
ensure that it doesn’t run out of memory once launched. This can be done
using command "java -jar -Xmx2G /path/to/burp.jar" where 2G
indicates 2GB of memory. This step is completely optional. We can skip
it and directly execute the JAR file to launch Burp Suite with the default
configuration.

If all prerequisites are met correctly, we get a startup screen as shown
in Figure 2-3.

® Welcome to Burp Suite Professional Use the oplions below o creale or open a project . BU R PSUI | E

PROFESSIONAL

() Temporary project
L) New project on disk Name: |

Fie: Choose fie... |
®) Open existing project Name File

File || choosefie.. |

v| Pause Automated Tasks
Cancel | MNext |

Figure 2-3. Burp Suite Startup Screen
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Setting Up Vulnerable Target Web
Application

While we set up the Burp Suite on our system, it’s important to have

a target application on which you will be using the tool. If you are a
professional working on application security testing and penetration
testing then you would be authorized to use Burp Suite on the application
under the test. However, if you are just a beginner trying to get started with
learning Burp Suite, then you would need to have some target application
on which you could test your skills. Remember, running Burp Suite on an
application on which you are not authorized can invite legal troubles. So,
from a learning perspective, it's important to try your Burp Suite skills only
on a test application. There are several alternatives available as shown
below:

1. Set Up OWASP Juice Shop locally - OWASP
Juice Shop is a modern web application that is
deliberately made vulnerable. This can be an
excellent starting point. The easiest way to get
OWASP Juice Shop up and running is using its
docker image. The docker image is available at
https://hub.docker.com/r/bkimminich/juice-
shop. You can simply pull the image and run it in the
docker engine on any platform (Windows / Linux /
MacOS).

2. Try out online version of OWASP Juice Shop -
As a beginner, it is always recommended to set up
your own copy of Juice Shop; however if you want to
quickly try it out before setting it up, you can try the
online version at https://juice-shop.herokuapp.
com/#/
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3. Damn Vulnerable Web Application (DVWA) -
Another great application that has been made

vulnerable intentionally for testing is DVWA. You

can quickly set up the DVWA using docker or on a

local web server. Detailed instructions on setting up
and using DVWA are available at https://github.
com/ethicalhack3r/DVWA

4. Damn Vulnerable Web Services - OWASP Juice
Shop and DVWA would suffice for your learning

needs for web application vulnerabilities.

However, if you wish to explore more specifically

the vulnerabilities in web services, then Damn

Vulnerable Web Services is a good option. More

details on setup and usage can be found at https://

github.com/snoopysecurity/dvws

Configuring the Browser

Now that we have Burp Suite up and running, we need to configure

our browser to work along with it. First let's consider a normal scenario

without Burp Suite in the picture as shown in Figure 2-4.

A

User

J

Browser Website

Figure 2-4. A user accessing a website directly without Burp Suite
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Referring to the image above, at a very high level and in simple terms,
the following sequence of events happens:

1. The end user opens up any browser of choice.

2. The user then enters the URL of website he/she
wishes to browse.

3. The browser processes the URL of the website and
renders the website for the user (a series of request
and response happens in the background).

Now let’s consider another scenario wherein we have configured Burp
Suite with the browser as shown in Figure 2-5.

£
& : } Burp Suite ————— VAW WL |

Website
User Browser

Figure 2-5. A user accessing a website with Burp Suite

Referring to the image above, at a very high level and in simple terms,
the following sequence of events happens:

1. The end user opens up any browser of choice.

2. The user then enters the URL of the website he/she

wishes to browse.

3. The browser redirects the request to Burp Suite,
which then forwards the request to the target
website.

4. The target website responds to the request and
sends a response back to Burp Suite, which then
passes on the response to be rendered in the
browser.
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So in this scenario, Burp Suite is acting as ‘Man-in-the-Middle’
between the browser and the target website. Burp Suite is able to intercept
and tamper all the traffic passing through it.

We'll now see how we can configure the most popular browsers to
work with Burp Suite.

Firefox

For configuring Firefox with Burp Suite:
Go to Tools » Options as shown in Figure 2-6.

Vb Developer s f
Page Info arsl |

Ogtions

Figure 2-6. Navigating the Tools » Options menu in Firefox

In the search field, enter the keyword ‘network’ as shown in Figure 2-7
and click on ‘Settings’
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32 oo ] |
« 5 C e ) Firefox  aboutpreferences#searchResults

It General Search Results

‘Q Home Network Settings network

Q Senrch Configure how Firefox connects to the internet. Leamn more Settings...

“ Privacy & Security

e
R Sync

Figure 2-7. Searching for ‘Network Settings’ within Firefox options

Select ‘Manual proxy configuration” as shown in Figure 2-8 and enter
the IP as 127.0.0.1 (or localhost) and port as 8080.

Note: By default the Burp Suite proxy listens on port 8080. This can be
customized and we'll see that in the next chapter. However, the same port
number must be entered both in the browser as well as in the Burp Suite in
case you wish to change the same.

Configure Proxy Access to the Internet
o proxy.
Austo-detect prowy settings for this network
Lise system prowy settings
® panual proxy configuration
HTTP Proay | 127.0.0.3 Bort 8080

o/ Aso use this proxy for FIP and HTTPS

SOCKS Most| 127001 L
SOCKSwi @ SOCKS y§

Autcenatic proxy configuration URL

o prcoy for

Excamplo: mogilla.ong. netrr, 192 1681.0/24
Connections 1o localhos?, 127.0.0.1, and <1 are never proxied.

Figure 2-8. Setting up the manual proxy configuration
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Simply click ‘OK’ once the proxy details have been configured.

Chrome

For configuring Chrome with Burp Suite:
Click on the three vertical dots in the right-hand corner and select

‘Settings’ as shown in Figure 2-9.

cepy  Paee

Figure 2-9. Navigating to the Chrome Settings

Search for the keyword ‘proxy’ as shown in Figure 2-10, and click on
the ‘Open your computer’s proxy settings’ option.

& settings x  +

& O O @ Chrome | chromey/settings Tsearch=proxy * 0Oacmanm®)

Settings

System
Cantinue running background apps when Google Chrame Is dlosed
Use hardware acceleration when available

Q,  Search engine Open your computer's praxy settings @

Figure 2-10. Opening the proxy settings in Chrome

Now enable the ‘Use a proxy server’ option and enter the address and
port number as shown in Figure 2-11.
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Settings

@ Home Proxy

Find a setting 0 I Use setup script

@ off

Network & Internet
Script address

a Status

@ WiFi v

Ethernet

= Manual proxy setup

% Dialup Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

% VPN
Use a proxy server

g0 Airplane mode a o
Address Port

) Mobile hotspot

' | 127001 | |eosd x|
Data usage

G Use the proxy server except for addresses that start with the following
entries. Use semicolons ()) to separate entries.

@ Proxy

I:] Don't use the proxy server for local (intranet) addresses

Save

Figure 2-11. Configuring the system proxy
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Edge

For configuring Edge with Burp Suite:
Click on the three horizontal dots in the right-hand corner and select
the ‘Open proxy settings’ as shown in Figure 2-12.

" --|J [ x [
O @
> :
Advanced w
@ General
Feent Sesichey pabie vt equiymaier isden 1 oqymter il cutymait . equny ) Privacy B secusity Site settings
Top sites By Passevceds & suschll tebn Fonte
e this Burmnd off in stay salr on the weh
T Achanced 1
a » @ m m | Ui Adkokar Flarh Player
Moy b mass Coranavinm Lateit Gamen i R0 Lirirdia m n

Mecia autopley
Comncl H o ancd viceos play mtomaticaly on
ey

Contac wha contont sl can thow snd the
ntemation the use whilke o bt

Marigs perrminins

¥OU shiry anceymons o filter webites.
O proay settings

Figure 2-12. Opening the Proxy Settings in Edge browser

Now enable the ‘Use a proxy server’ option and enter the address and
port number as shown in Figure 2-13.
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Settings

m Home

Find a setting

Network & Internet

& Status

%3 Ethernet
Dial-up

% VPN

= Airplane mode
¢ Mobile hotspot
@& Data usage

[ @ Proxy

Proxy

Use setup script
@ off

Script address

Save

Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

Use a proxy server

@ o
Address Port
| 127001 | |s0sd x|

Use the proxy server except for addresses that start with the following
entries. Use semicolons () to separate entries.

D Don't use the proxy server for local (intranet) addresses

Save

Figure 2-13. Configuring the system proxy

Once the proxy is configured, simply click on the ‘Save’ option.

Opera

For configuring Opera with Burp Suite:

Click on the settings in the top right-hand corner and select the option

‘Go to browser settings’ as shown in Figure 2-14.
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o] - opeacom, @®r0 oS
0 Opera L g
Welcome! Operaisuy Bownloads
G Useny @77 Domrioacs Crarge
Clear browsing dats
import passwords and bookmarks.

Instagram in sidebar M| Tumnow

Figure 2-14. Opening the browser settings in Opera

In the search field, type proxy and then select the option ‘Open your
computer’s proxy settings’ as shown in Figure 2-15.

< T B0 seings

0 Settings

Open your compuer's promy settngs Leam mare ]
Rate Opera

Cpen help

Figure 2-15. Opening up the system proxy settings

Now enable the ‘Use a proxy server’ option and enter the address and
port number as shown in Figure 2-16.
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Settings

m Home

Find a setting

Network & Internet

& Status

%3 Ethernet
Dial-up

% VPN

= Airplane mode
¢ Mobile hotspot
@& Data usage

[ @ Proxy

Proxy

Use setup script
@ off

Script address

Save

Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

Use a proxy server

@ o
Address Port
| 127001 | |s0sd x|

Use the proxy server except for addresses that start with the following
entries. Use semicolons () to separate entries.

D Don't use the proxy server for local (intranet) addresses

Save

Figure 2-16. Configuring the system proxy

Once the proxy is configured, simply click on the ‘Save’ option.

So far we have seen how to configure browsers like Firefox, Chrome,

Edge, and Opera to work along with Burp Suite. It simply requires

configuring the network proxy option. However, it is important to note

that once the browser proxy is configured, all the traffic initiating from the

browser will compulsorily pass through Burp Suite. If you are working on

multiple tabs within a browser and testing an application in one tab while
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accessing email in another, all this traffic will be routed through Burp
Suite. In case you with to pass only selective traffic through Burp Suite, you
need to make use of additional browser plugins such as those shown in
Table 2-1.

Table 2-1. Additional Browser Plugins for Proxy

Firefox  Proxy SwitchyOmega, FoxyProxy
Chrome  Proxy SwitchyOmega, FoxyProxy
Edge N/A

Opera  Proxy Switcher & Manager

The above plugins are simple to use and allow custom selective traffic
to pass through Burp Suite. Using these plugins is completely optional.
If you don’t wish to use these plugins, you can simply use two separate
instances of browser, one for application testing and the other for personal
use. Or it is also possible to scope out only the required traffic in Burp Suite
that we will be learning in an upcoming chapter.

Summary

In this chapter we saw how to download, install, and get started with the
Burp Suite tool. We then explored various options available for setting up
vulnerable targets to practice Burp Suite skills. We also learned how to
configure different browsers to work along with the Burp Suite.

In the next chapter, we’ll see how to configure some of the basic
settings in the Burp Suite like the Proxy, User Options, and Project Options.
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Exercises

o Download the latest version of the Burp Suite.

e Try to launch Burp Suite from the command line,
allocating custom memory size.

e Tryand explore how to use the FoxyProxy plugin for
Firefox and Chrome.
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Proxy, User Options,
and Project Options

In the last chapter, we saw some basics of Burp Suite installation, setting
up the vulnerable application and configuring different browsers to work
along. In this chapter, we’ll get started with some basics of Burp Suite
proxy along with several user and project options.

Proxy

Proxy is really the essence of Burp Suite. Leveraging the proxy
functionality, Burp Suite is able to see all the traffic passing through it. In
the previous chapters, we have already seen how Burp Suite works as
Man-in-the-Middle and helps us intercept requests.

In order to make Burp Suite functional, we have to have a complete
configuration at two different ends. One part is configuring the network
proxy in the browser that we saw in the previous chapter. Another part is
ensuring the Burp Suite proxy is configured properly. By default, when we
start the Burp Suite, its proxy listens on port 8080. In this case you don'’t
need to do any more configurations. However, if port 8080 is already being
used by some other application on your system, then there would be a port
conflict and the Burp Suite proxy service would fail to start. In this case you
can start the Burp Suite proxy listener on any other custom port that is not
already in use. To do this, navigate to the Proxy tab as shown in Figure 3-1.
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i/ Dashboard r Target r Proxy r Intruder [’ Repeater r Sequencer

J’ Intercept r HTTP history r WebSockets history [/ Options ‘

Forward [ Drop

Intercept is off Action

| Raw rHex | Hackvertor ]

Figure 3-1. Proxy Option in the Burp Suite

Then go to the ‘Options’ tab as shown in Figure 3-2. You'll notice that
the Burp Suite proxy is running by default on localhost and port 8080.

" Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender |
Intercept rl-n‘TPhistury TWebSockelshistory i'Optlons |

(@ Proxy Listeners

{ﬁ}‘ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser t

Add l Running Interface Invisible Redirect Certificate
127.0.0.1:8080 Per-host
.

Figure 3-2. Proxy options

To enable the Burp Suite proxy on the custom port, click the ‘Add’
button as shown in Figure 3-3.
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Intercepl | HTTP history | WebSockets history | Options |

@ Proxy Listeners W Add a new proxy listener
@ Burp Proxy uses listeners ta receive incaming HTTI| Binding ; Request handiing | Certificate

Add ] Runining Imlerface @ These setlings control how Burp binds the proxy Fstener,
— 127.0.0.1:8080

Bind to port: |

Remove: -
L | Bind to address: ® Loopback only

O Allimerfaces

£ Specific address: -

Each installation of Burp generales its own CA certl

Import / export GA cerificate Regeneratel

Figure 3-3. Adding new proxy listener

Now you can bind the Burp Suite proxy to any custom port. After
configuring the custom port, you can leave the bind address to default as
‘Loopback only’ or if there are multiple network interfaces on your system,
you can select any one of them using the drop-down menu in the “Specific
address” option.

Once the Burp Suite proxy is configured, we are all set to intercept
application requests. By default, the Burp Suite will intercept only requests.
In any particular scenario, if you are required to intercept responses as
well, then it can be done through additional configuration. To enable
interception of responses, go to Proxy » Options and check the option
“Intercept responses based on the following rules:” as shown in Figure 3-4.

@ Intercept Server Responses

@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

[C] Intercept responses based on the following rules:

[ Adg || Enadled | Opermor [ Matchype | Relationshp [ Condiion _ N
—_— ) [ Content type header [Matches text

| Edit | | Or Request (Was modified

r 1 =] Or Request [Was intercepted

-ﬂl Ll And Status code |Does not match 43048

| Up | [ & And URL |l in target scope

| Down |

[v] Automatically update Content-Length header when the response is edited
Figure 3-4. Intercepting server responses
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Through this option, you can specify different rules based on which the
Burp Suite proxy would intercept responses.

Now that we have the browser configuration in place along with the
Burp Suite proxy, we can try to intercept a request. Navigate to “Proxy »
Intercept” and Click on “Intercept if off” (to turn on the intercept). Now
in the browser enter any URL and observe the proxy tab in Burp Suite as
shown in Figure 3-5.

Dasstores | Twge b | g | Sapmcws | Dacste | Compan | Eaeste | Pumsrcpross | esmon | Bee s | S s SR R Carfic ey
o | HTTP sory | WebSackets | Cotions

7 Pequest iz hep ierma tesire ret 80 148 11 1

Dip Fnartagtison Acton L 46

Headers | x| Hacienar

Figure 3-5. Intercepting HT'TP request

You will notice the request you made from the browser is trapped in
Burp Suite. You can now click on Forward if you want to allow rendering
the URL in the browser. You can drop the request and the browser won't
load the URL. If you turn off the Intercept option, then all requests and
responses will be captured in Burp Suite without any manual intervention.
The right-hand corner also gives an option to give a color to the request if
you want to highlight it for some reason along with comments.

The HTTP History tab shows all the requests that have passed through
Burp Suite so far as shown in Figure 3-6.

3 | Twget [Py | riwdes | Aeemsr | Sequecs | Gecoter | Covpuw | e | Pwcegton | Useopors | Enes e |8 s saa

'

"
EREEEEEES,

friem.
=3
JHE.__ I
fes  bma
b hma
J

B b
=~

330, o T o
nel EAVGTHIGET ot e met 0 -Optnn s e,
L]

Lo
seasive v GET  memamsne pma

Figure 3-6. HTTP Proxy History
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The proxy history captures important information like host, method,
URL, parameters (if any), status on whether the request was edited/
tampered, HTTP Status code, Content Length, MIME Type, Extensions,
Title, IP, cookies, and time of the request. This is really a wealth of
information to start with. Burp Suite is also capable of capturing Web
Socket traffic by default and it can be seen in the Web Sockets history tab.

Burp Suite CA Certificate

We have already seen in the previous chapter that Burp Suite proxy works
as Man-in-the-Middle. While accessing an application over HTTPS
through Burp Suite, the proxy will generate a TLS certificate signed by its
certificate authority and store it on the client system. To use Burp Suite
most efficiently in case of HTTPS, it is advisable to download and install
the Burp Suite CA Certificate as trusted in the browser.

To import and install the Burp Suite CA certificate, first ensure your
Firefox browser is configured to work along with the Burp Suite proxy.
Then in the address bar, type URL “http://burpsuite” as shown in
Figure 3-7.

< - C ® O & http//burpsuite P @YW IND © & 5 » =

Burp Suite Professional CA Certificate

Welcome to Burp Suite Professional.

Figure 3-7. Burp Suite CA Certificate

Notice the right-hand corner for “CA Certificate.” Click on that option
to and download the file “cacert.der” as shown in Figure 3-8.
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& > C ® O & htip//burpsuite D@ IND © & 5 »

Burp Suitasisi @l CA Certificate
You have chosen to open:

Welcome to Burp # cacert.der
which is: der File (973 bytes)
from: http://burpsuite

What should Firefox do with this file?
(O Openwith | Browse..

(@) Save File

OK Cancel

Figure 3-8. Downloading the Burp Suite CA Certificate

Next, go to Firefox Tools » Options and type ‘cert’ in the search bar as
shown in Figure 3-9.

« > Q@ O Firelox  about:preferences#searchResults
@ our browser Is being managed by your organization. 0 gen| (]
£ General Search Results
@ Home Certificates
When a server requests your personal certificate

Q Search : 2

Select one automatically
n Privacy & Security @) Ask you every time s
. Query OCSP responder servers to confirm the current validity of View Cerlificates...
K/ Sync 4

certificates . ]

Security Devices...

Figure 3-9. Certificate option in Firefox

Click on the option ‘View Certificates’ and then use the ‘Tmport’
button as shown in Figure 3-10 to select the Burp Suite Certificate that we
previously downloaded.
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Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities
Certificate Name Security Device
v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Ro... Builtin Object Token
Camerfirma Global Chambersign Root  Builtin Object Token
v ACCV
ACCVRAIZ1 Builtin Object Token
W Actalis S.p.A./03358520967 v

Import...

OK

Figure 3-10. Firefox Certificate Manager

Platform Authentication, Upstream Proxy

Servers, SOCKS Proxy
Platform Authentication

There are certain scenarios where the application hosted on the target web

server is protected by authentication. In such a case, we need to configure

the credentials in Burp Suite. In the absence of credentials, Burp Suite won't
be able to access the protected portion of the application and miss out on
potential checks. To configure platform authentication, navigate to “User
Options » Connections » Platform Authentication” as shown in Figure 3-11.
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| Dashboard | Target | Proxy | iner | Repester | Sequencer | Decoder | Comparer | Extender | Projectoptions | Useroptions
Connections | TLS | Display | Misc |

(3) Platform Authentication

'{’é} These settings et you configure Burp to automatic ally carry out platform authentication to destination web servers,

Note. these seftings can be overridden for indrvidual projects within project options.

[¥] Do platform authentication

| A | Destination host = Type [ Domain | Domain ]
i

"

L] Prompt for on platform ion failure

Figure 3-11. Configuring the Platform Authentication

Click on the ‘Add’ button and a pop-up window will appear as shown

in Figure 3-12.

‘l Add platform authentication credentials X

® Enter the platform credentials for the specified destination host.

Destination host: | ]

Authentication type: [ ‘ v ‘

Username:
Password:
Domain:

Domain hostname:

OK Cancel

Figure 3-12. Setting up the Platform Authentication
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We need to configure the destination host either in the form of an IP
address or hostname, authentication type either of Basic, NTLM V2, NTLM
V1, Digest, Username and Password, and the Domain if applicable. Once
these settings are recorded, Burp Suite can seamlessly access the protected
part of the application with the help of these credentials.

Upstream Proxy Servers

While testing applications in certain network environments, it may happen
that there’s no direct access to that target application. In such a case, we
might need to connect to a proxy server first and then connect to the

target application. Burp Suite allows easy configuration of upstream proxy
servers. Simply navigate to “User Options » Connections » Upstream
Proxy Servers” as shown in Figure 3-13.

@ Upstream Proxy Servers
{é‘} The fellowing rules determine whether Bunp sends each oulpoing request to a proxy server, of dinectly to the destination web server. The first rule that matches each destination host wil be used

Ad4 | Enabled Destination hast | Proxy host |_Proxyport | Authbpe | Usermame |

Figure 3-13. Configuring the Upstream Proxy Servers

Click on the ‘Add’ button as shown in Figure 3-14, and configure the
required proxy settings.
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Add upstream proxy rule

Figure 3-14. Adding the upstream proxy rule

specified destination host.

Destination host:
Proxy host:

Proxy port:
Authentication type:
Username:
Password:
Domain:

Domain hostname:

SOCKS Proxy

Burp Suite also allows you to make all connection requests through a

X
® Enter the details of the upstream proxy rule. You can use wildcards to specify
destination hosts (* matches zero or more characters, ? matches any
character except a dot). Leave the proxy host blank to connect directly for the
ﬁDest,fnarion host, may include wildcards |
!Prox y host, leave blank to connect directly |
| |
None v

OK

Cancel

SOCKS proxy. To configure Burp Suite with SOCKS Proxy, navigate to
“User Options » Connections » SOCKS Proxy” as shown in Figure 3-15,

and configure the required proxy settings.
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(@) sOCKs Proxy

{g} These settings let you configure Burp to use a SOCKS proxy. This setting is applied at the TCF level, and all outbound requests will be sent via this proxy
proxy configured here

project oplions

[[] Use SOCKS proxy

SOCKS proy host |
SOCKS proxy port: ,
Usemame: [
Password:

("] Do DNS Inokups over SOCKS proxy

Figure 3-15. Adding SOCKS proxy

Hotkeys

The Burp Suite tool has many tabs, tools, and options that we can work
with. We'll be discussing them in detail in upcoming chapters. At first,
the Burp Suite tools and tabs might seem overwhelming. But they all get
familiar as you start using them. While all these tools and tabs can be
accessed with the click of a button, at times while working on projects, it is
much easier to use keyboard shortcuts than using mouse clicks.

The Burp Suite tool offers configuration of Hotkeys, which are nothing
but the keyboard shortcuts to access certain tools or tabs. To configure
Hotkeys, navigate to User Options » Misc » Hotkeys as shown in Figure 3-16.

" Dashboard | Target '.mey [ Intruder '.Reaeale( r Sequen:er | Decoder .'“Comparer 1™ Extender -F'mjecmmj.nns .:'_ﬁ’éer-oﬁdns _l

, Connections | TLS | Display | Misc
@ Hotkeys

@ These settings let you configure hatkeys for common actions. These include item-specific actons such as "Send to Repeater”, global actions such as "Switch to

Action Hathey
Send 10 Repeater Ciri+R.
Send 1o Intruder Ctri+l
Send to Comparer I»
Send request to Comparer
Send to Comparer
Send 10 Decoder
Send 1o Sequencer v:

Edit hotkeys:
Figure 3-16. Configuring the Burp Suite Hotkeys

Tal»
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By default, Hotkeys for common functionalities within the Burp

Suite are already configured. However there’s an option ‘Edit hotkeys’

either to change the default hotkeys or configure hotkeys for additional

functionalities.

The Table 3-1 lists some of the common default hotkeys.

Table 3-1. Default Hotkeys in Burp Suite

Hotkey

Purpose

Ctrl + R
Ctrl + 1
Ctrl + F

Cirl + Shift + T
Ctrl + Shift + P
Ctrl + Shift + |
Ctrl + Shift + R
Cirl + Shift + 0
Ctrl + Shift + U
Ctrl + Shift + B
Cirl + B

Send to Repeater
Send to Intruder

Forward intercepted proxy
message

Switch to Target

Switch to Proxy

Switch to Intruder
Switch to Repeater
Switch to Project Options
URL Decode

Base-64 Decode
Base-64 Encode

Apart from the hotkeys in the above table, all other standard keyboard

shortcuts for selecting all text, cut, copy, and paste work in the standard way.
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Project Backups

While working on projects using Burp Suite, large amounts of data in
the form of requests and responses get generated. It becomes necessary
to save a copy of this data at regular intervals. Instead of doing this task
manually, Burp Suite offers a feature to take a backup of data automatically
after specified intervals.

To enable automatic backups, navigate to User Options » Misc >
Automatic Project Backup as shown in Figure 3-17.

" Dashboard | Terget | Proxy | Intruder | Repeater | Decoder | Comparer | Exender | Projectoptions | Useroptions [

" Connections | TLS | Display | Misc

@ Automatic Project Backup [disk projects only]

Automatic project backup saves a copy of the Burp project file periodically in the background

Figure 3-17. Configuring automatic project backups

Using this feature, we can specify the duration in minutes after which

Burp Suite will automatically trigger the backup.

Rest API

While we use the Burp Suite mostly for manual application security
testing, there could be so many other tools and use cases that need to work
along with the Burp Suite. There could be other security tools that need to
integrate with Burp Suite or certain custom automation scenarios as well
that need to automatically trigger actions in Burp Suite.
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For all such purposes, Burp Suite provides users with a REST API
interface. REST stands for Representational State Transfer and API stands
for Application Programming Interface. REST API is the most popular way
of interconnecting different applications.

To enable the Burp Suite REST AP], go to “User Options » Misc” as
shown in Figure 3-18.

[ Dashboerd [ Taget [ Prowy | Intruder | Repeater | Sequencer [ Decover [ Comparer

| Exender | Project options User options |

(@) RESTAPI

ﬁl} The REST APl can be used by other tools to integrate with Burp Suite. This function expeses sensitive functionality and data, and you should read the full docume

Once configured, you can browse the AP documentation and interact with the AP1 at: [Service URLITAPT key].
T

Service URL: Nilp://127 0.0 11337 | Change. |

[¥] Sendce running

[+#] Alow access withaut AP key {using this option is not secure)

APl Keys

Mew Enabled Name Created

Figure 3-18. Setting up the Burp Suite REST API interface

To enable the Burp Suite REST API, simply check the option
“Service running.” The REST API will be available by default on
http://127.0.0.1:1337 as shown in Figure 3-19.

Lt Lo T - P T AR EE TN ATS

W2 BURPSUITE

PROFESSIONAL

* Oemoso BB S

REST API

Verh Endpaint Parameters
GET fnowidge_baseissue_definitons i
POST Jacan [racant; Sean)

GET recanvuask_id: Sing) {amor: Sting. Sistue,_everne™ Imegar

Figure 3-19. The Burp Suite REST API Interface
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The REST API interface lists all the verbs or methods supported, the
endpoints to be called, the parameters to be passed, and the expected
responses. Now it completely depends on a particular scenario or use case
on how this REST API interface can be utilized.

Performance Feedback

As like with any other tool, Burp Suite has a provision to capture and send
certain diagnostic data that could be useful in improving Burp Suite’s
performance. This is a completely optional feature, and if enabled it only
collects data about internal functioning and not about specific users or
project data. Burp Suite also provides features to log all exceptions or to
report a specific bug to the Burp Suite team.

To use Performance Feedback options, navigate to User Options »
Misc » Performance Feedback as shown in Figure 3-20.

Feeack oriy cortas et o inkomaation abiet Burpts itermial kane horrg, s 06 ot iy v iy vy you 0 repn b it emisl s £ Pk 1o chgeae iy prostiens tha o matance of Brp b e sariered by vt uing yout dstug I

Detog I3 Copy

Lo #ncephiorss 133 bocal drecory. [C Unerssrshalea W DmaFsamg|  Choose foder

Feport bug

Figure 3-20. Configuring the performance feedback

Project Options

These options include Hostname resolution, Out-of-Scope Requests,
Redirections, TLS Configuration, Session Handling Rules, Cookie Jar. and

Macros.
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Timeouts

Handling requests and responses is the core functionality of Burp Suite.
There could be scenarios like the target application is down, or there are
connectivity issues wherein Burp Suite needs to decide how long it should
wait for a response for a request before dropping it off. These settings are
defined by the timeout values. They are configured by default and can

be left untouched unless there’s an explicit need to change the timeout
values. For changing the default timeout values, navigate to “Project
Options » Connections » Time Outs” as shown in Figure 3-21.

CVSS Gakulator | Java Serialized Payloads | JSON Web Tokens | SSL Scarner | Hackvertor | Logger++ | JSON Beautifier | Upload Scanner | Exractc
Dashboard | Target | Frowy | Itruder | Repester | Sequencer | Decoder | Comparer | Estender | Projectoptions | Useroptions | E

[ comectons [ HTTP [ TLs | Sessions | misc |

@ Timeouts

{9} These settings specify the timesuts to be used for various network tasks. Values are in seconds. Set an option to zero of leave it blank to never timeout that task
Mormal 120
Open-ended responses: 10
Domain name resclution 300

Failed domain name resolution: .!30

Figure 3-21. Configuring the request timeouts

Hostname Resolutions

Hostname resolution usually happens with the help of either the local
host file or the network DNS. However, Burp Suite allows for custom
hostname resolutions. This might be useful in particular scenarios where
an application hosted on an intranet needs to be accessed using a specific
hostname or URL.

To define custom hostname resolution rules, navigate to “Project
Options » Connections » Hostname Resolutions” as shown in Figure 3-22.
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® Hostname Resolution

@ Add entries here to override your computer's DNS resolution.

Ad Enabled | Hostname = IP address

Jii

Figure 3-22. Configuring the hostname resolution

Click on the ‘Add’ button and then you'll get a pop-up window to enter
a custom Hostname and associated IP address as shown in Figure 3-23.

Add hostname resolution rule X

@ Enter the hostname and IP address. Burp will use this sefting instead of the DNS
resolution provided by your computer.

Hostname: [

IP address: [

| OK | | Cancel |

Figure 3-23. Adding the hostname resolution rule
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Out-of-Scope Requests

Once the browser is configured to work along with Burp Suite, Burp Suite
will capture all the HTTP traffic across all tabs by default. This traffic can
be overwhelming and distracting. Out of all the traffic that is captured, we
need to concentrate only on the required target that we are testing. This
can be achieved using a scope that we will be covering in a later chapter.
Burp Suite provides a feature to simply drop all the requests that are out of
scope. This can be done by navigating to “Project Options » Connections
» Out-of-scope Requests” as shown in Figure 3-24.

@ Out-of-Scope Requests

{§} This feature can be used to prevent Burp from issuing any out-of-scope requests, including those made via the proxy.
[ Drop all out-of-scope requests

® Use suite scope [defined in Target tab]

O Use custom scope

Figure 3-24. Configuring the rules for Out-of-Scope requests
Selecting the “Use custom scope” option we can explicitly add URLs

that we wish to exclude from the scope and drop off the proxy as shown in
Figure 3-25.
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@ Out-of-Scope Requests

{:6:} This feature can be used to prevent Burp from issuing any out-of-scope requests, including those made via the proxy.

__| Drop all out-of-scope requests

O Use suite scope [defined in Target tab)

® Use custom scope

__| Use advanced scope control

Include in scope

Add || Enabled Prefix

Paste URL |

Load ... |

Exclude from scope

! Add | Enabled | Prefix

| Edt

| ES s Y |

Remove | [

| PasteurL |

[ Load ...

Figure 3-25. Defining rules for Out-of-Scope requests

Redirections

Automated application scanning requires processing of HTTP redirections.
The scan engine has to take action once it detects any page redirection.
Burp Suite has redirection rules configured by default and those can be

left untouched unless there's an explicit need to change them, or there's

a need for additional configuration of JavaScript-driven redirections. For
configuring redirection rules, navigate to “Project Options » HTTP »
Redirections” as shown in Figure 3-26.
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_' Dashboard [ Target Proxy Intruder Repealer I Sequencer | Decoder Comparer I Extender Project options
[ Comections [ HTTP [ LS [ Sessions [ misc.

® Redirections

@ These settings control the types of redirections that Burp will ur din where it is config to follow redirections.

When following redirections, understand the following types:
[¥] Bix status code with Location header

[¥] Refresh header

[¥] Meta refresh tag

[] JavaScript-driven

[ Any status code with Location header

Figure 3-26. Configuring the redirections

Cookie Jar

Any application scanning / testing tool needs to maintain a repository of
cookies that it will use to manage the ongoing application sessions. The
in-session detection capability is specifically required when performing
automated scanning. Burp Suite stores the application cookies in a
container called “Cookie Jar” By default the Cookie Jar monitors the
Proxy traffic to extract and store any cookies; however, we can explicitly
instruct Burp Suite to monitor and capture cookies out of other tools like
Scanner, Repeater, Intruder, Sequencer, and Extender. This can be done
by navigating to “Project Options » Sessions » Cookie Jar” as shown in
Figure 3-27.
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® Cookie Jar

@} Burp maintains a cookie jar that stores all of the cookies issued by visited web sites.
updates the cookie jar based on traffic from particular tools.

Monitor the following tools' traffic to update the cookie jar:

[¥] Proxy []Scanner [ ] Repeater

[] Intruder [ ] Sequencer [ ] Extender

Open cookie jar

Figure 3-27. Configuring the Cookie Jar options

Macros

In the process of application security testing, it may be required to perform
a certain sequence of actions repeatedly. Burp Suite provides an excellent
functionality of macros to achieve this. The macro editor is available at
“Project Options » Sessions » Macros” as shown in Figure 3-28. You can
simply click on the ‘Add’ button and follow the wizard to record steps.

@ Macros

@ Amacro is a sequence of che or more reguests. You can use macres within session handing niles to perform tasks such as kgging in to the application, obtaining antl-CSRF tokens, etc.
Add ‘

Figure 3-28. Configuring the macros
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Summary

In this chapter we learned about configuring the Burp Suite proxy along
with a CA Certificate. We then glanced at several options like platform
authentication, upstream proxy, socks proxy, etc. Next we explored
several other useful configurations including hotkeys, project backups,
using Burp Suite API, project options, hostname resolutions, scoping, and
redirections.

In the next chapter we’ll explore the Burp Suite dashboard, target tab,
and engagement tools.

Exercises

o Configure your favorite browser and Burp Suite to work
on a custom proxy port.

e Tryto install Burp Suite CA Certificate for Chrome,
Edge and Opera.

e Go through the default Hotkey list and try to configure
additional shortcuts of your choice.
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CHAPTER 4

Dashboard, Target,
and Engagement
Tools

In the last chapter, we saw some basics about configuring the proxy, user
options, and project options. In this chapter we’ll get started with getting
familiar with the Burp Suite dashboard, target, and engagement tools.

Dashbhoard

Dashboard, as the name suggests, is that important part of Burp Suite
that essentially summarizes different activities and tasks that are running
across components. Figure 4-1 shows a typical view of the Burp Suite
dashboard.

© Sagar Rahalkar 2021 49
S. Rahalkar, A Complete Guide to Burp Suite,
https://doi.org/10.1007/978-1-4842-6402-7_4


https://doi.org/10.1007/978-1-4842-6402-7_4#DOI

CHAPTER 4  DASHBOARD, TARGET, AND ENGAGEMENT TOOLS
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Figure 4-1. The Burp Suite Dashboard

For better understanding, we’ll divide the dashboard into four parts

and try to explain each in detail. For learning purposes, refer to the

numbers from 1 to 4 in Figure 4-1.

The first part of the dashboard shows data around the ongoing scans

as shown in Figure 4-2. The scans can be either passive or active. If there

are multiple scans running, then we can filter them based on their state:

running, paused, or finished. We also get to see a high-level summary of

issues found in the scans. There’s also an option to create a new scan task,

which we will be exploring separately in an upcoming chapter.
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I Comparer ] Extender | Proqeclopnons _' Use

QTR
S Fiter Running  Paused  Finished
1. Live passive crawl from Froxy (all raffic) ® @ @' l
Add links. Add item itself, same domain and URLs in suite scope. 47 items added to site map
Capturing: ﬁ 8 responses processed
0 responses queued
2. Live audit from Proxy (all traffic) @ {é} @ E"
Audit checks - passive Issues: 9 ) @
Capturing: ( 0 requests (0 errors)
View details )

Figure 4-2. Tasks in the Burp Suite Dashboard

The second part of the dashboard is as shown in Figure 4-3. It might

happen that either a passive scan or an active scan is running, and in either
case the list of vulnerabilities found is highlighted in this section. This
section also highlights information like time when the issue was found, the
issue type, the host or target on which the issue was found, the vulnerable
URL Path, severity of the issue, and the confidence level. Burp Suite may
flag different confidence levels for different issues based on the responses;

however, the issues need manual verification to ascertain their validity.

Issue activity @ <
TPt tigh | Medum | Low ko Certoin || Fim | Tentatve B [scarcn
[Taw | Task Time Action | Issue type | Host Path L] Severty | Confidence Comment
3 2 1044256 3l 2020 _hssve found i partal firefas ¢ 1 |Low Cetan |
I 2 104416602020 lssuefound L—MW tipfidemotestfire.net |/ [formation | Fam |
8 2 10:44:14 6 Jul 2020 lssue found ! Session token in URL Mdernotestirerel | [Medmm Firm
3 2 1044146 112020 lsuefound | | Session tokenin URL [rp X1, e [ |Medum _Fam
a 2 10:44:14 6 Jul 2020 _Issue found 1 ) Unencrypted communicatons _|hitp:idemo testfire.net xt. f Low Cenan
3 2 104414 6 11 2020 _tssue found ‘Cooide without HIpONly flag set tp:idemo testfirenet 1 Low Fam
2 2 10:44:14 6 Jul 2020 ssue found i Browser cross-sio scnpting Fle hiips . googie com _lcempiete/search |nformation _ Certan
| 2 1044136 JA 2020 Issuefound |40 Unencrypied communicatens |hitpoideme testire.net Law (Certan

Figure 4-3. Issue activity in the Burp Suite Dashboard
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The third part of the dashboard summarizes the Burp Suite functional
events as shown in Figure 4-4. These mainly include the status of the
proxy service, TLS connection failures (if any), authentication failures,
timeouts, etc. For example, if your system already has port 8080 configured
with some other service, this part of the dashboard will highlight that
proxy service couldn’t be started on port 8080. Or if for any reason the
proxy service stops, then it will also get highlighted here. Overall, it gives
a picture about whether the Burp Suite proxy and related services are

running properly or not.
Eventlog @ ¢ A
7 Fiter @ oo Plsearch. |
. Tive I Type IR IS Sl Message
1044036 12020 i Proxy Proxy service stopped on 127,00 1:8080 :
|10:44:03 & Jul 2020 Info Prosy [Proxy sendce started on 127.0.0.1:8081
110:41:24 8 Jul 2020 {Info Proxy [Proxy senice started on 127.0.0.1:8080
|10:41:24 8§ Jul 2020 _flnla Suite Intializing Burp in Safe Mode, Burp did not start properly last time, Extensions have not been loaded and so

[3]

Figure 4-4. The event log in the Burp Suite Dashboard

The last part of the dashboard as shown in Figure 4-5 highlights issue
details. If you wish to see details of any of the issues highlighted during the
passive or active scan, then simply click that issue as shown in Figure 4-3
and details will be available accordingly. The issue details include the
complete issue description and remediation recommendation, along with
the actual request and response.
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[ Advisory [ Request | Response
.

1 Fr ble resy (potential Clickjacking)

Issue: Fri bl (potential
Severity.  Information

Corfidence: Firm

Host http:idemo.testiire.net

Path: 1

— 2]

W a page fails to set an appropriate X-Frame-Options or Content-Security-Policy HTTP header, it might be pessible for a page conlrolked by an atacker to boad it within an iframe.
This may enable a clickjacking altack, in which the attacker's page overlays e targel apoication’s interface with a diferent interface provided by the altacker. By inducing vicim
users 1o perform actions such as mouse clicks and keystrokes, the attacker can cause them to Lnwittingly carmy out actions within the application that is being targeted. This
technique allows the attacker to circumwent defenses against cross-site request fargery, and may result in unauthonzed actions.

Mot that Some appkcabions anempt (o prevent these anacks from within the HTML page itself, using Tramebusting” cose. However, Ihis type of defense is nommally inefiective and
can usualy be circumvented by a skilled altacker.

You should whether any ag used by USErS 1o pertonm any sensiive actions within the appicabon

Issue remediation

Ta effectively prevert framing attacks, the application should retumn a response header with the name X-Frame-Options and the value DENY to prevent framing alogether, of the:
vale SAMEQRIGIN to aliow frameng only by pages on the same angin as the response itsel. Note that the SAMEORIGIN header can be parmially bypassed if the application itseif
can be made o frame unbusted websiles.

Figure 4-5. Issue details in the Burp Suite Dashboard

Target Tab

Like the Burp Suite dashboard that we saw in the previous section, the
Target tab is an equally important work area. The target tab again has
multiple panes as shown in Figure 4-6.

Conttward | Taged [ Poary | eruter | Aepester | Sequencer | Docode | Compares | Evener | Preeetoptor | Uses opters
[ Swmap | Seope | e detrees

P [ — [ — 6

ot et HEp Oy g et
§ Pramnests reipone (porertal Chekgie kg

| Adasary | Feawen " Response |

! ‘Session token In URL s

Invun detad
The (AL ey g

N dar Mt X CpalNG Séssen ISR IS FuT3
TRt _WTGHOTD_

| raue packprouna
e _ @@ el amacnes [ | a] ecaoms,

Figure 4-6. Target tab in Burp Suite
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To understand different parts of the target tab, let’s take one part at a
time referring to the numbers 1 to 6 as per Figure 4-6.

The leftmost section in the target tab numbers as ‘1’ in Figure 4-6 is
shown in Figure 4-7. This section creates the hierarchy of the site that we
are browsing through. It lists all the leaf nodes, folders, etc., in the form of a
well-defined tree structure. This helps in getting an idea about how big the
site / application could be or what its contents are in common. It is very
similar to a sitemap.

? [:‘Ihttp:ﬂdemo.testﬁre_net‘
oG/
D cgi.exe
e & default jsp
feedback.jsp
images
index.jsp
login.jsp
search. jsp
status_check jsp
style.css
subscribe jsp
survey_qguestions.jsp
o[ swagger
o= 1 http://demo.testfire.net.x.f820c81609e8204f0f089e4(
o | ., htip://detectportal firefox.com

(-
O=

DoOODOCODO@R0D

Figure 4-7. Application map / hierarchy

The next section numbered as ‘2’ as per Figure 4-6 is shown in
Figure 4-8. This section lists down all the HTTP requests that were made
along with other details like the exact host, HTTP method used, target
URL, if the URL had any parameters, HTTP status response code, content
length, MIME type, and the title of the page, if any. Simply going through
this section can help you find interesting URLs especially those having

parameters to inject.
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Contents
Host Meth.. URL Params | Status ~ Lengtﬂ_j MIME lype Title
http://demo testfire.n \GET |/ 200 9635 IHTML Altoro Mutual |~

http://demo.testfire.n...GET |/?X-OpenDNS-Sessi... J 302 385 HTML 302 Found |=
http://demo.testfire.n. JGET |/cgi.exe ' —
http://demo.testfire.n. |GET |/default jsp
hitp://demo.testfire.n..|GET |/defaultjsp?content=s.|
http://demo.testfire.n.. |GET |/feedback.jsp
http://demo.testfire.n.. |JGET |images/header_pic.jp.
http:/fdemo testfire.n. |GET |/images/home1 jpg
http://demo testfire.n. |GET |fimages/home2 jpg b

Figure 4-8. List of requests

The next section numbered as ‘3’ as per Figure 4-6 is shown in
Figure 4-9. This section shows the actual HTTP request and response.
You can see the raw request by default but also see the request in form of
parameters. You can also see all of the headers used in the response.

| Request | Response |

Raw rParams rHeaders [ Hex ]

1 GET / HTTR/1.1 a
2 Host: demo.testfire.nst
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WintEd4; xE4; rv:76.0) Gecko/20100101 Firefox/7
4 Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp,*/*;¢=0.8
5 Accept-Language: en-US,en;c=0.5
& Accept-Encoding: gzip, deflate
7 Connection: close
& Cookie: JSESSIONID=485D325C4A1B849GEED5SFLSA8 IBIBFED; X-OpenDHS-Session=

£820c8 1609«8204£0£08%924091b 1707329792 70ed5h_WIGES Tha
S Upgrade-Insecure-Requests: 1

bd
@@}?Search f 0 matches I:|

Figure 4-9. The request and response viewer
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The next section numbered as ‘4’ as per Figure 4-6 is shown in
Figure 4-10. This section shows the list of issues that were found either
during the passive scan or active scan. The issues are classified as per the
severity, with highest severity issues being shown at the top.

Issues

! Session token in URL
£} Unencrypted communications

! Cookie without HitpOnly flag set

i Frameable response (potential Clickjacking)

Figure 4-10. Issues found in the target application

The next section numbered as ‘5’ as per Figure 4-6 is shown in
Figure 4-11. This section shows the issue details for any of the selected
issues. It contains the issue description along with remediation
recommendations. In this section it is also possible to view the actual
request and response based on which the issue was highlighted.
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| Advisory | Request | Response |

Session token in URL

L ]
Issue: Session token in URL
Severity: Medium
Confidence: Firm
Host: http:iidemo.testfire net
Path: ]

Issue detail
The URL in the request appears to contain a session token within the query sting:
« hitp-iidemo. testfire net/?X.OpenDNS-Session=_fB20cE1609e8204f0f089e4091b170e73e979270ed5b_WTGBYTba_

Issue background

Sensitive information within URLs may be logged in various locations, including the user's browser, the web server, and any forward or reverse proxy
senvers between the two endpoints. URLS may also be displayed on-screen, o emailed around by users. They may be disclosed to
third parties via the Referer header when any off-site links are followed. Placing session tokens into the URL increases the risk that they will be
captured by an attacker.

Issue remediation

Applications should use an alternative mechanism for ransmitting session tokens, such as HTTP cookies or hidden fields in forms that are
submitted using the POST method

Figure 4-11. Issue details

The next section numbered as ‘6’ as per Figure 4-6 is shown in
Figure 4-12. Once we configure our browser to work along with the Burp
Suite, a lot of traffic may get captured. Hence to filter out only the required
data, several filters can be used. Some common and useful filters include
filtering by request type, MIME type, status code, extension, etc. This
feature also allows searching for a particular item within the data collected
through proxy.
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[ Dashboard | Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender 'Projeclo;pt'nuns [U:

[ Site map _fﬁco_p_e fl_ssuede_friti_on_s |

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

@ Filter by request type Filter by MIME type Filter by status code Folders
{‘é} [_] Show only in-scope items [w] HTML v Other text ] 2xx [success) [¥] Hide empty folders
[C] Show only requested items [v] Seript [ images [] 3xx [redirection)
[_] Show only parameterized requests  [#] XML [¥] Flash ] 4xx [request error]
[+] Hide not-found items E-] Css [ Cther binary [#] Bux [server errar]
: Filter by search term Filter by file extension Filter by annotation

I | |
) [C] show only: |asp,aspx jsp,php [_] Show only commented items

[] Regex

: r [ Hide: Show only highlighted items
[_] Case sensitive [ ] Negative search U fy hightiy

| Show all | | Hideall || Revertchanges

Figure 4-12. Site map filters

Engagement Tools

Engagement tools are nothing but small utilities that help in performing
some additional tasks within Burp Suite. In this section we’ll go through
several such engagement tools serving different purposes. To access the
engagement tools, simply right-click the target URL against which you wish
to run the engagement tools as shown in Figure 4-13.
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Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comp:

[ stemap | Scope | Issue definitions |

! Filter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hic

o & http//demo.testfire.net. | Be——

; :lidemo.testfire.net/

b htp Host Method
Remove fomscope testfire.net  |GET
Scan demo testfire.net GET
Passively scan this host demo testfirenet  |GET

} Search B
Compare site maps Find comments Ti
Expand branch Find scripts 1
Expand requested items Find references I8
Delete host Analyze target :
Copy URLs in this host Discover content |5
Copy links in this host Schedule task B
Save selected items Simulate manual testing |-
el J HITF/ 1.1

Issues ¥ bst: demo.testfire.net
View ) per-Agent: Mozilla/5.0 (W:
. ) bcept: text/html, applicat.
Show new site map window  Lcept-Language: en-US,en;«
Site map doc e ccept-Encoding: gzip, def.

nnection: close

Figure 4-13. The Burp Suite Engagement Tools

The first engagement tool is the simple search as shown in Figure 4-14.

This allows users to search for any keyword within the requests or responses

from the target selected.

59



CHAPTER 4  DASHBOARD, TARGET, AND ENGAGEMENT TOOLS

W Burp Suite search | Witpu/fdema testiirenet/ - o ®
Search Options Locations Tools
| [l Case sensitwe (] In-acope only (¥ Request headars  [f] Resporse headers | (] Target
G . ] Regex ] Dynamnic update ] Requess bocy [¥] Respormse body ¥ Proxy
L8 | O] Negatve mateh ¥l Repeater
Source | Hast = | URL Status. Lergth | Twnerequested |

| 3

Q@& s ] |

Figure 4-14. Search tool

The next engagement tool is the ‘Find comments’ as shown in
Figure 4-15. This simply crawls through the collected data and finds any
code comments. It is worthwhile to go through these comments as there’s
always a possibility of finding something sensitive in the comments.

I Comments search | nttpo//demo testire.net/ - o0 X

| Search | [ Oymamic vpdate Export comments

Host & URL Rem

C |
Scanner _[mipiidemotostivenet |- [BEGHHEADER, END HEADE. 10441460 2020

" Comments | Reauest | Response |

L EEGIN EEADER

S e wzasen

: 700 BEGIN

Ep—

% FeywordsiAltoro Mutual, online banking, banking, checking, savings, accounts
BEGIN FOSTER

13 END FOOTER

Ll

@@ ] 2]lseaen | omatches | ||

Search completed 1 results

Figure 4-15. Comment finder tool
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The next engagement tool is the ‘Find scripts’ as shown in Figure 4-16. This
tool simply searches for all scripts within the scope of the target being selected.

‘i Scripts search | hitpy/fdemo testfire.net/ - o X
| Search | [] Dynamic update | Exponscripts |
| Source | Host = 1 URL 1 e | Time requested |

« i [v]

| Scripls | Request | Response

@{6} = o ] |;\‘:'.'.'i"" 0 matches . n ||

Search completed 0 results

Figure 4-16. Script searching tool

The next engagement tool is the ‘Find references’ as shown in Figure 4-17.
This tool lists down all the Burp Suite components where it is able to find
any reference of the selected target. For example, the URL ‘demo.testfire.
net’ appeared in Scanner as well as Target within the Burp Suite as shown
in Figure 4-17.
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! References to hitpy//demo testfirenet/ - a b4
_ Source Host ~ URL | staws [ Lengh | Timerequested
Scanner  |hitp-/idemo testfire.net ¢ 200 |9635 17:32:12 10 Jul 2020
Target hitp_l/demo.tesifire.net ¥ 200 9635 17:32.12 10 Jul 2020
Target hittp_lidemo.tesifire.net I W-OpenDNS ion=_6lc7846a038 l.302 385 173212 10 Jul 2020
Target |itp:/idemo testfire.net x Elc TB46. Midemo testfire.net7X-OpenDNS-Session=_BicT846.302 |463 (17:32:11 10 Jul 2020

| Request [Response |
Raw | Hex

]

-

®{§} E‘Ei-‘e”'m | Omatches [ | Preq:y:

Search completed 4 results

Figure 4-17. Reference finder tool

The next engagement tool is the ‘Target Analyzer’ as shown in Figure 4-18.
This utility provides statistics mostly around sizing of the application in
terms of the number of dynamic URLs, number of static URLs, number of
parameters, etc. These statistics help the tester to get an estimate of effort
that will be required to test the application.

Target analyzer | http://demo.testfire.net/ = o x
[ Summary | Dynamic URLS " Static URLs | Parameters |

@ Humber of dynamic URLs: 3
Number of static URLs: 15
Total number of parameters: 3

Mumiber of unique parameter names. 2

Note: This analysis is based on the current contents of the site map, and no new requests have been made, Only parameters within the query string
and request body are included in the analysis. URLs identified as "stalic™ are those which do not take any p though their resp may sl
be dynamically generated

Save report [

Figure 4-18. The target analyzer
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The next engagement tool is the ‘Content Discovery’ as shown in
Figure 4-19. This tool helps define the spidering or crawling rules. For
instance, this helps define spidering rules when a new target is discovered,
like how much length and breadth of it should be spidered or whether
to spider only files or directories as well. This creates a well-structured
sitemap. This is optional and can be left as the default.

I Content discovery: httpy//dema.testlire.net/ = (] b4
Contrel | Config | Site map
() Target

Define the stan dreclary fof the content descovery Seasion, and whelher fies of directones shauld be targeted

Start directory: |hitp:iiderno testfire. net!

Discover: ® Files and directonies
) Files only
) Deectaries only
¥| Recurse subdirecionies

Max depth: |16

@ Filenames
Configure the sources Burp should use for generating flenames 1o test
¥] Built-in short file kst
] Bull-in short directory ist
¥ Built-in long e list

] Built-in long directory kst

Figure 4-19. The content discovery tool

The next engagement tool is the ‘Schedule Task’ as shown in Figure 4-20.

This is a simple utility to schedule any of the Burp Suite tasks. Using this
you can either pause or resume any of the tasks.
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Schedule task - O X

® Select the type of task you want to run.

@® Pause task execution engine

O Resume task execution engine

— — -

[ -(;.iance-l. } [ Ne;m

Figure 4-20. The Burp Suite task scheduler

The next engagement tool is the ‘Manual Testing Simulator’ as shown
in Figure 4-21. This tool will send out HTTP requests to the target at
random intervals and can help keep the session alive. This can be helpful
in a scenario where the tester is on break and there’s a possibility of the
application session getting timed out due to inactivity.
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Manual testing simulator = O X

@ This function sends common test payloads to random URLs and parameters at irregular intervals, to
generate traffic similar to that caused by manual penetration testing. Its only real use is to let you take
a break from testing while still looking busy according to the server's logs. Only items which you
selected in the site map will be requested.

] sim ulation running

Requests made: 0
Bytes transferred: 0
Errors: 0

Current Action

Host:

Path:
Parameter:
Base value:
Modified value:

Figure 4-21. Manual testing simulator

Summary

In this chapter we learned the basics of the Burp Suite dashboard, target
tab, and also discussed several useful engagement tools.

In the next chapter we’ll learn about how the Burp Suite Intruder can
be used to automate attack scenarios like Brute Force, etc.

Exercises

o Browse through any of the target URLs of choice and
observe the changes in the dashboard and target tab.

¢ Run each of the engagement tools against the selected
target.
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Intruder

In the last chapter, we saw some basics about the Burp Suite dashboard,
target, and engagement tools. Now that we have seen the basics of
intercepting requests and interpreting the summary on the dashboard,
we will move ahead with using the Intruder tool. Intruder has advanced
fuzzing capabilities that can be used in various attack scenarios.

Introduction to Intruder

Before we get into the details of various options within Intruder, it’s
important to understand what Intruder is and how it can be helpful in web
application security testing. Intruder is part of Burp Suite, which can be
used effectively for fuzzing and performing a brute force attack.

There might be an application with a login page wherein the user
needs to enter credentials to proceed further. From a security testing
perspective, it would be worthwhile to test this login page for default
credentials, weak passwords, or lockout mechanisms. This is where
Intruder can come in handy. Given a list of usernames and passwords,
Intruder can try all those combinations to see if any of them match.

We can also consider another scenario wherein we have an interesting
request that we wish to investigate further to check if it’s vulnerable to SQL
injection or cross-site scripting. Again, Intruder can help with this. We can
simply point Intruder to the URL and parameter we wish to test and feed
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CHAPTER 5  INTRUDER

it with a list of SQL injection or cross- site scripting payloads. It will then

try and insert all the payloads we provided into the parameter we want

to test and get us the responses. Once this is done, we need to check the

responses to see if any of the payload actually res
the vulnerability.

ulted in exploitation of

Thus Intruder tremendously helps in any of the test scenarios where

we have two of the following things:

1. AURL and a parameter to test

2. List of payloads to be submitted to the parameter

Now let’s try to understand how we can send

arequest to Intruder. We

have already seen the target tab and the hotkeys in previous chapters. Any

request can be sent to Intruder in two ways:

1.

‘Send to Intruder’ as shown in Figure 5-

[ Dashboard [[Tasget, | Prosy | irrucer | Rapeater | Sequancer | Decoder | Comparer | Extarcie | Propct options | User options |

Right-click the request you wish to send and click on

1.

S8F | Emors | Bwssesiization Scanner | Redection | Versiems | Sohws:

[ st0msp | Scope | ssus cetinsons |

oied | Rirenable
Filer. Hidng out of scope and not found Rems. hiding C55. image and giaeral binaey contant. hiding H0x respoases. hiding empty felders
« Meiplidemo astfee net Contents Issues
Hast Methed | URL | Params | Sta... 4| Length | MIME type | Tle Comen | [ 1N Untecrypted &
hittp iderno testire. GET L} 200 8612 WML Altoro Mutual . D Sotware Varsi
tplidere testbie . GET  Mognpp 200 G700 HTML Adtere Mutual
g fidemo testie .. POST  /doLogin S e s = .
b GET  fcgiaxe W POST: vid=touk pasw-tosti&bin Submit-Login
s Ramovg from scops
S4nd ta Sequencer
Send to Compaser (request)
Send to Compaeet (Pesponte) =
Show response in browiee
Raquest in browser L Ny
= Send reguett Lo US - Manual testng
ACCEPT! tewr/BUmL, applicartion/xhtmlewml, application/ ml;ge0. s, Send requedt 1o US - Explotation -
Accept-Language: en-US, #Riq=0.3 Engagament 1ol * s
Aecepr-Eecoding: geip, deflate b
Content=Type: application’z-wev-form-ur lencoded Compare sde maps L
Content-Lemgth: 35 At coemmant =
Crigini BEtpi//deme.testiire.net
Conmecticn: elome Highlight >
Feferer: hucp://demo.testfire.nec/login.Jap Delete itern |
Cookie: JSESSICNID=DADOLLIAEBOETOAIOAE40BAITEDLISE
Upgrade-Insecure-Pequeata: 1 Sy 1.
Copy as curl command lion
uLdeEeaTipAIaVET ST (D ERTUEEIToLOGID Copy lks | s
Save tem et
View o
Show mew 540 map wirkow :c:
Site map documentation ™

Figure 5-1. Send request to Intruder
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2. Select the request you want to send and press the
hotkey combination ‘Ctrl + I

Now that we have sent the request to Intruder, let’s see what options
need to be configured further.

Target Tab

The first tab in Intruder is the Target tab. This lists the target URL and port
that we wish to attack through Intruder as shown in Figure 5-2.

Dashboard  Target Proxy Intruder Repeater  Sequencer Decoder  Comparer  Extender

2 ”

Target Positions Payloads Options

@ Attack Target Start attack
Configure the details of the target for the attack.

Host: | demo.testfire.net
Port: |80

[JUse HTTPS

Figure 5-2. Configuring the attack target in Intruder

There’s also an option to use HTTPS in case the target URL is using a
secure communication channel.

Positions

The next tab within Intruder is the Positions tab as shown in Figure 5-3.
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Dashboard Target  Proxy  Intruder Repeater Sequencer Decoder Comparer Extender Project options User options CSRF
1=3
Target Positions Payloads Options

(@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.

Attack type: |Sniper <

fdoLegin HTTE/1.1 -~ Add §
10.0; Winé4; x€4; eviT6.0) Gecko/20100101 Fivefon/7¢.0 Clear §
Accept: text/html,application/xhtml+xml, application/xml;q=0.%, image/webp, */*;q =0 Auto §
RAccept-Language: en-US,en;g=0.5
Rocept-Encoding: gzip, deflate Refresh
Content-Type plication/ x—www-form-urlencoded
Content-Length:
origin: http://demo.testfire.net
Connection: close
Referer: htt lemos . testfire.net/login.jsp
Cookie: J3 D=SDADS1E1AEBSZETD4304E40B43TEDELSES
Upgrade-Insecure-Requests: 1
uid=§testSipassw=StestSabtnsubmit=5Loging
v
@ [<1[#][5] [Type 2 search term 0 matches Clear
4 payload positions Length: 85

Figure 5-3. Configuring the positions in Intruder

Whenever a request is sent to Intruder, it scans the request for probable
insertion points and marks them as variables preceding and ending with
the ‘$’ sign. There are three options with regard to selecting the insertion
points:

1. Add$ - This option is used to add a new insertion
point. Simply point the cursor to the start and end of
the insertion point and click on ‘Add $'

2. Clear $ - This option will simply remove all the
insertion points that were either selected manually
or automatically.

3. Auto $ - This option will scan the request and try
to automatically set insertion points marking them
with the ‘$’ sign.

Once we are sure about the insertion points or parameters that we
want to target, the next step is selecting the type of attack. There are four
different attack types available as shown in Figure 5-4.
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Burp Project Intruder Repeater Window Help Backslash
Errors Deserizlization Scanner Reflection Versions Software Vulnerability Scanner Additional Scanner Checks
Dashboard Proxy  Intruder Repeater Sequencer Decoder Comparer Extender Project options. User options CSRF
1-3
Target Positions Paylcads Options
® Payload Positions Start attack
Configure the positions where paylcads will be inserted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.
Attack type: Sniper -
. iper
\F:' T_'::Baﬂalngn‘ln Add §
User-hge PRchinr Clear §
Rccept: (Cluster bomb
=R Auto §
i Refresh
IONID=SDADSLELAESSZETD4304E40B43TEDELRES
secure-Requests: 1
uid=8testSipassw=StestSibtnSubmit=8Login$
v
@ [l [F[E] [rype 2 search term 0 matches Clear
4 payload positions Length: 585

Figure 5-4. Selecting the attack type in Intruder

The four attack types are the following:

1.

Sniper - This type of attack uses a single set of
payloads. In this case Intruder inserts payloads into
each of the insertion points at once and then iterates
through it.

Battering ram - This type of attack uses a single set
of payloads. In this case Intruder iterates through
payloads by inserting the same payload at all
insertion points at once.

Pitchfork - This type of attack uses multiple sets
of payloads. In this case Intruder uses different
payload for each of the insertion points.
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4. Cluster bomb - This type of attack uses multiple
sets of payloads. For each of the defined insertion
points, there’s a different payload set. Intruder
iterates through each of the payload sets and all
permutations of payload combinations are then
tested. Due to the number of possible permutations
and combinations in the case of a cluster bomb, a
large number of requests would be generated.

Choosing the correct attack type depends on the attack scenario and
the number of insertion points that need to be targeted simultaneously.
See Figure 5-5.

Dashboard ~ Target Proxy  Intruder  Repeater Sequencer Decoder  Comparer  Extender Project options User options ~ CSRF
1x3=
Target Positions Payloads Options

@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads
are assigned to payload positions - see help for full details.

Attack type: Sniper -

POST /doLogin HTTE/1.1 ~ Add§
Host: demo.testfire.net M 2
User-Rgent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; ev:76.0) Gecke/Z0100101 Clear §

Fivefox/76.0 _ Auto §
Accept: text/html, application/xhtml+xml, application/xml;g=0.%, image/webp, */*;q=0.8
Accept-Language: en-uUs,en;q=0.5 Refresh
Accept-Encoding: gzip, deflate )
Content-Type: application/x-www-form-urlencoded
Content-Length: 35

origin: htep://demc.testfire.net

Connection: close

Referer: http://demo.testfire.net/login.jsp
Cookie: JSESSIONID=DADY1E1REEYZETD4304E408437EDELEE
Upgrade-Insecure-Requests: 1

vid=tesvspassw=8testisbtnSubmit=Login o

0 matches Clear

@ =] #][=] | 1pe 2 sea

1 payload position Length: 579

Figure 5-5. Attack type and positions in Intruder

Once the payload positions are configured and type of attack is
selected, we can move ahead to configuring the actual payloads.
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Payloads

Payload is the data that Intruder would iteratively insert in the selected
insertion points. Payloads can differ widely based on the scenario or

the attack that we are targeting. In the case of the login page that we are
discussing, the payload would be a list of probable passwords. Burp Suite
provides various payload types and the most commonly used one is the
list. You can create your own list by adding elements one at a time as
shown in Figure 5-6 or you can also select a predefined list that Burp Suite
offers readily.

Dashboard ~ Target Proxy Intruder  Repeater  Sequencer  Decoder  Comparer  Extender Project options User options ~ CSRF
13-
Target Positions Payloads Options

@ Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab.
Various payload types are available for each payload set, and each payload type can be customized in different ways.

Payioad set: 1 ~  Payload count: 2
Payload type: Simple list ~  Request count: 2

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste  ftest
\admin

Remaove

Clear
Add  pasg
Add from list ... v

Figure 5-6. Selecting payloads in Intruder

Burp Suite has several predefined lists in the form of usernames,
passwords, short words, fuzzing payloads for SQL injection and cross-site
scripting, directories, extensions, etc. Depending on the type of attack,
we can either use the predefined list or create our own list as shown in
Figure 5-7.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender
Target Positions Payloads Options

® Payload Sets
You can define one or more payload sets. The number of payload sets depends on tt

ways.
Payload set: 1 v~ Payload count: 4
Payload type: Simple list ~  Request count: 4

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads

Paste | test
ladmin
Load ... pass

Remove |Password

Clear

Add |

Add from list ...
Add from list ...
Fuzzing - quick
@ Fuzzing - full
Usernames
Passwords
Short words
a-z
A-Z v

th payload before it is

Figure 5-7. Selecting Intruder payloads from various options

Now that we have configured the positions as well as the payloads, we
can launch the attack by clicking the ‘Start attack’ button. A new window
will pop up as shown in Figure 5-8, and the payloads we provided will be
submitted in insertion points we defined earlier - one request at a time.
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.i Intruder attack 2 —_ o ®
Attack Save Columns
Results Target Positions Payloads Options

Filter: Showing all items @
Request  Payload Status Eror  Timeout Length Comment

0 | |302 O | 00 j4s

1 test 1302 | O ] 145

2 admin. N I i

3 pass 1302 [m] L1 |45 |

4 ‘password 1302 [m] [mRTH ]

Request Response

Raw Params Headers Hex

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:T7€.0) Gecko/Z0100101 Firefox/76.0 -

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 37

origin: http://demo.testfire. net

Connection: close

Referer: http://demo.testfire.net/login.jsp

Cookie: JSESSIONID=DADY161AEBSZETD4304E40B43TEDELSE

Upgrade-Insecure-Requests;: 1

uid=adminspassw=adminsbtnSubmit=Login ~
@ [<|l+][2]| 7pe a sear 0 matches

Figure 5-8. Intruder attack results

From Figure 5-8, we can see that Intruder sent five requests each with
a different payload. Upon observing and comparing the content length,
we can notice that for payload ‘admin’ the response was different. Hence
it could be the password for the admin user we are trying to log in. We can
then easily verify this by manually logging into the target application.
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Options

The last part of Intruder is the ‘Options’ tab. We have already seen that
Intruder works as a fuzzing tool or it can perform a brute force attack.
This implies the Burp Suite engine would have to send a large number

of requests, await the responses, and then process them based on a
predefined ruleset. The ‘Request Engine’ option as shown in Figure 5-9
helps configure the number of parallel threads, number of retries on the
network failure, and pause before the retry duration. The values as shown
in Figure 5-9 are default and preconfigured. However depending on
specific use cases, these values can be tailored accordingly.

Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options

T -

|: Target | Positions | Payloads | Options |

@ Request Engine :
C) These settings control the engine used for making HTTP requests when performing attacks.
Number of threads 5
Mumber of retries on network failure .3
Pause before relry {(milliseconds) .2{)00
Throttle (milliseconds): @ Fixed (1
O Variable: start |0 | step '30000
Start time: ® Immediately
Omn |10 | minutes [
© Paused

Figure 5-9. Intruder configuration options

Intruder sends a large number of requests to the target along with
several permutations and combinations of payloads. The responses can be
overwhelming to go through. This is where the ‘Grep Match’ feature comes
in handy as shown in Figure 5-10. With this feature we can configure the
Intruder engine to flag or highlight interesting responses having keywords
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like error, exception, illegal, fail, stack, access, directory, etc. If Intruder
finds these keywords in any of the responses, they will be explicitly
highlighted, making the analysis much easier.

Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options

- |

[ Target | Positions | Payloads | Options |

@ Grep - Match T

C) These settings can be used to flag result items containing specified expressions.

| Flag result items with responses matching these expressions:

[ Ppaste |[emor
: | |exception
l Load ... illegal
T 1 linvalid
I Remove fail
l Clear siack

!laccess

directory 1

| Add Enter a new item

Match type: @ Simple string

O Regex

(] Case sensitive match

] Exclude HTTP headers

Figure 5-10. Extracting relevant data from Intruder results

Summary

In this chapter we learned about using the Intruder tool to perform fuzzing
and brute force attacks. We started off the chapter by learning how to
send requests to Intruder, configuring positions, payloads, and finally
launching the attack and interpreting the results. We also saw some of the
configurable options for Intruder.

In the next chapter we’ll see some additional useful tools within the
Burp Suite like Repeater, Comparer, Decoder, and Sequencer.
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Exercises

1. Use Intruder to detect cross-site scripting
vulnerability in any of the vulnerable applications.

2. Use Intruder to detect SQL injection vulnerability in
any of the vulnerable applications.
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Repeater, Comparer,
Decoder, and
Sequencer

In the last chapter we learned about how Intruder can be used for fuzzing
and performing brute force attacks. In this chapter we will look at some
more Burp Suite tools like Repeater, Comparer, Decoder, and Sequencer.

Repeater

Repeater, as the name suggests, is a simple tool within Burp Suite that
helps in replaying requests. We have already seen in previous chapters
that when we browse an application through Burp Suite, a large number of
requests are captured. Not all of the captured requests can be helpful for
further testing or analysis. However, there could be a handful of requests
with interesting parameters that are worth spending time on for further
analysis. Repeater helps precisely in this scenario. If we find a particular
request worth investigating further, we can simply send it to Repeater.
Once in Repeater, we can play around with the request the way we want;
tamper its headers, parameters etc.; and then send the request to the
application and see how it responds. Repeater is a very simple yet powerful
tool and has an easy interface as shown in Figure 6-1.
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Dashboard | Target Proxy inruder | Repeater | Sequencer | Decoder | Comparer | Extender Project options User options
—— -
Send Canc Target Not specified ¢ (7)
Request Response
Raw | Hex Raw |
I [=]
@& « [lizt] (earer | omarches | n _ @{:0} & ||| (Searcn Omaiches | n
Ready

Figure 6-1. The Repeater console

The Repeater tab can be directly accessed in Burp Suite. By default it
opens up empty and we need to feed it with an appropriate HTTP request
data. To specify the target, click on the ‘edit’ icon next to ‘Target’ and a new
window will pop up as shown in Figure 6-2, where we can enter Host and
Port details we wish to interact with.

Sondy] | Cancell ] | <iv] | > Target: Not specified . (7)

l
Request I Configure target details X e

Raw | Hex |
Specify the detals of the server 1o which the
request wil be sent

Host.

Pot:
[ use WTTPS
ok || canca |
17
@S| « |+ |[scaen Omatches | n | [@RRS 'l-;l.\p;-.--- Omaiches | In |

Ready

Figure 6-2. Configuring the target details in Repeater
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The more convenient way of sending data to Repeater is as shown in
Figure 6-3. Simply right-click any of the requests that you wish to send
to Repeater for further analysis and click on ‘Send to Repeater’ Another
alternative is jto ust select the request to be sent to Repeater and press the
hotkey ‘Ctrl + R’

aste

| Taget | Pramy | wwide | Repeaw “Sequecer | Oecoow | Compa Eeecw | Prowcieptors | Usecpios | Emons

Fiter: Hafing rot found erves, bickg £33, image ard gevesial bivary contient, hitieg Suox resgonses, hking smpty lokders

_ ¥ pos’ !
* Cb eisincianialie Contente Add 1o seope |
Hast URL | Poams | tatus «| Lengen | mme|  Scan |
it i sz st 00 sess |WTL Do passve scan
= 200 6813 WML | Do pcowscan |
Fiip G ez et N =
l‘_’f T sl Serd 15 rirder ol |
it net =] 165 i
= e Serd to Sequmcer
s | Serd ta Comparer irequest)
Iresponse) f
A Shaw reapense = browaer |
4l B ol Reguest in browser L3

Figure 6-3. Sending HTTP request to Repeater

The request to be investigated is now sent to Repeater as shown in
Figure 6-4. The request tab contains the HTTP request we selected and the
response tab is blank as we haven'’t sent the request yet.

I Dashboard | Target | Prowy | intnader | Repester | Sequencer | Decader | Comparer | Extender | FProjectoptions |  Liseroptions

[ ~ [

| Send Target: hipilidemo.testfirenet 7 (7)

Request Response

Raw | Params | Headers | Hex [ Raw |

: poST jdsLegin HTTRL.L a]

I Host: demo.testiire.met

3 User-hgeats Mozilla/5.0 (Windows §T 10.0; Winid; xéd; rvi77.00 Gecko /20100101
Firefor/T1.0

4 Acoepti te +application. Lication/wml; =0.9, ge/webp, S0 o

% Accept-Languoge: en-US.en;q=0.5

& Accept-Encodimg: guip, deflate

¥ P

% Content-Length: 3%

5 Oeigin: hrep://demo. teatfive. net

10 Conmection: clone

11 Referes: BEtp://dews.testiice nct/login.isp

I Cookle: FSRSSTIONID=TOUBE LiDEABSAECIIRA4ETI4ODIOIODS; X-OpenbiS-Sennion™
Tefleb 008 1270447 L0ABEOTH5E IFE 43 cPITOMAET_EDNVGD

12 Upgrade-Insecure-Requesta: L

@@:«--i-r'is«yca | omatches E | _@@vi-}|<_m__ | omatches 1' |

Figure 6-4. Raw HTTP request in Repeater
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The Request window has several tabs within as shown in Figure 6-5.
One of the tabs is ‘Params, which lists all the parameters associated by
default with the request we loaded. We can edit the existing parameters,
add new parameters, or even delete any of the existing parameters. It
is always interesting to see how the application responds to all of these

parameter edits.
e
Send Target: hupidemo.testiranet 7 (7)
Request Response
Raw | Params | Headers | Hex R
POST request to ideLogin
Type | Hame Vakie
Cocke | JSESSIOND (T09BB15084BS46C13E46T2400 1048,
Cooide X-OpenDHS-Session Jei1eb100e12704aT 100605607 425620834) | Remove
Body uad st -
Bedy pasaw e Up
Body birSubmit Logs
y S ogin T
Body encodng: applcason’c-waww-lam-uriencoded ®@ | 3 ||earc Omalches | 'n

Figure 6-5. Parameter tab in Repeater

The next tab is the ‘Headers’ tab as shown in Figure 6-6, which lists all
the default headers to be sent along with the request. Again, all the header
values are editable: we can edit the existing values, add new header fields,
and remove any of the existing header fields as well.
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[
sena, || concat :|_| Target: hitpidemo.testfirenet 7 (7)

Request Response

CECE - ]

Name | Value
FOST LdoLogin HTTPIL1 - IL]
Host {demo testive net | Risin ]
User-Agent Mozila’5.0 (Windows NT 10.0. Wini4: x4, ne77.0) G
Accept :e-:t.'!mlapa\_canmmmm_wxmwnm.c:m Up
Accept-Language enUS.enc=0.5 :l
Accept-Encoding azp, dellate - Coon
Gontent-Type lapole abonx-www-torm-uriencoded |
Content-Length e
Ongn -'Ma:i.'demoler.men«
Connection Klose
Referer g idem.tesiire. njsp
|Cooie [ISESSIONID=TCIB816DE4BE45C 13E446T240019..[ 1

3
|

@@EE]'MW.-. | omatches IL” . @{é}:'—l "_J [Search | omaiches | |

Figure 6-6. Headlers tab in Repeater

Once we set the required parameters and header values, we can click
on the ‘Send’ button as shown in Figure 6-7 and we get a response from the
application, which is shown in the ‘Response’ tab.

(]

= [ = T
[ sema || comen |[€0n][21d] [ Formsearecion Target hpuideme mstin et o (7]
Request Response
Raw [ Porams | Headers [ bex Row | Headers | Hex |
1 PosT /doLogin ETTR/L.L - i WTTR/L.2 G Found .
o HosE: desn.mesefice.ner 3 Bame: Fei, 17 Jul 2020 04:50:43 ohT
o Umee-Agenr: MesillaS.0 (Windews BT 0.0; Winéd: wid; ev:TT.0) decka/ 30100100 ) Costess-Lengeh: 0

Ficrfon/ 77,0 4 Conmection; clowe
4 Accept: teat/Btmd L /xbtmloxal L /mbs gm0, 9, iaage fwebp, * /o & Sexves: Apache-Coyote/l. )
5 hecepr-Language: ea-%5, eaial. ¢ Location: logus.3ap

& heeeph-Encoding: guiy, detlave 7 Viss ETER/L.L peonylD

* Conzent-Lengeh: 15

§ CELQANT METPL//deme, et ire, net
Connecciont clowe

2 Peferec: Beps/dems.ten

12 Cookin: E e o
Fefleb 00212 P04aT 106000 T4aSE I B0 1430 B0 TOA]_Cone i

23 Upguade-Tnsscure-Requests; §

4

S ULTe st passr TeatebTaSubirmLogin

2o, 20t/ Dogtn. Jap

O D — N o OB orae [

-
]
|
Done 168 bytes | 720 milis

Figure 6-7. Response tab in Repeater
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In this case the response received was HTTP status 302, which means
the page is meant to redirect. We can click the ‘Follow redirection’ option
and then get the final response as shown in Figure 6-8.

Test ~
Target: hispiiidemo testfire.net @
Response
E—— | W e ——
=] L TRl 300 CE =l
| 2 Dames Pei, 17 Jul 2020 Q448107 GeT .
Watr-Agent| Morilla/$.0 (Windsus BT 10.0p Winids wids evi77.0) Geche/20100101 3 Comment-Types wewt/himlscharset=150-8335-1 -
Fizet + Connaction: ©
" dee sheml, agpls X -app e qED. 9, mage fuebp, * /i + Server: Apache-copose/L. |
5 ACCepE-Lanquagei em-T3, « Viai ETTR/L.0 presyin
e ncading: 7 Concenc-Lengeh: 8633
Uprade- Inascuse-pe
§ <t-= BBGIN NEABER -->
37 <'DOCTHRE hiwd PUBLIC “=//WIC//3TH XNDG. 1.0 Transivisnal//B0 “Wotps/ wmiul ong
15 dhesl emlnesbrrp//aasul . org/ 1555/ shml” wnlt Langmes™ >
=l ] me— B 1]
@& [« ][=]5m omaeres [ | | ||@@ e l2]Eee omacres | || Presy |
L= Lo ) SRR | il i ool |
Dione B A1 bytes | 502 milis

Figure 6-8. Response tab in Repeater

The response shown here is raw text and at times can be difficult
to interpret. Hence we can click the ‘Render’ tab within the ‘Response’
section to visually load the response as if we were seeing it in the browser,

as shown in Figure 6-9.

Test = |
Send : < |af | 2= [ol Target hgcidemn sestfirenet o7 (7)
Request Response
| R | Params | Headers | b [ Raw | Hesders | Hex | Render
bBET slegan.jap HTTRAL.L - z
2 Boae: ¢ fire.ees e IMSIGEALTORD |
3 Gavc-Agent: Mozilla/5.0 Mindows T 10.0; Minfd: x64: sv:T7.00 $rcko/2000010L ARG L OG RN, EALLSSINS | rum q
Tir - =
Az Sy ks 50 sy W
Accepr-Lanquage: an-US, sn:qe0.3
| sttt e - amt Online Banking Login
5 Eraduct
+ Sakm Login Failed: We're sorry, but this
o og v,
+ Sae username or password was not
11 pgradesInsscurs-Faqeentn: § = + lmdzach found in our system. Please try
12 . he again.
Sanim
£ gy uasrmamal ]
S Fainaerds —
 haodes [eegin
L Zanike
- + Cants
@& ] (o [ 1 - iamumncs
l(-.‘cﬂ.ﬁ Sl liaal ! Orwaches. Llneal 8| || - Fateaant =)

Figure 6-9. Rendering the response in Repeater
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Repeater also provides an option to view the response in the real
browser. To do this, simply right-click on the response that you wish to

see in the browser, and click on ‘Show response in browser’ as shown in
Figure 6-10.

esersbeston S aver ersiona

T —— 1)
—

1 am
v iy et

TOGSEDMBAGS I RSTHICD IS0 |
OEBCEE DO EDE TN F e TS TORE |

L S U o 380 B

Figure 6-10. Viewing the response in the Browser

Burp Suite will pop up another window as shown in Figure 6-11, with a
link that needs to be copied into the browser.

Show response in browser X

To show this response in your browser, copy the URL below and paste into a browser that
is configured to use Burp as its proxy.

http://burpsuite/show/1/b089vc24rh57pl6yfbs57sl2vwwa3dyzl Copy |

[] Infuture, just copy the URL and don't show this dialog

Figure 6-11. Show response in the Browser

Once the link generated by Burp Suite is copied in the browser, the
response gets rendered accordingly.
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Comparer

In the last section we got familiar with the Repeater tool. Once the request

is sent to Repeater, there is wide scope to tamper the request parameter or
header fields and send it across to the target application. The responses in
each case may vary depending on what parameters or header fields that
were set in the request. There could be multiple responses, each of them
looking quite similar. This is where the Comparer tool comes in handy.
Comparer simply compares content head to head and highlights differences
if there are any. To send a response to Comparer, simply right-click the
response and click on ‘Send to Comparer’ as shown in Figure 6-12.

D@ e [ matetes | m

Figure 6-12. Sending Repeater response to the Comparer

Now as the Comparer needs at least two text blocks to compare, we
send another response to Comparer as shown in Figure 6-13.
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| —
oo Pjers siates [ina] || lo@lel=

Figure 6-13. Sending Repeater response to the Comparer

We can now navigate to the Comparer tab as shown in Figure 6-14 and
see both responses that we sent from Repeater earlier.

Castbosd | Target [ Proy | wuser [ Repewer | Sequencer | Decoder | Comparer | Exerder | Projectoptons Useroptons | Errors
Comparer @
This funetion bt o werd- o by ol 84, fala You can load, parste, o send data e froen oller books and (hen sebect B ¢ omgurmen yo wand 1o peroem
Select tem 1

s Length | Data
i _[rasT
Selecttem 2
—— _ legh ————— _Owa
2 7245 (HTTP 1 200 OKDate- Fri 17 Jul 2020 103428

Figure 6-14. The Comparer console

Now since we need to find differences in words from both of the
responses, we click on the ‘Words’ button and get a new window opened as

shown in Figure 6-15.
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m e LinkS” Pred e g sstert orivay M Privay Tk s A Artag nbap Brbso
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Figure 6-15. Comparing the responses in the Comparer

Comparer will now highlight the text changes in two of the parallel
windows.

Decoder

Web applications commonly use various encoding schemes like Ascii,
HTML, Base 64, etc. From a security testing perspective, it's very common
to encounter such encoded strings during testing. Burp Suite Decoder is a
simple utility that can encode or decode text in a format of a URL, HTML,
Base 64, ASCII hHx, Hex, Octal, Binary, and Gzip. Simply navigate to the
Decoder tab as shown in Figure 6-16 and enter the text that needs to be
decoded.

| Dashboard | Target | Prowy Intruder Repeater | Sequencer Decoder | Comparer Exender | Progctoplions | Useroptions | Emors
TWRIWABTWRISWA] | ®7en D @D
Decode as .. >

aderinadrmin

Smar decode |

Figure 6-16. Decoding Base 64 data
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In this case we entered a Base 64 encoded value and then clicked
on ‘Decode as’ Base 64 to get the decoded output in the next window as
admin:admin.

We can also use this tool to encode any plain text as shown in Figure 6-17.

_ Dashboard | Target Procy | Minuder | Repester | Sequencer | Decoder | Comparer | Exterder | Projectopions | Useropbons | Emors

<scnpt>alert"KSST)<iscript> W Text O Hex @
Decode as . =
Encode a5 .. =
Flain
URL

%3 % TI%E T 2%00%T 0% %61 %0c 205 5545 3%52%22%20% 2 RN T30 3% T2%00% T0%T4%3e

ASCH hex
[Hex
Detal

Binary

Smart decode

Figure 6-17. Encoding data using the Burp Suite Decoder

We simply entered the plain text <script>alert(“XSS”)</script> and
then clicked on ‘Encode as’ the URL to get the encoded output in the next
window.

Sequencer

Web applications depend a lot on tokens, session IDs, or other such
unique and random identifiers. From a security perspective, it is important
to test the randomness or uniqueness of these tokens and identifiers. If the
tokens aren’t strong and random enough, then attackers can easily brute
force them and get unauthorized access.

Burp Suite Sequencer is a tool that helps us test the strength of
application tokens. We can send any request to Sequencer just by right-
clicking the request and clicking on ‘Send to Sequencer’ as shown in
Figure 6-18.
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Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4 respenses; hiding empty folders

+ 07 hitps:/fapi accounts.firefax.com Contents
= €15 hitps://aus5.mozilla.org —
© 8 hitps://dassify-client.services. mozilla.com Host Method  URL Params  Slatus _1-?"9'-'1 MIME typ:
=81 hitps:ffeontent-signature-2.cdn.mozilla.net http:/fdemo.testfire.nct |GET |/ PR RSy 7 R Y
= | o hitp:ffdemo.testfire.net hitp://demo.testfire.net |GET lcai.exe b http://demo.testfire.net/
&Y hitp:/fdemo.testfirenct [GET Wdefault.jsp Add to scope
[ cgi.exe http:/{demao.testfire.net |GET \default jspco Scan |
O] flefauét.jsn htlu:;:_-’dc-nm.teut!ile.uet GEI' '_,nj.fecubanrk.]su Send 1o Initruder Ctrlsl
Q feedback.jsp htl]l:,.’,fdsmn.tp%tﬁ:ra.net GET ;!mngpﬁ,!cgo.[ R ) CtisR
W images hitp:/fdemo.testfire.nat |GET Vindex.jsp v e |
B& indexjsp hitp:/fdemo.testfire.net [GET _|findex,jsp?con Sequencer
01 login.jsp http://dema testlire.net [GET _ |indexjspieon|  Send to Comparer (request) |
[) search.jsp hitn: [fdema testfire net IGFT Windrx tsn?oon Send to Comparer (response) -
[ status_check jsp i Show response in browser 5]
M style.css I Request ' esnonse Request in browser 3

Figure 6-18. Sending HTTP request to Sequencer

We can now navigate to the Sequencer tab as shown in Figure 6-19.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options  User options CSRF Errors Deserialization Scanner |
Live capture Manual load Analysis options
® Select Live Capture Request
Send requests here from other tools to configure a live capture. Select the request to use, configure the other options below, then dick "Start live capture”.

Remove |z~ Host Request
Clear | |1 tp://demo.testfire.net IGET / HTTP/1.1Host: demo.testfire.netUs...

Start live capture

® Token Location Within Response
Select the location in the response where the token appears.

® Cookie: JSESSIONID=1166E1DSEASBICSSTBG4 ... >
Form field

( Custom location: Configure

Figure 6-19. The Burp Suite Sequencer

We can clearly see the Sequencer has automatically parsed the request
and selected the JSESSIONID token present in the cookie. This token
would now be analyzed for its strength and randomness. To start the test,
simply click on ‘Start live capture’ and a new window will open up as
shown in Figure 6-20.
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I Burp Sequencer [live capture #1: httpy//demo.testlirenet] = (] X
(3) Uve capture (paused)

Resume Copy tokens Auto analyze (next: 200)  Requests: 154
Stop Save tokens Analyze now Emmors: 0

Summary Character-level analysis Bit-level analysis Analysis Options
Overall result

The overall quality of randomness within the sample is estimated to be: excellent.
At a significance level of 1%, the amount of effective entropy is estimated to be: 115 bits,

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum
probability of the observed results occurring if the sample is randomly generated. When the probability of the observed results occurring falls
below this level, the hypothesis that the sample is randomly generated Is rejected. Using a lower significance level means that stronger evidence
is required to reject the hypothesis that the sample is random, and so increases the chance that non-random data will be treated as random.

>10%
>1%

Significance level
o >0.1%

>0.01%

>0.001%

0 10 20 30 4 SO 60 70 8 9 100 110 120
Number of bits of entropy

Figure 6-20. Session ID analysis using Sequencer

The live capture starts and we can pause or resume it any time we
wish. However, it’s important to note that to effectively analyze the token
strength, a sample size of at least 100 should be considered. Once the
capture is complete, Sequencer shows us the result, which was found to
be “excellent” in this case. So the token JSESSIONID is strong, unique,
random, and hence safe to use.

Sequencer also allows us to load a sample of tokens manually and
then analyze them. To do this, simply navigate to the ‘Manual load’ tab in
Sequencer as shown in Figure 6-21.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options CSRF Errors Deseriglization Scanner
Live capture Manual load  Analysis options

® Manual Load
This function allows you to load Sequencer with a sample of tokens that you have already obtained, and then perform the statistical analysis on the sample.

Analyze now

Tokens loaded: 0
Shaortest:
Longest:

Paste
Load ...
Clear

Figure 6-21. Manually loading tokens for analysis

We can now copy and paste a sample of tokens and then analyze them
accordingly.

Summary

In this chapter we saw how to tamper and replay requests using Repeater,
then perform a head-to-head comparison of responses using Comparer.
We then learned about the Decoder tool, which helps encode and decode
text in various formats. Lastly we got familiar with the Sequencer tool,
which can be used to assess the effectiveness of tokens.

In the next chapter, we’ll learn about some additional useful tools
within the Burp Suite like Infiltrator, Collaborator, Clickbandit, and CSRF
PoC Generator.
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Exercises

1. Send any of the requests to Repeater and try to
tamper with its parameters and header fields.
Then send each of the requests and analyze the
responses.

2. Compare the multiple responses using Comparer.

3. Use the Decoder tool to encode text in URL, HTML,
and Base 64 formats.

4. Assess the token strength of the token from any of
the requests captured.
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CHAPTER 7

Infiltrator, Collaborator,
Clickbandit, and
CSRF PoC Generator

In the last chapter we looked at some Burp Suite tools like Repeater,
Sequencer, Decoder, and Comparer. In this chapter we will continue to
explore more useful tools like Infiltrator, Collaborator, Clickbandit, and
CSRF PoC (proof-of-concept) generator.

Infiltrator

Burp Suite Infiltrator is a tool that instruments the target web application
so that the vulnerability detection by the Burp Suite scanner becomes
more efficient and accurate. Infiltrator makes irreversible changes in the
code and essentially hooks into the target application. This wayj, it helps
the Burp Suite scanner get more visibility into the application code and
potentially detect unsafe calls and functions.
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As the Infiltrator makes irreversible changes to the target application
code, it is advisable to run it only for a test instance and not on a
production instance. Currently, the Infiltrator is supported if the target
application is using any of the following technologies:

e Java
e Groovy
e Scala

o Other JVM language (JRE versions 1.4 - 1.8)
o C#
e Visual Basic
e Other .Netlanguage (.Net versions greater than 2.0)
To get started with the Infiltrator, click on the Burp menu and then

select ‘Burp Infiltrator’ as shown in Figure 7-1.

Burp Project Intruder Repeater Window Help

Search ruder Repeater
Configuration library

User options >

Burp Infiltrator d  Finished

Burp Clickbandit
Burp Collaborator client  Hxy (all traffic)

Cvit 1 "

Figure 7-1. Navigating to the Burp Suite Infiltrator

A new window will pop up as shown in Figure 7-2. This wizard will
help us generate the Infiltrator agent.
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W Burp Infiltrator - ] ®

@ Burp Infiltrator

Burp Infiltrator is a tool for instrumenting target web applications in order to facilitate testing using Burp Scanner.
Burp Infiltrator modifies the target application so that Burp can detect cases where its input is passed to potentially
unsafe APIs on the server side.

IMPORTANT NOTICE: You should read all of the documentation about Burp Infiltrator before using it
or inducing anyone else to use it. You should only use Burp Infiltrator in full understanding of its
nature and the risks inherent in its utilization.

Select the type of application that you want to instrument:

Java, Groovy, Scala, or other JVM language (JRE versions 1.4 - 1.8)
C#, VB, or other .NET language (.NET versions 2.0 and later)

Cancel Next

Figure 7-2. Generating the Infiltrator agent

We need to select the technology our application is using like Java or
.NET and click on Next. Then the wizard will ask the location where we

wish to save the Infiltrator agent, as shown in Figure 7-3.

Burp Infiltrator - o X

® Burp Infiltrator

Select the folder where Burp Infiltrator should be saved:
D:\Infiltrator Select folder...

| cancel Next

Figure 7-3. Generating the Infiltrator agent
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Next, the wizard will simply generate the Infiltrator agent and save it to
the location we selected earlier, as shown in Figure 7-4.

Burp Infiltrator - [} pd

@ Burp Infiltrator

Burp Infiltrator was saved successfully as: burp_infiltrator_java.jar

Close

Figure 7-4. Generating the Infiltrator agent

The important thing to note here is the Infiltrator agent should be in
the same directory where the target application is located as shown in

Figure 7-5.
- v 4 » This PC > Data (D) » Infiltrator
MName Date modified Type Size
# Quick access
B Desktop ¢ |# burp_infiltrator_java 18-07-202 Executable Jar File 220 KB
P 5 |4 webgoat-server-8.1.0 18-07-202 Evecutable Jar File 85,868 KB
ownloads
|3:| webwolf-8.1.0 18-07-2020 16:40 Executable Jar File 49,404 KB
| Documents +

Figure 7-5. Newly generated Infiltrator agent
Now that both the Infiltrator agent and the target application are in the same

directory, we can open a command prompt and type command ‘java -jar burp_
infiltratorjar’ as shown in Figure 7-6.
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B Administrator: Command Prompt o o X

D:\Infiltrator>java -jar burp_infiltrator_java.jar
Please read and confirm the following statements.

I confirm that I have read and understocod the Burp Suite Documentation relating to Burp Infiltrator. By deploying Burp I
nfiltrator, I confirm that I am doing so in full understanding of the nature of Burp Infiltrator and the risks inherent
in its wtilization. I confirm that either I am a licensed user of Burp Suite Professional or a licensed user has recomme
nded that I deploy Burp Infiltrator and in the latter case the licensed user has discussed with me the contents of the D
ocumentation relating to Burp Infiltrator and the potential consequences of such installation.

Do you confirm the above statements? [y/N] y

Do you want Burp Infiltrator to report the full parameter value when input reaches a potentially unsafe API? [Y/n] Y
Do you want Burp Infiltrator to report the call stack when input reaches a potentially unsafe API? [Y/n] ¥

Do you want to allow communication over unencrypted HTTP? [y/N] ¥

Do you want to restrict the Burp Collaborator servers that can be used? [y/N] N

Enter the file path to the target application bytecode. Use commas to enter multiple paths: [D:\Infiltrator]
Processing [D:\Infiltrator\webgoat-server-8.1.0.jar]

Figure 7-6. Executing the Infiltrator agent

The Infiltrator will now run and modify the Java applications in the
directory. This is a one-time procedure, and the application needs to
restart once the patched code is available. Burp Infiltrator also makes use
of Collaborator, which we will be seeing in the next section.

Collaborator

Collaborator is a tool provided by Burp Suite that helps in attacks like
Server Side Request Forgery (SSRF) or any of the out-of-band attacks. The
Burp Suite Collaborator service helps by generating random payloads
in the form of hostnames. These payloads can then be used as part of
requests in various attack scenarios. If the attack is successful, then an
interaction occurs between the target application server and the Burp
Collaborator server. Then using the Burp Collaborator client, we can poll
and check if any such interactions have happened.

To get started with the Burp Collaborator, simply click on the Burp
menu and click “Burp Collaborator client. A new window will pop up as
shown in Figure 7-7.
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I Burp Collaborator client - o x
@ Click "Copy 1o clipboard” 1o generate Burp Collaborator payloads that you £an use in your ing, Any that resul fi g the payioads wil
appear below.

Generate Collaborater payloads

Number to generate: |1 || Copy to clpboard J [#] Include Collaborator server lacation

Poll Collaborator interactions

Poll every 60 | seconds l_Ponn_ow_‘
2] Time Type Payload | Comment [

Figure 7-7. The Burp Suite Collaborator client

Now click on the ‘Copy to clipboard’ button and paste its value in the
notepad as shown in Figure 7-8.

@ Click "Copy to chpby o Burp C payloads that you can use in your own testing. Any interactions that resul from using the payloads wil
appear below

Generate Collaborator payloads
Number to generate: 1 || Copy to chipboard #] Inchude Collaborator server location

Poll Collaborator interactions

Pall every (80 seconds Pollnow |

& Time Type Payload ‘Comment

T Untitled - Notepad - o »
File Edit Format View Help
| va2bawgdandxi3bahpmy13515ch2zr. burpeollaborator . net|

Windows (CRL Ln1,Col 52  100%

liozese]

Figure 7-8. Configuring the Collaborator client
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The random value generated by the Burp Collaborator can now
be used in payloads in requests sent as part of an attack. The Burp
Collaborator client automatically polls the Collaborator server after every
60 seconds to check if there has been any interaction. This duration can be
customized or you can simply click on the ‘Poll now’ button to manually
check for Collaborator interactions.

Clickbandit

Clickjacking is one of the very common attacks on web applications. Using
clickjacking, the attacker tries to trick the user into clicking something
different than what the user sees visually. If successful, the attacker can
get access to confidential information. Clickjacking is also known as a UI
redressal attack, as the attacker tries the deceptive technique of creating a
fake UT and then tricks the victim into executing malicious actions or events.
Burp Suite offers a utility called ‘Clickbandit’ that significantly
simplifies the process of generating Proof-of-Concept for an application
that is vulnerable to Clickjacking.
To get started with the Clickbandit tool, simply go to the Burp menu and
click on ‘Burp Clickbandit. A new window will pop up as shown in Figure 7-9.

W Burp Clickbandit b4

@ Burp Clickbandit

Burp Clickbandit is a tool for generating dickjacking attacks. When you have found a web page that may be vulnerable to dickjacking, you
can use Burp Clickbandit to create an attack, and confirm that the vulnerability can be successfully exploited.

Burp Clickbandit runs in your browser using JavaScript. It works on all modern browsers except for Microsoft IE and Edge. To run Burp
Clickbandit, use the following steps:

1. Click the "Copy Clickbandit to clipboard” button below. This will copy the Clickbandit script to your dipboard.

2. In your browser, visit the web page that you want to test, in the usual way.

3. In your browser, open the web developer console. This might also be called "developer tools™ or "JavaScript console”.
4. Paste the Clickbandit script into the web developer console, and press enter.

See the documentation for more details on using Burp Clickbandit.

Copy Qlickbandit to dipboard Close

Figure 7-9. The Burp Suite Clickbandlit tool
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This window has steps listed that we need to follow in order to
generate the Clickjacking Proof-of-Concept. The first step is to click on
the ‘Copy Clickbandit to clipboard’ button. The next step is to open the
browser and press function key F12 to go into the browser console as

shown in Figure 7-10.

Aners Wtat *
Lt - ] D & dema

AltoroMutual »

& OMLINE BANSEW LEEY

Figure 7-10. Target for Clickbandit

To proceed further, we need to paste the Clickbandit code into this
browser console, which we copied earlier as shown in Figure 7-11.
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«) > C o © £ demotestfire.net

AltoroMutual »

PERSONAL SM,

Online Banking with FREE Online Bill Pay
No stamps, envelopes, or checks to write give you more time to
spend on the things you enjoy.

* Lendina Services
G' {j Inspector G Console [ Debugger T.L Network {} Style Editor m Performance ﬂ Memaory B Storage ‘i’ Acc

WV Fiter Qutput
fwebsocket?url=httpX3aR2FX2Fdemo. testfire. netX2rénocache=1595507986225 .
» css 4= "hl {';
©s5s += "color:#SBSASC;;
55 += "margin:@;padding:8;";
s 4= "margin-top:lépx;’
55 += "margin-left:i@px;";
55 4= “font-size:22pr;’;
€55 #+= "border:none;”;
€55 4= "}
css += "hl span {*;
€55 += “color:@#fa983b;°;
€55 #= "}
return Css;

function createStyles(doc, node) {
var css = generateCssString(), style = doc.createElement('style');
style.appendChild{doc.createTextNode(css));
node.appendChild(style);

function ready() {
war iframe = document.createElement('iframe’);
if{location.protocol === “data:') {

return false;

width = getDocWidth({document);
height « petDocHeight{document):

Figure 7-11. Copying the Clickbandit code in browser console

Once the code is copied into the browser console, simply press Enter
and you'll notice the Burp Clickbandit UI appears on top of the page as
shown in Figure 7-12.
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i 0@ @ A& demotestfire.net e 3
B3 BURF

Figure 7-12. The Clickbandit Ul

Now we need to perform and record the actions that we wish to
include as part of the Clickjacking attack. Once all the required actions are
done, click on the save button and you will be able to save a file named
‘clickjacked.html’ as shown in Figure 7-13.

« 2 X @ @ & demotestiirenet w @@

mesrccenor (0 CEED

Opening clickjseked el X
You have chasen 1o open:

€ clickjacked htmi
which is: Chrome HTML Document (7.2 KB)

from: datx
[Click] |
,:-:F 1 aF. | What should Firefox do with this file?
& '] L i O Gpenwith | Google Chrome (defautt)
— i TREES  @fsmerie

] o this gutomaticaliy for Files like this from row on.

oK Cancel

Read dema.testfine net

@ O ispecter [ Console O Debugger T4 mMetwork () Stdebgitor () Performance {3 Memory [ Storage o Accessibility g% WhatsNew & Omnicug @ Ha

Figure 7-13. Saving the Clickbandit code
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You can now open the file ‘clickjacked.html’ separately in the browser
as shown in Figure 7-14.

N G @ file:///C:/Users/91797/Downloads/clickjacked.html

is ‘ INSIDE ALTORO MUTUAL

Figure 7-14. Executing the Clickbandit code

You'll notice that the actions you captured earlier are now being
replayed, and if you click, then you get a message ‘You've been
clickjacked!” as shown in Figure 7-15.

« = C o @ filey//C:/Users/91797/Downloads/dlickjacked html
' e g it
=
.,‘a_l i
: ‘( /il
1 e

2 INSIDE ALTORO MUTIIAL

You've been clickjacked!
Figure 7-15. Executing the Clickbandit code
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Cross-Site Request Forgery, commonly known as CSRE is another type of

attack on web applications that exploits session management flaws to trick

the victim into performing unwanted actions. Burp Suite has a utility that

makes it very easy to generate Proof-of-Concept for CSRF vulnerability.

We first need to identify and confirm the request for which we wish to

generate the CSRF Proof-of-Concept code. Once the request is finalized,

simply right-click the request, go to ‘Engagement tools, and click on

‘Generate CSRF PoC’ as shown in Figure 7-16.

Show new site map window
Site map documentation

Figure 7-16. Sending request to CSRF PoC generator

Contents
Host Method URL Params  Status  Length Title Comment Time ra
hitp:/fdemo.testfire.net [GET '8 1200 9537 [HTML Altoro Mutual
http://demo.testfire.net |GET Jbank/main.jsp 1200 6431 HTML :Allm Mutual
hittp://demoutestfire.net IGET __Jlogin.Jsp 200 i8GE7 _HTML _Alloro Mutual
fttp://demo.testfire.net [POST  /dologin T LA '
hitp:/fdemo.testfire.net (GET Jimages/gradie ' POST: ‘| gl
http:/fdemo.testfire.net [GET  jimages/heades  Add to scope
itp:/demo.testfire.net [GET _fimages/nome] 5, 1
http://demo.testfire.net |GET Jimages/homez |
http://demo.testfire.net [GET /images/home2 ::"d . :‘m' Qr:':‘
http://demo.testfire. net IGET fimages/logo.g tidto Repedtes Gt
httn: e testfire net_(GET ___fimanes/nf_Inc| 567 10 Sequencer
Request Response Send to Comparer (request)

Send to Comparer (response)
Raw Params Headers Hex Show response in browser
POST /doLogin HTTR/1.1 Request in browser >
Host: demo.testfire.net =
User-Agent: Mozilla/5.0 (Windows Sere request 0 03 Manulit!l.ﬂ'lnq efox/78.0
Accept: text/html, application/xhi Sead reqist ta 05 = Exoitztion “
Accept-Language: en-uUs,en;qe=0.5 Engagement tools. % Find references
Accept-Encoding: gzip, deflate Compare site maps Discover content
Content-Type: application/x-www-1 Add comment Schedule task
Content-Length: 37 Highlight 3 Generate CSRF PoC
origin: htep://demo.testfire.net Deleta it Simulate manual testing
Connection: close
Referer: http://demo.testfire.nel Copy URL
Cookie: JSESSIONID=CCBADARZ4ESSEB! Copy as curl command
Upgrade-Insecure-Requests: 1 Copy links

Save item
uid=adminipassw=adminebtnSubmit=l  yjey >

Now, a new window will pop up as shown in Figure 7-17, which has the
POST request along with the CSRF code.
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CSRF PoC generator = @] B
Request to: http://demo.testfire.net ® Options
Raw params Headers Hex

POST /doLogin HTTP/1.1 A

Host: demo.testfire.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:78.0)
Gecko/20100101 Firefox/78.0

Accept:

text/html, application/xhtml+xml, application/xml;cq=0.9%, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content=Type: application/x-www=-form-urlencoded

Content-Length: 37 v
@<+ > 0 matches
CSRF HTML:
<html> ~
<!-= CSRF PoC - generated by Burp Suite Professional -->
<body>

<script>history.pushState('', '', '/')</script>
<form action="http://demo.testfire.net/doLogin" method="POST">
<input type="hidden" name="uid" value="admin" />
<input type="hidden" name="passw" value="admin" />
<input type="hidden" name="btnSubmit" wvalue="Login" />
<input type="submit" value="Submit request" />

</ form>
</body>
</html>
v
@ l<|[+]5] | Type a search term 0 matches
Regenerate Test in browser . Copy HTML | Close

Figure 7-17. CSRF PoC generator

It is now easy to modify the CSRF code as required and then we can
either directly test it in the browser or generate a separate HTML file. To
test the CSRF code in the browser, click on the ‘Test in browser’ button,
and a new window will pop up as shown in Figure 7-18.
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Request to: http://demo.testfire.net ® Options

Raw Params Headers Hex

POST /doLogin HTTE/1.1 ~
Host: demo.testfire.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:78.0)

5ecko/20100101 Firefox/78.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9%, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Zontent-Type: application/x-www=-form-urlencoded

Zontent-Length: 37 v
@ <l *|l2] 1pe a search term 0 matches
CSRF HTML:
<html> ~
<!==- CSRF PoC - generated by Burp Suite Professional =-->
<body>
<script>history.pushState('', '', '/')</script>
<form actjan="hrrn: ldama tesrfire ner/dalaoacin" methad="pPoST"
<input t [ Show response in browser X
<input {
<input 1 To show this response in your browser, copy the URL below and paste into a browser that
<input 1t s configured to use Burp as its proxy.
</ form>
</body> http://burp/show/2/5sg4immaqzvc6f2bbfbch47mnwiyoaj Copy
</html>
i [JIn future, just copy the URL and don't show this dialog Close
v
® <||+||>|| Type a search term 0 matches
Regenerate [:re_sgm browie_rj Copy HTML Close

Figure 7-18. CSRF PoC generator

Now click on the ‘Copy’ button, open the browser, and paste into the
address bar as shown in Figure 7-19.

.‘} burp'fShO“"r] ;’hhd6q0f390|

&« o> C @ © # burp

Submit request

Figure 7-19. Verifying the CSRF PoC in browser
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Now click on the button ‘Submit request; and the CSRF code will get
executed as shown in Figure 7-20.

<« ¢ o @ £ demotestfirenet/bank/mainjsp ®

AltoroMutual »

IWANT TO ...

i ok i St amary Hello Admin User
: W welcome to Altoro Mutual Online.
: mﬂ View Account Details: 800000 Corporate ~|| co
ADMINISTRATION
« Edit Users Congratulations!

Wou have been pre-approved for an Altora Gold Visa with a credit Emit of $10000!

Chck Here to apply.

Bovacy Policy | Security | Server Statys Check | BEST AP] | @ 2020 Altore Mutual, Inc.

Figure 7-20. Verifying the CSRF PoC in browser

Summary

In this chapter we learned about using Intruder for instrumenting
applications and increasing detection capabilities of the Burp Scanner.
Then we saw the Burp Collaborator, which can be effectively used in out-
of-band attacks like SSRF. We then looked at the Clickbandit tool that helps
generate proof-of-concept code for applications vulnerable to clickjacking;
and lastly we glanced through the CSRF PoC generator, which helps us
quickly generate and test proof-of-concept code for Cross-Site Request
Forgery attacks.

In the next chapter, we'll see the automated scanning and reporting
capabilities of the Burp Suite.
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Exercises

1. Use Infiltrator to instrument any of your target Java
applications.

2. Find a vulnerable CSRF request and try to generate a
proof-of-concept using the CSRF PoC generator.

3. Generate a clickjacking proof-of-concept code for
your target web application.
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CHAPTER 8

Scanner
and Reporting

In the last chapter, we learned about various tools like Infiltrator,
Collaborator, Clickbandit, and CSRF PoC generator. In this chapter,
we'll explore the features and capabilities of the Burp Suite scanner for
automated vulnerability detection.

Scan Types

So far throughout the book, we have seen several capabilities of Burp Suite
that are useful for manual testing. However, Burp Suite also provides a web
application vulnerability scanner that automates the process of finding
vulnerabilities. This is indeed a very feature-rich scanner and is capable of
detecting potential web vulnerabilities.

The Burp Suite offers two types of scans: Passive Scan and Active
Scan. The passive scan runs in the background, by default, while we
browse an application through Burp Suite. A passive scan simply monitors
the traffic and tries to list vulnerabilities like missing security flags in
cookies, missing security headers, traffic being sent over unencrypted
communication channels, etc. Thus the passive scanner doesn’t attempt
to inject any payloads into any of the insertion points, but rather just
highlight vulnerabilities that can be found only by passively monitoring
ongoing requests and responses. The active scan goes a step further and
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tries to insert payloads into insertion points and check if parameters are
vulnerable. Active scanning is a more intense technique; however, it does a
better job in finding vulnerabilities that a passive scanner may never find.
We’ll now look further into the details of performing an active scan using
Burp Suite.

Crawl and Audit

Active scanning is usually a two-step process. The first step involves
crawling or spidering the application and the second step involves
attacking the parameters with payloads. The Burp Suite scanner offers two
options: either crawl and audit or just crawl. To start a new audit, go to the
Dashboard tab and click on ‘New scan’ as shown in Figure 8-1.

J Dashboard l Target I Proxy l Intruder [ Repeater I Sequencer l Decoder | Comparer l |

? Filter  Running Paused Finished

Figure 8-1. New scan task
A new window will pop up as shown in Figure 8-2. We select the option

‘Crawl and audit’ Next, we need to specify the target URL that we wish to
scan. In this case, we enter the target URL as ‘demo.testfire.net’
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o [m] ®
|a
Scan Type '-\
@ Craw and audit
) Crawt
Scan URLs to Scan
configuration
Define the URLS to scan. Burp will begin crawling from these URLS, and by default will include everything beneath the specified URLS'
_E folders.
Application
login hittp-iidemo. testfire net’
Resource
pool
Protocol settings
® Scan using HTTP & HTTPS () Scan using my specified protocols
2 Detadled scope configuration
¥
@ Lok | (cae ]

Figure 8-2. New scan configuration

Next is the scoping section as shown in Figure 8-3. The URL’s that we
wish to be part of the audit need to be specified under the ‘Included URL
prefixes’ tab, and if there are any particular URLs that we don’t want to
be included in the audit, then those need to be explicitly added under
‘Excluded URL prefixes!
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B Mew scan

Protocol settings

* Detaded scope configuration

L] Use advanced scope control

Included URL prefixes: | Exclued URL prefces |

®) Scanusing HTTP &HTTPS (L) Scan using my specified protocals

You can configure a more detailed scope configuration using either URL prefixes or advanced matching ndes. Note that the URLs to scan
must fall within the defined scope, and will still be used as the starting point for the crawl.

hitp:iidema testire net/

L.Snltmﬁ'umhmj | Savetolibrary |

©)

Figure 8-3. New scan configuration

Now that we have configured the target URL, we just need to click

on ‘OK’ and the crawl and audit activity starts as shown in Figure 8-4.

However, it's important to note that this activity will start with a default

scan configuration.

Tasks

? Fiter  Running Paused Finished

D @30,

. Capturing: ( -: CUTESpUNSES prUte sy i _‘.
0 responses queved I
2. Live audit from Proxy (all traffic) WEE DB .
Audtt checks - passive Issues:
: 0 requests (0 errors
Capturing: ( ) €q ( )
] View details )
3. Crawl and audit of demo.testfire.net WEw >
Default configuration Issues:
& a & A s & & 43 requests (0 emors)
Unauthenticated crawl. Esti g time: ... o s Al e e

Figure 8-4. Scan tasks in progress
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In the next section, we’ll be looking at customizing the scan

configuration.

Scan Configuration

In the previous section, we configured and initiated a crawl and audit
task on a target URL but with default configuration settings. In this
section, we'll take a look at how the scan configuration can be tailored to
suit our needs. To customize the scan configuration, click on the ‘Scan

configuration’ tab as shown in Figure 8-5.

B New scan = m] b 4
@ Scan Configuration
Sean details Select configurations to conlrol how the scan is carmied out. You can select mulliple configurations, and these will be

applied in tum to determine the final configuration that is used for the scan. If no configurations are selected, then Burp
Scanner's default settings will be used.

Sean Name | Function | Built-in | New ... "
g Lt JOWn |

Application [ Ean
login . '

® —

Resource
pool

| Setctromibrary |
@) ok | | cencar |
Figure 8-5. Scan configuration
The scan configuration allows us to customize crawl settings as well as
the audit settings. We'll first go through the crawl configuration settings.

Click on the ‘New’ button and select ‘Crawl’ A new window will pop up as

shown in Figure 8-6.

115



CHAPTER 8  SCANNER AND REPORTING

m New scanning configuration - o *
@ Configuration name: |Crawifing configuration Z

Expand the areas that you want to define in this configuration.

v Crawl Optimization

@ These settings let you contrel the behavior of the crawl logic to reflect the objectives of the crawl and the nature of the application. See the
detailed doc for more i about each oplion,

Maxirmurm link depth: '5 i

Crawl strategy ENarmd | i

This strateqy represents a trade-off batween coverage and speed that is appropriate for typical apphcations:

Figure 8-6. Crawl optimization settings

The crawl optimization configuration allows us to set the maximum
link depth up to which we wish to crawl along with the crawl strategy,
which is set to normal by default. We can change the crawling strategy
to fast by selecting it through the drop-down menu, depending on the
particular scan scenario.

Next, we can configure the crawl time limits as shown in Figure 8-7.

If the target application is large and complex, then it might take a lot of
time for crawling. We can set a limit to this by defining the maximum time
that we wish to spend on crawling the application. We can also limit the
crawl by the number of locations discovered or the maximum number of

requests made during the crawl function.

W New scanning configuration - o ®
@ Configuration name: il:rawlmg tomguralucnzi

Expand the areas that you want to define in this configuration

> Crawl Optimization Not defined

“ Crawl Limits

@ Crawiing modem applications is sometimes an open-ended exercise, due to the amount of stateful functionality, volatie content, and
unbounded navigation. Burp's crawler uses various lechniques to maximise discovery of unique content early in the crawl. These settings let
you impose a kit on the extent of the crawl, as it reaches the point of dimanishing retumns, You can leave any crawl mit sefting blank to disable
B

Maxmum crawl time: [300 | minutes

Maxrmum unique locations discovered: [5000 J

Maxmum request count [ |

Figure 8-7. Crawl limit configuration
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The next configuration setting is related to the login functions as
shown in Figure 8-8. It might happen that the target application has a login
function. In such a case, Burp Suite will even try to register a new test user.

.! New scanning configuration
@ Configuration name: iCrd'Mng configuration 2
Expand the areas that you want to define in this configurabion,

> Crawl Optimization Hot defined

»  Crawl Limits Mot defined
~ Login Functicns

® These settings control how the crawler will interact with any login functionalty, aside from any application logins that are explictly configured for
the crawd

] Attempt to self-register a user

¥] Trigger login falures (using invalid usemame)

Figure 8-8. Login function configuration

The next configuration setting is related to handling application errors
during a crawl function as shown in Figure 8-9. There could be multiple
reasons behind application errors, like an authentication failure, network
problems, etc. This configuration setting tells the Burp Suite scanner
to pause the crawl and audit function if there are a certain number of
consecutive application errors.
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n New scanning cenfiguration - [m] b4
@ Confiquration name: ECraw’mg configuration 2!
Expand the areas that you want 1o define in this configuration.
-
> Crawl Optimization Mot defined
> Crawl Limits Mot defined
Mot defined

} Login Functions

Handling Application Errors During Crawl
These settings control how Burp handles application errors (connection fadures and transmission timeouts) that anse during the crawd phase of
the scan

® <

Pause the task if

10 | consecutive requests time out
b of requests time out

On completion of crawd, do 11 | follow-up passes to retry requests that timed out

Figure 8-9. Configuring application errors during Crawl

The next set of configuration settings are miscellaneous as shown in
Figure 8-10. This includes settings on whether we want the Burp Suite scanner
to automatically submit forms or if we wish to customize the user-agent if we
want to fetch robots.txt and the sitemap, etc.
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I New scanning configuration - a X
@ Configuration name: Era—-\-ﬁ;g con.ﬁguraho:\. ﬂ
Expand the areas that you want to define in this configuration
“ Miscellaneous
@ These settings let you customize some details of the crawl.
] Submit forms

] Customize User-Agent

| Reguest robots txt il

] Reguest site map

Maximum items 1o request from site map: 1000

] Fallow hidden lnks in comments and JavaScript

Madmum hidden nks to follow: 1000
Embedded Browser Options

Use embedded browser for Crawl and Audit (Experimental) No -

.V.

] Save to Rorary Save || Cancel
Figure 8-10. Miscellaneous crawl configuration

The next set of configuration settings are related to the audit function.
To start with, the first audit configuration setting is ‘Audit Optimization” as
shown in Figure 8-11. This setting allows us to configure audit speed and
accuracy. The audit speed can be set to either fast, normal, or thorough,
while the audit accuracy can be set to normal or to minimize false

positives.
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.} New scanning configuration - o )
® Configuration name: -nudlt:ng configuration ?|

Expand the areas thal you want to define in this configuration

I+

“ Audit Optimization

@ These seftings let you control the behavior of the audit logic to reflect the objectives of the audit and the nature of the target application. See the
detailed help for more information about each option.

Auditspeed:  |Normal

3| K8

Audit accuracy: [Normal

[¥] Skip checks unlikely to be effective due to insertion point's base value
| Consolidate frequently occurring passive issues
[¥] Autornatically maintain session (only applies to crawl-driven audits)

¥] Follow redirections where necessary

Figure 8-11. Audit optimization configuration

The next audit configuration setting is related to the type of issues
reported as shown in Figure 8-12. The Burp Suite scanner detects a variety
of issues. However, during a particular test scenario, it might so happen
that only a particular type of issue needs to be tested. In such a case, it
won’t be worth spending time on testing all other types of issues. Hence
this configuration setting allows us to customize the type of issues that we
want to be tested during the scan.
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Mew scanning configuration e [m] b 4

@ Configuration name: !Audtir_ln configuration d

Expand the areas that you want to define in this configuration.

“ Issues Reported

These settings control which issues Burp will check for. You can select issues by scan type or individually. f you select indnadual issues, you can
als0 select the detection methods that are used for some types of issues.

® Select by scan type:
Passive
[¥] Light active
[¥] Medium active
[¥] Intrusive active =

(] JavaScript analysis

O Select individual isswes.

? Filier Passive Light Medium Inirusive JavaScript P Search. |
Enabl... Mame Passi.. Light i i Java.. |Typical se.| Typeindex | Detection methods
[¥] 0S command injection o [High (000100100 (A1 methods enabled |+ | J
[¥l SOL injection @ High [0x00100200 [A methods enabled =
[7] SQL injecticn {second order) ® h 100210 |A% methods enabled [—
vl |ASP.NET tracing enabled | ° High 100280
vl _File path raversal el igh 100300 (A1 methods enabled
[ XML external entity injection O High (000100200 |40 methods enabled
[# _|LDAP injection . High 14 methods enabled »
¥l [XPath injection | L High (00100600 A1 methods enabled
[¥l XML injection L] iMedium 1"l methods enabled
[¥l ASP MET debugging enabled ] Medium
[¥] _HTTP PUT method is enabled ° h 1000100300
v | Out-of-band resource load (HTT.. 0 High 100400
v| _File path maniguation e High 100800
[¥i PHP code injection - High (0x00100C00 [Al methods enabled
F s ) ot code e 0 High 000100000
¥l Perl code injection | [ High [0x00100E00

[C] Save to library Save Cancel

Figure 8-12. Type ofissues to be detected during an audit

The next audit configuration setting is related to handling application
errors during the audit function, as shown in Figure 8-13. We have already
seen a similar configuration setting for the crawl function. This setting
helps configure the number of failures after which the audit task would be
paused.
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OR:

MNew scanning configuration = o x

name: [Audting configuration 2

Expand the areas that you wart to define in this configuration

" Handling Application Errors During Audit
@ These settings contral how Burp handles application errars (connection fallures and transmission timeouts) that anise during the audit phase of the
scan wl
LF] consecutive audit checks fail, skip remaining checks in the current insertion paint =
If2 | consecutive insertion paints fail, skip remaining nsertion points, and flag audit tem as faled
Pause the lask if:
10 consecutive audit dems fail
% of audit items fal
On completion of each audit phase, do |1 | toiow-up passes to retry failed aperations

L] Save to library Save Cancel

Figure 8-13. Configuring application errors during Audit

The next audit configuration setting is related to the type of insertion

points that we want the Burp Suite scanner to attack during the audit

function as shown in Figure 8-14. Selecting all the types of insertion points

will increase the possibility of finding more vulnerabilities, but at the same

time it will also take longer to finish the audit.

New scanning configuration = o x

@ como

name: | Audiing ¢ E|

Expand the areas that you want to defing in this configuration

@ Flace payloads into the follawing locations within requests:

“ Insertion Point Types —

[¥] URL parameter values
[¥] Bady parameter values
[w] Cookie parameter values -
[¥] Parameter name

[#] HTTP headers

[¥] Entire body (for relevant content types)

[¥] URL path fiename

[¥] URL path folders o
-
[

(L] Save to tbrary Save Cancel
| FE—————

Figure 8-14. Configuring insertion point types
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All the crawl and audit scan configuration settings we saw so far are

set to optimal values by default. We can quickly trigger a new crawl and

audit task using the default scan configuration. However, depending on

particular scan scenarios, it might be required for you to customize the

scan configuration settings.

Application Login

The next important scan configuration setting is configuring the

‘Application login’ as shown in Figure 8-15. While scanning the target

application, we may come across certain pages that do not require

authentication, while there could be a few pages that can be accessed only

after authentication. If we want the Burp Suite scanner to audit the pages

behind authentication as well, then we need to provide credentials.

| &

9

Scan detais

&
Scan
configuration

2]

Agphc aton
logn

®

Resource
pool

@

Application Login

Speciy the account credentials that should be submitied 1o any login functions. The crawler will use these 1o discover authenticated content

betind logn functions
Label Username | Hew

I New Login Credentials X

Labed
Usemarme:

Password

OK Cancel

Select from kbrary

Figure 8-15. Configuring application login
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Credentials can be added by simply clicking on the ‘New’ button and
providing the required username and password.

Resource Pools

The last scan configuration option is “Resource Pool” as shown in

Figure 8-16. The resource pool helps define the system resources that will
be used across multiple tasks. By default, the resource pool is created,
which allows for a maximum of 10 concurrent requests. We can leave this
to default unless we want to do multitasking within the same Burp Suite

project.

B New scan - n] *®

Q Resource Pool
Scan details Specdy the resource pool in whach the scan will be run. Resource pools are used 1o manage the usage of system resources across multiple
tasks
{§} ¥ Use exssting resource pool

Sesn Selected Resource pool Max concurment réquests Deday between requests
configuration - 1
) Default resource pool 10

2]
Applcation
login

)

Resource
pool

o Create new resource pool

Name
L) Maomum concuTent requests:

(] Delay between requests milliseconds

@) oK | | Cancel |

Figure 8-16. Configuring resource pools
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Reporting

Reporting the issues in a presentable format is as important as finding
them. Burp Suite offers an excellent reporting feature that helps us
generate a report in the required format with all relevant extract about
the vulnerability. The report, once generated, can be shared with relevant
stakeholders for further action.

Once the crawl and audit task is complete, all the issues that were
found during the scan are listed in the ‘Issue activity’ pane as shown in
Figure 8-17. We now simply need to select the issues that we wish to be
part of the report. To do this, simply right-click the issue that needs to be
reported and click ‘Report issue’

| istoma | ravges | Proms | v | Repewer | seercer | ecoter | comowes | Eenses | P oo | ser opsens | 385 | Ees. | Deserstzaion S<anees | Retiection | veruons | Sotwne vueratny Scaves | astsons scaves Crecs |

Tasks D EEEID @ ED " | wre sy Qs

107 repamsts 6 s

00 reanstn 7 ervors)

Figure 8-17. Exporting issues to report
The Burp Suite reporting wizard will now ask us about the format of

the report we wish to have as shown in Figure 8-18. Currently, the Burp
Suite supports generating reports in HTML or XML formats.
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'} Burp Scanner reporting wizard = O X

@ Choose the format for the report.

® HTML

L Cancel . NextJ

Figure 8-18. Selecting format for the report

Next, we need to select which details about the issue are required in
the report as shown in Figure 8-19.

B Burp Scanner reporting wizard - a X

CJ) Select the types of details to include in the report.

(] Issue background

(] Remediation background

(] References

(] Issue detail [where applicable]

/] Remediation detail [where applicable]

Back Next
Figure 8-19. Selecting type of details to be included in the report
W then need to select whether we want full HTTP requests and

responses for the reported issues or only the relevant extracts as shown in
Figure 8-20.
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B Burp Scanner reporting wizard = a X

® Select how HTTP request messages should appear in the report.

(U Do not include requests
® Include relevant extract

() Include full requests

Limit to bytes

Select how HTTP response messages should appear in the report.

() Do not include responses
® Include relevant extract

() Include full responses

Back Next

Figure 8-20. Selecting requests and response formats for report

Lastly, we need to select the name and location where we want the

report to be generated along with the title of the report as shown in
Figure 8-21.

127



CHAPTER 8  SCANNER AND REPORTING

B Burp Scanner reporting wizard - ] X

@ Select the file where the report will be saved.

[ Select file ... J [Ct\.Us.ers\91797\Documents\Repon_htm| |

Specify the title and structure to use in the report.

Report title ’Burp Scanner Report

Issue organization ' By type ”I'..

Table of contents levels | 2 v

Summary table {.AII issues m

Summary bar chart [ High, medium and low issues F]

@ Embed images within HTML (requires modern browser)

| Back | | Next

Figure 8-21. Configuring location where the report will be saved

Now the Burp Suite reporting wizard will generate a vulnerability
report as shown in Figure 8-22.

‘! Burp Scanner reporting wizard = (] X

e ————

Report completed
Report size: 75,978 bytes

| Close .

Figure 8-22. Generating the report
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The generated report can them be viewed in any of the browsers as
shown in Figure 8-23. The report shows a summary of findings based on

confidence as well as severity.

BURPSUITE

Burp Scanner Report PROFESSIONAL

Summary

The lable below shows the numbers of issues identified in diferent categories. Issues are classified according to severity &s High, Medium, Low or Information. This
reflacts the likely impact of each ssue for a typical organization. Issues ane also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technigue that was wsed to identify the issue

Confidence
Cartain Firm Tentatve Total
Medium - o 3 [
Severity
Low. ] 0 L] L]
Information - o o 0

Thi chan below shows the aggregated numbers of issues dentibed n each calagory. Sold coloned bars reprasant issues with a conhdence level of Ceram, and the
bars fade as the confidence level falls,

Number of issues

lo |1 2 3 4

Hioh —

Figure 8-23. Viewing the report in the browser

The report also shows vulnerability in detail along with the relevant

request and response as shown in Figure 8-24.
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+ CVE-2012-568 - 6.0 - CVE-2012-5568
Apache Tomcat through 7.0.x allows remote attackers to cause a denial of service (daemon outage) via partial HTTP requests, as demonstrated by
Slowloris.

Remediation detail

Issue background
Remediation background
Request

GET findex.jsp?content=business htm HTTRM.1

Host: demo.testfire.net

AcceptEncoding: grip, deflate

Accept: T

AcceptLanguage: en.S,en GBqe0.9,enq=08

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wink4; xfd) AppleWebHiv537 36 (KHTML, like Gecko) Chrome/84.0.4147 89 Safari/537.36
Connection: close

Cache.Control: max-age=0

Referer: hiips:iidemo lestfine netobots. b

Cookie: JSESSIONID=-17FTDFESB1TFAICEBES304C 51 IRA0960

Response

HTTRA.1 200 OK

Server: Apacho Coyotell.1

Content. Type: texthiml;charset=I50-8359.1

Date: Saz, 08 Aug 2020 05:15:12 GMT
onnection: closs

Conent.Longth: 8486

<l BEGIN HEADER >
<DOCTYPE himl PUBLIC SAV3CIOTD XHTML 1.0 Transitional/EN" I

<him| xmins="hitpuiwee.

[ SNIPY...

Figure 8-24. Vulnerability details in the report

Summary

In this chapter, we learned about the Burp Suite scanner and how it can be

customized to effectively find application vulnerabilities in an automated
manner.

In the next chapter we’ll see how to use the Burp Suite Extender to
install additional plugins and enhance the capabilities.

Exercises

1. Scan any of the target web applications using the
crawl and audit function of Burp Suite.

2. Generate an HTML report for the issues found
during the scan.
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Extending Burp Suite

In the last chapter, we learned about the Burp Suite scanner, which
effectively helps in automating vulnerability detection. In this chapter,
we'll be exploring the Burp Suite extender feature through which we can
further enhance the capabilities of Burp Suite.

Burp Suite Extensions

So far, throughout the book, we have seen various capabilities of Burp
Suite for manual as well as automated vulnerability detection. We have
explored various tools and utilities within Burp Suite that can be leveraged
for specific tasks.

Burp Suite has now evolved more like a platform that is flexible enough
to accommodate external functionalities and utilities. As we have already
seen, Burp Suite does provide numerous capabilities out of the box.
However, these capabilities can be extended further using extensions.

The Burp Suite Extensions come in various forms as below:

Default extensions - These extensions are listed
by default, out of the box in any of the Burp Suite
setups, and can be installed through the Burp Suite
Extender.

Pro extensions - These are extensions that
can be installed and run only on the Burp Suite
Professional Edition.
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Regular extensions - These are extensions that can
be installed and run on the Burp Suite Community
Edition as well as the Professional Edition.

Other extensions - Burp Suite has opened up
APIs that developers can write with new custom
extensions. Such extensions are not part of the
official extension store but need to be downloaded
and installed manually.

BApp Store

The easiest way to install an extension in Burp Suite is through the BApp
Store. To access the BApp Store, simply navigate to Extender » BApp Store
as shown in Figure 9-1.

_Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender |

Extensions _' BApp Store _' APls !YOptions |

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities

Figure 9-1. BApp Store

The BApp Store has a very easy-to-use interface with two panes as
shown in Figure 9-2.
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Figure 9-2. BApp Store

0
18ty 020
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EXTENDING BURP SUITE

ke _IEVESTATE b B sy mashnd

The left pane lists all the available extensions along with the following

information:

Name of the extension,

Whether it is currently installed or not,

Rating of the extension,

The popularity of the extension,

Date when the extension was last updated,

Whether the extension is only available for use with the

Burp Suite Professional Edition or if it can be used in

the Community Edition as well.

The right pane details out information for any of the extensions we

select from the left pane. This includes information like the following:

Details on what the extension is about and how it can

be used

Author

Extension version
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e Source
o Date when the extension was last updated
o Rating and popularity of the extension

¢ Install button to install and add the extension to
current Burp Suite setup

It is important to note that new extensions keep on getting added to the
BApp Store on a regular basis. To ensure the list of extensions is the latest
one, simply click on the ‘Refresh list’ button as shown in Figure 9-3.

| Dashtoard | Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Projectoptions | Useroptions | Erors
[ Extensions | BApp Store | APis_|[ Options

BApp Store @

The BApp Store contains Burp extensions that have been written by users of Burp Suite, 1o extend Burp's capabilties.

Mame Installed Rating Fopularty | Last updated Detai =
-------- — — R — et e R et e | OpenAFl Parser -
S5L Scamer v 1 115 Aug 2018 2| et i
Stepper 16 Jul 2020 =| | This extension provides the following fe[>

in Extractor 02 Dec 2019 |4 i I i
Refreshst || Manual instal ..

Figure 9-3. Browsing through extensions in BApp Store

Some of the useful extensions from the BApp Store are as follows:

e Active Scan++ - This extension is developed to further
enhance the Burp Suite’s passive and active scanning
capabilities.

o Additional Scanner Checks - This extension adds a
few more checks to a passive scanner like DOM-based
XSS etc.

o CSRF Scanner - This extension helps passively scan for
Cross-Site Request Forgery (CSRF) vulnerabilities.
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Discover Reverse Tabnabbing - This extension
searches the HTML code for possible Tabnabbing
vulnerabilities.

Error Message Checks - This extension helps passively
detect any error or exception messages that may
contain sensitive information like stack traces.

Headers Analyzer - This extension passively checks
the response headers and flags all missing security
headers like X-XSS-Protection, X-Frame-Options, and
many more.

HTMLS5 Auditor - This extension checks if any of the
potentially unsafe HTML5 functions have been used
like storing sensitive data on client-side storage, client
geolocation, etc.

J2EEScan - This extension helps improve test coverage
for J2EE applications as well as adds additional test

cases.

Java Deserialization Scanner - This extension adds
to the Burp Suite ability to detect Java Deserialization
vulnerabilities.

JavaScript Security - This extension further adds several
passive checks related to JavaScript security like DOM
issues, Cross-Origin Resource Sharing (CORS), etc.

Retire.js - This extension passively monitors the traffic
and detects the use of any vulnerable third-party library
along with necessary CVE details.

SameSite Reporter - This extension checks if the
SameSite attribute has been set in cookies or not.
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Software Version Reporter - This extension passively
parses the traffic and reports all the software version
details. This information can further help in application

enumeration.

Upload Scanner - This extension adds capabilities
to Burp Suite to detect file upload functionality and
related vulnerabilities.

Web Cache Deception Scanner - This extension scans
the application for the presence of any Web Cache
Deception vulnerability.

CSP Auditor - This extension scans the response
headers and checks if Content Security Policy (CSP)
has been configured correctly or not.

CVSS Calculator - This extension facilitates scoring
vulnerabilities using CVSS methodology from within
Burp Suite.

Manual Installation

In the previous section, we saw how we could browse through, select,

and install extensions using the BApp Store. Not all extensions that are

written are available in the BApp Store. There could be extensions written

by individual authors, published on different websites like GitHub, etc.

In such a scenario where the extension is not present in the BApp Store,

we need to download it separately and install it manually. To install

extensions manually, navigate to the ‘Extensions’ tab within Extender as

shown in Figure 9-4.
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" b | Taget | Prowy | itder |  Repester |  Sequencer | Decoder |  Comparer | Extender
[ Ea [ eApp Store | APts | Gptions

Burp Extensions

Edensions et you customize Burp's behavior using your awn or third-party code

Add Loaded Type Name |

0 e | Collaborator Everywhere |

| Remove || [¥  Java |Error Message Checks |
U [+ Java Freddy, Deserialization Bug Finder

:Ip | e |Java Deserialization Scanner |

frome g {a'aa Ee‘fle-is - |

"Detals IDWM |‘ Erors |

] Extension loaded

Name: !f‘ Ev
fem i Detai
Extension type Uava
Filename bapps|2495(6M364d48 2650028 i all jar

Figure 9-4. Adding extensions manually

Burp Suite accepts the installation of third-party extensions with the
following formats as shown in Figure 9-5.

e Java
e Python
e Ruby

Load Burp Extension -
Please enter the details of the extension, and how you would like to handle standard output and error.

Extension Details

Extension type: Java b

Extension file (_jar): aa | | Select file ...
Python
Ruby

Figure 9-5. Selecting type of the extension
The other options include whether we wish to show the output and
errors after extension installation on the console or if we wish to save it to a

file as shown in Figure 9-6.
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B Load Burp Extension — o %
Please enter the details of the extension, and how you would like to handle standard output and error.

Extension Details

Extension type: !Java -
Exlensinnﬁle(_jar}:| | Select file ...

Standard Output

© Output to system console

O Save to file: | Select file ...

® Showin Ul

Standard Error

O Output to system console

© Save to file:

® Showin Ul

Figure 9-6. Adding extensions manually

To install an extension, select the extension type (Java / Python / Ruby)
and then simply browse and select the location where the extension is
located on disk as shown in Figure 9-7.
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Load Burp Extension = [m] X

Please enter the details of the extension, and how you would like to handle standard output and error.

Extension Details

Extension type: n

Extension file ( jar): |D:\L~sosenal.iar Select file ..

Standard Output

) Output to system console

O save to file: Select file ...

® Show in Ul

Standard Error

© Output to system console

O savetofile Select file ..

® Show in Ul

oo

Figure 9-7. Selecting the extension file

If the extension installation gets completed successfully, a message is
displayed as shown in Figure 9-8.
! Load Burp Extension = 0 X

The extension loaded successfully. Any output or error messages generated are shown below.

| Output | Errors

-

®@@ EE|Search... | 0matches |I| |E_’

Figure 9-8. Loading extensions manually
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Settings

Now that we have seen how to install extensions either through the BApp
Store or manually, let’s go through some additional settings related to
extensions.

o Settings can be accessed by navigating to ‘Extender »
Options’ as shown in Figure 9-9. The first two settings
define if you want to automatically reload extensions
when you start the Burp Suite and if you wish to
automatically update the extensions on Startup.

" Extensions ]’ BApp Store 1 APIs |/Options

@ Settings

{C}:} These settings control how Burp handles extensions on startup.

Automatically reload extensions on startup

Automatically update installed BApps on startup

Figure 9-9. BApp Store options

The next setting is related to the Java environment. Most of the
extensions are written in Java. To ensure these extensions run correctly, it
might be required to provide a path to any additional library dependencies
as shown in Figure 9-10.
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E i | BApp Store ]’ APls VOpiions l

® Java Environment

{é}‘ These settings let you configure the environment for executing extensions that are written in Java. If your extensions use any
libraries, you can specify a folder from which libraries will be loaded.

Folder for loading library JAR files (optional):

Select folder ...

Figure 9-10. Configuring the Java environment

The next setting is related to setting up the Python environment. Some
extensions require a Python interpreter implemented in Java called Jython.
Jython can be downloaded and installed from https://www.jython.
org/download. Once installed, you need to update the path to the Jython
installation directory as shown in Figure 9-11.

[ Extensions | BAppStore | APIs | Options |

@ Python Environment

{@} These settings let you configure the environment for executing extensions that are written in Python. To use Python
extensions, you will need to download Jython, which is a Python interpreter implemented in Java

Location of Jython standalone JAR file:
C:\jython2.7.0\ython jar Select file ...

Folder for loading modules (optional):

Select folder ... |

Figure 9-11. Configuring the Python environment

The last setting is related to setting up the Ruby environment. As we
have seen earlier, Burp Suite supports extensions written in Ruby as well;
hence we need to specify the path to the Ruby interpreter as shown in
Figure 9-12. In order to run a Burp Suite extension written in Ruby, JRuby
needs to be downloaded and installed from https://www. jruby.org/
download.

141


https://www.jython.org/download
https://www.jython.org/download
https://www.jruby.org/download
https://www.jruby.org/download

CHAPTER 9

EXTENDING BURP SUITE

" Extensions r BApp Store f APls It Options |

® Ruby Environment

{?} These settings let you configure the environment for executing extensions that are written in Ruby. To use Ruby extensions,
you will need to download JRuby, which is a Ruby interpreter implemented in Java. Note that you can either configure the
location of the JRuby JAR file here, or you can load the JAR file on startup via the Java classpath.

Location of JRuby JAR file:

| Selectfile ...

Figure 9-12. Configuring the Ruby environment

Other Useful Extensions

Earlier in this chapter, we already saw some useful extensions available

in the BApp Store. As the Burp Suite gives Application Programming

Interface (APIs) to developers, it is easy to write and develop custom

extensions as required. Here are some additional useful extensions that

can be manually installed to Burp Suite.
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sometime - This extension can be downloaded from
https://github.com/linkedin/sometime. This
extension passively monitors the traffic to check if the
application is vulnerable to the Same Origin Method
Execution.

burp-suite-gwt-scan - This extension can be
downloaded from https://github.com/augustd/
burp-suite-gwt-scan - This extension helps
automatically identify insertion points for GWT
(Google Web Toolkit) requests when sending them to
the active Scanner or Burp Intruder.

Admin panel finder - This extension can be
downloaded from https://github.com/moeinfatehi/
Admin-Panel Finder -This extension assists in the
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https://github.com/augustd/burp-suite-gwt-scan
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enumeration of infrastructure and application Admin

Interfaces that might have been left open by mistake.

o Pwnback - This extension can be downloaded from
https://github.com/P3GLEG/PwnBack. This extension
helps to retrieve old and archived versions of the
application if present. It can be useful to compare the
old and current versions of the application to check the
changes and associated vulnerabilities.

e Minesweeper - This extension can be downloaded
from https://github.com/codingo/Minesweeper
-This extension helps detect scripts being loaded from
over 23000+ malicious cryptocurrency mining domains
(cryptojacking).

For an additional and comprehensive list of the Burp Suite extensions,
refer to https://github.com/snoopysecurity/awesome-burp-extensions.

APls

Throughout this chapter, we have seen the use of Extender to add

and install new extensions that significantly improve the Burp Suite
capabilities. Burp Suite offers another useful feature in the form of the
Application Programming Interface (API). Using these APIs it is possible to
write our own extensions. The list of available APIs and detailed guidance
on their usage is available under the ‘Extender » APIs’ tab as shown in
Figure 9-13.
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Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Exender | Projectoptions | User options
_' Extensicns !' BApp Store 'API_s' Options

Burp Extender APIs @
You can use the Burp Extender APls to create your own extensions to customize Burp's behavior,

[IBupGallaboratorClentContext (][ 1 package bucp; =]
IBurpCollaboratorinteraction 1 e =|
IBurpExtender = | ¢ * @i IBurpCollaboratorClientContext.fava

IBurpExtenderCallbacks 5 o+

ICor Factory | || & * Copyright PortSwigger Ltd. ALl rights reserved.
IContexiAbemdwocation * This code may be used to extend the functiomality of Burp Suit
ICockie

mmunity Bdition

IExtensionHelpers 2 * and Burp Suite Professional, provided that this usage does not
= . | istener o late che 2 i .
; + licenss tern rod .
HitpListener 5 icenss terms for those products
IHtipRequesiResponse 12 import java.util.Dist; |
IHiipRequestResponsePersisted ot >
IHitpR: Ry Nithi { Seanch
o D .®@|<—"+ earch \ 0 matehes | n
I Save interface files ]I Save Javadoc files |

Figure 9-13. The Burp Suite Extender APIs

Summary

In this chapter, we got familiar with the Burp Suite extender, which allows
enhancing the Burp Suite capabilities through external extensions. We
explored the BApp Store, which has a list of many useful extensions and
we also learned to install an extension manually in case it’s not present in
the BApp Store. Last, we listed a few additional extensions apart from those
officially present in the BApp Store.

In the next chapter we’ll see how we can leverage the Burp Suite
capabilities to test mobile applications and APIs. We'll also see the
complete workflow for testing an application using the Burp Suite.
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Exercises

1. Use the BApp Store to install extensions discussed in
this chapter.

2. Perform an active scan on the target application
before installing the extensions and after installing
the extensions. Observe the difference in
vulnerabilities found in both the scans.

3. Explore the additional extensions discussed in this
chapter and try to install them manually.
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Testing Mobile Apps
and APls with Burp
Suite

In the last chapter, we learned about the Burp Suite extender feature,
which allows enhancing the Burp Suite’s capabilities through third-party
extensions. In this final chapter, we’ll glance through how Burp Suite can
be used to test APIs and mobile applications as well. We'll conclude with a
quick summary of the workflow for testing any web application using Burp
Suite.

API Security Testing with Burp Suite

Throughout this book, we have been learning about various capabilities
of Burp Suite, which can be used for Web Application security testing.
However, today’s modern applications are more interoperable and
interconnected. This is achieved through the use of Application
Programming Interfaces (APIs).
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Exposing APIs significantly helps in automating tasks; however, at
the same time, it does introduce security risks as well if not implemented
securely. While most of the web application vulnerabilities apply to
APIs, there are a few vulnerabilities that are specific to APIs. OWASP has
published the Top 10 vulnerability list for API, which can be found at
https://owasp.org/www-project-api-security/.

The approach for security testing of APIs through Burp Suite is very
similar to the regular web applications that we have seen so far in the
book. As APIs communicate over HTTP/HTTPS protocol, the traffic can
be intercepted and tampered in Burp Suite just like any other regular web
application request and response. For performing security testing on APIs
using Burp Suite, we can use one of the following approaches:

1. Crawl the application in a regular way and figure
out the endpoints belonging to APIs. Once the API
endpoints are identified, the corresponding requests
can be sent to the Repeater or Intruder for further
testing.

2. Many times, the APIs are invoked through the User-
Interface (UI) functionalities in the application. In
such a case, you can simply create a new ‘Crawl and
Audit’ task in the Burp Suite scanner and ensure all
scanner checks and tasks are complete.

3. There could be a set of APIs that are not directly
invoked from any of the Uls. Such APIs are often
tested manually using tools like Postman. We can
easily integrate Postman with Burp Suite to capture
all required API traffic. Once the required API
requests and responses are in Burp Suite, it is just
a matter of testing them further using Repeater or
Intruder as necessary.
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We’ll now see how we can integrate Postman with Burp Suite. Postman
is a popular tool used for manual API testing. It can be downloaded

from https://www.postman.com/downloads/. The Postman application
interface is as shown in Figure 10-1.

@ Fostman

File Edit View Help

= o ®
28 MyWorkspace * & Invite
Q ——— s [t e Mo Environment - o ¥
History Collections AP
Good morning!
&1 iy off right. Use Launchpad to start something new, pick up where you left off, or explare some
You haven't sent any requests resources to help you master Postman
est e ;
Start something new What's new with Postman
Bl Creste 3 request Resources
% Show me how

BE Create acollection =

Announcing Postman for the Web, Now in Open Seta

(! Create an envirenment

ind and Reglace [ «

Figure 10-1. The Postman tool

In order to configure Postman to work along with Burp Suite, click on
the ‘Settings’ option in the upper right corner as shown in Figure 10-2

& Postrnan

File Edit View Help

o »
L1 . e " 2 il
ss My Workspace - iy Invite
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o
a Launchpad W e =
Release Notes
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5
.’ Announcing Postman for the Web, Now in Open Beta
ead
1 Find and Replace nsal & Bootcamp )

Figure 10-2. Navigating to the settings in the Postman tool
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A new Settings window will open up as shown in Figure 10-3.
Now further navigate to the proxy tab and select ‘Add a custom proxy
configuration” and enter the proxy server address as that of the machine
running the Burp Suite (usually localhost or 127.0.0.1) and port as 8080 or
the one on which we want the Burp Suite proxy listener to be active on.

General Themes Shortcuts Data Add-ons Certificates Proxy Update About

Use the system proxy

Respect HTTP_PROXY, HTTPS_PROXY, and NO_PROXY environment variables.

Add a custom proxy configuration

Proxy Type HTTP HTTPS
Proxy Server 127.0.0.1 : 808 =
Proxy Auth @

Proxy Bypass

Figure 10-3. Configuring the proxy in the Postman tool

Now that we are done with the configuration on the Postman side, we
need to ensure that the right proxy configuration is also done on the Burp
Suite Side. To ensure the correct proxy is configured in the Burp Suite,
navigate to the Proxy tab and Options as shown in Figure 10-4, and ensure
the IP address and port number match to what was configured earlier in
Postman.
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| Edit
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Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can impart or export this certific ate for use

Figure 10-4. Setting up the Burp Suite proxy listener

Once both the Postman and Burp Suite are configured to work
together, all the traffic generated from Postman will now pass through
Burp Suite. This is very similar to how we configured our browsers to work
along with Burp Suite.

Now that we have seen how to configure the Postman to work along
with Burp Suite, we’ll see how the reverse works; that is, how do we export
data from Burp Suite into the Postman for selective testing?

While the Burp Suite Repeater and Intruder serve most of the purposes
for performing security testing of an API, there could be a need to test a
particular API in the Postman interface. In such a case, it is possible to
export the API request from Burp Suite into the Postman tool.

For exporting an API request from Burp Suite to the Postman, we
would need to install an extension called ‘Postman Integration’ Simply
navigate to the Extender tab and open the ‘BApp Store’ and install the
‘Postman Integration’ extension as shown in Figure 10-5.
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Figure 10-5. Installing the Postman Integration extension in the
Burp Suite through BApp Store

Once the extension is installed:
1. Go tothe Target tab,
2. Select the request you want to export to Postman,
3. Right-click on the request to be exported,

4. Select option ‘Export as Postman Collection’ as
shown in Figure 10-6.
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Figure 10-6. Exporting requests in the Burp Suite as Postman collection
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A new window will pop up, as shown in Figure 10-7. Enter the required
Collection Name and Folder name and click on the Export button. The

collection would then be exported and saved to the specified location.

EX Postman Integration

Postman Integration Setting

These settings let you configure Postman Integration.

Encoding: |UTF-8
Collection Name: iTesl |
Folder Name: .Test Set ALL
[ Foder | mMame | methos | URL
| Test 001 GET ]hltp'm ploadscanner ion local/UploadScanner_dl_matchers
Export

The following request headers will not be exported. [ "Content-Length®, "Connection”, "Accept-Encoding” |

Figure 10-7. Configuring the Postman integration settings

Next, open the Postman application and click on Import, as shown in

Figure 10-8. Click on choose files and select the file that we exported from
Burp Suite earlier.
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Import a Postman Collection, Environment, data dump, curi command, or a RAML /
WADL / Swaggerviiva) f Runscope file.

Impart File Import Falder Impert Frem

Drop files here

Figure 10-8. Importing the collection into the Postman tool

We can now see the API request exported from the Burp Suite into the
Postman application, as shown in Figure 10-9.
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Figure 10-9. Collection imported in the Postman tool
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Mobile Application Security Testing
with Burp Suite

In the previous section, we saw how Burp Suite could be configured along
with the Postman to perform security testing on APIs. In this section, we’ll
have an overview of how we could leverage the Burp Suite capabilities for
performing security testing of Mobile Applications.

Before we get into further details about Mobile Application security
testing, it is important to understand the fact that the Burp Suite literally
acts and serves as an HTTP proxy. This means we can effectively use Burp
Suite for performing security testing on any device or application that
interacts over HTTP or HTTPS protocol.

Mobile applications are no different; they use the same HTTP / HTTPS
protocol for communication; hence that traffic can be routed through the
Burp Suite just like any other regular web application. Figure 10-10 shows
a mobile application client (the equivalent of the browser on PC), which is
passing all the traffic through Burp Suite to the Application Server.

E —— |Burp Suite| ———{ Application

Mobile Application

Figure 10-10. Connecting mobile application to the Burp Suite

We’ll now see how we can configure Burp Suite to work along with the
mobile application. First, we need to ensure that the correct Burp Suite
proxy is set to listen on all interfaces. To do so, navigate to the Proxy »
Options tab, as shown in Figure 10-11.
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1

Remove b

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negaotiating TLS connections. You can import or export this certificate
or anolher nstallation of Burp,

Figure 10-11. Setting up the Burp Suite proxy listener

Now click on the ‘Add’ button, and a new window will pop up as shown
in Figure 10-12. Configure the port number and select ‘Bind to address’ as
‘All interfaces’ and click ‘OK’

Add a new proxy listener bt

[ Binding _' Request handling Certificate [ TLS Protocols |

@ These settings control how Burp binds the proxy listener.
Bind to port: 8080

Bind to address: O Loopback only

® Allinterfaces

O Specific address: | v|

OK ] Cancel

Figure 10-12. Setting up the Burp Suite proxy listener

Now notice the proxy listener section as shown in Figure 10-13, which
lists the interface as *:8080.
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1 = It |
Edt | |

Remove | b

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negefiating TLS connections. You can impart or export this certificate
or angther installation of Burp,

Figure 10-13. Setting up the Burp Suite proxy listener

Now that we have configured the Burp Suite proxy to listen on port
8080 on all available interfaces, we'll move ahead to the mobile device
configuration.

It is important to note that in order to configure the mobile device to
work along with Burp Suite, both the system running the Burp Suite and
the mobile device need to be in the same logical network. The simplest
way to achieve this is by connecting the mobile device and the system
running Burp Suite to the same Wireless Access Point. Once the mobile
device and the system running Burp Suite are connected to the same
network, we need to configure the network settings on mobile to use Burp
Suite as a proxy.

To configure the network proxy on the mobile device, go to the
Wireless Settings and select the Wireless Network that you are connected
to, as shown in Figure 10-14.
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IP Settings
Figure 10-14. Configuring network proxy on mobile device

Now click on the Proxy option, and a new configuration window will
open as shown in Figure 10-15.
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«  Proxy

@

None
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Figure 10-15. Configuring network proxy on mobile device
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By default, the network proxy is set to ‘None’ We need to change this to

‘Manual, as shown in Figure 10-16.
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Figure 10-16. Configuring network proxy on mobile device

Now that we have changed the Proxy type to manual, we need to
enter the IP address of the system where Burp Suite is running along with
the port number on which the Burp Suite proxy service is listening to, as
shown in Figure 10-17.
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Figure 10-17. Configuring network proxy on mobile device

Once the manual proxy has been configured, all the traffic originating
from the mobile application would now be routed through Burp Suite.
Once the requests are in Burp Suite, they can be tampered with Repeater
or Intruder just like any other regular HTTP request.

It’s important to note two points with regard to performing security
testing on mobile applications using Burp Suite:
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The Burp Suite can only help to execute manual
security tests on the mobile application and, to
a certain extent, perform dynamic application
security testing.

The exact process of configuring the network proxy
on mobile devices varies as per the type and version
of the operating system they run on. However, at a
high level, the process would be similar to what we
discussed in this section.

Security Testing Workflow with Burp Suite

Throughout the book, we have seen all aspects of Burp Suite and its

capabilities. We have seen various tools and utilities that are provided out

of the box as well as the use of third-party extensions, which significantly

enhance the Burp Suite capabilities.

Now, as we are at the end of the book, it would be worth summarizing

the workflow or approach for effectively using Burp Suite to test the

security of web applications.

Following is the phased approach that one can follow for effective use

of Burp Suite:

1.

Get the right setup and configuration - Before we
actually begin using Burp Suite, it is important that
it’s set up and configured correctly.

a. Make sure the right edition and the latest version of Burp
Suite are being used.

b. Configure the browser proxy settings to work along with Burp
Suite.

c. Install the Burp Suite CA certificate into the browser.
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d.
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Configure the platform authentication, upstream proxy, and
socks proxy as required.

. Review and define the Burp Suite HotKeys.

. Ensure automatic project backup is enabled and configured

correctly.

. Ensure project options like Timeouts, Hostname resolution,

Out of Scope Requests, Redirections, TLS Configuration,
Session Handling Rules, Cookie Jar, and Macros are
configured as needed.

. Make sure the proxy listener is configured and running

properly.

. Ensure all the required extensions are installed and loaded.

. Check that the target application can be patched using the

Burp Suite Infiltrator.

Crawl and understand the application - Once

the Burp Suite is appropriately configured, it is

important to crawl, surf, and browse the target

application to know more about it.

a.

Use the crawl function in the scanner to browse the
application.

Make use of the content discovery feature.
Manually browse through the critical workflows.

Carefully observe the target tab and monitor the HTTP
requests.

Find out and highlight interesting requests with parameters.

Use the analyze target feature to get an overview of the
application scope.



3.

g.

h.
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Use engagement tools to find comments, scripts, and
references.

Monitor the issues reported by the passive scans.

Attack the application - Now that we have done

enough reconnaissance, it's time to attack selective

application functionalities.

a.

b.

Run an audit task using the Burp Suite scanner.

Find out the interesting requests, especially the one with
parameters, and send the request to the Repeater for further
investigation.

Tamper and play around with the request, parameters,
headers, and body using the repeater.

If arequest and a parameter need to be tested against bulk
payloads, then make use of Intruder.

Use the comparer to analyze and interpret differences in
various responses.

Use a sequencer to test the strength of tokens.

Use the decoder for encoding or decoding any of the
parameter values as required.

Test for the Clickjacking vulnerabilities using the Clickbandit
tool.

Generate proof of concept for Cross-Site Request Forgery
attack using the CSRF PoC generator.

Make use of the Burp Suite collaborator to effectively detect
out-of-the band vulnerabilities like XML External Entity
Injection (XXE) and Server Side Request Forgery (SSRF)
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k. Monitor the issues pane under the target tab for all
vulnerabilities found.

1. Select the required vulnerabilities and export them into an
HTML report.

Summary

In this chapter, we saw how we could leverage Burp Suite capabilities for
performing security testing on APIs as well as mobile applications. We also
summarized the workflow that can be followed to make the best use of
Burp Suite for web application security testing.

Exercises

1. Configure the Postman to work along with Burp
Suite. Capture the API requests in Burp Suite and
attack them using Repeater.

2. Test any of the target applications using the
complete workflow discussed in this chapter.
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