CHAPTER 6

Continuous
Monitoring and
Changes

The constructs of monitoring keep evolving at a rapid pace, especially in
cloud and hybrid architectures. It is important to remain updated about
changes on the monitoring front to ensure that you are using the latest and
greatest of the tools and services available at your disposal. With DevOps
culture being absorbed in all aspects of IT management, monitoring
cannot be far behind. This chapter will focus on the aspects on continuous
monitoring and upcoming new features and changes in Azure monitoring.

Continuous Monitoring

In an environment where DevOps processes and tools are used for end-
to-end deployment of infrastructure and applications, it is important

to incorporate monitoring in all phases of the IT life cycle. This is

often referred to as Continuous Monitoring aligned with the DevOps
terminology of Continuous Integration and Continuous Deployment. The
goal is to identify issues early on during the application life cycle and take
necessary remedial actions.
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Full Stack Visibility

Azure Monitor can be integrated with your application from the initial
phase of development through IDEs like Visual Studio and Visual Studio
code. When the code is deployed, it can be used with DevOps tools to
identify possible issues based on monitoring information. For ongoing
maintenance and management after deployment, you could use the
out-of-the-box monitoring features available through Azure Monitor or
integrate it with your inhouse tools as discussed in Chapters 4 and 5 of
this book. Full stack visibility of your business-critical applications can
be achieved through components like Azure DevOps, Release pipeline
integration with Azure monitoring, Application Insights, and Live Metrics.
Figure 6-1 tries to draw the overall picture in this regard.

Establish the CI/CD pipelines for
vour application

Release

Application performance Application imlen Leverage continuous
management and analytics Insights - . 4 pipeline manitoring for gated

deployments

Real time performance
monitoring

Figure 6-1. Constructs of full scale visibility of continuous monitoring

As the diagram depicts, the full stack visibility configuration is linked
to the life cycle of the code starting from the repository it resides in
that can be linked to Azure DevOps to create a continuous integration
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and delivery pipeline. Quality gates in the Azure DevOps pipelines
enable monitoring of important health and performance metrics as the
application is deployed across multiple environments. Additionally, Live
Metrics and Application Insights take care of the monitoring once the
application is deployed to Azure.

Continuous Deployment and Monitoring

Azure pipelines can be used for continuous deployment of both your code
and applications. Monitoring can be integrated to your application release
pipelines so that the collected data can be used for decision-making, that
is, whether the code should be deployed to a target environment or if a
rollback should be triggered.

e The template “Azure App Service deployment with
continuous monitoring” available in Azure pipelines
can be used to configure application insights for your
App Service during deployment.

o The template has prebuilt alerts rules for the failed
requests, service availability, server response times,
and exceptions. These rules can be configured based
on your requirements during pipeline setup.

e Pre-deployment and post-deployment gates can be
configured to use “Query Azure Monitor alerts” so that
you can access both Azure Monitor as well as Azure
Application Insights alerts.

e Update evaluation option settings based on desired
business logic. For example, you can set a timeout for
the gate to fail based on the alert configuration.

o Post-configuration, you can review the release logs to
gain insights on the behavior of the gates.
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You can also use options like status monitor and live metrics to get
real-time information on your application performance. For historical
data, it is recommended that you leverage Application Insights.
Application Insights can also be used to learn the application behavior
over a period and fine-tune it accordingly. The key aspect is to identify
the integration point for monitoring from which you get the information
relevant to make right decisions.

Relevance of Infrastructure Monitoring

In previous chapters we covered the different ways to configure monitoring
for your infrastructure. Here let us summarize what we have learned

to reiterate the importance of monitoring infrastructure, which is the
lifeblood of your applications.

¢ The metrics available by default would be your starting
point to collect monitoring data. The relevant metrics
should be identified and used to create alerts or pinned
to Azure Dashboards for constant monitoring.

e Azure Monitor for VM or VM insights (Preview) offers
additional information about health, performance,
and automated dependency mapping. This feature
gives a holistic view about your VM as well as its
dependencies. Furthermore, the information is
streamed to Log analytics and can be used to run
custom queries to gainer deeper insights.

e Monitoring solutions in the Log analytics workspace
can be used to gain better visibility into the status of
your applications and virtual machines connected
to your workspace. Solutions like Antimalware
assessment, Azure activity logs, NSG analytics, and

208



CHAPTER6  CONTINUOUS MONITORING AND CHANGES

AD health check are available out of the box, where
information is represented in prebuilt graphs for
instant visibility to the service status.

Applications using microservices architecture through
services like AKS, ACI, etc., can use Azure Monitor for
containers as well as container monitoring solutions
available in Log analytics to keep an eye on the health
of a container-hosting infrastructure.

Deployment of Infrastructure using the Infrastructure
as Code approach will help you to incorporate
monitoring components from day 1 of the deployment.
This can be done using popular approaches like ARM
template or Terraform via DevOps pipelines.

Azure resource group monitor is a service that is in
preview that can be used to get a bird’s-eye view of
dependent components in a resource group. You
can view information on active alerts, health, and
performance issues, etc., for all resources in your
resource group using this service.

Continuous Changes

Microsoft Azure is an ever-evolving platform with over thousands of new

features being released across various services each year. It is expected that

some of the services, features, and options may change over period; get

better; or even getting deprecated. Hence it is of the utmost importance to

always review the Azure products by region (https://azure.microsoft.

com/en-us/global-infrastructure/services/) website every time

there is a new deployment. To that effect we will explore some of the latest
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and upcoming features in this chapter. Although these may change, no
conversation is complete without looking at “What’s new?” Let us now put
this another way.

e Ifyoudo not want to use a “preview” feature for your
production workloads and since you are unsure of
how long it might take to be globally available (GA)
as well, check the Azure products by region site for a
region and its services. You may however, at times get a
confirmation from the Azure product team if any of the
public preview features are available with production
support. This may help in considering the new service
or feature to be included in the project or solution.

e Should you wish to keep a track of what is new and
evaluate features for your solution and change the way
itis currently configured, you may want to bookmark
the Azure updates website: https://azure.microsoft.
com/en-us/updates/.

Now let’s look at some of the interesting enhancements.

Azure Monitor Status Blog

Monitor Azure Monitor using Azure Monitor status blog (Figure 6-2), if you
are experiencing service issues, keeps you updated on the developments.
The current URL is: https://techcommunity.microsoft.com/t5/
Azure-Monitor-Status/bg-p/AzureMonitorStatusBlog. It not only
provides ongoing issues and developments but also tries to suggest any
workarounds that can be implemented by customers to provide relief.
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Migrate from Classic Alerts Easily

The new Azure Monitor alerts are better with added granularity and
multiple filter capability. You can also create a single rule that spans
across multiple resources in various resource groups in one Azure region.
This will help with the ease of rules management and quick deployment
of alerts. All existing classic rules will be migrated by Microsoft starting in
July 2019 if it has not already done so, using the tools provided to existing
Azure customers.

Azure Monitor Now Supports Containers in China

Microsoft recently rolled out support for Azure Monitor for containers in
Azure China. It provides end-to-end Kubernetes monitoring for AKS from
infrastructure to workloads.

Identify Open or Bound Ports on Your Virtual
Machines

This has always been a point of focus for security and operational teams
from the security and troubleshooting aspects. With Azure Monitor you
can now easily analyze which ports are open and active. The Microsoft
Azure Monitor product team has also included an Azure VM workbook
that includes active ports, failed connections, open ports, connections
overview, traffic, etc. You can access this workbook once you enable

the Insights (preview) monitoring from the Virtual machine settings
pane. Once done, go to the Log analytics workspace, select Virtual
Machines(preview) » Map » view workbooks. Figure 6-2 depicts the
various network-related workbooks from Azure Monitor Virtual Machines
Insights (preview).
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‘E] View Workbooks v | Azure
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Figure 6-2. Virtual machine workbook in Azure Monitor

Alternatively, you can use a Log analytics query and list the open
ports. Here is a simple example to list the number of open ports. Figure 6-3
presents a chart of a sample query and the possible outputs.

« DefaultWorkspace- |- Logs

mmm  Log Analytics workspace

#® New Query 1*

DefaultWorkspace-4474bBee-ae0... =5 m Time range: Last 24 hours

Schema Filter «  VMBoundPort

| where Ip I= "127.8.6.1"

| summarize by Computer, Machine, Port, Protocol

| summarize OpenPorts=count() by Computer, Machine
| order by OpenPorts desc

Filter by name or type...

¥ Collapse all
Active Completed. Showing results from the last 24 hours.

v [@ DefaultWorkspace-4474b8... ¥r ZZTABLE  alICHART  Columns v
Infrastructurelnsights

Drag a column header and drop it here to greup by that column

» LogManagement % =
Lomputer e OpenPorts
v Security
" » CacloudD| | m-gtdeq ] 27
v SecurityCenterfree
» ServiceMap > SCOMSt| | m-0doed ] 2

Figure 6-3. Log analytics query and output for Virtual machine
open ports
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Advanced Scoping with Additional Resources

Azure Monitor now includes advanced scoping for additional resources by

embedding a “Logs” search from the resource menu. Users will not have to

choose any specific Log analytics workspace, as all logs are automatically
aggregated from various workspaces that include logs that are associated

with the resource selected. Figure 6-4 represents the Log analytics

workspace scoped to Virtual network. You can simply navigate to it by
selecting the resources (Virtual Network in this case) and then Logs under

the Monitoring section.

:® vNet-Cloud - Logs |

«
W% New Query 1

* Connected devices = viMet-Cloud

Subnets

Schema Filter

@ DDoS protection
o Firewall

O Security

B DNS servers Active
‘2 Peerings * viNet-Cloud

@ Service endpoints
! Properties

a Locks

E3 Export template

Monitoring
Diagnostic settings
| i® Logs l

[

= m Time range: Last 24 hours

& Type your query here...

1= Collapse all

Get started with sample queries

History Activity logs Azure diagnostics

* You have no recent queries

Figure 6-4. Advanced scoping for Virtual Network

However, for this to work, Access control mode of the workspace has to

be set to “Use resource or workspace permissions.”
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Application Change Analysis with Azure Monitor

It is difficult to track and identify which changes cause a failure when
multiple teams work together. App services Diagnose and Solve Problems
now contains several traces and rules that can help you to identify a failure
of the application, including IP configuration rule changes, incorrect
connection strings, any binary modifications, or any web configuration
file modifications. You can navigate by clicking on “Diagnose and solve
problems” of your App Service as shown in Figure 6-5.

Home

App Service Diagnostics

App Servce Diagnostics to investigate how your 2pp is performing, disgnose issues,
and discover how to improve your application. Select the problem category that best
matches the infarmation or taal that you're interasted in:

Availability and Performance Confi ion and Manag t S5L and Domains

Is your app experiencing downtime or slowness?
Click here to run a health checkup to discover

Are you having issues with semething that yeu
configured spexifically for your app? Find out if

Having trouble with certificates and custom
domains? Discover any issues related to S5L

imsues that may be affect your app’s high
availability, by either platform or app issues.
Keywords

Health Check | | Downtime | | Six Errors

Axx Errors || CPU | | Memory

Best Practices

Are you running your apgplication in production?
Review best practice recommendations to best
ensure that you running your preducticn
application with the optimal configurations and
suggestions.

Keywords

AutoSeae | Traffic Mansger | AlwaysOn

ARR Affinizy

you misconfigured App Service features, such ag
backups, deployment slots, and scaling.
Keywerds

Scaling | Swaps | Faled Bactups | IPs

Migration

Mavigator

Are you having issues after making changes on
your app and its dependencies? Review
Navigator to investigate the recent changes in
your agp and dependencies.

Keywords

Depengency Map | Changes  Degendency

Change Analysis

certificates, authentication, and damain
management.

Keywceds

4 Erroes | | S5L| | Domaing | | Permissions

Autr | | Cert

Diagnostic Tools

5 deeper ] y
With Diagnostic Tools, you can run language-
specific tools to profile your app, collact
aces, memory dumpgs, and more,

Profiler | | Memory Dump | | Daas || AutoHes

Metrics | | Security

Figure 6-5. Diagnose and solve problems of your App Service

Figure 6-6 is an output of a failure where the client failed to access the

website since it was restricted by a Networking rule in the App Service
configuration.
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Which client IPs got rejected due to IP restriction?

1P addresses rejected due 1o | addiess restrictions configured on the app

¥ @  List of IP addresses rejected due to IP address restrictions - FrontEnd 6] 'Q

Description Below is the list of Top 50 client IP addresses (based on the number of requests) that got rejected due ¢ |5ﬂ") Service Static IP Restrictions
configured on the app. Kindly note that the last octect of the IP Address field is not shown due to prvacyressoms
rumber of requests that were denied and sent a HTTP 403 error message.

Clientlp Requests
38.64.243.° 28

Additional Info For more details, refer to the detailled decumenation on Azure App Senvice Static IP Restrictions.

Figure 6-6. App Service IP restriction in Diagnose and solve
problems

Similarly, you can identify various failure scenarios, including
application changes or various HTTP 4xx errors, as depicted in Figure 6-7.

HTTP 4xx Errors

iy all the HTTP 43X requests for your app and provides insights on common solutions that you can take ta further investigate and resolve these errors

45 2
HTTP - 403 HITF - 404

¥ A HTTP 4XX requests detected 0 R

Description The below table shows you the count of all HTTP dioc errors that happened for your app. The ermors are categorized as Front End or Worker
based on the instance that returned the enor, Front End in Azure App Service is a layer seven-load balancer, acting as a prowy, distributing
incoming HTTP requests between different applications and their respective Workers. Web Workers are the backbone of the App Service
scale unit and they run your application code.

HttpStatus ~ HttpSubStatus  Instance  Ermors  Description
The request failed due to IP Address restrictions configured on the Apg.

403 T4 FrontEnd 45 Scrall below to the Refected Client IP section to check the [t of rejected
client IP Addresses.

404 o Warker 2 Mot Feund. The resource that you are requesting does not exist

Mare Information To krow more about Front Ends, Workers and to understand intemals of Azure App senice Architecture, please read the article Azure - Inside

Figure 6-7. HTTP 4xx errors in Diagnostics and solve problems
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Summary

The items discussed in this chapter are merely a fraction of the vast

flow of feature releases. There are continuous improvements in terms

of new services supporting new regions, new features of the services
being released in additional regions, and more and more capabilities are
made globally available every other week. With the pace at which Azure
is expanding its services and features, it opens up new scenarios of how
a solution is designed, planned, and implemented. The same goes with
Azure Monitor. In the coming days, expect to see several changes that
make this scalable, multi-cloud, highly available, reliable monitoring
platform even more agile and robust.
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