
Chapter 19
Physical Security Primitives

A Survey on Physically Unclonable Functions
and PUF-Based Security Solutions

Ahmad-Reza Sadeghi, SteffenSchulz and ChristianWachsmann

Abstract Physically unclonable functions (PUFs) are an emerging technology and
have been proposed as central building blocks in a variety of cryptographic protocols
and security architectures. Among others, PUFs enable unique device identification
and authentication, binding software to hardware platforms and secure storage of
cryptographic secrets. Furthermore, they can be directly integrated into cryptographic
algorithms and remote attestation protocols. In this chapter, we give an overview of
the concept, properties, and types of intrinsic electronic PUFs, discuss potential attack
surfaces and advanced PUF concepts as well as the most common applications of
electronic PUFs. Further, we show new directions on logically reconfigurable PUFs
(LR-PUFs) and PUF-based remote attestation and discuss open challenges.

19.1 Introduction

Physically unclonable functions (PUFs) are increasingly proposed as central build-
ing blocks in cryptographic protocols and higher level security architectures. Among
others, PUFs enable unique device identification and authentication [44, 47, 54, 62],
binding software to hardware platforms [12, 16, 18, 29], and secure storage of cryp-
tographic secrets [34, 70]. Furthermore, they can be integrated into cryptographic
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algorithms [2] and remote attestation protocols [55]. Today, there are already some
PUF-based security products aimed for the market, mainly targeting IP-protection
and anti-counterfeiting applications but also RFID systems [24, 67].

PUFs typically exhibit a challenge/response behavior: when queried with a spe-
cific challenge, the PUF generates a random-looking response that is stable over
time. The security of PUFs depends on intrinsic manufacturing variations making
PUFs physically unclonable and unpredictable. Even the manufacturer of the PUF
should be unable to produce two PUFs with a similar challenge/response behavior.
Furthermore, knowledge of a certain number of challenge/response pairs should not
allow an adversary to predict PUF responses to unknown challenges.

There is a variety of PUF implementations [37]. The most appealing ones for
integration into electronic circuits are electronic PUFs, which come in different
flavors. Delay-based PUFs, such as arbiter PUFs [31, 35, 44] and ring oscillator
PUFs [15, 38, 61] are based on race conditions or frequency variations in integrated
circuits. Memory-based PUFs exploit the instability of volatile memory cells, such
as SRAM cells [16, 21], flip-flops [32, 36], and latches [29, 60]. Finally, coating
PUFs [46, 63, 64] use capacitances of a special dielectric coating applied to the chip
housing the PUF.

In contrast to most cryptographic primitives, whose security can be related to
well-established (albeit unproven) assumptions, the security of PUFs is assumed
to rely on physical properties and is still under investigation. Existing PUF-based
security solutions typically rely on assumptions that have not been confirmed for all
PUF types. For instance, most delay-based PUFs have been shown to be susceptible
to model building attacks that allow emulating the PUF in software [31, 35, 44, 51],
which contradicts the unpredictability and unclonability properties. To counter this
problem, additional primitives must be used: controlled PUFs [14] use cryptography
in hardware to hide the responses of the underlying PUF from an adversary.

Since PUF responses are inherently noisy, they must be combined with error-
correction mechanisms, such as fuzzy extractors [11] that remove the effects of noise
before the PUF response can be processed in a (cryptographic) algorithm. Typically,
the cryptographic and error correcting components and the connecting wires between
them and the PUF must be protected against invasive and side-channel attacks.
Outline. This chapter gives an overview of the concept, properties, and types of
intrinsic electronic PUFs (Sect. 19.2), discusses potential attack surfaces (Sect. 19.3),
and advanced PUF concepts (Sect. 19.4) as well as the most common applications
of PUFs (Sect. 19.5). Further, we show new directions on reconfigurable PUFs and
PUF-based remote attestation (Sect. 19.6) and discuss open challenges (Sect. 19.7).
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19.2 Physically Unclonable Functions

19.2.1 PUF Concept and Properties

A physically unclonable function (PUF) is a noisy function that is embedded into
a physical object, such as an integrated circuit [1, 37, 45]. When queried with a
challenge c, a PUF generates a response r ← PUF(c) that depends on both c and the
unique device-specific intrinsic physical properties of the object containing the PUF.
Since PUFs are subject to noise induced by environmental variations, such as supply
voltage and ambient temperature variations, they return slightly different responses
when queried with the same challenge multiple times.

PUFs are typically assumed to be robust, physically unclonable, unpredictable and
tamper-evident, and several approaches to quantify and formally define their prop-
erties have been proposed (see the paper by Armknecht et al. [1] for an overview).
Informally, robustness means that, when queried with the same challenge multiple
times, the PUF returns a similar response with high probability. Physical unclonabil-
ity demands that it is infeasible to produce two PUFs that cannot be distinguished
based on their challenge/response behavior. Unpredictability requires that it is infea-
sible to predict the PUF response to an unknown challenge, even if the PUF can be
adaptively queried for a certain number of times. Finally, a PUF is tamper-evident if
any attempt to physically access the PUF irreversibly changes its challenge/response
behavior significantly.

The properties of PUFs can either be evaluated theoretically, based on mathemat-
ical models of the underling physical processes [66, 68, 69], or experimentally by
analyzing PUF instances built in hardware [19, 22, 23, 32, 65]. The first approach
has the apparent drawback that mathematical models never capture physical reality
in its full extent, which means that the conclusions on PUF security drawn by this
approach are naturally debatable. The main drawback of the experimental approach
is its limited reproducibility and openness: even though experimental results have
been reported in literature for some PUF implementations, it is difficult to compare
them due to varying test conditions and different analysis methods. Furthermore,
raw PUF data is rarely available for subsequent research, which greatly hinders a fair
comparison.

The security analysis of PUFs is further complicated by the drawbacks of existing
approaches to formalize their security properties. Most PUF security models are not
general enough and exclude certain PUF types (such as in [15, 45]), do not reflect
all properties of real PUF implementations (for example in [2, 15, 16, 45, 52]), or
include security parameters that cannot be determined for real PUF implementations
in practice (such as in [2, 8, 52]). Recently, Armknecht et al. [1] proposed a PUF
security framework that aims at providing security definitions that are compliant
to standard game-based cryptographic security models and that allow engineers to
evaluate and quantify the properties of PUF implementations.
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19.2.2 PUF Types

There is a broad variety of PUF implementations that are based on very different
physical characteristics, including optical, magnetic, and electrical effects. We focus
on electronic PUFs, which can be easily integrated into electronic circuits without
significant overhead using standard manufacturing processes. These PUFs are of
particular interest since they enable the tight integration of PUFs into cryptographic
primitives and higher level security architectures. Known electronic PUFs can be
categorized as delay-based PUFs and memory-based PUFs, which will be explained
in the following. A more detailed overview of various PUF types, including non-
electronic PUFs, is given by Maes and Verbauwhede [37].

19.2.2.1 Delay-Based PUFs

Delay-based PUFs are based on race conditions or frequency variations in integrated
circuits. The most popular PUFs of this type are arbiter PUFs [31, 35, 44] and ring
oscillator PUFs [15, 38, 61].

Arbiter PUFs. The arbiter PUF is based on race conditions within integrated circuits.
The basic arbiter PUF design has been presented by Lim et al. [31, 33] and consists of
two identically designed signal paths consisting of wires and switching components
and an arbiter at the end of both paths (Fig. 19.1).

The switching components allow the signal paths to be modified according to
an external input, i.e., the PUF challenge. To evaluate the arbiter PUF, both paths
are simultaneously excited with the same impulse signal. Depending on which of
the two signals arrives first at the arbiter, one output bit is generated and used as
PUF response. The delay caused by each signal path depends on the device-specific
manufacturing variations of the transistors in the switching components and their
connecting wires.

In addition, the delays of the signal paths are affected by environmental noise,
such as temperature and supply voltage variations. The impact of noise is reduced
by comparing the delays of both signal paths. Note that, in case the delay difference

Arbiter

c0 c1 cN − 1 cN

Response rExcite

Switch

Challenge

Fig. 19.1 Basic arbiter PUF design (for N bit challenge and 1 bit response)
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between both signal paths is lower than the setup time of the arbiter, the response bit
is independent of the delays and determined only by random noise (metastability).

Arbiter PUFs can be efficiently implemented on ASIC [31, 33], while implemen-
tations on FPGA seem to be difficult due to placing and routing constraints [37].
Moreover, the delays of the individual components of the signal paths are addi-
tive, which facilitates emulating the challenge/response behavior of the arbiter PUF
in software (Sect. 19.3.1). To thwart these attacks, several variations of the basic
arbiter PUF design have been proposed. The feed-forward arbiter PUF by Lim et al.
[31, 33] uses the challenge and the output of intermediate arbiters to configure the
signal paths. However, this design does not prevent emulation attacks [40, 41] and
generates noisier responses due to increased metastability. As a countermeasure,
Majzoobi et al. [39] propose lightweight secure PUFs, which are based on multiple
interleaved arbiter PUFs. However, Rhrmair et al. [51, 52] show that lightweight
secure PUFs of low complexity can be emulated using machine learning techniques
(Sect. 19.3.1).

Ring Oscillator PUFs. Ring oscillator PUFs typically consist of several identically
designed ring oscillators, which are loops of an odd number of inverters that, once
stimulated, oscillate at a certain frequency. The oscillating frequency of each ring
oscillator depends on the signal delays of its components, which are affected by
manufacturing process variations and environmental noise. Basic ring oscillator PUF
constructions typically do not support challenges. Challengeable ring oscillator PUFs
can be implemented by integrating controllable delay elements into the ring oscillator
circuits. Gassend et al. [13, 15] propose an alternative construction of a challengeable
ring oscillator PUF that uses the challenge to select two out of a set of ring oscillators
and derives a single-bit response based on the ratio of the oscillation frequencies of the
selected ring oscillators. A similar approach by Suh et al. [61] derives the response bit
based on which of the oscillation frequencies is higher (Fig. 19.2). While reducing the
effect of noise on the ring oscillators, these constructions generate a high correlation
between PUF responses [36], which reduces the unpredictability of their responses.

19.2.2.2 Memory-Based PUFs

Memory-based PUFs exploit the power-up behavior of volatile memory cells, such
as SRAM cells [16, 21], flip-flops [32, 36] and latches [29, 60]. These memory cells
are inherently instable circuits that, when an external data signal input is applied,
enter one of two different stable states to store one bit of information. When no
data signal is provided, most cells preferably enter the same state after each power-
up, while some cells always enter a random state. The state the memory cell enters
depends on the physical properties of the underlying transistors, which are affected
by manufacturing process variations and environmental noise. Note that the amount
of unique responses of a memory-based PUF is always limited by the number of its
memory cells, i.e., the size of the underlying memory block.

SRAM PUFs. PUFs based on Static Random Access Memory (SRAM) have been
proposed by Guajardo et al. [16] and Holcomb et al. [21]. The challenge to an SRAM
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Fig. 19.2 Basic ring oscillator PUF design by Suh et al. [61]

PUF is a range of memory addresses, while the corresponding PUF response is the
content of the uninitialized memory cells at those addresses.

An SRAM cell consists of two cross-coupled inverters that can store one bit of
information and two additional transistors that are used to read and write data to
the memory cell. Both inverters are typically designed to be identical in order to
maximize write performance. When powered without applying a data signal, the
SRAM cell will enter a state that depends on the threshold voltage mismatch of
its transistors that is affected by manufacturing variations and environmental noise,
in particular ambient temperature variations. SRAM cells with a large threshold
mismatch always enter either the 0 or 1 state, while the state of cells with a small
threshold mismatch is determined only by noise. In practice this means that some
SRAM cells preferably enter the 0 state, others the 1 state, and some enter any of
the two states with about the same probability. Cells that always enter the same state
after power-up can be used as device-specific fingerprint since their behavior mainly
depends on device-specific manufacturing process variations.

SRAM PUFs have been analyzed on FPGAs with dedicated SRAM [16, 17] and
ASICs, including dedicated SRAM chips and SRAM embedded in micro-controllers
[21, 22]. Note that each evaluation of an SRAM PUF requires the underlying SRAM
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to be powered down and up again, which can be problematic when the SRAM of the
PUF is also used as random access memory by the device containing the PUF.

Butterfly PUFs. Butterfly PUFs have been proposed by Kumar et al. [29]. They
emulate SRAM cells using cross-coupled data latches that, in contrast to SRAM
PUFs, can be easily reset by triggering the set/reset input of the latches. Butterfly
PUFs have been implemented and evaluated on FPGAs by Kumar et al. [29].

Flip-Flop PUFs. Maes et al. [36] propose flip-flops PUFs as an alternative to SRAM
and butterfly PUFs that can be efficiently implemented on FPGAs. Flip-flop PUFs
have been implemented and analyzed on ASIC by Van der Leest et al. [32]. In
contrast to SRAM PUFs, flip-flop PUFs can be easily spread over the whole circuit
to obfuscate the location of the individual flip-flops, which increases the difficulty
of reverse-engineering and invasive attacks against the PUF.

Latch PUFs. Latch PUFs have been presented by Su et al. [59] in the context of
device identification. These PUFs consist of an array of latches built from cross-
coupled NOR gates. The threshold voltage differences of the underlying transistors,
which are mainly caused by manufacturing process variations and affected by envi-
ronmental noise, in particular ambient temperature variations, cause a mismatch in
the latch. Hence, the state of the latches directly after power-up mainly depends on
manufacturing process variations and can be used as device fingerprint. Su et al. [59]
implemented and evaluated latch-based PUFs on ASIC.

19.2.3 Noise Compensation and Privacy Amplification

Many PUF-based applications require PUF responses to be reliably reproducible
while at the same time being unpredictable [1, 2, 37]. However, since PUFs are
inherently noisy and their responses are not uniformly random, they are typically
combined with fuzzy extractors [11]. Fuzzy extractors consist of a secure sketch
that maps similar PUF responses to the same value (noise compensation or error
correction), and a randomness extractor, which extracts full-entropy bit-strings from
a partially random source (privacy amplification).

Fuzzy extractors and secure sketches generally work in two phases (Fig. 19.3):
in the enrolment phase some helper data h and a uniform bit string K (e.g., a cryp-
tographic key) is derived from PUF response r. Helper data h is used later in the
reconstruction phase to recover K from a distorted PUF response r′ = r + e, where
e is the error caused by noise. An important property of fuzzy extractors and secure
sketches is that, after observing one single helper data value h, there is still some min-
entropy left in r and K , which means that h can be stored and transferred publicly
without disclosing the full PUF response r or secret K [11].

More detailed information on fuzzy extractors and a number of practical instan-
tiations can be found in the work by Dodis et al. [11].
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Fig. 19.3 Concept of fuzzy
extractors

19.2.4 Characterizing the Unpredictability of PUFs

The unpredictability property of PUFs ensures that it is infeasible to efficiently com-
pute the response of a PUF to an unknown challenge. This is an important property in
PUF-based applications, such as authentication protocols, where the adversary could
forge the authentication if he could predict the PUF response. Note that unpredictabil-
ity should be independent of the operating conditions, such as ambient temperature
and supply voltage variations, which could be exploited by the adversary.

Depending on the application, different degrees of unpredictability are required.
For instance, most PUF-based authentication schemes (Sect. 19.5.1) require a strong
notion of unpredictability, where the adversary can adaptively obtain a certain number
of challenge/response pairs from the PUF of the device under attack and from similar
PUFs on other devices [1]. In other applications, such as PUF-based key storage
(Sect. 19.5.2), a weaker notion of unpredictability is sufficient, where the adversary
is assumed to be unable to obtain challenge/response pairs of the attacked PUF.

The most basic evaluation method that gives a first indication of the unpredictabil-
ity of a PUF is to compute the Hamming weight of its responses, which shows whether
the distribution of the PUF response bits is biased toward ‘0’ or ‘1’. Ideally, both val-
ues should be equiprobable and their fractional Hamming weight1 should be 0.5 %.
An indication of the uniqueness of a PUF can be given by computing the Hamming
distance between responses form different PUFs to the same challenge. In the ideal
case, responses from different PUFs should be independent and thus their fractional
Hamming distance2 should be 0.5 %.

A more precise assessment of the unpredictability and uniqueness of PUF
responses can be done by leveraging statistical tests, such as the DIEHARD [42]
or NIST [53] test suites. However, since these test suites are typically based on a
series of stochastic tests, they can only give an indication about whether the PUF
responses are random or not. Moreover, they often require more input data than typ-
ical memory-based PUF implementations can provide. Another approach to empir-
ically assess the unpredictability and uniqueness of PUFs is estimating the entropy
of their responses based on experimental data. In particular, min-entropy indicates
how many bits of a PUF response are uniformly random. The entropy of PUFs can

1 The fractional Hamming weight is the number of bits in a bitstring that are ‘1’ divided by the
length of the bitstring.
2 The fractional Hamming distance is the number of bits that are different in two bitstrings divided
by the length of the bitstrings.
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be approximated using the context-tree weighting (CTW) method [71, 72], which is
an algorithm related to data compression that allows estimating the redundancy of
bitstrings [19, 23, 32, 65]. For certain PUF types, the entropy of responses can be
computed under consideration of the physical structure and properties of the PUF.
For instance, Holcomb et al. [22] compute the entropy of SRAM PUFs based on
empirical data under the assumption that the individual bytes of an SRAM array are
independent [22]. Alternatively, similar as in symmetric cryptography, the unpre-
dictability of a PUF can be estimated based on the complexity of the best known
attack against the unpredictability property [1, 37]. For instance, there are attacks [51]
against delay-based PUFs that emulate the PUF in software and allow predicting PUF
responses to arbitrary challenges (Sect. 19.3.1).

Evaluation results in literature are difficult to compare due to varying test condi-
tions, different analysis methods and the fact that no representative data sets are pub-
licly available. Hence, a fair comparison of the unpredictability property of different
PUF instances based on the results in literature is hardly possible. The development
of a common evaluation framework for PUFs and the analysis of PUFs implemented
in the same technology is an important topic for future research.

19.3 Attacks Against PUFs and PUF-Based Systems

19.3.1 Emulation Attacks

Most delay-based PUFs are subject to emulation or model building attacks that allow
emulating the PUF in software [31, 35, 44, 51]. These attacks collect a number of
challenge/response pairs of the PUF and use them to derive a mathematical model,
such as a formula that allows estimating the PUF response to a given PUF challenge.

A number of mitigations against these attacks have been proposed [31, 40, 41],
which are all based on inserting nonlinearity into the delay circuit (Sect. 19.2.2.1).
However, Rhrmair et al. [51] show that these approaches are vulnerable to emula-
tion attacks based on machine-learning techniques, such as logistic regression and
evolution strategies. One approach to counter emulation attacks are controlled PUFs
[15] (Sect. 19.4.1).

19.3.2 Side-Channel Attacks

Side-channel attacks are hardware attacks that aim to extract secret data, such as cryp-
tographic keys, from an electronic component. Hereby, the adversary observes the
behavior (such as the power consumption, electromagnetic radiation, and/or timing
behavior) of the component while it is using the secret data to be extracted. Since the
behavior of the component is typically dependent on the data processed, it can leak
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information on this data. The fundamental underlying observation is that processing
a data bit of value ‘1’ typically consumes a different amount of power and/or time
than processing a data bit of value ‘0’.

PUFs are typically used in combination with fuzzy extractors (Sect. 19.2.3) and
most PUF-based applications (Sect. 19.5) require the plain PUF responses, i.e.,
before error correction and privacy amplification to be secret. Hence, side-channel
attacks against PUF-based systems typically target the fuzzy extractor to gather
challenge/response pairs and other information that eases emulation attacks on the
underlying PUF (Sect. 19.3.1).

Research on side-channel analysis of PUFs and fuzzy extractors has been recently
started and there are only a few published results. Karakoyunlu et al. [25] and Merli
et al. [43] show side-channel attacks on implementations of common fuzzy extrac-
tors. Furthermore, Merli et al. [43] discuss potential side channel leakages of various
PUF types. However, all known side channel attacks on PUF-based systems target
the fuzzy extractor and are independent of the underlying PUF.

19.3.3 Fault Injection Attacks

Fault injection attacks aim to prompt erroneous behavior in a device by manipulating
it in some way and, when combined with cryptanalysis, can lead to key recovery
attacks. Faults may be injected in many ways, for instance by operating the device
in extreme environmental conditions or by injecting transient faults into specific
components of the device.

Attempts to operate the PUF outside its normal operating conditions, e.g., by
varying its supply voltage or ambient temperature, will most likely affect the chal-
lenge/response behavior and thus the robustness and unpredictability of the PUF.
Moreover, since implementations of fuzzy extractors and the underlying error cor-
rection algorithms are typically not resistant to fault injection attacks and exhibit
data-dependent behavior, fault injection attacks can cause unintended leakage of
PUF-related secret information, such as cryptographic keys bound to the PUF. In
particular, most fuzzy extractors are not secure in case the helper data can be modi-
fied by the adversary [5]. Thus, robust fuzzy extractors have been proposed to prevent
manipulations of helper data [10].

19.4 Advanced PUF Concepts

Several concepts have been proposed to enhance the security properties and func-
tionality of standard PUFs.
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19.4.1 Controlled PUFs

Most delay-based PUFs are subject to model building attacks that allow emulating
the PUF in software (Sect. 19.3.1). One approach to counter this problem is con-
trolled PUFs by Gassend et al. [15] that use cryptography in hardware to hide the
actual PUF response from the adversary. Controlled PUFs typically apply a cryp-
tographic hash function to the PUF challenges and/or responses, which introduces
nonlinearity and breaks up the link between the actual PUF response and the output
of the controlled PUF. Clearly, this does not address the fundamental weakness of
delay-based PUFs. Moreover, to maintain verifiability of the controlled PUF, error
correction must be applied before the noisy responses of the underlying PUF are
processed by the cryptographic operation, which increases the complexity of the
overall construction. Further, to protect against emulation attacks (Sect. 19.3.1), the
cryptographic component and the error-correction mechanism as well as their con-
necting links must be protected against invasive and side-channel attacks, which may
be hard to achieve in practice (Sects. 19.3.2 and 19.3.3).

19.4.2 Emulatable PUFs

The verification of PUF responses typically requires a database of reference chal-
lenge/response pairs (CRPs). This limits the scalability and efficiency of many PUF-
based solutions and can be a serious drawback in many practical applications. One
approach to counter this issue are emulatable PUFs, which, similar to public-key
cryptography, allow the verification of PUF responses based on a publicly known
mathematical model of the PUF. The concept of emulatable and publicly verifiable
PUFs has been presented by Rhrmair et al. [48–50] as SIMPL systems (SIMulation
Possible but Laborious). A similar concept known as public PUFs has been indepen-
dently presented by Beckmann et al. [3]. The idea of both concepts is that the PUF
can be emulated in software using a mathematical model of the physical properties
of the PUF. However, this computation is assumed to take significantly more time
than evaluating the actual PUF, which can be measured by a verifier in a PUF-based
authentication protocol. This allows for the efficient verification of PUF responses
by any entity with access to the mathematical model of the PUF, while preventing
an algorithmic adversary from impersonating the PUF in the timeframe expected by
the verifier. Concrete implementations of SIMPL systems have been presented by
Rhrmair et al. [50].

Another approach to remove the need for a challenge/response pair database has
been presented by Hammouri et al. [20, 44]. However, in contrast to SIMPL sys-
tems and public PUFs, their approach does not allow the public verification of PUF
responses and requires the mathematical description of the PUF to be secret informa-
tion that is only known to authorized entities, such as a verifier in an authentication
protocol.
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The security properties of practical instantiations of emulatable PUFs still need
further evaluation.

19.5 Common Applications of PUFs

The most common applications of PUFs are identification, authentication, and secure
key storage.

19.5.1 Device Identification and Authentication

The classical application of PUFs is the identification and authentication of phys-
ical objects, such as electronic devices. In fact, PUFs have been first proposed in
the context of anti-counterfeiting solutions that prevent cloning (i.e., unauthorized
copying) of products. There are many proposals to build identification and authen-
tication schemes based on PUFs for various devices. We focus on solutions that are
applicable to resource-constrained embedded devices, such as RFID systems.

One of the first proposals of using PUFs for RFID is by Ranasinghe et al. [47],
who propose the manufacturer of a PUF-enabled RFID tag to store a set of chal-
lenge/response pairs (CRPs) in a database, which can later be used by RFID readers
to identify the tag. The idea is that the reader chooses a challenge from the database,
queries the tag and checks whether the database contains a tuple that matches the
response received from the tag. One problem of this approach is that CRPs can-
not be re-used since this would enable replay attacks. Hence, the number of tag
authentications is limited by the number of CRPs in the database. This scheme has
been implemented based on arbiter PUFs on RFID tags and its security and usability
has been analyzed by Devadas et al. [9]. A similar approach based on the physical
characteristics of SRAM cells has been proposed by Holcomb et al. [21].

A privacy-preserving PUF-based device authentication scheme has been presented
by Gassend et al. [14]. They suggest to equip each tag with a PUF that is used to fre-
quently derive new tag identifiers. Since readers cannot recompute these identifiers,
the readers have access to a database that stores (ID0, ID1, . . . , IDn) for each legiti-
mate tag, where ID0 is a random tag identifier and IDi = PUF(IDi−1) for 1 ≤ i ≤ n.
To authenticate to a reader, the tag first sends its current identifier ID j and then
updates its identity to ID j+1 = PUF(ID j ). The reader then checks whether there is
a tuple that contains ID j in the database. In case the reader finds ID j , it accepts the
tag and invalidates all previous database entries IDk , where k ≤ j to prevent replay
attacks. Another approach to PUF-based authentication by Bolotnyy and Robins [4]
aims to prevent unauthorized tracing of tokens. A similar approach to PUF-based
authentication has been proposed by Bolotnyy and Robins [4]. A major drawback
of these schemes is that tokens can only be authenticated a limited number of times
without being re-initialized, which enables denial-of-service attacks.
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19.5.2 Secure Key Storage and Key Generation

PUFs can be used to securely bind secrets (such as cryptographic keys) to the physical
characteristics of a device. The concept of PUF-based key storage has been presented
by Gassend [13] and later generalized to physically obfuscated algorithms by Bringer
et al. [7]. Instead of storing the key in nonvolatile memory that is vulnerable to
invasive attacks, the key is extracted from the physical properties of the underlying
hardware each time it is used. This protects the key against unauthorized readout by
invasive attacks, such as probing attacks against nonvolatile memory. Moreover, in
case a tamper-evident PUF is used, any attempt to physically extract the key from
the PUF circuit changes the challenge/response behavior of the PUF and securely
deletes the key bound to the PUF.

Since PUF responses are typically not uniformly random and subject to noise,
they cannot be used directly as cryptographic keys. Hence, privacy amplification,
which adds additional entropy to the PUF response, and error-correction techniques
must be applied before PUF responses can be used as cryptographic keys. The most
common approach to achieve this are fuzzy extractors [11] (Sect. 19.2.3).

Tuyls et al. [62] propose to use a PUF-based key storage for the secret authen-
tication key of RFID tags. Since the key is inherently hidden within the physical
structure of the PUF, obtaining this key by hardware-related attacks is supposed
to be intractable for real-world adversaries [15]. According to Tuyls et al. [62], a
PUF-based key storage can be implemented with less than 1, 000 gates, which is
well within the capabilities of common RFID tags. Other authentication schemes for
RFID exist that use PUF-based key storage to protect against unauthorized tracing
of tokens [6, 54] and relay attacks [26].

19.6 Future Directions

19.6.1 Logically Reconfigurable PUFs

So far, most existing PUFs exhibit a static behavior, while a variety of applications
would benefit from the availability of PUFs whose characteristics can be changed
dynamically, i.e., reconfigured, after deployment. For instance, PUF-based key stor-
age [34, 70] (Sect. 19.5.2) and PUF-based cryptographic primitives [2] may require
that previous secrets derived from the PUF cannot be retrieved any more. Another
examples are solutions to prevent downgrading of software [30] by binding the soft-
ware to a certain hardware configuration, such as a PUF, which require the PUF
behavior to be irreversibly altered upon installation of a software update.

Unfortunately, all known implementations of physically reconfigurable PUFs rely
on optical mechanisms, reconfigurable hardware (such as FPGAs), or novel mem-
ory technologies [30], which all have serious drawbacks in practice. In particular,
optical PUFs cannot be easily integrated into integrated circuits and require expen-
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sive and error-prone evaluation equipment, while FPGA-based solutions cannot be
realized with non-reconfigurable hardware (such as ASICs) that is commonly used
in practice [37].

In this context, several attempts to emulate physically reconfigurable PUFs have
been made. One of the first proposals was integrating a floating gate transistor
into the delay lines of an arbiter PUF, which allows physically changing the chal-
lenge/response behavior of the PUF based on some state maintained in nonvolatile
memory [33, 34]. Other approaches restrict access to the interface of the PUF and use
part of the PUF challenge as reconfiguration data [30, 31], which, however, works
only for certain PUF types.

The concept and security properties of logically reconfigurable physical unclon-
able functions (LR-PUFs) have been recently formalized by Katzenbeisser et al.
[27]. In contrast to classical, typically static PUFs, LR-PUFs can be dynamically
reconfigured after deployment such that their challenge/response behavior changes
in a random manner without replacing or physically modifying the PUF. The idea is
amending a conventional PUF with stateful control logic that transforms challenges
and responses of the PUF ( Fig. 19.4). Katzenbeisser et al. [27] present and evaluate
two different constructions for LR-PUFs that are simple, efficient, and can be easily
implemented.

19.6.2 PUF-Based Remote Attestation

Remote attestation is a mechanism to report the software state of a remote comput-
ing platform (prover) to a verifying party (verifier). This generally requires trusted
hardware to securely record and transmit the system state of the prover to the verifier.
However, trusted hardware is often too expensive for resource-constrained embedded
devices, such as wireless sensor nodes and RFIDs. Hence, software attestation was
proposed as a lightweight alternative that exploits the computational constraints of
a device to make statements about its internal software state [57, 58]. Specifically,

Fig. 19.4 LR-PUF concept
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software attestation requires the prover to compute the response R to a given attes-
tation challenge C within a given time frame. When receiving the correct response
in the expected time, the verifier has assurance that only a specific attestation algo-
rithm could have been executed within that time frame. The attestation algorithm is
implemented as a checksum function that iteratively merges information gathered
from the device, such as program memory samples, into the attestation response R.
Hence, a timely and correctly computed attestation response provides assurance to
the verifier that the prover is in the expected system state.

Standard software attestation makes two major assumptions: (1) the computational
capabilities of the prover are known to the verifier and unmodified, and (2) the
attestation algorithm is indeed computed by the prover and not delegated to another
device. In most scenarios, software attestation is thus limited to attest only local
provers such that their identity can be directly verified and undesired communication
interfaces can be disabled. But even a local prover does not always guarantee that
its identity is authentic, e.g., if multiple hardware revisions of apparently identical
devices exist.

To overcome these problems, the attestation response R must be linked to the hard-
ware it was computed on, which can be achieved by using PUFs [55, 56]. The idea is
to include the responses of the prover’s PUF into the computation of R while the soft-
ware attestation is running. To assure that the attestation algorithm is not outsourced,
the PUF is queried sufficiently often to overwhelm all external communication inter-
faces of the prover. Thus, the constraints of the communication interfaces of the
prover are exploited, similar to the computational constraints exploited by standard
software attestation. Due to the uniqueness of the PUF responses and their tight
integration into the attestation algorithm, a correct and timely attestation response R
provides assurance on the identity of a remote device as well as the integrity of its
software state. A practical implementation PUF-based attestation has been presented
by Schulz et al. [28, 56].

19.7 Open Questions and Challenges

Practical PUF Designs. Known electronic PUFs may be compromised since delay-
based PUFs can be emulated using machine-learning techniques (Sect. 19.3.1) and
memory-based PUFs can be read out completely since they have only a limited
response space. While these PUFs can be used in many applications, such as PUF-
based key storage (Sect. 19.5.2) and controlled PUFs (Sect. 19.4.1), that ensure that
the adversary cannot access the challenge/response pairs of the PUF, the use of these
PUFs in applications with strong unclonability and unpredictability requirements,
such as device authentication schemes (Sect. 19.5.1) must be carefully considered.
Moreover, in general PUF responses can be verified only when the verifier has access
to a database of previously recorded challenge/response pairs (CRPs), which may
lead to scalability problems in practice. Hence, one open challenge is the devel-
opment and implementation of novel PUF designs that achieve the requirements
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of many existing theoretical PUF-based security solutions in literature, including
resistance to emulation attacks, large (ideally exponential) challenge/response space
to prevent complete readout of the PUF, public verifiability (i.e., no CRP database
required to verify PUF response), tamper-evidence, physical reconfigurability, and
small hardware footprint.

Common Evaluation Framework for PUFs. Currently, there is no common evalua-
tion framework for PUFs that allows assessing and quantifying the security properties
of real PUF implementations. The security properties of existing PUF-based security
solutions in literature are proven in PUF security models that are typically not gen-
eral enough and exclude certain PUF types, do not reflect all properties of real PUF
implementations, or include security parameters that cannot be determined for real
PUF implementations in practice. Hence, it is unclear whether these schemes can
actually be implemented securely. Therefore, another open challenge is the develop-
ment of a common evaluation framework for the analysis of PUF implementations
that (1) captures the security properties of PUFs according to modern cryptographic
standards and can be used to assess the security of PUF-based cryptographic schemes
and security solutions, and (2) allows for empirically assessing and quantifying the
most important properties of PUFs, including robustness, physical unclonability,
unpredictability of responses to the same challenge to different PUF instances and
to different challenges to the same PUF instance, and tamper-evidence. A promising
first step in this direction has been presented by Armknecht et al. [1]. However, they
do not consider all security properties of PUFs and do not show how their approach
applies to other PUF implementations than SRAM PUFs.

Side-channel Analysis of PUFs. Many PUF-based applications such as PUF-based
key storage require PUF responses to be inaccessible to the adversary, which is typi-
cally justified by the assumption of the PUF being tamper-evident so that any attempt
to physically access the PUF response (such as an invasive attack) permanently
changes the challenge/response behavior of the PUF. However, even when a tamper-
evident PUF (such as a coating PUF) is used, it is currently unclear whether existing
PUF implementations in integrated circuits leak information on their response over
side channels, such as electromagnetic radiation or power consumption. Hence, the
analysis of the side-channel leakage of known PUF implementations is an interesting
open research problem.

19.8 Conclusion

Physically unclonable functions are a very interesting and promising approach
to increase the security of embedded systems. They open new directions toward
lightweight privacy-preserving protocols based on physical assumptions and cost-
effective tamper-evident storage for cryptographic secrets that even cannot be learned
or reproduced by the manufacturer of the corresponding PUF.
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However, several aspects of PUFs and their deployment require further research.
Since PUFs are bound to the device in which they are embedded, no other entity
can verify the response r of a PUF to a given challenge c without knowing an
authentic challenge/response pair (c, r) in advance. Current PUF-based protocols aim
at circumventing this problem by providing the reader with a database that contains
a set of challenge/response pairs that act as reference values for the responses of the
interrogated PUF. However, this approach is not scalable and opens the possibility
of replay-attacks. Furthermore, PUFs realizations require careful statistical testing
before they can be safely deployed to real security-critical products, while, to our
knowledge, there is no complete security evaluation framework for PUFs yet.
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