Chapter 9
A RouterUpdate Method for Tor
Anonymous Communication System
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Abstract Among all the anonymous communication systems, Onion Routing is
most widely used. Tor affords users with anonymous service in communication. It
can be used in running anonymous web browsing and announcement, real-time
communications, IRC, SSH and other TCP applications. After analyzing the
source code of the Tor system, this paper introduced the network layout, working
flow, the RouterUpdate method of establishing a virtual circuit and data sending or
receiving in Tor system. The method helps Tor client using the relay nodes which
have been stored to connect the internet of Tor without connecting the list server.
Then the paper introduced a method to help the Tor client using all the applications
whether or not using the SOCKS.

Keywords Anonymous communication +« Onion routing . Tor . SOCKS
Directory server

9.1 Introduction

Information vulnerabilities gradually become a security hidden danger to people’s
life in net. Anonymous communication is an effective method to guard users’
privacy, which can protect bilateral identities and communication relations from
being obtained by attackers.

Based on MIX [1], an idea of multiple step objective route, transmitting data via
many middle nodes is proposed. Onion routing is an efficient method in anony-
mous communication [2—4]. Tor, a second generation of onion routing, has been
widely used [5-10]. Tor is used to keep watch on flow filter and sniff analysis,
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making communication in overlay network composed of onion routers, and to
realize anonymous external links, anonymous hide and so on. As Tor is a network
of virtual passageways, it makes an anonymous foundation of a series of appli-
cation. So people can share information in public networks without caring privacy
may be violated. As Tor disperses user flow to many different places in internet,
there is no single point that links a user and his destination. In this way, Tor helps
decline risk of simple and high-level flow analysis.

The paper is organized as follows. Section 9.1 gives an overview of Tor.
Section 9.2 presents the overall structure and the primary flow. Section 9.3 mainly
shows the design and related algorithms of store routing nodes. Section 9.4
introduces the design and application about rewriting network function.

9.2 Overall Architecture

The procedure to build a virtual circuit is shown in [4]. Based on the introduction,
let us make a summary of a primary Tor process.

In an anonymous system, the user who wants to hide his identity should start
OP process, which is responsible to build communication links and encrypt and
decipher data. It obtains node information from Directory Server and selects one
from the set of Tor nodes to consult secret keys, and last it builds a safe infor-
mation channel with the former node. The building process conforms to short-term
Diffe-Hellman secret key exchange protocol, as well as the TLS which guards the
privacy of information channels and the security of information retransmission
further. Then all data should be transmitted in this channel. Next OP goes on
expanding to other Tor nodes via the built channel and exchanging secret key to
build a multilayer encrypted channel. Data should be encrypted according to the
order of Tor nodes from the later layer to the former one. During the transmission
process, every time encrypted data passes a Tor node, it will be deciphered. It
won’t stop until the data of the last node has been transmitted to the destination. In
the process data goes back from destination, it will be encrypted one time when
passing a Tor node, deciphered when arriving at OP and transmitted to the
application program finally. As each Tor node only has its own encrypting and
deciphering keys, external attackers and Tor cooperators won’t obtain the plaintext
of the communication data only if they could obtain secret key of all nodes in the
route.

9.3 RouterUpdate Method Based on Voting Mechanism

As the available onion router list and the neighboring network information are
obtained from the directory server, when a directory server cannot be connected
for some reason, the Tor OP cannot get node information and it would be difficult
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to connect to Tor network, thus losing the ability for anonymous communication.
This has been the defects of Tor against certain network firewall.

9.3.1 RouterUpdate Method Design

The RouterUpdate (RU) method is divided into several steps.
e The routerlist initialization and load.

Loading part of this method is after the Tor initialization and before read the
network information document on the directory server. After Tor OP sends request
information to the directory server, if it is unable to obtain the document, the
method will automatically select the network and routerlist in the loading docu-
ment. After that, Tor OP can create virtual circuit through the routerlist.

e Analyze and collect the ORs in the current Tor network, dynamically selecting
the optimized OR and adding into the pre-defined global list.

By checking the current storage router node information, the status of the Tor
network relay nodes in the records will be inspected. The Tor relay node with
better efficiency and performance will be elected by screening algorithm of RU
method. Then, the nodes filtered out will be stored in the temporary routerlist.

e The third step is periodically writing a custom OR global list into the hard disk,
and optimizing the store files.

In the main loop of the system, set a timer and counter. When the timer times
out, RU will automatically write data to disk and counter will be plus one. When
the number of writes in counter records is greater than 3, the counter will be
cleared automatically, and store files in the disk will be optimized.

9.3.2 Custom Routerlist Loading

e Loading Point Processing

In the Tor system design, there is a pattern for the load of the routerlist.
A typical loading process occurs in the initialization process, as follows:

(1) The system will try to load the network status recently used. (2) After an
available network status document is obtained, the Tor client will load the OR
indicated in the document into the client’s routerlist after some necessary checks,
and check the available nodes and download the RC of some OR if needed. (3)
After the nodes loaded is the creation of the virtual circuit and the subsequent
operation.
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e Disk Data Reading

Client will access a file with the similar format of the default store file on disk.
The default file name is “cached-best Routers”. At this point, the client needs to
define a metadata for store files operation to save the corresponding document, and
to associate the router lists in files and programs. In this example, the client will
define it as:

desc_store_t

fname_base: holds the name of the description file
fname_alt_base: holds the name of the backup file
mmap: point to the file data entry

description: This document textual description
type: the type of document

journal_len: the length of the document log
store_len: the length of the document.

¢ File Reading

Reading the file occurs during the router list initialization. RU method can
read the file when the routing list is not assigned. The client will connect the
global list and the predefined store file by setting desc_store_t during the ini-
tialization. Note that the initialization of the list and desc_store_t is carried out
simultaneously.

9.3.3 Real-time Data Collection

e Store in the main loop

The Tor client will periodically maintain some everyday events. Every time
unit, Tor will run some detection and maintenance work. Collection of router state
is exactly suitable for periodic operation, so the client will add this feature to
run_scheduled_events with the daily maintenance function. This program will be
called once at intervals of 1 s.

e Collection standards

On the basis of the optimized node located, the client will maintain a
smartlist with MAX_NUM_BESTNODES size to record the ORs which have
the max bandwidth in all ORs, dynamically stores in the temporary router list.
Bandwidth here is the average of known bandwidth and maximum acceptable
bandwidth.
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9.3.4 Writing into Disk

Each time after the collection and analysis of data, and every standard time passed,
it will write standards-compliant nodes to disk.

9.3.5 Optimizing File

Because the client has been writing router information, the store file is bound to
storage repeated even invalid router information. When loaded it will result in the
router list bloated and inefficient. System optimizes the router information every
three time to write, and every time system load the file, and automatically opti-
mizes the routing information.

9.4 Expand Tor SCOKS Agency

Some application programs which do not support SOCKS can’t use the anonymous
service afforded by Tor and other services. The method of “Extend for Tor” (EFT)
in this paper aims to allow those application programs to access the network by
Tor as agency, but won’t alter those programs.

9.4.1 The Design of EFT Method

EFT method can modify dynamically linked libraries by setting the LD_PRE-
LOAD environment variable, so that make it point to custom library of EFT
method. If resetting default dynamically linked libraries at exit, this can run Tor, at
the same time, and can let it automatically load in each progress space of exe-
cutable program.

In the library file, this module rewrite normal connect function and select
function, as the Fig. 9.1 shows.

e About the process of establishing connection

EFT method make an application automatically call connect function which is
defined by module when building TCP connection, so as to submit right of control
to Tor OP, rather than rock-bottom protocol. Later, application can firstly establish
connection with Tor OP, and then establish connection with destination address.

e About the process of data transmission
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Fig. 9.1 Application call Application program call the
network function functions in transmission layer
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This method can make rewritten select function inform Tor OP at first and
submit the right of control to Tor when the state of data flow which is concerned
with Tor system, instead of previous SOCKS. So the data flow is forced to go
through Tor OP.

9.4.2 The Implementation Process of EFT Method

e Set range of application of Tor OP

Tor client need to be able to distinguish local network from external network.
User can declare local address gateway and external address gateway by himself.
By default, local address is localhost, others are external address. In addition, User
can also declare corresponding address to use Tor OP by himself. And we can
declare it in the file of PROXYconfig (Fig. 9.2).

e Data sending and receiving

The basic strategy of data sending is shown in the above figure. Tor OP plays a
role in connecting the sender and receiver.
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Retransmit data to a
Send data to TOR I_}(g;l virtual circuit, then .
e retransmit to destination recerver
address

Fig. 9.2 The transmission process through Tor OP

Under the request of receiving data, if client may use the disposal way of no
blocking, in turn, the module should rewrite select function.

e About select function

It will achieve the monitoring of related SOCKET. When SOCKET need to
read and write, module will know it by its defined select function and submit the
message to the corresponding function to deal with. Notice that data firstly send to
the Tor OP, then according to the destination address, Tor OP send it through
virtual circuit.

9.5 Conclusion

Based on the study of source code of Tor system, the article analyzes anonymous
communication system of Tor and its principle and introduces the design and
application about rewriting network function. As it is difficult for Tor users to do
further work in the condition that it could not be connected to Directory Server,
this paper suggests collecting network data in User and sponsoring the connection
project autonomously. However, there are still some points to be improved, such
as information collection of User, collection algorithm and security of Tor system.
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