Smart Grids: The Regulatory Challenges
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Abstract Smart grids present major potential benefits in terms of economic,
environmental, and social considerations. The deployment of smart grids however
requires not only technological advancement but also the ability to overcome many
regulatory barriers. This chapter brings regulator perspectives—an area that is
under-explored—into the field of smart grid studies. We examine why regulators
should be concerned about smart grid developments, the nature of the regulatory
challenges they may face, and what they can do to address these challenges. We
have two major findings. Firstly, we demonstrate that smart grids present new
challenges to regulators. Regulators are faced with three major challenges: utility
disincentives, pricing inefficiencies, and cybersecurity and privacy. Market liber-
alisation, decoupling, dynamic pricing, and protocols and standards on cyberse-
curity are the major mechanisms that regulators can deploy to address these issues.
Secondly, our international case studies of countries and cities provide an overview
of a variety of actual regulatory initiatives in place. This overview shows how
economies have pioneered a variety of regulatory approaches that tend to be more
participatory to better respond to the more dynamic stakeholder landscape that is
emerging.

1 Introduction

Smart grids are a key to both demand-side (e.g. energy saving and energy
efficiency) and supply-side (e.g. renewable energy) management of energy sys-
tems. Many countries have elevated smart grid deployment to the status of major

D. Mah (X)) - K. P. Leung
Department of Geography, Hong Kong Baptist University, Kowloon, Hong Kong
e-mail: daphnemah@hkbu.edu.hk

D. Mah - P. Hills
The Kadoorie Institute, The University of Hong Kong, Pokfulam, Hong Kong

D. Mah et al. (eds.), Smart Grid Applications and Developments, 115
Green Energy and Technology, DOI: 10.1007/978-1-4471-6281-0_7,
© Springer-Verlag London 2014



116 D. Mah et al.

national economic and energy strategies. The Obama administration has posi-
tioned smart grid as a key component of the new energy model for America and
announced a national policy framework for smart grids in 2011 [4, 31]. South
Korea regards smart grid as a new growth engine for the country [69]. In China,
smart grids represent a major component of the current national energy plan [75].

The potential benefits of smart grids could be substantial. For example, it has
been estimated that an investment of US$338 billion to US$476 billion for a fully
functional smart grid could result in benefits up to US$2 trillion in the USA [28].
Another study has estimated that €67 billion for building and running peak
infrastructure could be avoided in the EU if dynamic pricing can be adopted [33].
The nation-wide smart grid demonstration project, Smart Grid, Smart City, in
Australia is estimated to generate AU$3.4 billion of direct financial savings, and a
total of AUS$S5 billion with reliability and environmental savings included [21].

However, to fully utilise the potential benefits that smart grids may offer, many
technological, operational, economical, institutional, and policy challenges have to
be overcome [108]. Among them, regulatory challenges are particularly significant
because the design and operation of smart grids are fundamentally different from
traditional power grids. Traditional systems are predominantly centralised, fossil
fuel based with the presence of monopoly market conditions. Important features of
smart grids—including the existence of a more decentralised power system, the
emergence of new market actors (such as independent power producers), more
dynamic two-way utility—consumer relationships and the use of massive amounts
of energy usage data [20, 82, 97]—present to regulators new challenges that may
include utility disincentives, monopoly power, information asymmetry, consumer
inertia, and breach of personal privacy.

To cope with these challenges, new regulatory initiatives in relation to smart
grid technologies are increasingly being developed and implemented in many
economies. Mandatory hourly pricing for large customers in New York [87],
electricity price control regulation and efficiency grants in the UK [5, 56], man-
datory smart meter roll-out and time-of-use pricing in Italy [66], and the smart
metering privacy rules in the Netherlands and California [8, 9, 18] are some
examples.

This chapter aims to identify and examine the key issues that may confront
regulators in relation to smart grid deployment, and how these challenges can be
addressed. We attempt to answer these specific questions: Why do regulators have
to be concerned about smart grid deployment? What are the gaps between existing
regulatory practices and the new regulatory requirements for smart grid deploy-
ment? How and to what extent can regulators address these gaps? What approa-
ches can regulators deploy? Are there any examples of good practice that we can
discern from international experience?

Our analysis is based on a review of published work from academic sources,
government documents, and reports. This chapter is organised into five sections.
Following the introduction, we examine why regulators should be concerned about
smart grid deployment. We then identify and discuss three major regulatory issues
that confront regulators and the approaches that can be deployed to address these
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issues. This is followed by an overview of international cases of countries and
cities that have pioneered a broad range of regulatory measures to overcome these
challenges. Three specific cases are highlighted to illustrate the features, outcomes,
and keys to success of these initiatives. We conclude by highlighting the policy
implications.

2 Why Should Regulators Be Concerned About Smart
Grid Deployment?

Electricity markets need regulators to oversee the effective functioning of the elec-
tricity sector through rule-setting, monitoring, and enforcement [10, 11, 22, 106].
Specifically, regulators have important roles to play in two main areas: market
structure and conduct. In terms of market structure, regulators can determine own-
ership, access to the market (who can enter and who should be restricted from
entering), and contractual relationships, market planning as well as the mechanisms
of allocation [1]. In terms of conduct, regulators are concerned about the production
of electricity. Regulation may influence the fuel mix, production technologies, the
environmental impacts of electricity generation, the security of supply, and tariffs
[1]. Examples of electricity market regulators include the Office of Gas and Elec-
tricity Markets (Ofgem) in the UK, the Federal Energy Regulatory Commission
(FERC) in the USA, and the State Electricity Regulatory Commission (SERC) in
China [84].

In recent decades, two trends have reshaped the roles of regulators in the elec-
tricity sector. The first is the global trend towards electricity market liberalisation.
Driven by the aspiration for efficiency, many developed and developing economies
have since the mid-1980s introduced electricity market liberation in various forms.
These measures include privatisation, the establishment of sector regulators, the
introduction of competition into generation, and the unbundling of generation,
transmission, distribution, and retail activities [56]. Regulatory functions since then
have progressively evolved beyond economic efficiency considerations to encom-
pass the development of market codes and standards, monitoring market behaviour
related to the abuse of market power and information asymmetries, and the facil-
itation of dispute resolution [11, 27, 56].

Another trend is related to the context of rising public awareness on climate
change impacts. This trend is noticeable particularly since the early 2000s. Reg-
ulations seem to be increasingly required to correct market failures in the energy
sector, most notably externalities of emissions [2, 100]. Regulators are therefore
expected to place more emphasis on the environmental performance of the regu-
lated utilities as well as their economic performance.

It is in these evolving contexts that smart grid deployment presents new chal-
lenges by introducing two major additional changes in electricity systems: changes
in hardware and software of power grids, and changes in the stakeholder landscape.
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In terms of hardware changes, centralised grid systems need to be upgraded to
accommodate the integration of more decentralised electricity generation systems
with intermittent renewables. Devices such as smart meters, which are capital
intensive with high investment uncertainty, are necessary to support the data
exchange between suppliers and end users [51]. In the USA, for example, about
US$338 to US$476 billion of investment is required for full smart grid imple-
mentation over the next 20 years [28]. Smart grid investment in Europe, China, and
South Korea is expected to reach €56.5 billion, €71billion, and €16.8 billion,
respectively, in the next decades [58]. Regulators therefore have an important role
to play in providing adequate incentives for smart grid investment and ensuring the
benefits of smart grid are adequately accounted for in economic terms [30, 98].

Apart from hardware, smart grids require new software—which include
dynamic pricing systems to incentivise consumers’ participation, more open
markets to allow new market players and competition, and a new, efficient and
reliable data management system that can manage the massive sets of energy
usage data [50, 70, 97]. All these changes require regulators to set up new market
rules and protocols to ensure resilience, fairness, security, and effectiveness of
modernised grids [23].

Another major change that can be brought about by smart grid deployment is a
change in the stakeholder landscape. Unlike the conventional top-down linear
systems in which established utilities possess dominating roles and consumers are
passive, smart grids provide opportunities to electricity consumers, new market
players (such as independent power producers) as well as established utilities to
take up new roles in energy management systems.

Smart grids allow electricity consumers to take a proactive role in managing
their electricity use. Consumers can be better informed and price responsive, and
can contribute to energy saving, energy efficiency, and peak load shifts through
responding to real-time electricity information linked with dynamic pricing systems
[68]. Consumers can also assume the role of “prosumers”: consumers can produce
electricity and sell it to utilities through decentralised generation technologies such
as roof-top solar panels [44, 86]. Furthermore, consumers can become proactive in
choosing their electricity suppliers or which kind of electricity products (such as
green electricity) they wish to consume because suppliers and utilities are under
pressure to develop a larger variety of products and services. For example, the
electricity market reforms in Texas since 2002 allow residential consumers to
choose from about 200 retail offers provided by about 40 suppliers, and as a result
about 40 % of the consumers have switched away from their original providers
[62].

Apart from consumers, new players can enter the market not only in traditional
fields such as power generation (e.g. as independent power producers), but also in
new energy service and product areas such as energy audit and green power
marketing [70]. Existing power utilities may also take up new roles in smart grids.
Because of the perceived increase in market competition, these established utilities
are under greater pressure to diversify their business by expanding services in such
areas as renewable energy and energy efficiency.
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Smart grid deployment therefore gives rise to new two-way utility—consumer
relationships, the co-existence of existing players and new market entrants, and a
redistribution of benefits and costs among these diverse stakeholders in more
decentralised energy systems. Such changes need to be accompanied by regulatory
oversight in areas that range from consumer protection to grid access and to
market transparency. Because of the dynamic and complex nature of the new
stakeholder landscape, smart grids also require a more participatory approach to
energy decision-making in which new market players and consumers can assume a
more proactive role.

These changes give rise to a number of important questions: What are the gaps
between existing regulatory practices and the new regulatory requirements for
smart grid deployment? What should regulators be concerned about? What can be
done by regulators to address these issues? In the next section, we will discuss
three major issues confronting regulators and the possible regulatory approaches
that can be deployed to overcome these challenges. These issues are utility dis-
incentives, pricing inefficiencies, and cybersecurity and privacy.

3 Major Regulatory Issues on Smart Grids: Utility
Disincentives, Pricing Inefficiencies, and Cybersecurity
and Privacy

3.1 Regulatory Issue 1: Utility Disincentives

Many current regulatory regimes do not adequately address the issues of lock-
in situations, inertia, cost increases, and new risks that deter utilities from investing
in smart grid technologies [3, 53, 72]. Many require a link between a utility’s
revenue and the sales of electricity or capital investments, and have tended to
reinforce the lock-in effects of established energy technologies. Sunk investments
tend to make rapid diffusion of smart grids difficult to achieve [3, 46]. These
mechanisms have therefore created an incentive structure that encourages utilities
to supply fossil fuel-based power, but discourage them from investing in distrib-
uted generation such as renewable energy and demand-side management projects
[46].

Regulators can introduce changes in regulatory regimes to address these dis-
incentives. Such regime changes can be made either through introducing radical
electricity market reforms that overhaul the electricity sector or through more
moderate approaches such as introducing some programme-based changes, for
example decoupling mechanisms.

The important role that electricity market reforms or liberalisation can play to
facilitate technology innovations including smart grids and renewable energy has
been extensively documented (see, for example [48, 51, 62, 70]). Traditionally,
generation, transmission, and distribution of electricity have been carried out by
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vertically integrated monopolies [12]. Market reforms can foster energy innovation
through introducing structural changes that are associated with accessibility,
market rules, and incentive systems [62]. Liberalised markets tend to improve
market accessibility through lowering the barriers for new entrants [62]. Acces-
sibility is conducive to market competition to a large extent because competition
can drive innovation, and the consumer’s right to choose between suppliers can
pressure utility companies to develop new products and services. Accessibility can
therefore reduce lock-in effects. Liberalised markets also tend to provide fair
market rules and thus a level playing field for both existing and new market
players [62]. This is another way to induce competition-driven innovation [62]. In
addition, new incentive mechanisms, most notably decoupling, can be established
to ensure the extra costs incurred from smart grid deployment can be covered. This
can stimulate risk-adverse utilities to invest in asset innovation for smart grids
rather than expanding existing assets [62, 72, 73].

It is important to note that electricity market reforms have been introduced in
different forms that vary in scope and depth across countries [27]. Some countries
such as the UK and some states in the USA have introduced competition into all
the generation, transmission, distribution, and retail sectors of the power industry
that was once vertically integrated and nationalised (HK EAC, 2003). On the other
hand, countries such as China, Japan, and South Korea have introduced partial
liberalisation in which competition has been introduced but this has mainly limited
to the generation sector, and some state monopolies and distorted pricing systems
have remained [69, 71, 107].

As noted earlier, moderate regime changes rather than a complete overhaul of
electricity market structures can be considered as a pragmatic approach to facili-
tating smart grid deployment, and it is particularly so in economies where electricity
market reforms are partially implemented. Decoupling mechanisms are one of the
most widely discussed approaches that regulators can deploy as a first step in major
regime changes.

Decoupling is a regulatory approach that breaks or decouples the linkages
between electricity sales from revenues [46]. A regulator can introduce two major
forms of decoupling: cost-based and incentive-based. Cost-based decoupling
mechanisms such as direct-cost recovery and fixed-cost recovery are regulator-
approved mechanisms for recovering costs that usually include administrative
costs and transmission costs. These mechanisms can take the form of rate cases,
tariff surcharges, revenue caps, and price caps.

Incentive-based mechanisms such as performance incentive programmes, on
the other hand, provide financial rewards for utility companies according to their
achievements in energy efficiency programmes. For example, utility companies
may receive a percentage of the achieved savings, an adjusted rate of return for
achieving savings targets, or a penalty for failing to meet energy saving goals [54].
Table 1 highlights the features of the major types of decoupling mechanisms.
Table 2 provides some details of an example of performance incentive programme
in California.
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Table 1 Major types of decoupling mechanisms

Features Examples
Direct-cost recovery Recover administrative costs of Bill surcharge to recover
energy efficiency programmes conservation and DSM
through rate cases, system programme costs for utilities in

benefits charges, and tariff rider Florida [74]
or surcharges
Fixed-cost recovery Recover revenue loss from fixed A lost revenue recovery mechanism

operating cost via lost revenue in Montana allows utilities to
adjustment and revenue factor their revenue loss from
decoupling mechanisms DSM into monthly rates
Performance Reward utilities for savings The shared savings mechanism in
incentive achieved by energy efficiency California has four tiers of
programmes programmes through grants and earning rate according to the
adjusted rate of return incentives level of savings achieved by

energy efficiency programmes
(see Table 2 for more details)

Source Institute for Electric Efficiency [54]

Table 2 Earning rate for energy efficiency risk-reward incentive mechanism in California

Savings goal achievement >100 % 85-100 % 65-85 % <65 %
Earning rate 12 % 9 % 0 % Penalty

Source Institute for Electric Efficiency [54] and NAPEE [74]

In consideration of the potential benefits that decoupling mechanisms can offer,
it is important to note that these mechanisms have not been widely implemented
worldwide. About 70 % of IEA member countries have not implemented any
decoupling regulations for energy utilities [52]. Some pioneer measures were
implemented by some countries such as the USA, the UK, and Germany. As of
July 2012, 46 out of 52 states in the USA have introduced direct-cost recovery
systems, 27 states with fixed-cost recovery, and 23 states offering performance
incentives, in which all measures were found to be contributing to decoupling [54].

3.2 Regulatory Issue 2: Pricing Inefficiencies

Electricity consumers and demand-side energy management are core elements of
smart grid deployment. A major challenge for regulators is therefore to create a
favourable environment that can incentivise consumer participation. Another
major regulatory issues associated with smart grid deployment is electricity
pricing. This has direct impacts on electricity consumption patterns of individuals,
including the total amount of consumption, when they consume, and what they
consume [102].
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In general, two aspects of inefficient pricing have created barriers to energy
innovations including smart grids, and these need to be more effectively regulated.
The first is that external costs of emissions are often not fully reflected in electricity
prices. A European study has estimated that if the environmental costs of fossil fuels
are accounted for, the external cost of fossil fuel-based electricity generation could
be nearly 27 times higher than that of renewables, with 5.8 c€/kWh for brown coal,
1.5 c€/kWh for natural gas, 0.09-0.12 c€/kWh for wind, and 0.21-0.41 c€/kWh for
solar PV [25].

Secondly, inefficiency in tariff systems may undervalue the benefits of demand
management practices and renewable energy in many ways. For instance, flat rates
generally assume consumers are highly price inelastic and provide no incentives to
peak-shaving consumption behaviour [36, 102]. Regressive rate systems tend to
discourage customers from saving energy because the more energy they consume,
the lower the energy rate per unit is [32]. Another example is that except in places
where net-metering is in place [26], households have no economic incentives to
produce renewable electricity and sell it to their suppliers even though such a
community-based option is technologically available.

Regulators can deploy a range of measures to overcome these pricing issues.
These include pricing emissions (e.g. congestion charges and carbon taxes),
reducing subsidies for fossil fuels, and net-metering with feed-in tariffs [64, 100].
In particular, regulators can introduce changes in tariff systems, most notably
through dynamic pricing, as an effective means to incentivise consumer engage-
ment in the areas of peak shaving, energy saving, and energy efficiency.

In contrast to flat rate systems, dynamic pricing is the charging of different
electricity rates at different times of the day and year to reflect the time-dependent
cost of supplying electricity [35]. Dynamic pricing differentiates energy prices
between peak and non-peak hours and therefore provides financial incentives for
customers to shift their consumption pattern and to conserve energy [10, 69].
Dynamic pricing can also facilitate a better match between marginal costs and
marginal demand and hence improve the efficiency of electricity systems [102].
There are a wide range of dynamic pricing modes and they include, ranging from
the least to most varying, block rates, seasonal rates, time-of-use rates, super peak
time-of-use rates, critical-peak pricing, variable peak pricing, and real-time pricing
[34]. The most widely discussed and adopted schemes are time-of-use rate (TOU),
real-time pricing (RTP), and critical-peak pricing (CPP) [49, §89].

Time-of-use rate can be established at least a day before and at even longer time
interval, charging higher rates for peak-hour use. In contrast, with real-time
pricing, consumers are provided with simultaneous pricing which is established
based on the demand and supply balance at that moment, similar in some respects
to those pricing systems in stock markets. A more sophisticated variation of real-
time pricing is two-part real-time pricing, in which real-time pricing only applies
to usage that deviates from a baseline level and therefore provides consumer
protection against price volatility. Critical-peak pricing is a combination of time-
of-use rates and real-time pricing in which a base rate is applied unless certain load
circumstance occurs to trigger peak load pricing. Peak time rebate (PTR) is a
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variation of critical-peak pricing that compensates peak-shaving consumers rather
than penalising peak-riding consumers [34].

In practice, dynamic pricing systems have recorded mixed results. While some
dynamic pricing pilots produced minimal responses [69], some have positive
outcomes. A study based on 18 dynamic pricing pilot programmes has found that
time-of-use and critical-peak pricing could lead to 5 and 20-30 % peak load
reductions, respectively [37]. A number of studies also show that the potential
energy savings from consumer feedback triggered by dynamic pricing or other
demand response measures ranges from 5 to 15 % [19, 38, 83]. Another study has
found that the dynamic pricing pilot programme in Ontario led to 11-25 % peak
reduction, 6 % consumption reduction, and CAN$4.17 savings in monthly elec-
tricity bills on average [47].

However, introducing dynamic pricing for smart grid deployment is often
politically sensitive as consumers are themselves highly sensitive to tariff changes
[68, 69]. In the USA, for example, although dynamic pricing has been contem-
plated for decades, there are only a few established systems. In many cases,
regulators have opted for voluntary programmes initiated by specific target groups
who are more receptive to such changes. One example of such a voluntary pro-
gramme on dynamic pricing is in Tennessee. In 2011, the Tennessee Valley
Authority approved a tariff structure to include options of time-of-use rate for
customers to encourage energy efficiency and peak demand reductions [26]. Other
states such as California have been making progress on enforcing dynamic pricing.
The California Public Utilities Commission (CPUC) requires Pacific Gas and
Electric Company (PG&E) to replace flat rate with mandatory peak day pricing for
large consumers by May 2010 and mandatory time-of-use tariff for small and
medium business and agricultural consumers by March 2012 [13, 17]. CPUC also
approved optional TOU and CPP for residential consumers and mandatory TOU
and default CPP for small commercial consumers by 2013 and 2014 for San Diego
Gas & Electric [16].

3.3 Regulatory Issue 3: Cybersecurity and Privacy

A defining feature of smart grids is the extensive use of information and com-
munication technology in modernising power systems. In smart grid systems,
massive sets of energy consumption data are generated, collected, aggregated, and
utilised for various purposes including billing, measuring power quality, updating
instant electricity prices as well as providing real-time feedback on household
energy consumption to incentivise energy efficient behaviour [40, 83]. These data
are provided by smart meters and control devices [83].

The transformation to automatic connection and control systems exposes the
grid to three types of risks: grid operation failures, data breaches, and cybercrimes.
Disruption of grid services can be caused by intrusions to the two-way commu-
nication system of smart grids, which may lead to temporary power outages or
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blackouts. Consumer privacy is another risk because massive sets of personal
information and energy usage data are exchanged through smart meters and net-
works. These data may expose personal details of consumer’s activities and
occupancy patterns [97]. Unauthorized disclosure of this information resulting
from for example cyberattacks may give rise to home security issues [19, 83, 97].
In addition, automatic metering provides a new gateway for cybercrimes. Hackers
could intrude into smart meter systems and alter metering data to reduce energy
use resulting in electricity theft [99]. There are also concerns about loss of control
over national grids under terrorist attack [29, 39, 83]. All these issues can impose
profound impacts on national security, public safety, privacy protection, and
cybersecurity.

It is important to note that cybersecurity and privacy is particularly a chal-
lenging issue to regulators because data management systems involve various
parties including electricity producers, distributors, smart technology developers,
and energy efficiency service providers and consumers. It is difficult for regulators
to ensure sufficient investment in security be incentivised where many actors have
a collective stake but diffused and unclearly defined responsibility in grid reli-
ability [83, 99].

Most of the existing safety standards have a narrow focus on the physical
component of the grids [15]. Regulators are therefore required to enhance standards
in the digital aspects of the grids. Regulators need to strengthen the regulatory
framework in relation to the ownership and sale of information [10]. Specifically,
regulators need to ensure the integrity of the data management system, preventing
cyberattacks, incentivise investment in cybersecurity as well as to enhance con-
sumers protection [83].

There are three measures that a regulator can deploy. These are privacy regu-
lation, facilitating public—private collaboration, and providing financial incentives
for cybersecurity innovation. Privacy regulations could be enforced by clearly
defining the roles and responsibilities of each party involved in data processing and
management [97]. Privacy regulations could prevent misuse of data. More
importantly, they can increase consumers’ confidence and acceptance of smart grid
deployment and this is especially important in a context in which public distrust of
governments and utilities is not uncommon in many countries and cities [68, 69].
For instance, California enforces energy data privacy rules as state legislation, and
is the pioneer in energy data privacy regulations and has inspired other states to
join the path [15].

Public—private collaboration can also help to ensure that policy measures
evolve along with the changing risks as well as the needs of diverse stakeholders.
Workshops and working group meetings are crucial to address new challenges and
solutions. For example, since 2006, the USA Department of Energy has been
working with different energy sector stakeholders on developing grid cybersecurity
and has implemented 65 initiatives to develop cybersecurity solutions [79]. The
private—public collaboration taskforce, the Energy Sector Control Systems
Working Group, collected inputs from various stakeholders such as government
leaders, asset owners and operators, chief information officers (CIOs), research and
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Table 3 Summary of regulatory issues, approaches, and measures for smart grid development

Regulatory Issues Approaches Examples of Measures

Utility disincentives Decoupling Direct-cost recovery
Fixed-cost recovery
Performance incentives
Time-of-use

Pricing inefficiency Dynamic pricing Real-time pricing
Critical-peak pricing
Privacy regulation

Cybersecurity and privacy New protocols and standards Public—private collaboration
Financial incentives for

cybersecurity innovation

technical experts, security specialists, and vendors and generated two roadmaps to
address these issues [29]. Another example of stakeholder collaboration is the
Cyber Security Working Group (CSWG) under the USA National Institute of
Standards and Technology (NIST). The group consists of more than 650 stake-
holders worldwide including utilities, vendors, academia, regulators, and gov-
ernment [77]. This group aims to develop overall cybersecurity strategies for smart
grids, and sub-groups have been set up to focus on different topics such as
advanced metering infrastructure, privacy, and design principles [77].

Financial incentives for cybersecurity investment are crucial to motivate both
the utility companies and technology developers to move into this new area. For
instance, the USA Recovery Act delegated US$3.4 billion to 99 projects under the
Smart Grid Investment Grant Programme (SGIG), in which awardees are required
to prepare and implement cybersecurity plans specific to their projects [29]. The
programme also fosters a peer sharing of experience in implementing cyberse-
curity plans, persistent security risks, and information gaps through a two-day
workshop [24].

To sum up, utility disincentives, pricing inefficiencies, and cybersecurity and
privacy are the three major regulatory issues that regulators need to effectively
address to facilitate smart grid deployment. The lock-in effect and the coupling
between electricity sales and utility revenue have created utility disincentives to
smart grid investment. Regulators may introduce market liberalisation and
decoupling mechanisms to facilitate smart grid deployment through market
accessibility, fair market rules, and incentive systems. To overcome the issues
associated with pricing inefficiency, regulators may introduce tariff reforms, most
notably through different forms of dynamic pricing with a phase-in approach
moving from voluntary to mandatory. Regulators may address cybersecurity and
privacy issues through introducing regulations on privacy, enabling public—private
collaboration as well as providing financial incentives for cybersecurity invest-
ment. Table 3 below provides an overview of the major regulatory issues,
approaches and examples of specific regulatory measures.
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4 Smart Grid Regulatory Approaches: An Overview
of International Experience

We now provide an overview of the diversity of regulatory approaches that have
been deployed in various places, examine the achievements of these approaches,
and then highlight the unresolved issues that confront regulators.

4.1 A Variety of Regulatory Approaches
and the Achievements

Our case examples summarised in Table 4 show that the USA and a number of
European countries, including the UK, Germany, Italy, France, and the Nether-
lands, have introduced a wide range of approaches to address the three major
regulatory issues. Decoupling, dynamic pricing, and cybersecurity and privacy
protocols and standards are the commonly adopted approaches.

Two observations can be drawn from these case examples. Firstly, countries
and cities have adopted a diversity of regulatory measures within each approach.
The case examples show that the UK, California, and Germany have adopted
different forms of decoupling mechanisms (e.g. price caps and revenue caps).
Similarly, our case examples that deployed dynamic pricing measures differed in
the forms of pricing systems (e.g. time-of-use and critical-peak pricing) as well as
the level of obligation (i.e. voluntary or mandatory basis). In relation to cyber-
security and privacy issues, privacy regulations in these case examples also differ
with some focusing on data disclosure and some on data aggregation.

Secondly, the implementation of these regulatory measures involved various
stakeholders. Regulators worked closely with utilities and consulted other stake-
holders on decoupling to develop effective incentive mechanisms through rate case
review, energy savings goal evaluation, and project grants assessment. Dynamic
pricing measures also involved consumer engagement through outreach and
education about new energy pricing systems and to ensure public acceptance.
Similarly, some cybersecurity measures were based on private—public or stake-
holder collaboration to develop strategies and plans.

Although a comprehensive analysis of these regulatory approaches is yet to be
available, these initiatives have recorded some achievements of facilitating smart
grid development. Decoupling, for instance, as a major regulatory measure to
address the issue of utility disincentives provides new incentives for some utilities
to divert investment into new areas. One of the achievements of decoupling is a
reduction in network and electricity costs through efficiency gains. The electricity
price cap (RPI-X) in the UK, for instance, has effectively promoted efficiency and
led to a 7.7 % decrease in operational costs for distribution network operators as
well as 50 and 41 % reduction in electricity distribution and transmission charges
for consumers, respectively, over a period of 11 years [5]. Decoupling measures
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also effectively altered utilities’ investment strategies on energy efficiency. One
example is that the gas conservation programme by Pacific Gas & Electric reduced
US$46 million of revenue from natural gas sales, which would not have been
implemented without a mandatory decoupling measure [91].

Dynamic pricing, on the other hand, as a key regulatory approach to engaging
consumers through the use of pricing signals, has recorded some successes in
terms of peak load shifts and consumption reductions. A review on dynamic
pricing pilot programmes found that time-of-use and critical-peak pricing with
automated responding technology installed could possibly reduce peak loads by 5
and 30 %, respectively [76]. The pilot programme in Ontario also demonstrated
6 % reduction in energy consumption and CAN$4.17 savings in monthly elec-
tricity cost [47].

Cybersecurity rules have been regarded as an important component of smart
grid deployment plans in many economics including the USA, EU, South Korea,
and China. However, the assessment of what privacy rules have accomplished is
not readily available due to the mostly preventative nature of the regulations [57].

Table 4 below provides an overview of international experience of imple-
menting the three regulatory approaches, followed by three case studies of each
approach to elaborate the key features, outcomes, and lessons learned (Boxes 1-3).

Box 1 Case—Decoupling Electricity in California

What happened

Triggered by the first energy crisis, decoupling mechanism was adopted in
California from 1982 to late 1990s, with high tail block rates, revenue
adjustment, and performance-based incentives [105]. After 1996, the regu-
latory strategy was shifted to relying on market force and competition for
energy efficiency by restructuring the market [105]. During the 2001 energy
crisis, the state re-introduced revenue decoupling mechanism, with an
explicit political priority on energy efficiency and energy saving goals
specific to each utility [14, 94].

Outcomes

Decoupling measures facilitated intensive development of energy efficiency
programmes, which led to about US$1.5 billion net benefits from pre-1998
energy savings [105]. The energy saving goals also appeared to succeed in
promoting energy efficiency—all three utilities exceeded their saving goals
in electricity use by 27-30 % and demand by 21-31 % [14].

Lessons learned

California’s experience shows that decoupling requires a mix of decoupling
mechanisms and compliance regulation, such as revenue adjustment and
energy saving goals, to provide incentives for energy efficiency on both
demand and supply side. Clear political commitment and priorities, explicit
targets as well as tailor-made energy saving goals specific to each utility, are
the keys to succeed of these decoupling mechanisms.
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Box 2 Case—Dynamic Pricing Pilot in Ontario

What happened

The Ontario Energy Board Smart Price Pilot (OSPP) started in August 2006
with 373 Hydro Ottawa consumers for one and a half years, aiming to
explore implications of province-wide smart meter roll-out and mandatory
time-of-use tariff [47]. This pilot programme tested three types of pricing—
the time-of-use, time-of-use with critical-peak price, and time-of-use with
critical-peak rebate, in which the two critical-peak time-of-use rates charge
3¢ more for on-peak use with an addition of CAD 30¢/kWh charge for peak-
hour or rebate for avoided peak-hour use on critical-peak days [47].
Outcomes

Time-of-use with critical-peak price appears to have the most robust impacts
on peak shaving—about 11 % demand reduction on average and 25 %
during critical-peak hours [47]. All three pricing types led to lower total
energy use (6 % on average) [47]. Taking both load shifting and conser-
vation effects into account, over 93 % of OSPP participants paid CAD$4.17
less on their electricity bills per month—35 % savings from load shifting
and 65 % from conservation [47]. Most of the participants (78 %) were
satisfied with the TOU pricing [47].

Lessons learned

OSPP provides insights into effectiveness of different time-of-use pricing
options and programme implementation approach. A comprehensive set of
consumer engagement tools, such as automated peak notification, and edu-
cation package and flyers, is essential to the responsive consumer behaviour
to dynamic pricing. Dynamic pricing with penalty on on-peak use appears to
be more effective in peak shaving and conservation [36, 76].

Box 3 Case—Cybersecurity and Data Privacy in California

What happened

Several legislative bills, namely SB 17, SB 1476, and SB 674, contribute to
the cybersecurity regulation in California. Utilities are required by California
Public Utility Commission to address cybersecurity in their smart grid
deployment plans (SGDPs) and are prohibited to disclose energy data
without prior consent from customers [7-9].

Outcomes

These regulations facilitate over US$19 million utility investment in cy-
bersecurity [85, 93, 96]. Measures are implemented in the following
approaches [55, 85, 92, 95]:
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e Network upgrade: threat-detective and threat-adaptive control systems,
pilot projects

e Private—public collaboration: professional societies and working groups

e Standard and policy: network standards (NIST, NERC), internal security
governance policy

e Privacy frameworks: privacy protocols (i.e. fair information practice
principles and privacy by design), privacy impact assessments

e Risk management: cyberincident response team and plan

e Internal measures: awareness training, Chief Customer Privacy Officer
and team

Lessons learned

California establishes a pioneer case of how regulatory changes can facilitate
security and privacy protection measures by utilities via compliance-based
reporting and privacy rules. The annual updates of SGDPs provide insights
into regulatory improvement and can better respond to the evolving nature of
cyber-risks. Defining roles and authorisation limitation of utilities in data
disclosure enhance consumers’ privacy protection. However, there is a lack
of local information sharing, cyberincident reporting, and independent
auditing of implemented measures.

4.2 Unresolved Issues

Although these regulatory approaches have recorded some achievements, there are
still a number of unresolved issues remaining. The major challenge of decoupling
is to optimise the regulatory regime with the least cost [91]. It is a particular area
of concern because financial incentives such as grants that are required for
implementing decoupling often involve a large amount of public expenditure. For
instance, California has received US$314.5 million from the American Recovery
and Reinvestment Act (ARRA) for efficiency grants, state energy programmes on
training and financing, and energy assurance planning [6]. Sufficient funding is
essential to decouple with financing incentives, and the challenge is therefore to
ensure active involvement of the government or the development of viable busi-
ness models for financing. Another unresolved issue of decoupling is concerned
with the trade-offs between the implementation of unbundling to guarantee fair
access conditions and the additional burden put on small new entrants in terms of
costs and complexity of system integration [12].

In relation to dynamic pricing, the effectiveness of this regulatory measure is
closely tied to the demand responses of consumers. However, if prices are
excessively volatile or manipulated by utilities through exerting market power,
residential consumers may become particularly vulnerable [10]. How to ensure
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consumers will benefit from dynamic pricing would be an area of major concern to
regulators. Furthermore, the political and economic feasibility of introducing
dynamic pricing may be highly uncertain and vary across different regulatory
regimes as showed in some studies [69]. Consumer response to price signals is
often deterred by the lack of awareness, knowledge, and ability to respond. For
instance, in the case of New York, minimal differences between market prices and
dynamic prices do not pay for customer’s cost of responding to price signals, such
as time spent on monitoring hourly prices and changes in consumption behaviour.
Underutilisation of real-time pricing software and lack of knowledge of load
reduction strategies also contribute to the insignificant peak-shaving effort of the
programmes [59-61, 78, 80, 90].

In addressing the issues of cybersecurity and privacy, regulators are concerned
with the evolving nature of cyber-risks, and the trade-off between acceptable risk
and costs [15]. What complicates the matter is that utility companies are often not
motivated to invest in cybersecurity, especially in relation to data privacy. One of
the reasons is that even if cybersecurity is associated with high impacts, it has a
low probability of occurrence but high implementation cost [15]. The limited
market for smart grid security technology also leads to the lack of incentives for
technology developers to provide responsive technical support and innovation
while smart security technology is still in its early development stage.

5 Conclusions

To fully capitalise on the potential benefits of smart grid deployment, it requires
not only technological advancement but also a good understanding of the regu-
latory barriers. This chapter has contributed to the literature on smart grid by
bringing the regulator perspectives—an area that is under-explored [102]—into the
field of smart grid studies. We examine why regulators should be concerned about
smart grid developments, the nature of the regulatory challenges, and what they
can do to address these challenges.

We have two major findings. Firstly, we demonstrate that smart grids present
new challenges to regulators. We found that regulators have important roles to
play in establishing rules and mechanisms to address these regulatory challenges
and facilitate smart grid deployment. Specifically, regulators can regulate invest-
ment incentives, consumer incentives, and the use of data through introducing
market liberalisation, dynamic pricing, and protocols and standards on cyberse-
curity and privacy issues.

Secondly, our international case studies of countries and cities provide an over-
view of a variety of actual regulatory initiatives in place. This overview showed how
these economies pioneered a variety of regulatory approaches that include different
forms of decoupling, dynamic pricing and ways to address cybersecurity and data
privacy issues. It is important to note that while these regulatory initiatives have
secured some achievements, the unresolved issues are substantial. The trade-offs
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between the potential benefits of market liberalisation and the new burden put on
both existing and new market players, the difficulties in predicting consumer
responses to dynamic pricing, and the evolving nature of cyber-risks are some
examples of the major issues confronting regulators when attempting to regulate
smart grid deployment.

Our findings have some important policy implications. Firstly, rather than
relying on a single solution, in practice regulators need to use a combination of
regulatory measures to enhance regulatory effectiveness. For instance, various
means of decoupling measures including direct-cost recovery, fixed-cost recovery,
and performance incentives programmes may reduce the financial barriers for
utility companies to invest in energy efficiency efforts. But these incentives may
still not be adequate. Mandatory requirements for energy efficiency such as energy
efficiency resource standards (EERS)—which are energy efficiency targets for
utility companies—could be the ultimate driver to enhance the utilities’ willing-
ness to promote energy efficiency [88, 94]. The combination of legal requirements
and incentive mechanisms may enhance regulatory effectiveness.

Secondly, regulators need to adopt a more engaging approach to effectively
involve stakeholders when formulating regulatory solutions. Smart grid deploy-
ment presents challenge to the traditional technocratic way of energy decision-
making. For instance, in relation to cybersecurity, the nature of potential risks,
forms of attacks, and potential consequences are evolving [15]. A static set of rules
will not be able to respond to such challenges. Regulators therefore need to engage
more widely to formulate more proactive and adaptive measures. Furthermore, as
shown in the case study of Ontario’s dynamic pricing scheme (Box 2), consumer
engagement through effective automated peak notification and education tools is
essential to the smooth implementation of dynamic pricing.

Thirdly, regulating smart grid deployment requires an intelligent match of the
choices of regulatory approaches and regulatory capacities. Worldwide, countries
and cities adopt different regulatory approaches, a reflection of differing institutional
endowments and regulatory capacities [42, 56]. It is a challenge to a regulator to
learn how to make use of possible regulatory tools to effectively respond to the local
context, and the opportunities and constraints for introducing regulatory changes.

Our analysis has however some limitations. Our overview of regulatory
approaches in practice (Table 4) does not constitute a representative sample of the
regulatory initiatives in this field. It is at best a brief analysis. Future research may
generate fruitful findings through a thorough assessment of the extent to which
regulatory measures have been implemented in the countries of reference. Fur-
thermore, regulatory alignment between the regulatory tools and a regulator’s
abilities is a major research area that is under-explored [42]. A comparative study
from this perspective may generate useful findings that can contribute to the
literature on regulatory governance.
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