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    Abstract     Mobile devices and their applications take advantage of cloud computing  
not only to overcome their limitations in computing, memory and storage resources 
but also to easily scale up to a large number of users. Many common mobile 
applications we use every day, such as e-mail, news, social networking and games, 
already rely on the cloud paradigm due to these reasons. Another trend of the last 
decade is the evolution towards smart applications that take into account the user’s 
context, such as their whereabouts and ongoing activities, to adapt the behaviour of 
the applications according to the current situations. With context management  and 
inferences becoming fairly complex processes, cloud services can offer an edge by 
taking over the most computationally intensive context management tasks and have 
these tasks carried out only once for multiple users. However, as a lot of this contex-
tual information is being sensed and captured by the mobile devices themselves, it 
is not always clear whether it makes sense to upload all the raw sensed data to the 
cloud and have it completely processed there. These trade-offs depend on the 
amount of data being communicated and the kind of processing that is required. In 
this chapter, we analyse the challenges to develop context-aware cloud services for 
mobile applications and present a conceptual architecture for context processing  
and service provisioning in the Platform-as-a-Service layer. We highlight various 
architectural viewpoints of the presented federated context-processing middleware 
and round up this chapter with a research road map for the future.  
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8.1         Introduction 

 The proliferation of smart applications is giving rise to a rapidly evolving subject 
area known as mobile cloud computing. Advances in mobility and wireless com-
munications have increased the use of smart mobile applications. Many of the smart 
applications are now looking at the cloud-computing paradigm as an enabler to 
exploit its raw computing power, memory and storage resources to overcome the 
resource limitations of mobile devices [ 1 ]. As such, cloud services have not only 
changed the way in which we run these applications but also how we develop them. 
Single monolithic applications for the mobile have now evolved towards a dis-
tributed loosely coupled composition of services where some of the service 
components are still running on the mobile but where others are running in the 
cloud. Such an approach requires an upfront investment in the methodology of how 
to develop mobile cloud applications as it imposes new integration and interopera-
bility requirements. 

 Furthermore, as many of the applications try to become smarter, they aim to under-
stand and anticipate the situation of their users by alerting them in time, or adapting 
their behaviour according to the new context, and this without any intervention of 
their users [ 2 ]. As such, context management becomes an integral part of the mobile 
cloud applications, with some of these tasks running on the mobile (e.g. context sens-
ing and simple processing) and other computationally more expensive context man-
agement tasks being outsourced and taking place remotely on the cloud infrastructure 
(e.g. pattern detection, reasoning and learning). For some tasks, the decision of what 
to do where is not always so clear-cut. This decision depends on various overhead 
trade-offs, including the quality of service (QoS) and the quality of experience (QoE). 
These trade-offs involve computation, communication, storage, energy consumption, 
availability, connectivity, as well as user preferences with respect to privacy and 
security for sensitive data. 

 The mobile cloud-computing paradigm from a context-aware perspective can be 
regarded as a research track that aims to fi nd effective ways to make cloud services, 
being utilized in mobile applications, aware of the context of their customers and 
applications. To ease the development of context-aware applications, it is para-
mount to decouple the application logic and its adaptation logic from context acqui-
sition  and inference, and at the same time, it is equally important to provide effi cient 
and effective ways to utilize the acquired context. That is why writing scalable and 
robust smart applications for mobile devices in the cloud environment not only 
involves being mindful of the architecture of both the cloud services and the man-
agement of the context information [ 3 ] but also about the communication and coor-
dination between all the parties involved that drive the smart adaptive behaviour of 
the application. 

 In this chapter, we provide an overview of how context awareness aims to make 
mobile applications smart and discuss challenges of how to effectively utilize the 
cloud for this particular type of applications. We also discuss architectural blue-
prints for the design of a cloud-based context-processing middleware that can 
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adapt dynamically and off-load its components to the cloud for smart mobile 
applications to save resources of the mobile devices. The chapter has been orga-
nized into seven sections. In Sect.  8.2 , we introduce the notion of context and 
some defi nitions and the role of context awareness in mobile applications. We 
depict various major building blocks for context-processing frameworks and dis-
cuss various well-known systems found in the literature. In Sect.  8.3 , we further 
explore the role of the cloud and discuss the main challenges of outsourcing con-
text management to the cloud in an effi cient and effective manner. Architectural 
considerations for the context-aware applications are investigated in Sect.  8.4 . 
The next section discusses the implementation fl ow of the identifi ed services and 
an evaluation strategy, while in Sect.  8.6  we present some guidelines and a 
research road map for the future ending with a conclusion focusing on the signifi -
cance of leveraging the cloud-computing paradigm for context-aware smart appli-
cations in Sect.  8.7 .  

8.2      Overview of Context-Aware Mobile Applications 
and Architectural Trends 

 In this section, we discuss the role of context awareness for intelligent behaviour of 
mobile applications and highlight the existing context-processing frameworks and 
their architectures. 

8.2.1     Defi ning Context and the Role of Context Awareness 

 Context awareness  is an area of research where applications aim to take into account 
information about their user and his situation and change the behaviour of the appli-
cations accordingly. Context awareness is an intrinsic characteristic of intelligent 
environments [ 4 – 6 ]. Context  was fi rst introduced by Schilit and Theimer [ 7 ] in 
1994, and its defi nition has evolved ever since. It was initially referred to as loca-
tion, identities of nearby people, objects and changes to these objects. Chen et al. [ 8 ] 
proposed a defi nition of the context as

  Context is the set of environmental states and settings that either determines an applica-
tion’s behaviour or in which an application event occurs and is interesting to the user. 

   Dey [ 4 ] elaborated in his most cited defi nition for context on the interaction of an 
application with its user, his environment and situation of the resources involved:

  Context is any information that can be used to characterize the situation of entities (i.e. 
whether a person, place or object) that are considered relevant to the interaction between 
a user and an application, including the user and the application themselves. Context is 
typically the location, identity and state of people, groups and computational and physi-
cal objects. 
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   Chaari [ 9 ] defi ned context in terms of dynamic application behaviour on the 
basis of user’s varying context as follows:

  Context is a set of the external parameters that can infl uence the behaviour of an application 
by defi ning new views on its data and its available services. These parameters may be 
dynamic and may change during the execution. 

   There are many more defi nitions for context, and it is impossible to list them 
all. However, it is clear that context information is dependent on individual users, 
systems and circumstances, as one piece of information might be considered as 
context information in one scenario but not in another one. It all depends on 
whether the information is relevant for the application to make well-informed 
autonomous decisions or manifest autonomous behaviour. In this chapter, we 
will mainly consider all context information that can be used to improve the 
behaviour of the mobile application services in a particular situation while at the 
same time optimize the context management itself by leveraging cloud-computing 
capabilities.  

8.2.2     Context Awareness in Mobile Applications 

 In mobile applications, context awareness can be regarded as the dynamic adapta-
tion of these applications according to the continuously changing context of the 
user, the communication network, the physical environment and the device itself 
[ 10 ,  11 ]. For instance, if a user wants to download and play a video in his mobile 
device, a context-aware video playing application on the mobile device may auto-
matically select the appropriate variant according to its available bandwidth, 
memory and battery power and display size of the device and if necessary off-load 
the transcoding of the original video to this variant to the cloud. This way, the 
mobile device gets a suitable video stream with respect to its own capabilities and 
resource availability. 

 Context awareness requires an effective approach to cater for getting the right 
information at the right time to make the correct decisions for changing or optimiz-
ing its behaviour. Context awareness usually involves three basic steps [ 7 ]:

•     Discovery : This involves the identifi cation of entities that are relevant for the 
application’s tasks. In the fi rst step, a context-aware application has to discover 
and explore its environment in order to get information to work with. In the 
above example, it not only means contextual information about resources on its 
own device but also about other networks, computational facilities and displays 
in the neighbourhood.  

•    Selection : A context-aware application has to fi lter the information that was dis-
covered according to its specifi c needs. Information about displays that are 
located on the fl oor below is irrelevant. This selection process can be fairly com-
plex as it may require complex fi ltering techniques to decide which sensor or 
device is offering relevant information.  
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•    Use : The application uses the discovered and selected information to make the 
right decision or change its confi guration or behaviour. We have identifi ed 
several high-level ways of how context can be utilized:

 –    Contextual information display: The context can be presented to the user. A sim-
ple example is fi nding the closest Mexican restaurant to your current location.  

 –   Contextual augmentation: Augmentation [ 10 ] will associate the metadata 
about the captured context, for example, showing on a map all the shops that 
sell a particular item, with nearby parking facilities and that will still be open 
for at least half an hour by the time you reach the shop.  

 –   Contextual mediation: This use case focuses on getting relevant context infor-
mation to the entities that need it (but they might not be able to sense it them-
selves) [ 12 ,  13 ]. For example, remote applications might optimize their 
services or functionality to best meet the needs and limits arising from the 
local and evolving context of interaction.  

 –   Context-aware confi guration: This use of context defi nes the rules for the 
actions to be performed in a given context, e.g. choosing a nearby printer or 
relocating the display to another screen.  

 –   Context-triggered actions: This context-aware behaviour will initiate certain 
steps when certain contextual conditions are met, e.g. turning on the silent 
mode of the mobile and hiding the notifi cations if the user is in a meeting.       

 In the following section, we discuss various frameworks and systems that have 
been used for the development prototype context-aware applications.  

8.2.3     Frameworks and Architectures for Context-Aware 
Applications 

 Baldauf [ 14 ] discusses in his survey a number of context-processing systems and 
their architectures , including the Context-Awareness Sub-Structure (CASS) [ 15 ], 
Service-Oriented Context-Aware Middleware (SOCAM) [ 16 ] based on RMI, 
Context Broker Architecture (CoBrA) [ 17 ], Hydrogen [ 18 ] and the Context Toolkit 
[ 19 ], with the latter probably being the most famous one. Every system has its own 
processing approach, ways to describe the relevant context information in a specifi c 
scenario, as well as its own context communication and sharing protocols. 

 Some of the above context-processing systems are network based, while others 
have their components tightly coupled. However, we can identify the basic context- 
processing tasks to achieve context awareness, as follows:

•    Context sensing and fetching  
•   Context fi ltering and aggregation  
•   Context storage  
•   Context reasoning  
•   Context use    
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 In general, the architectural design for context-aware applications took off with 
a completely centralized approach dealing with the context of a single user and a 
single application, with the limited context management capabilities completely 
embedded in the application. Later on, context management was abstracted from 
the application logic with a dedicated context-aware processing server, allowing 
better reuse when running multiple local applications atop. Gradually, context man-
agement evolved into a distributed architecture, where context-aware applications 
leveraged the same remote centralized context-processing server, allowing for mul-
tiple remote users to consume personalized services. 

 However, there has been relatively little advancement in context-aware com-
puting over the past 5 years on how to make context management itself more 
effective and effi cient through distribution of the tasks involved and the overall 
workload. The work presented in this chapter attempts to enable a new phase of 
context-aware mobile application development using the cloud-computing para-
digm for better scalability and reusability of context management by implement-
ing loosely coupled context-supporting components to achieve the aforementioned 
context-processing tasks.  

8.2.4     A Service-Oriented Approach for Context-Aware 
Mobile Applications 

 As discussed in the previous section, a number of architectures supporting context- 
aware applications have been developed, but little attention is paid to the special 
requirements and constraints of mobile devices. Many of the state-of-the-art cen-
tralized deployment models, application-specifi c communication protocols and 
context data representations are not easily applicable in a cloud environment, where 
sharing of the context between interlinked services raises new challenges of context 
data representation, storage, processing and distribution in a service-oriented way. 
Hong et al. [ 20 ] have highlighted the advantages and the need of a service-oriented 
infrastructure abstraction for robust context-aware systems. 

 A cloud-computing paradigm is an ecosystem built on top of web services [ 21 ]. 
In order to manage its processing and composition in a fl exible manner, the support-
ing components of context processing need to be provisioned as loosely coupled 
web services . This realization in the form of web services requires representation 
and aggregation of context information in a structured and standard format. In cur-
rent context-aware systems, XML-based languages are widely used for modelling 
and representing the context information. The Pervasive Profi le Description 
Language (PPDL) is an XML-based language to represent situational context [ 22 ]. 
There are XML schemas to defi ne contextual information of mobile networks, i.e. 
device status and reachability. Resource Description Framework (RDF) and Web 
Ontology Language (OWL) are also widely accepted to represent the context. 
Composite Capability/Preferences Profi le (CC/PP) can be used for capabilities 
description and user preferences. CC/PP [ 23 ] is based on RDF. CC/PP is a widely 
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accepted W3C standard, but it does not specify how contextual information can be 
stored. Strang and Linnhoff-Popien [ 24 ] present a survey of six context modelling 
approaches: key-value modelling, markup scheme modelling, graphical modelling 
(UML, ER, etc.), object-oriented modelling, logic-based modelling and ontology- 
based modelling. According to their analysis that is based on the appropriateness 
requirements presented in the same chapter, they found that ontology -based model-
ling is the most promising approach for context modelling in pervasive computing 
environments. 

 Troung and Dustdar [ 25 ] shed light on context-processing systems designed 
especially for web services. The Akogrimo project [ 26 ] aims at supporting mobile 
users to access context-aware data on the grid. It focuses on the user’s presence, his 
location and environmental information. It has a context manager that collects con-
textual information and delivers it to the application. Han et al. [ 27 ] present the 
Anyserver platform, which supports context awareness in mobile web services. This 
platform utilizes device information, networks and application type as context 
information, but it does not support context sharing. CoWSAMI [ 28 ] also provides 
a context manager to manage context sources. The ESCAPE [ 29 ] framework is a 
web-based context management system for teamwork and disaster management. It 
provides web services-based context sensing and sharing front-end as mobile device 
interface and provides a back-end service for storing and sharing context informa-
tion. Omnipresent [ 30 ] is a location-based service system. 

 There are currently no context-processing systems aimed at context awareness 
specifi cally for mobile applications based on cloud services [ 25 ]. These systems 
aim at few attributes of the context and supporting components of the context pro-
cessing. Mobility, context storage and context reasoning are not catered in most of 
the aforementioned systems. 

 Context awareness is an enabler for service adaptation.  Service adaptation is also 
a complex process, which involves the rapid analysis of the varying context data and 
the customization of the appropriate services. There are many researchers who pre-
sented service adaptation approaches on the basis of the context. Maamar et al. [ 31 ] 
present an approach for service selection and task adaptation for context-based web 
service composition. They present a CC/PP-aware client proxy, context manager 
and policies for the personalization of web services dynamically on the basis of the 
resource context. The policies are used for consistency, feasibility and inspection. In 
mobile web services, content adaptation is also a common practice. Context infor-
mation is used to adapt the content for a client request. 

 Seyler and Taconet [ 32 ] present a service orchestration adaptation technique by 
taking into account the service composition meta-model and context meta-model. 
Based on these meta-models, they present both deployment time and runtime adap-
tations. Soukkarieh and his colleague [ 33 ] present an architecture aiming at adapting 
content and presentation of services to the user’s context. Their context manage-
ment module is not asynchronous. User updates its context requirements and then 
context management updates itself. 

 Badidi and Esmahi [ 34 ] discuss a Software-as-a-Service (SaaS) approach 
for context information provisioning in the cloud-computing paradigm. They 
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propose a framework for context information provisioning, which relies on deploying 
context- supporting components in the form of services on the cloud and using con-
text brokers to mediate between context consumers and context services using a 
publish/subscribe (pub/sub) model. This work is aligned with our approach in a way 
that we also focus on loosely coupled context-supporting components hosted in the 
cloud for general-purpose context-aware mobile applications.   

8.3      Challenges of Shifting Context Awareness to the Cloud 

 This section highlights the challenges of developing and running context-aware 
mobile applications in the cloud, as well as challenges to utilize context awareness 
in a federated cloud environment. We have distilled these challenges from analysing 
various context-aware mobile applications [ 35 – 37 ] and what the effects would be 
for a (partial) deployment in the cloud. 

8.3.1     Resource Limitations and Trade-Offs for Advanced 
Context Processing on Mobile Devices 

 Mobile cloud computing  [ 38 ] is a model for transparent elastic augmentation of 
mobile device capabilities via ubiquitous wireless access to the cloud storage and 
computing resources. The adjustment of context-aware dynamic off-loading is done 
with respect to changing operating conditions while preserving the available sens-
ing and interactivity capabilities of the mobile devices. Mobile devices have built-in 
sensors to sense the real-time situation of the users. As such, they are important for 
fetching the context data, but the size of the acquired context data varies, depending 
on the application’s objectives. This amount of data can be signifi cant, e.g. the triaxial 
accelerometer of smartphone used for activity recognition such as step counting or 
fall detection can generate 100 samples per second, which would produce about 
200 kB per minute (one value of type double for each  x ,  y ,  z  axis and a time stamp, 
producing 32 bytes per sample). Sending all this data to the cloud for statistical 
feature extraction and selection may be too inconvenient. 

 Baldauf [ 14 ] stressed the importance of the method of context data acquisition  
when designing context-aware applications because it predefi nes the architectural 
style of the application. Most research into context-aware mobile applications has 
considered the use of various sensors, including position sensors, accelerometers, 
gyroscopes and cameras. Often, it is not the position itself that constitutes imme-
diately useful context but additional information that can be inferred from the 
location, for instance, a user in a meeting room implies that he is in a meeting. 
Accelerometers and gyroscopes provide movement and orientation information. 
Cameras similarly provide access to potentially rich information that can be 
derived by means of feature extraction and video analysis for surveillance and 
assisted living scenarios. 
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 While positional context, motion context and visual context are powerful for 
augmentation of devices with some awareness of their situation, they also have dis-
tinct shortcomings. Position is a static description of an environment and does not 
capture dynamic aspects of a situation. Its usefulness as context also largely depends 
on pre-captured knowledge about locations. Motion and vision, on the other hand, 
can be employed to capture activity and other dynamic aspects, but extraction of a 
specifi c context is computationally expensive and problematic in mobile and uncon-
trolled environments due to the shortage of resources for computation, data storage, 
network bandwidth and battery capacity. In these cases, context storage and context 
reasoning  are often too impractical to be put on a mobile device. Applications like 
face detection in media or live gaming [ 39 ] can be impossible to run effi ciently on 
a mobile device as it is extremely diffi cult to manage high-volume data or advanced 
computational capabilities due to limited resources. Some of the algorithms used 
for context-aware applications, such as speech recognition or image processing, 
also require intensive computation and produce large amount of data. Further, it is 
unreasonable to keep specifi c types of data on personalized devices, e.g. book ISBN 
numbers or postcodes of a county. This data is too large and storing it on portable 
devices is not feasible. 

 Contrary to mobile devices, cloud computing provides plentiful storage and pro-
cessing capabilities. Mobile applications are being built on web standards where 
computation is offl oaded to the powerful cloud resources. However, sometimes 
(such as in the step counting or fall detection cases using the accelerometer on the 
smartphone) processing mobile data in place on the device would be more effi cient 
and less susceptible to network limitations, compared to off-loading data and pro-
cessing to the remote cloud.  

8.3.2     Connectivity, Latency and Bandwidth 

 When consuming context-sensitive cloud services on the mobile device, a continu-
ous data communication is required. In a mobile environment, the network connec-
tivity varies from high bandwidth to low bandwidth according to the available 
network connection. Furthermore, data integration with remote processing requires 
the local data to be moved to a remote location with the upload speed being highly 
connection oriented. Hence, even if the processing in the cloud is far more effi cient 
compared to the mobile, the latency triggered by uploading the data can be a chal-
lenge to the context-aware cloud services running in the mobile [ 40 ], especially if 
this latency is subject to variations in bandwidth. 

 Furthermore, what if the connection is lost? A context-aware mobile application 
completely running in the cloud would stop working if the mobile device loses its 
connection. Fortunately, new programming languages such as HTML 5 enable data 
caching locally on the mobile device [ 41 ], so the interruptions in connectivity will 
not affect the ability to continue its operations. However, if the application relies on 
the cloud for all the context management tasks, the support for its smart behaviour 
is no longer available.  
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8.3.3     Security and Privacy 

 Storing and using the context data, for adapting cloud services, provided by third- party 
service providers, is a frequently discussed security issue in cloud computing [ 42 ]. 
Clearly, the infrastructure needs to be secure against unauthorized access, but it also 
needs ways to let people introspect, so that they can understand how their context 
data is being used. Furthermore, the infrastructure needs to be designed such that 
privacy concerns are legitimately and adequately addressed. Storing the sensitive 
information on the client device but allowing preprocessed and encrypted context to 
be sent to the cloud can address these challenges. But this procedure can be expen-
sive for the mobile device in terms of computation and communication. Imagine a 
user aims to off-load the entire context processing to the cloud to reduce the com-
putational overhead on his device. In such a scenario, enforcing encryption could 
really sacrifi ce any resource gains on the mobile.  

8.3.4     Apportioning Decision for Federated Deployments  

 The biggest challenge for federated deployment of distributed context-aware mobile 
applications in the cloud is to decide when and what to off-load in an autonomic 
manner [ 40 ]. The context-aware middleware has to take this decision of how to split 
responsibilities between devices, applications and the middleware itself. It should 
be able to decide for which use cases the cloud is better and for which ones a cloud- 
based deployment does not bring any added value. For instance, Hinckley et al. [ 43 ] 
modifi ed a PDA to have tilt, touch and proximity sensors. The screen would rotate 
simply by rotating the PDA. Also, the voice recorder would automatically activate 
if the PDA was tilted upwards, was being touched and was near something (ideally 
the user’s face). All of this sensor data was processed locally on the device itself. 
However, if it were processed in a remote context middleware running in the cloud 
[ 42 ], it is likely that the interactivity would be affected due to network latencies. The 
essence of the problem is fi nding the middle ground, determining what the mobile 
devices and applications should handle and what the cloud should handle.  

8.3.5     Managing the Context-Aware Service Life Cycle 

 Platform-as-a-Service  (PaaS) aims to abstract the complexity of managing the life 
cycle of the cloud services by providing targeted tools and services. The state-of-
the-art PaaS offers common services like authentication, authorization, billing and 
provisioning for multiple Software-as-a-Service  (SaaS) applications. Another major 
challenge for context-aware cloud service providers is to exploit the benefi ts of 
cloud computing to manage quality of service (QoS) commitments to customers 
throughout the life cycle of a service. Context plays a vital role in a service life cycle  
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from service request to service invocation [ 44 ], its deployment or customization 
according to the user’s situation and ongoing activities. Context-aware service pro-
visioning and adaptation is technically a challenging job due to continuous varying 
context and heterogeneous kind of data.   

8.4      Architectural Aspects for Context-Aware Mobile 
Applications in the Cloud 

 This section presents the architectural considerations and requirements to develop 
context-aware cloud services. A blueprint of a federated middleware in Platform-as-
a-Service layer has been presented with a service-provisioning module to better 
manage the federation of mobile and cloud platform. 

8.4.1      Requirements for Context Processing Within PaaS 

 The architecture for context-aware mobile applications is evolving to an enormous 
scale. It is evolving to a many-to-many fashion, where a large number of users can 
utilize the distributed context-processing middleware asynchronously and this for 
a great number of personalized services hosted by third-party service providers. 
Let us exemplify the use of context-based mobile cloud services by a case study of 
Dr. Peeters and his interaction with the technology:

  Dr. Peeters utilizes his mobile device to watch the morning news redirected on a nearby big 
screen or only to listen to it by text to speech conversion service, according to the available 
bandwidth of wireless connection. As he gets into his car to go to work, his smart device is 
re-confi gured to low bandwidth wireless connectivity and his desired information is pre- 
fetched or cached with the help of a context service in the cloud. While travelling, he is 
interested to see the information of patients who are in his appointment list today. If he has 
lectures or meetings, he would like to get notifi ed. His device can offer him a text to speech 
conversion for his agenda. He can stream his online music repository to his mobile device 
as well. He is not worried on being late as he knows traffi c is smooth as otherwise his intel-
ligent mobile device would have notifi ed him with an alternative route. During the day, Dr. 
Peeters manages multiple patients’ cases simultaneously on the basis of their emergency of 
which he gets informed through push notifi cations. Other cloud services enable him to col-
laborate with his peers effectively and to participate in discussions remotely. 

   In the above-mentioned use case scenario, we cannot neglect the role of context 
information, as it is vital to make all the services work in harmony and adapt 
dynamically to achieve runtime intelligent behaviour of the services in a scalable 
way. The enabling factors for these interconnected mobile services are context- 
aware intelligence, interoperability, standardized communication protocols and 
platforms to deploy and effi ciently adapt these services. Any software architecture 
designed for context-aware mobile applications, federated with the cloud services, 
will need to foresee the increasing heterogeneity of context-capturing devices. It 
will also have to provide service provisioning for varying context. 
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 In our opinion, there is a strong need of a web service-based context-awareness 
abstraction as a part of the PaaS layer in the cloud. Figure  8.1  shows how context 
awareness affects the cloud-computing model and interaction of a context-aware 
cloud service developer with the layers of cloud-computing paradigm. A context- 
processing middleware is shown as an abstracted layer within Platform-as-a-Service 
to develop context-aware cloud services and their dynamic adaptation. Platform-as-
a-Service is already providing service provision for scalability of cloud services. 
The context-processing middleware can utilize the same service-provisioning infra-
structure with the addition of a few more services to manage and adapt services on 
the basis of the varying context.

   It would ease the context-aware application development, the context processing 
and service provisioning at runtime. The biggest benefi t of such a type of middle-
ware is that the sensors, services and devices can both be changed independently, 
even dynamically when other sensors, services, devices and applications are run-
ning. The encapsulated context processing increases the reusability and eases the 
development of large-scale, smart mobile applications. 

 We summarize below the architectural requirements for a context-processing 
middleware, as a part of the Platform-as-a-Service layer:

•    General-purpose cloud services must not be tightly coupled to the context- 
processing middleware. It allows the context management to evolve as new 
sources of information become available or existing sources disappear.  

  Fig. 8.1    Context processing in the cloud-computing model       
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•   A separate abstraction layer of a service manager  is required to match the context 
of the user and the services that the user has subscribe to.  

•   The service manager requires advanced adaptation algorithms to adapt cloud 
services according to the evolving context of the user and his device.  

•   A trade-off analysis technique is required for the apportioning decision of how to 
dynamically infer what and when to off-load to the cloud without affecting the 
QoS and QoE.  

•   Users should be able to add their own preferences and requirements about which 
context information and applications should remain local on the mobile.  

•   The architecture needs to be open and extensible to integrate new context man-
agement components, while at the same time remain scalable and elastic to han-
dle a growing number of users.    

 Figure  8.2  depicts the three major building blocks of the context-aware cloud 
services in the PaaS

8.4.2         Information Viewpoint  of the Context-Processing 
Architecture 

 In context-aware applications, the context data is highly distributed and possibly 
coming from and being used anywhere, anytime. Smart applications based on 
context- aware cloud services differ from traditional applications because the infor-
mation processing life cycle is highly distributed. It is important that the interpreta-
tion of the context information is uniform for every participating cloud service. We 
leveraged our context ontology [ 45 ] to describe the contextual concepts as well as 

  Fig. 8.2    Architecture of the context-processing middleware and context-aware service provision-
ing in the PaaS       
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their interrelationships. The three major context concepts in our ontology [ 46 ] that 
we use in our architectural information viewpoint are the following.

    1.     User context  : Any information related to user of the cloud service is regarded as 
user context. It can be location, activities, habits, preferences, noise level, light, 
temperature, etc. Figure  8.3  shows the ontology design for user’s context.

       2.     Platform context  :  The information related to the mobile device that is signifi -
cant for the execution of a service is classifi ed as device context, e.g. battery 
level, available bandwidth and display resolution (Fig.  8.4 )   .

       3.     Service context  : Any information related to the service during its life cycle relevant 
for service adaptation, e.g. the functionality description, the interfaces and required 
resources. This type of information is essential for the service manager (see Fig.  8.2 ) 
to take the apportioning decision. Figure  8.5  shows the context of a service.

  Fig. 8.3    User context ontology [ 46 ]       

  Fig. 8.4    Platform context ontology [ 46 ]       
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8.4.3            Functional Viewpoint  of the Context-Processing 
Architecture 

 Context awareness enables automatic service adaptation. It helps the system to 
adapt its behaviour according to desired objectives while offering interoperable and 
scalable personalized services. Figure  8.6  presents the functional viewpoint of the 
architectural design presented in Fig.  8.2  in the PaaS layer. This functional view of 
the architecture is designed to cater the functional requirements of a context- 
processing middleware. It defi nes the key functional elements, their responsibilities, 
the interfaces they expose and the interaction between them. In PaaS, there is already 
a mechanism to provision web services and on the fl y creation of new services 
that do not disturb the existing fabric. However, we need a service manager for 
context-aware adaptation of the services. The service manager will take into account 
the context of users, devices and resources available to adapt to the best matching 
service as discussed in Sect.  8.4.2. 

  Fig. 8.5    Service context ontology [ 46 ]       

  Fig. 8.6    Functional viewpoint of the architecture of context-processing middleware       
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   A mobile device requests a service to the  Service Manager  in the cloud. If the 
service is not context aware, the  Service Manager  invokes the service with the 
coordination of the  Service Invocator  . If the service is context aware, the  Service 
Manager  contacts the context-processing middleware component called  Context 
Façade  .  Context Façade  acts as an abstraction to other context-processing com-
ponents. This service pushes the request of context information to the  Context 
Reasoner . The context reasoning service asks the  Context Aggregator  and 
 Historic Context Store  for preprocessed and historic context data. It infers the 
requested context and provides it to the  Context Façade . The  Context Sharepoint  
service, to acquire shared context, is shown in this diagram as an optional ser-
vice. The  Context Sharepoint  service contacts the  Context Filter   service to pro-
vide context of multiple users. Once the context of the user is determined by the 
 Context Façade , the  Service Manager  accesses the context and contacts the 
 Service Adapter  to invoke the required service compatible to the current con-
text. The  Service Adapter  is dependent on the  Service Context Store. Service 
Context Store  is a place where semantically defi ned services are published and 
each service has a valid context profi le. The  Service Adapter  matches the ser-
vice context profi le with the user context and customizes the service accord-
ingly. The  Service Manager  calls the  Service Adapter  service whenever the 
context changes.   

8.5     Implementation and Evaluation 

 We have recognized a few specialized services on the basis of the use case scenario 
from Sect.  8.4.1 . There are interlinked services running on a mobile device. We have 
distributed the context-awareness process in nine autonomous services. Figure  8.7  
shows the high-level composition and interaction of these services.

   We are using WSO2 Stratos [ 47 ] , an open PaaS solution, for implementing our 
context-aware components as loosely coupled services and our empirical evalua-
tion. We are in the process of evaluating the scalability of the context-processing 
middleware for a context-aware mobile healthcare application [ 48 ] using human 
activity recognition as a composition of several context-processing services. Although 
we have preliminary results of small-scale experiments, they do not provide any 
statistical signifi cance for large-scale deployments with many users. For that, we 
need large context datasets and business-level ecosystems to evaluate different pro-
visioning strategies in order to provide evidence regarding optimal strategies that 
improve customer QoE. Once our context-processing middleware is fully opera-
tional, we will also cross-validate the performance of our adaptation strategies by 
running the same instrumented applications on existing public cloud infrastructures 
(e.g. Amazon or Google App Engine).  
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8.6      A Research Road Map for Future Context-Aware 
Mobile Cloud Services 

 Cloud computing is a building block of the Future Internet, and context awareness 
is an integrated part of the Future Internet. This enables a common vision for the 
deployment of independent federated services and applications, characterized by 
a high degree of autonomous data capture, event transfer, network connectivity 
and interoperability. The added value is in context-aware mobile applications, 
such as environmental monitoring and healthcare monitoring [ 48 ], where the high 
volumes and rates of data need rapid processing to translate raw data into contex-
tualized information. The context-aware self-adapting mobile applications will 
support the interaction between heterogeneous context-aware cloud services. 

  Fig. 8.7    Composition of the context-aware mobile services       
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The context- processing and context-aware service provisioning in PaaS will give 
rise to the interactions among context-aware cloud services in order to be able to 
support heterogeneous sources of context data and many heterogeneous mobile 
devices through the use of standard interfaces and data models to ensure a high 
degree of interoperability among diverse context-aware applications. 

 From an architectural perspective, we need adoption of standards to promote 
interoperability and to allow each context-aware service to benefi t from a com-
petitive marketplace of interoperable technology solutions from multiple service 
providers. As greater trust is placed on the context-processing and service-provisioning 
middleware in PaaS, it will be essential to ensure that international quality and 
integrity standards are deployed and further developed. Beyond the need for 
standardization to ensure interoperability, this requires further research in the 
following areas: (1) ontology-based semantic standards for context-aware cloud 
services, (2) protocols for communication within and outside cloud environ-
ments, (3) effi cient and advanced service management and adaptation algorithms 
and (4) ways to effectively apportion the context-processing services within 
mobile and cloud platforms. We strongly believe that these areas are part of the 
road map for future research towards mobile cloud computing with a context-
awareness perspective.  

8.7      Conclusion 

 Context-based cloud services and mobile connectivity will give rise to the new 
interaction with the cloud in which information and communication is embedded in 
the environment around us in the form of wireless networks. As a result of the 
extraordinary increase of modern mobile Internet-enabled devices and the pervasive 
wireless and cellular data networks, a large number of mobile users are requiring 
personalization services customized to their context. The next wave in the era of 
cloud computing will be outside the realm of the traditional cloud services and 
infrastructure. Most of the cloud services will be context aware. 

 In this chapter, we focused on the need of loosely coupled context-supporting 
components that work with a context-aware service-provisioning infrastructure to 
adapt services to the context of the user and his mobile device. We believe that the 
adoption of our PaaS-based context-processing middleware will allow future mobile 
cloud solutions to be developed quicker by abstracting all context management into 
reusable services, as well as accelerate research in the area of context-aware mobile 
applications for the cloud.     
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