Chapter 9
System Level Reliability

Abstract System reliability is discussed in this chapter. In order to understand how
the whole product or an entire system operates, it is necessary to combine the
effects of individual components. One of the most commonly used approaches is
the Reliability Block Diagram (RBD) methodology, where each component/ele-
ment is represented by a block. The system consists of several blocks that are linked
together based on their reliability criticality. For example, if all the blocks are
in series, then all components need to operate for the whole system to operate.
Parallel configuration may, however, operate even during a failure of one of
its parallel components. First, the RBD methodology is discussed. Then, bathtub
curve is introduced. After that, different options to approximate Weibull distribu-
tion in terms of constant failure rate are discussed, and some alternative approaches
are benchmarked.

9.1 Introduction

System reliabilities can be calculated from individual component (or subsystem)
reliabilities, if the series—parallel reliability relationships are known.

Series reliability refers to the situation where the system fails if any individual
component, the weakest link, fails and is given for a system of n components by:

RSS:HRi:Rl'RZ'R3""Rm 9.1
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with system hazard rate:

n
s =Y i 9.2)

1

and mean time to failure:
1
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Table 9.1 System reliability reduction with complexity

Individual component reliability
Number of series components 99.999 (%) 99.990 (%) 99.900 (%) 99.000 (%)

10 99.99 99.90 99.004 90.44
100 99.90 99.01 90.48 36.60
250 99.75 97.53 71.87 8.1
500 99.50 95.12 60.64 0.66
1,000 99.01 90.48 36.77 0.004
a
b

Fig. 9.1 (a) Series—parallel and (b) parallel—series reliability systems

Table 9.1 shows how rapidly system reliability can degrade in a series system of
equal component reliabilities.

Parallel reliability applies to redundant systems and is given for a system of n
components by:

n

RPS:IprS:IfH(IfR,«). (9.4)

i=1

Formula for system hazard rate and MTTF escalate rapidly in complexity, so for
n = 2, for example,

Jpe M Jae Rt — (Jy + Jp)e(th)
e—/ht + e—)vzz _ e—(A|+/12)t :

Aps = 9.5)

Examples of the next level of complexity are shown in Fig. 9.1, which contrasts
(a) the series combination of redundant elements with (b) a redundant arrangement
of series elements. Real systems are often designed to include redundant combina-
tions of low-reliability elements. More generalized series—parallel systems can be
analyzed by a quasi-Boolean algebraic approach, as demonstrated here for the
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Fig. 9.2 Complex (mixed) reliability system

Table 9.2 Determination of

e Operating states Nonoperating states

system reliability ABCD —
AB.CD -
AB.CD -
AB.CD -
AB.CD AB.CD
AB.CD AB.CD
A.B.CD AB.CD
ABCD ABCD
AB.CD AB.CD
AB.CD -
AB.CD -

system of Fig. 9.2. Table 9.2 lists all the possible operational (and nonoperational)
conditions in terms of functional and nonfunctional elements, indicated for example
by A and A respectively. Considering all the possible operational states, the
complex system reliability can be written in terms of the component reliabilities
R4, Rg, R, and Rp, as:

R = RARgRcRp +RARB(1 — Rc)RD +RA(1 — RB)RcRD +...etc., (9.6)
which can be simplified to show that:
R =Rp+Rs(Rg+Rc —RpgRc)(1 —Rp). 9.7

It is well known that only the exponential distribution has a constant hazard rate.
The constant hazard rate is related to some random effects that take place during the
lifetime of a component (bathtub curve with f = 1 in Fig. 9.3).

When Weibull shape parameter < 1, failures are predominantly of early
failure type, and when f§ = 1, random failures are dominant, and when f§ > 1,
wearout is mostly responsible for failures.

An exponential distribution assumption with constant hazard rate is used quite a
lot due to the resulting simplicity in system level reliability analyses. When utiliz-
ing a constant hazard rate assumption in parts-count type reliability estimates,
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Fig. 9.3 Bathtub curve and the different failure regions

the hazard rates of individual components A, ; can be summed up, and the end
result is the system level hazard rate Ay [1]:

n
/Ahxystem = E )Lcomp,i- 9.8)
i=1

The reciprocal of the system hazard rate is the MTTF (Mean Time to Failure) of
the system:

1

MTTF = 9.9)

Y

Asystem

Quite a lot of component lifetime data that have been gathered are presented in
terms of constant hazard rate. Many system level reliability prediction methods also
give lifetime predictions in terms of constant hazard rates [2]. However, in reality,
the constant hazard rate assumption is often not valid. Therefore, applying expo-
nential distribution may not always be an appropriate choice [3]. Assuming a
constant hazard rate makes the mathematical analyses easy, but assuming a con-
stant hazard rate is in contradiction with the fact that most components fail either in
the early failure or the wearout regime, where the hazard rate is either decreasing or
increasing, respectively. The hazard rate in those regimes can be taken into account,
for example, by utilizing Weibull statistics, but not by an exponential distribution.
Owing to this fact, there seems to be an unbridgeable situation, as component level
reliability data can be interpreted by applying Weibull statistics, but these results
cannot be utilized later on in simplistic system level MTTF calculations.

The relationship between the exponential and the Weibull distributions has
already been studied in the past, and the so-called Weibull-to-exponential transfor-
mation has been created [4-6]. The use of this transformation simplifies the
estimation of the confidence bounds and some other parameters of the Weibull
distribution. When using the transformation, the Weibull data is first transformed
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into an exponential form where the mathematical analyses, (e.g., the determination
of the confidence bounds) are done. After that, the results are converted back to
Weibull form.

In our case, the Weibull data (hazard rate) is converted into exponential type data
format (constant hazard rate) by time-averaging the hazard rate within certain time
intervals. The approximate information created is readily applicable in parts-count
type system level reliability analyses. Conversion back to the Weibull regime is
not needed.

9.2 Some Constant Hazard Rate Approximations
of the Weibull Distribution

The exponential distribution and Weibull distributions are of different forms, and
they have a different time dependency. The only exception is the case when the
Weibull distribution shape parameter § = 1, in which case the two distributions are
identical, with 7 = 6 = 1/A. In this case, the Weibull distribution characteristic
lifetime 7 is equal to the MTTF () value of the exponential distribution. At all other
times, the distributions are not identical and therefore, some approximation is
needed in order to present the Weibull distribution data in terms of an exponential
distribution.

There may be different strategies to create a suitable approximation of the
Weibull distribution. Although it is impossible to match all the distribution func-
tions (hazard function A(f), probability density function f(f), cumulative density
function F(#), and reliability function R(f)) between the two distributions simulta-
neously, there is a possibility to match perfectly some individual functions.

After the two-parameter Weibull data are transformed into constant hazard rate
form, it can be utilized in MTTF calculations for the whole system. Therefore, it
would be beneficial if the reliability function of the approximate exponential
distribution R(f)yp_.gxp wWould imitate the reliability function of the original Wei-
bull distribution R(f)yp as closely as possible, in other words:

R(O)wp . pxp = R(Ows- (9.10)

Another criterion to be fulfilled is that the form of the hazard function
h(H)wp_exp should be kept as simple as possible, but it should still present
the main characteristics of the original distribution. This means that preferably
h()wp_exp = constant at least for some time intervals. Still, oversimplification
should be avoided when trying to satisfy this criterion. Otherwise, some false
conclusions might be drawn from the MTTF calculations. Typically, the reliability
test results of components are of increasing hazard rate type.

Weibull distribution with two parameters, shape parameter f§ and the character-
istic lifetime 7, can fit the data satisfactorily many times.
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The Weibull hazard rate is of the form [7]:
h(t) =B . 9.11)

In order to approximate this function, one of the below strategies can be chosen:

Option 1: Pick some representative value of the hazard function at some selected
time 7.

Option 2: Calculate a time-averaged hazard rate value for the whole lifetime.

Option 3: Calculate a time-averaged hazard rate value for some time intervals.

Option 4: Pick values from the time-averaged hazard rate curve (Option 2) between
selected time intervals.

Option 5: Calculate time-averaged reliability function values for selected time
intervals and based on those, calculate equivalent hazard rate values 4, for
each time interval.

The actual procedure is explained later on in more detail.

In the following section, the five strategies above are discussed in light of the
criteria given earlier in this chapter.

First, give the formal definitions for Options 2-5:

e Option 2
The hazard rate of the option 2 is defined as the time-averaged value over the
whole lifetime of the component:

t

[hE)ar
(h(t)), = *—— =7 9.12)
d/
g’ t

It is noted that this value is dependent on time ¢. The above approximation
is useful, if the expected lifetime or lifetime requirement for the component
! = liferime 1S known. By inserting this value into (9.12), it results in one constant
hazard rate value for the whole lifetime of the component.
e Option 3

The third option can be calculated in a similar way as above, but this time, the
time-averaged hazard rate will be calculated for selected time intervals
At = tiv1 — I

tit1

Jroa ()

USRS SR R 1
<h(t)>At tir1 17/3 tiv1 — O

J dt
L

In this case, the hazard rate has a constant value in a selected time interval from ¢;
tot;.1 1 =0,1,2,..., n, where n is the number of time intervals.

e Option 4
This option makes use of time-averaged hazard rate function defined by (9.12).
The hazard rate values used are defined as (h(#;,)), during selected time intervals:
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At=ti | —t

e Option 5
Utilizing Option 5 requires a little more rigorous analysis. The strategy is to first
solve the time-averaged value of the reliability function RWB for selected time
intervals #; . . .t;,.
This can be accomplished by writing:

tig1 tit1 5
[ R(tydt [ e W/ dr
Rwg) = — =
(Rwe) fid lig1 — 1

,f dt (9.14)

B B
o rl(’l’i) _rl<ﬁ>
B(tiy1 — 1) B\ n B’ \n ’

where I'(-,) is the incomplete gamma function. In Fig. 9.4, the time-averaged
reliability function is depicted.

The instant in time ?., (t; < f.; < t;41), at which the time-averaged reliability
function is equal to the reliability function of the original Weibull distribution, may

be written as:
1 1/8

In order to obtain the corresponding equivalent constant hazard rate 4.4, the
exponential reliability function Rgyp can be utilized:

Rpxp = e 7. (9.16)

R(t)

Time

Fig. 9.4 The Weibull reliability function R(r) (WB), the time-averaged reliability function
Ry ((WB)), and the approximate exponential reliability function R zxp(EXP) for time interval f;. . .t;, |
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Fig. 9.5 Hazard rate of Weibull distribution (WB) and the time-averaged value ((WB))

To satisfy (9.10), it can be required that when ¢ = t.q, Rgxp = Rwg. After
solving for 4,,, the following is obtained:

ey = B0/ (Ru). 9.17)

leq

In Fig. 9.5, the Weibull and time-averaged hazard rate /., are depicted.

Later on, it is shown that Option 5 best fulfills the requirement given by (9.10).

However, it may be demanding to calculate numerically the incomplete gamma
function values accurately when time has large values, especially if f is large. In
general, this is due to the lack of numerical solutions that are accurate enough for
the incomplete gamma function, when variables have very large values.

9.3 Resulting Functions and Hazard Rates

In Fig. 9.6, all five approximate hazard rate options depicted for a component
having n = 3,677 days and f§ = 20 can be seen. The time interval selected in the
time averaging was 5 years. The hazard rate for Options 3-5 is, therefore, constant
in time intervals 0. ..5 years, 5...10 years, 10...15 years, and 15...20 years.

The hazard rate for Option 1 is selected to be 10,000 FITs corresponding to the
hazard rate value of Weibull distribution in the middle of the lifetime (10 years
= 20 years/2). However, some other choice might have been justified as well. The
hazard rate for Option 2 is the time-averaged value for the whole 20-year lifetime
obtained by utilizing (9.12). The hazard rate for Option 3 was obtained by utilizing
(9.13) with time-interval ¢,,; — t; = 5 years. Values for Option 4 are picked from
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Fig. 9.6 Weibull hazard rate and five approximate options. The selected time interval used in time
averaging is 5 years

the curve plotted according to (9.12) at time instants of 5, 10, 15, and 20 years. The
hazard rate for Option 5 is calculated by utilizing the above-described method
(9.13)—(9.17), which is based on the time averaging of the reliability function.

It is noted that the actual hazard rate obtains values from 0 FIT to 1 x 10" FIT
during the component’s lifetime. Therefore, it might not be a good idea to use one
single hazard rate value, as is the case in Option 1. If doing so, there is a danger that
the value picked is not representative of the risk level of the component at all instants
of time. Also, utilizing Option 2 with only one single hazard rate value results in a
similar problem, although in this case the selection of the hazard rate is not arbitrary.

Keeping in mind the criterion stated in (9.10), the reliability function of the
different options (Fig. 9.7) should also be studied. Doing so, it can be noted that a
perfect fit between the original Weibull reliability function and Option 2 exists. The
next best choices are Options 5, 4, and 3. Option 1 has the worst performance.
Therefore, it is not a suitable choice.

If the exact lifetime expectancy #fesime Of a component were known prior to the
product launch, then Option 2 would match exactly the original Weibull reliability
function at f = #jerime. In this case, one would just pick /(#;fesim) and use that in the
MTTF calculations. This would represent the time-averaged value over the whole
lifetime. However, in practice the true expected lifetime is not always known.
Moreover, if wearout is expected to take place during the operational lifetime,
averaging over the whole lifetime may result in a very large hazard rate value. This
would not give a proper picture of the reliability of the component during its early
life period. Therefore, Option 2 is attractive only if the hazard rate does not change
much during the lifetime of a component. Keeping in mind that:
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Fig. 9.7 Reliability functions of the different approximation options. Option 2 data is overlapping
with the Weibull data. The time interval used in the time averaging is 5 years
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Fig. 9.8 Reliability density function of the Weibull and those related to the approximate solutions

F(t) =1—R(2). (9.18)

It is expected that the approximate options behave similarly when cumulative
failure function F'(¢) is concerned.
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Table 9.3 Time-averaged hazard rate values for different approximate options

Time Approximate hazard rate (FITs)

(years) Weibull Option 1  Option 2 Option 3 Option 4 Option 5
0...5 0...04 10,000  0...0.2 0.02 0.02 0.001
5...10  0.4...200,000 10,000  0.2...10,000 20,000 10,000 899
10...15  200,000...4 x 10® 10,000  10,000...22 x 10° 65 x 10° 22 x 10° 37,857
15..20 4 x 10%...10" 10,000 22 x 105%...5 x 10° 20 x 10° 5 x 10° N/A

Looking at the density function f{#), it may be noted that all the approximate
solutions are a poor fit for the original Weibull distribution function (Fig. 9.8). One
can also show, that:

/ch(t)df< 1, 9.19)
0

in the case of Options 2—4. Therefore, those options cannot be considered as true
statistical distribution functions. The integration of a true distribution density
function over time should always be equal to 1 [8].

When using Options 3-5, simple constant hazard rate values can be found for
some selected time intervals, for example, in a tabulated form. This is demonstrated
in Table 9.3 where the data of the above example is listed. Using Option 4 does not
gain a hazard rate value during time interval 15. . .20 years due to the lack of accurate
numerical solutions to the incomplete gamma function, as discussed earlier.

This kind of data can be utilized directly in parts-count type system level MTTF
calculations.

9.4 Properties of Different Options

Let us first look at Option 2 in detail. The definitions of the statistical functions of
Option 2 are based on the exponential distribution function using the hazard rate
obtained from (9.12). This is accomplished just by replacing the constant hazard
rate value / by the hazard rate value given by the above definition (9.12). The
functions of the exponential distribution and Option 2 are listed below in Table 9.4.
The distribution functions derived for other options were also derived by replacing
the exponential hazard rate function with the time-averaged hazard rate values.

As already shown, the reliability function of Option 2 is equal to the original
Weibull reliability function at any selected instant in time z. Simple relations can be
written between all statistical functions of the two-parameter Weibull distribution
and those of Option 2. Table 9.5 lists these relations. Inserting the hazard rate
defined by (9.19) into Option 2 distribution functions in Table 9.2 can verify that the
relations are correct.
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Table 9.4 Exponential distribution functions and Option 2 related functions

Statistical distribution functional/statistical function value

Exponential Option 2
Hazard rate h(t) =12 h(t) = (h(z)),
Distribution function flo) = Je M fln) = ( ([))te
Cumulative distribution function ~ F(f) = 1 — e H Fi)=1-e —(hlt >>,
Reliability function R(f) = e R(t) = e~ (h(0),t

Table 9.5 Statistical functions of the Weibull distribution, and their relationship to those
of Option 2

Statistical distribution functional/statistical function value

Weibull Option 2, in terms of Weibull distr.
f1
Hazard rate h(r) = ﬂtn/‘ Ph(t)
Distribution function flo) = % Ple=/m)’ Bf (1)
i
Cumulative distribution function  p(y) — | — g~/ F(t)
Reliability function R(t) = e—(//n)” R(?)

An important note is that although closed form results can be derived for
Option 2, Option 2 is not a true distribution function, as it does not satisfy all the
criteria required from a true reliability statistical function (9.19). Actually, it can be
shown that the integration of this function, over time, is equal to 1/f. This may
sound a bit odd, as both the cumulative distribution function and the reliability
function for Option 2 get reasonable values and reach values in the whole scale
(0...1). The explanation for this apparent contradiction is simply the fact that
the cumulative distribution function, in this case, is defined by making use of the
exponential function — not by actually integrating the distribution density function
of the Option 2 over time.

Option 3 fitted both to hazard rate and reliability functions of the true Weibull
distribution (Figs. 9.6 and 9.7) relatively accurately. Looking more carefully at the
hazard rate function of this option, it is noted that at the end of the first time interval,
the value of the hazard rate function is equal to the time-averaged value of the
hazard rate (Option 2). During the next time intervals, the hazard rate of Option 3
starts to approach the original (instantaneous) Weibull distribution hazard rate. In
actual fact, it can be shown that when the number of time intervals n approaches
infinity, the hazard rate functions of Option 3 and the instantaneous Weibull
distribution approach each other. The reliability function of Option 3 has always
got smaller values than the true Weibull distribution (Fig. 9.7).

Option 4 is making use of the time-averaged hazard rate function defined
by (9.12) at the end points of the time intervals. The reliability function is smaller
than, or equal to, the original Weibull distribution function at all instants in time.
At the end points of the time intervals, the reliability function is equal to the values
given by the Weibull distribution and is smaller elsewhere. Option 4 is a better
match to the original Weibull reliability function than Option 3.
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Option 5 resembles most the original Weibull reliability function among those
approximations that utilize time intervals. However, for very large time values, the
calculation of the hazard rate may become cumbersome due to numerical solution
accuracy limitations discussed earlier.

9.5 Comparison of the Selected Options

There are at least two things that must be taken into account, when making practical
choices about the hazard rate approximation function. The first one is that
the reliability function of the approximation should closely imitate the original
Weibull reliability function. Option 2 is superior to the others in this respect as it
matches perfectly the original Weibull reliability function. The next best choices
are Options 5, 4, and 3. The use of a single, constant hazard rate value (Option 1)
has the worst accuracy over the lifetime.

The other important criterion is to keep the expression of the hazard rate as
simple as possible. By doing so, it is possible to apply the calculated hazard rate
values directly into the system level parts-count type MTTF calculations. In this
respect, Option 2 might not be a suitable choice, as it cannot be used in a tabulated
form. All other options can be presented in a simple table form having constant
hazard rate values either for the whole lifetime or for part of it.

To satisfy both criteria, Option 5 seems to be the best choice, having the
possibility to be used in a simplistic form (for example, table) and still match
reasonably well the true reliability behavior of the component.

9.6 Selection of Time Intervals

When using the simplistic time-averaged hazard rates, the time intervals should be
selected in a way that the reliability behavior can be imitated with acceptable
accuracy. In order to be able to satisfy this criterion, the reliability function should
be plotted in conjunction with the hazard rate of the component and then the
lifetime should be divided into suitable time intervals. There should be at least
one, but preferably several, time intervals in which wearout has not yet fully
occurred (let us say, F(f) < 1%). The following time intervals may already include
the wearout phenomena related to high hazard rate values, and therefore, the
resulting time-averaged hazard rate value may be large in those intervals. When
wearout has occurred almost completely, the hazard rate gets values of infinite
magnitude and using those in the MTTF calculations will result in a clear message;
this component will fail at latest in the selected time interval. One interval indicat-
ing the end of the life of the component is enough for practical purposes.
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9.7 The Motivation for Selecting Two-Parameter
Weibull Distribution

In this chapter, the two-parameter Weibull distribution was selected to present the
statistical behavior of components that face wearout phenomena. Some other
choice might have been possible, too. The selection of a suitable statistical distri-
bution has raised some discussion in the science community. In [9] the two-
parameter, Weibull distribution is recommended, whereas in [10, 11] the three-
parameter, Weibull is considered superior over two-parameter Weibull. Also,
lognormal distribution is considered to fit the test results better than two-parameter
Weibull distribution. The conclusion that two-parameter Weibull distribution is not
very accurately presenting the test data is based on least squares curve fitting results
and the related small correlation coefficients obtained when fitting the test data to
two-parameter Weibull distribution.

Another argumentation used against the two-parameter Weibull distribution is
that it is expected that there is a failure-free period of time (presented by the failure-
free time vy in the three-parameter Weibull distribution) when testing solder attach-
ments. One fact supporting this is that according to Darveaux [12], it takes some
finite time to initiate a crack in the solder material. One further observation made is
that when fitting the test data to a two-parameter Weibull distribution, the test data
has a tendency to have a downward sloping in the beginning of the wear-out period
[10]. This is believed to indicate that there is a failure-free time that a two-
parameter Weibull distribution cannot satisfactorily take into account. Furthermore,
it is noted that if a two-parameter Weibull distribution is used, the reliability
requirement based on it will be very demanding [10, 11].

Now, we try if we can verify that the two-parameter Weibull distribution is accurate
enough for practical purposes. The author is aware that using the two-parameter
Weibull distribution will result in a more demanding reliability requirement if very
small percentages of failed items are considered. This is evident if comparing the
behavior of cumulative distribution functions. It is also “natural” to consider that there
is a failure-free period of time until the first items start failing in the test. However,
we think that in reality, it is not impossible that items may fail very early. This may
happen if the test vehicles are inherently very weak or if the test itself is very harsh.
One should remember that as lifetime is often monitored in terms of number of cycles,
this measure used is discretized, as the length of thermal cycle is finite. The first cycle
may include the incubation period of some weak components. Still, from a number-
of-cycles viewpoint, it would seem that the failure occurs instantly.

Therefore, the assumption of an incubation period is not necessarily in conflict
with the selection of the two-parameter Weibull distribution. Furthermore, it is
not known that there would be well-documented tests that would prove either
two-parameter or three-parameter Weibull statistics to best describe the behavior
of a test population, especially when very small cumulative failure percentages, such
as 0.01%, are considered. This would require testing of thousands of items,
which is very difficult to arrange in practice. Therefore, the discussion on the
distribution function selection is at least partly speculative, as no actual proof exists.
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9.8 Constant Failure Rate and Its Origin
in the Field Failure Data

In the field environment, constant hazard rate at the product level is often recorded,
although components may fail due to wearout phenomena. The reason that the
exponential portion of the bathtub curve for a population of products is observed
is in part because of repairs, and in part because of random overstress events through
the lifetime of the population. If the data is grouped by failure mechanisms, then it is
highly doubtful to find an exponential distribution for each group. It is more likely to
find a collection of Weibull distributions, each with  # 1, indicating that either
early failures or wearout mechanisms are taking place. However, at the system level,
this can be represented with an averaged quasi-constant hazard rate.

Exercises

9.1-9.4 Calculate reliability for the following topologies:

9.1
R=095 R=095 R=0295
o——] H H —
9.2
R=0,95

]

]
9.3

R=055

R=095

R=0.95

R=0.95
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9.5 When should we use Weibull distribution, and when should we use
log-normal distribution?
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