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1 Introduction

Radio frequency identification (RFID) is the technology to identify or track an
object using wireless communication. Most RFID systems are composed of three
parts: RFID tags, readers, and servers. A tag is attached to an object and it com-
municates with a reader to transfer its identity and possibly to exchange some data.
A server collects and utilizes data of tags via readers. In general, there are two types
of tags: active tags and passive tags. Active tags have a battery and can initiate com-
munication, while passive tags derive energy from a reader’s carrier signal.

RFID applications are radically expanding from supply chains management and
access control and inventory to health care, new-born’s safety, road pricing, trans-
port control, etc. [1]. In short, RFID systems are expected to replace the bar code
systems completely in near future. However, this expansion induces various secu-
rity and privacy issues. If no proper security solution is applied, tags can allow for
an unauthorized identification and/or tracking. Moreover, most of the international
and/or industrial standards use either a simple password-based access control or
they have no security at all to keep implementations of a tag very cheap [2, 3]. This
can cause serious security and privacy risks since an eavesdropped password can be
easily used to compromise or track a tag.

Recently, many security solutions were designed using cryptographic hash func-
tions or private-key encryption algorithms that require less hardware and power
resources than public-key algorithms. However, due to the limitations of hash func-
tions and private-key algorithms, they cannot satisfy all the desired properties for
general RFID systems, which are system scalability and security against cloning
attacks, replay attacks, tracking attacks, and Denial of Service (DoS) attacks [4].
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In this chapter, we give an overview of security and privacy solutions for RFID
not only for the standards but also in the research community. Depending on the
required security and/or operational properties, different cryptographic primitives
are needed. In addition, we present our novel authentication protocols, which satisfy
all the required properties for RFID systems such as scalability, anticloning, and
protection against tracking and impersonation attacks [5].

2 Overview

2.1 Desired Properties in RFID Systems

There are some generally required operational and cryptographic properties for
RFID systems as follows:

1. System scalability: Some randomized authentication protocols, e.g. [6,7], are not
scalable since the computational workload on the server increases linearly with
the number of tags. Considering that in general RFID systems include a large
number of tags, this is a required property.

2. Anticloning: If a group of tags shares the same secret key and uses it for the
authentication, the tags are vulnerable to cloning attacks. If an attacker succeeds
to crack one of the tags, he can use the revealed secret to clone some other tags.
Therefore, a secret key should be pertinent only to a single tag so that a revealed
secret key cannot be used for any other tag.

3. Replay attack (impersonation attack): An attacker should not be able to generate
a valid set of messages for a new challenge if he does not know the secret keys of
a tag. An attacker may actively query a tag and/or perform some polynomial time
computation utilizing known information such as the system parameters and the
history of exchanged messages.

4. Anonymity (security against tracking attacks): If an attacker can differentiate be-
tween different tags from the exchanged messages, he is possibly able to track
a tag, and hence its owner, and collect data for malicious purposes. Therefore,
the messages should be properly randomized so that it is infeasible to extract any
information about a specific tag.

5. Backward/forward anonymity: Even if all the information of a tag (including the
secret keys) is revealed to an attacker at a certain moment, an attacker should not
be able to track a tag in the past or future communications. We put this strong
property as an option in the proposed protocols.

6. Denial of service (DoS) attacks: In some of the proposed RFID protocols, tags
update their secret information to randomize the responses to a reader. In general,
the secret updates must be synchronized between a tag and a server. Otherwise,
the later authentications will fail since a server cannot recognize the updated se-
cret of a tag. However, a perfect synchronization cannot be guaranteed in RFID
systems since it can be easily disturbed by an attacker. The solution to overcome
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the DoS attack is that tags block the secret updates after certain number of
unsuccessful authentications. However, this causes tracking attacks since the re-
sponses of tags become fixed.

2.2 Security of RFID Standards

New standards such as ISO/IEC and EPCglobal emerged owing to growing
applications for various industries. The existing standards are established depending
on applications and radio frequencies. Some of the most prominent examples are
ISO/IEC 14443/15693 for contactless smart cards, ISO 11784	5/14223 for animal
tracking, and ISO/IEC 18000 for item managements. EPCglobal has announced
four standards, which are all for item management with passive RFID tags: Class-0
UHF (Ultra High Frequency), Class-1 Generation-1 HF (High Frequency), Class-1
Generation-1 UHF and Class-1 Generation-2 UHF [8]. Although standards from
EPCglobal are industrial standards, they draw great attention from the RFID com-
munity. Especially, EPCglobal class-1 Gen-2 has been standardized as the ISO/IEC
18000-6C in 2006. This cooperation of ISO/IEC and EPCglobal results in more
confidence of EPCglobal for RFID vendors and wider variety and lower prices for
end-users.

The security features of the major standards are summarized in Table 1 [2, 8].
In most of the standards, authentication features are based on a simple password
system and many others do not have any protection. Therefore, the security can be
easily compromised since a password can be simply eavesdropped. For the privacy
protection, a tag is killed when a product is purchased by an end-user. However,
simply killing a tag is not desirable since there are many situations and environ-
ments where a tag can be utilized after the purchase [9, 10]. The cover-coding in
EPCglobal Class-1 Gen-2 is used to mask reader-to-tag communications, where a
reader performs an XOR operation for data encryption with a random number from a
tag. Then, a tag can recover the received messages by doing another XOR operation.
Assuming that the signal from a tag to a reader is too weak to be eavesdropped by an

Table 1 Security features in RFID standards

Standards Security features

EPCglobal Class-0 Gen-0 UHF Self destruct feature (24-bit password)
EPCglobal Class-1 Gen-1 HF Self destruct feature (24-bit password)
EPCglobal Class-1 Gen-1 UHF Self destruct feature (8-bit password)

Cover-coding for reader-to-tag communication
EPCglobal Class-1 Gen-2 UHF Self destruct feature (32-bit password)

Access control (32-bit password)
ISO/IEC 18000-3 48-bit password for reading
ISO/IEC 18000-2/14443/15693, None in standard
ISO 11784�5
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attacker, this cover-coding scheme is an effective encryption scheme. However, an
enhanced receiver or an implanted receiver near to a tag can make the cover-coding
scheme useless.

2.3 Security for Non-standard RFID

In order to protect the privacy of tags, many solutions are proposed in the lit-
erature using different cryptographic primitives. Cryptographic primitives can be
classified into four categories: Random number generators (RNG), cryptographic
hash functions, private-key algorithms, and public-key algorithms. Most of the
RFID standards use only RNG, which is not sufficient to provide the requirements.
Therefore, nonstandard solutions rely on stronger cryptographic primitives to enable
stronger security and privacy protection.

First of all, in order to protect from replay attacks, authentications should be
a challenge-response type. A generic challenge-response RFID protocol can be de-
fined as in Fig. 1 [4] where k is private information such as a tag’s secret key and ID.
In order to facilitate the privacy requirements, the function f must be a one-way
function whose output is undistinguishable from random. This function can be con-
structed with one of the cryptographic primitives.

2.3.1 Protocols Using Hash Functions

The function f in Fig. 1 can be replaced with a hash function as shown in Fig. 2,
where multiple hash inputs need to be combined with some operations such as the
string concatenation or the bitwise XOR operation.

In this case, however, the system is not scalable since a reader (or server) needs
to compute H.IDi ; c; r/ for each tag index i until a match is found. If there is a
match, a tag is recognized as a valid one, otherwise rejected. Some relevant works
can be found in [6, 7, 11–16]. Some of the published work does not satisfy either

Reader (c : random challenge) Tag (key: k,r: random input)
1) c

2) r, f(k;c,r)

Fig. 1 A generic challenge-response RFID protocol

Reader (c: random challenge) Tag (ID: IDk, r: random input)
1) c

2) r,H(IDk,c,r)

Fig. 2 Hash based randomized access control (H-RAC)
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system scalability or the privacy requirement, and the others are vulnerable to the
Denial of Service attacks. If the privacy is required, the system eventually becomes
unscalable as shown in Fig. 2. This is due to the use of hash functions.

2.3.2 Protocols Using Private-Key Algorithms

In order to obtain the system scalability, the function f should be invertible. By
applying a secret-key algorithm, a tag can transfer its ID encrypted and a reader can
decrypt the messages. However, if a tag uses its own secret key, which is different
from the others, a reader needs to apply every possible key of all tags since a reader
does not know a tag’s ID at the moment. If a reader finds a proper key, he can
verify a tag’s ID by decrypting the messages. However, this procedure makes the
system unscalable. Therefore, in order to overcome this problem, the secret key
must be shared among tags so that a reader can apply the same secret key for any tag,
which makes the system vulnerable to cloning attacks. The protocol as described in
Fig. 3, where SEK is a private-key encryption with the private key K , can be used.
Note that the transmission of r in plain text is not necessary since the message can be
decrypted without it. Some relevant work can be found in [17–19]. However, none
of the previous work was able to overcome the limitation of private-key algorithms.

2.3.3 Protocols Using Public-Key Algorithms

In order to satisfy the desired cryptographic and operational properties mentioned
in this paper, a public-key algorithm is indispensable as shown in [4]. A public-key
algorithm can be directly applied to a generic challenge-response RFID protocol
as in Fig. 4, where RSK and RPK are a reader’s secret and public key pair. Since a
reader can use the same decryption key for any of tags, the system is scalable while
maintaining the security against cloning attacks.

Reader (Key: K Tag (Key: K, ID: IDk,
c: random challenge) r: random input)

1) c

2) SEK(IDk,c,r)

Fig. 3 Secret-key based randomized access control (SK-RAC)

Reader (Key: RSK, gaT (Key: RPK, ID: IDk,
c: random challenge) r: random input)

1) c

2)
PERPK

(IDk,c,r)

Fig. 4 Public-key based randomized access control (PK-RAC)
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In many cases, however, authentication protocols are separately designed instead
of directly applying a public-key encryption algorithm (as in Fig. 4) due to its high
computational complexity. Some well-known public-key based authentication pro-
tocols are the Schnorr protocol [20] and the Okamoto protocol [21]. These protocols
have security proofs in a classical model, but they are not proper for RFID systems
since the vulnerability to tracking attacks remains, as shown in [22].

A compact public-key processor that is suitable for Fig. 4 can be found in [23],
where a variant of Rabin cryptosystem is used. The EC-RAC protocol for efficient
RFID authentication is proposed in [22]. However, it was broken in [24], and the ran-
domized Schnorr protocol is proposed for the replacement. The revision of EC-RAC
and its security analysis are presented in [5].

2.3.4 Comparison of Cryptographic Features

A comparison of cryptographic features for RFID systems is summarized in Table 2.
The level 0 and level 1 are covered by some international standards, and the others
can not be covered by standards since they require more complex cryptographic
primitives. Depending on the allowed cryptographic primitives, achievable prop-
erties differ, and in order to satisfy all the properties, a public-key algorithm is
required. However, some of the properties may not be needed depending on the
application. For example, in systems with remote car key immobilizers, the number
keys (tags) is not so big, so H-RAC could be enough.

In the remainder of this paper, we discuss Elliptic Curve based authentication
protocols, which are presented in [5].

Table 2 Security and privacy features for RFID

Security level Level 0 Level 1 Level 2 Level 3 Level 4

Primitives Nothing RNG RNG, RNG, RNG,
hash function private-key public-key

Authentication Password Cover coding C/R C/R C/R
Replay attacks Vulnerable Vulnerable Secure Secure Secure
Cloning attacks Vulnerable Vulnerable Secure Vulnerable Secure
Tracking attacks Vulnerable Vulnerable Secure Secure Secure
System scalability Scalable Scalable Un-scalable Scalable Scalable
Examples EPCglobal, ISO/IEC H-RAC SK-RAC PK-RAC,

ISO/IEC 18000-3 18000-6C [5, 24]
Cover coding: password can be transmitted with cover coding
C/R challenge/response
[24]: Randomized Schnorr protocol, [5]: Revised EC-RAC
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3 Authentication Protocol Design

3.1 System Parameters

RFID systems are in a somewhat different situation from conventional protocols.
Unlike conventional authentication protocols, a tag’s ID or public-key is not public
information since revealing the ID (or public-key) on the fly can cause tracking
attacks. Therefore, we also call a public key of a tag a verifier. Moreover, RFID
protocols are many to one protocols, i.e. many RFID tags communicate with one
server. Because of this, tags’ verifiers can be kept securely in the server in order to
be used for authentications.

First, we assign each tag two secret keys, x1 (ID) and x2 (password), similarly to
conventional password protocols. Note that the ID is also secret information just like
the password. The corresponding ID-verifier and password-verifier, x1P and x2P ,
are securely stored in the server unlike general public-keys. For the attacking model,
we suppose that an attacker knows the system parameters which can be revealed by
cracking any of the tags. The system parameters and the storage of each entity are
summarized in Table 3. Note that the base point P must be chosen to have a prime
order as required by ECC standards [25, 26].

We consider authentication protocols as the combination of the secure ID transfer
scheme and the secure password transfer scheme. These parts can be indepen-
dently designed and analyzed, and can be composed differently depending on the
application.

3.2 Component Design

In the ID transfer scheme (Fig. 5), a tag generates a random number rt1 and T1, and
transfers T1 to the server. Then, the server responds with a random challenge rs1,
and a tag produces and transfers T2 to the server. Finally, the server calculates a
tag’s ID-verifier x1P.D X1/.

It is possible to use only the ID transfer scheme for a tag’s authentication. The
server may authenticate a tag by checking the existence of the decrypted ID-verifier

Table 3 System parameters

y : Server’s secret-key Y.D yP / : Server’s public-key
System parameters x1 : Tag’s ID X1.D x1P / : Tag’s ID-verifier

x2 : Tag’s password X2.D x2P / : Tag’s password-verifier
P : Base point in the EC group n : Prime order of P

Server’s storage y, X1, x1, X2, P , n
Tag’s storage x1, x2, Y , P , n
Attacker’s storage Y , P , n : Publicly known information
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•Server’s input: y •Tag’s input: x1, Y(=yP)
Verifier(Server) Prover(Tag)

1)
T1 rt1 ∈R Z, T1← rt1P

2) rs1∈R Z
rs1

3) T2 T2←(rt1+rs1x1)Y
4) (y−1T2−T1)r

−1
s1

�=x1P

Fig. 5 Secure ID transfer (EC-RAC 1)

• Server’s input: y,X1(=x1P),x1,X2(=x2P) • Tag’s input: x1,x2,Y(=yP)
Verifier(Server) Prover(Tag)

1)
T1 rt1 ∈R Z,T1¬rt1P

2) rs1 ∈R Z
rs1

3) T2 T2¬(rt1x1+rs1x2)Y
4)(y-1T2-x1T1) r-1 =x2Ps1

Fig. 6 Secure password transfer

in the list. However, a large number of tags may weaken the security level of the sys-
tem since the probability that a randomly selected ID is identified as a valid one
increases with the number of tags. Therefore, if the number of used tags is large, the
password transfer scheme should be added.

Since the password transfer scheme (Fig. 6) is performed after the ID transfer
scheme, the server already knows the tag’s ID-verifier (X1). Therefore, the server
can look for x1 and X2, which are paired with X1 in the local database.

3.3 Authentication Protocol Construction

We propose three schemes that can be combined differently as summarized in
Table 4, where [24] is included for comparison. In EC-RAC 1, we are just using
the ID transfer scheme for a tag’s authentication. The server authenticates a tag
by checking the existence of a tag’s ID-verifier in the list. This would be effective
to minimize the computation workload on a tag if the number of tags is relatively
small. Although EC-RAC 1 is comparable to the randomized Schnorr protocol [24]
with similar cryptographic properties, EC-RAC 1 has better performance than the
randomized Schnorr protocol in a server (the number of EC point multiplication is
smaller).

The combination with the secure password transfer scheme can be done in two
different ways resulting in EC-RAC 2 and 3 with different amounts of computation
and security properties. All the protocols are scalable and secure against cloning
attacks, replay attacks, tracking attacks, and DOA attacks.
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Table 4 Authentication protocol constructions and their security properties

Protocols EC-RAC 1 EC-RAC 2 EC-RAC 3 [24]

EC point multiplication
Server 2 4 4 3
Tag 2 3 4 2

Properties
Number of tags Small Large Large Small

Backward/forward
un-traceability Secure Vulnerable Secure Unknown

Common properties: scalability, protection against cloning, replay, tracking, and DoS attacks
Unknown: there is no proof for the backward/forward un-traceability

• Server’s input: y,X1(=x1P),x1,X2(=x2P) •Tag’s input: x1,x2,Y(=yP)
Verifier(Server) Prover(Tag)

1) T1 rt1 ∈RZ, T1 ←rt1P
2) rs1 ∈R Z rs1

3) T2,T3 T3 ← (rt1x1+rs1x2)Y
T2 ← (rt1+rs1x1)Y

4) (y−1T2−T1) r−1
s1

r−1
s1

=x1P
(Look up x1 and X2 paired with x1 P)

5) If (y−1T3−x1T1) =X2, then accept else reject.

Fig. 7 EC-RAC 2 flow

• Server’s input: y,X1(=x1P),x1,X2(=x2P) • Tag’s input: x1,x2,Y(=yP)
Verifier(Server) Prover(Tag)

1) rt1,rt2 ∈RZ
T1,T2

T3,T4

T1 ← rt1P,T2 ←rt2P
2) rs1 ∈R Z rs1

3)
T4 ← (rt2x1+rs1x2)Y
T3 ← (rt1+rs1x1)Y

4) (y−1T3−T1)

(y−1T4−x1T2)

r−1
s1

r−1
s1

=x1P

5) If =X2, then accept else reject.

(Look up x1 and X2 paired with x1 P)

Fig. 8 EC-RAC 3 flow

The first combination is shown in Fig. 7, where the random point T1.D rt1P/ is
used not only for the ID transfer scheme but also for the password transfer scheme.
This minimizes the amount of computation on a tag, but it results in a weakness
against forward/backward tracking attacks.

EC-RAC 2 can be revised to EC-RAC 3 (Fig. 8) to obtain security against for-
ward/backward tracking attacks. In this case, a tag generates two random numbers
and each one is used only once to encrypt its ID-verifier or password verifier.
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4 Conclusion

We presented an overview of RFID authentication protocols and their achievable
properties, which differ depending on the cryptographic primitives used. In addition,
several Elliptic Curve based authentication protocols are presented, showing a much
stronger properties in RFID systems.
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