Chapter 4
Basic Approaches

The two main outputs of a vulnerability assessment of critical infrastructures (Cls)
are the quantification of system vulnerability indicators and the identification of
critical elements (Chap. 2). The information they provide is complementary: while
vulnerability indicators are parameters encompassing the static and/or dynamic
characteristics of the whole system, the identification of critical elements comes
from their ranking with respect to their individual connectivity efficiency and/or
their contributions to the propagation of failures, with their effects, through the
network.

A number of approaches can be undertaken for the vulnerability assessment of
ClIs depending on the type of system, the objective of the analysis and the available
information. In this chapter, an attempt is made to defining the characteristics of
these approaches, framed into categories of homogeneity (Table 4.1, including
references), and to explaining them briefly. Those methods regarded as most
important or promising by the authors and little described in the literature are
explained in detail in Chap. 6.

4.1 Statistical Analysis

The extensive and growing use of information and telecommunication (IT)
systems to capture data about Cls operation and performance (e.g., traffic delays in
a transportation system, loss of power in an electric power network and signs of
electronic intrusion in a banking system) provides rich data sets which can support
vulnerability analyses. However, using these data effectively is difficult for a
number of reasons: (i) data about CIs operation and performance generally come
from a variety of past operating conditions that may not fully reflect the situations
of interest at present and in the future; (ii) the relationships between the measures
of the operating conditions (e.g., the loads placed on the different portions of the
system) and system performance may be complicated and poorly understood;
(iii) the data sets may be very large, making it difficult to draw clear insights
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Statistical Analysis

4.1
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from them. Moreover, the structure of the CI under analysis may be hidden by the
fact that the data are often presented in an aggregate form (Dekker 2005; Debon et al.
2010) so that, for example, the propagation of cascading failures may not be properly
accounted for. The wealth of statistical models available for the analysis of engi-
neered systems (Lord et al. 2005) can also be a drawback, in that a proper choice must
be made of the most suitable model for the specific CI which best fits the physics of
the provided service. In this sense, special emphasis must be put on comparing the
accuracy and usefulness of the models by means of goodness of fit statistics.

Statistical models of differing complexity have, for example, been suggested in
the literature for predicting pipe breaks in water distribution systems, from pro-
portional hazard models (PHMs) to accelerated lifetime models (ALMs), to gen-
eralized linear models (GLMs) (Debon et al. 2010). These models were designed to
show the impact on the CI of each variable describing the failure of an individual
component. The “Cox regression model”, also called PHM or duration model,
is designed to analyze the time lapse until an event occurs or between events. One or
more predictor variables, called covariates, are used to predict a status (event). The
PHM has been widely used in analyzing survival data of components, for reliability
modeling purposes (Cox 1972). ALMs are designed to analyze what influence the
covariates have on the component failure time; they can be viewed as analogous to
the PHMs; but, while in the ALMs the covariates act on the time to failure, in the
PHMs it is the failure hazard that is affected by the covariates (Kleiner and
Rajani 2001). GLMs are an extension of linear models for non-normal distributions
of the response variable and non-linear transformations. A regression model con-
stitutes a specification for the variable mean in terms of a small number of unknown
parameters corresponding to the covariates. A GLM provides a method for esti-
mating a function of the mean of the response variable as a linear combination of the
set of predictive variables (McCullagh and Nelder 1989).

These statistical techniques have been proposed as tools for decision support in
the diagnosis and rehabilitation of CIs, e.g. water supply systems (Yamijala et al.
2009), with the additional aim of identifying the systems most critical parameters.

However, criticality ranking of the systems components is not possible by
resorting to statistical techniques only, because the data are typically presented in an
aggregate form and no identification of the topological structure is accounted for.

4.2 Probabilistic Modeling

This approach encompasses a variety of methods used for the characterization of ClIs,
such as Markov chains (MCs), Markov/Petri nets (MPNs), probabilistic dynamics
modeling and Bayesian networks (BNs).

MCs and MPNss rely on the definition of probabilities of transition of the system
components among their reachable states; this may pose significant challenges
because of the exponential growth in the number of CI configurations to be
evaluated (Iyer et al. 2009). The behavior of a CI is described by its states and by
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the possible transitions between these states. The system states are defined by the
states of the components comprising the system. The components are not restricted
to having only two possible states but rather may have a number of different states,
such as functioning, in standby, completely failed and under maintenance. The
various failure modes of a component may also be defined as states. However,
if the system is made by several multi-state components, the number of system
states increases rapidly. The state-space representation of the system behavior is,
therefore, suitable only for relatively small systems. The possible transitions
between the states are illustrated with the aid of a state-space diagram also known
as a Markov diagram. The transitions are caused by various mechanisms and
activities such as failures, repairs, replacements and switching operations.
Complicated repair and switching strategies, common cause failures and other
realistic aspects of system behavior can be included in the state-space model.
Mathematical modeling of systems suffering from cascading failures propagation
has been developed using a continuous-time Markov chain (CTMC) model of a CI
operating in a randomly changing environment and as probabilistic cascading fail-
ures (Iyer et al. 2009). Probabilistic cascading is considered in the sense that the
failure of a component of type i causes a component of type j to fail simultaneously
with a given probability, with all the failures in a cascade being mutually indepen-
dent. The model includes an environment variable that changes as a CTMC, and this
allows us to model randomly changing conditions under which the system operates.
The model allows for the evaluation of vulnerability indicators such as the
unavailability and mean-time-to-failure (MTTF) of the service provided by the CI.

Probabilistic dynamics models can be considered to overcome the computa-
tional limitations of the previous methods; yet, their analysis is affected by the
drawback that the identification of the system logical structure is not accounted for
(Watts 2002; Dobson et al. 2005). Also, probabilistic dynamics models allow
accounting for (inter)dependencies and interactions among several CIs (Newman
et al. 2005), while MCs and MPNs have been typically used to analyze isolated
systems, or to analyse the (inter)dependencies only for high level qualitative
analysis (Sultana and Chen 2009). In the latter case, the actions and the effects of
the (inter)dependencies among these Cls are postulated by the analyst at the global
CI scale, and do not emerge as the result of the local (inter)dependencies among
components of different CIs (Sultana and Chen 2009).

BN analysis is a probabilistic approach that can be used for modeling and
predicting the behavior of a system, based on observed stochastic events. A BN is
a model that represents the interactions among the components in a system, from a
probabilistic perspective. The representation is illustrated via a directed acyclic
graph, where the nodes represent the variables and the links between each pair of
nodes represent the causal relationships between the variables. From a network
reliability perspective, the variables of a BN are defined as the components in the
network, while the links represent the interaction of the nodes leading to system
“‘success’’ or ‘‘failure’’. A fundamental assumption for the construction of a BN is
that in general, the strength of the interaction/influence among the graph nodes is
uncertain, and thus this uncertainty is represented by assigning a probability of



46 4 Basic Approaches

existence to each of the links joining the different nodes. For non-trivial systems,
i.e. systems not following a series, parallel or any combination of these configu-
rations, the failure/success probability of a system usually depends on the failure/
success of a non-evident collection of components. In a BN this dependency is
represented as a directed link between two components, forming a child and parent
relationship, so that the dependent component is called the child of the other.
Therefore, the success probability of a child node is conditional on the success
probabilities associated with each of its parents. The conditional probabilities of the
child nodes are calculated by using the Bayes’ theorem via the probability values
assigned to the parent nodes. Also, the absence of a link between any two nodes of a
BN indicates that these components do not interact for system failure/success, thus
they are considered independent of each other and their probabilities are calculated
separately. Holistic methods have been devised for constructing BN models for
estimating the two-terminal reliability of abstract networks (i.e. the probability of a
connection between a selected pair of source and target nodes in the network) (Doguc
and Ramirez-Marquez 2009). BNs have also been shown useful in assessing the
probabilistic relationships and identifying probabilistic mappings among the com-
ponents of a CI. Methods exist that use historical data about the system to be modeled
as a BN and provide for the automated construction of the BN model. In this respect,
data mining algorithms are used for finding associations between system compo-
nents, and thus building the BN model. These algorithms use a heuristic to provide
efficient and accurate results while searching for associations.

4.3 Risk Analysis

This approach can be divided into two lines of analysis: the first entails the
qualitative assessment of system vulnerabilities by expert judgment and tabular
methods (Moore 2006; Piwowar et al. 2009), while the second entails the quan-
titative part (Apostolakis and Lemon 2005; Flammini et al. 2009), with the further
aim of ranking systems elements according to their criticality and of assessing
their cascade failure dynamics (Koonce et al. 2008). To a certain extent, the risk
analysis approach to the vulnerability of CIs can be considered a general frame-
work of analysis, since it often takes advantage of other approaches and tools, i.e.
power flow analysis for electrical transmission networks (Koonce et al. 2008) and
network analysis (Apostolakis and Lemon 2005).

Methods such as fault tree (FT) and event tree (ET) analysis as core methods of
probabilistic risk assessment (PRA) have been applied to the vulnerability analysis
of ClIs for protecting the systems against malevolent actions (Piwowar et al. 2009).
The approach comprises a step-by-step process typical of PRA : (1) systemic
analysis, in which the system itself and its surroundings are analyzed to identify all
the parameters that could interact with it; (2) analysis of the interactions between
aggressors’ profiles and systems, in which the systems are ranked according to the
degree of risk of being attacked; (3) assessment of vulnerabilities and
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determination of key points of vulnerability, in which a panel of subject matter
experts and a PRA process normative expert conduct a study and weigh the
importance of the system elements to qualify them according to several criteria
concerning the attack; (4) building of scenarios, taking into account system
functionalities, the global environment, and the geopolitical context; (5) updating
the security systems, considering the results of the previous steps.

Yet, the approach presents some inconveniences related to the size of the
distributed system to analyze, the number of scenarios of attack to be considered,
the human subjectivity as a base for all the quantifications to assess vulnerabilities
on a given CI, and the needs to be updated frequently, because of the evolving
geopolitics and the introduction of new factors in the whole system (a new apparel,
new ways of productivity, new entrance or exit points, etc.).

A risk-based quantitative method for the identification and prioritization of
vulnerabilities in interdependent Cls has been proposed in (Apostolakis and
Lemon 2005). The CI is modeled as interconnected digraphs and the graph theory
is employed to identify the candidate vulnerable scenarios. These scenarios are
screened for the susceptibility of their elements to a terrorist attack, and a prior-
itized list of elements vulnerabilities is produced. The prioritization methodology
is based on multi-attribute utility theory (Morgan et al. 2000). The impact of losing
infrastructure services is evaluated using a value tree that reflects the perceptions
and values of the decision maker and the relevant stakeholders. These results,
which are conditional on a specified threat, are provided to the decision maker for
use in risk management. Interestingly, this method embeds the vulnerability
quantification into the framework of the stakeholders’ perspective, making it
suitable for a realistic ranking of vulnerabilities in Cls.

To account for cascading failure propagation in Cls, the previous method has been
extended and applied to the risk analysis of a bulk power system (Apostolakis and
Lemon 2005). The analysis was complemented with a power flow simulation model
to determine the likelihood and extent of power outages, when components within
the system fail to perform their designed functions due to both random causes and
malevolent acts. The consequences associated with these failures are determined by
looking at the type and number of customers affected; stakeholder input is used to
evaluate the relative importance of these consequences. The methodology provides a
ranking of each system component by its risk significance to the stakeholders.

4.4 Complex Network Theory

Complex network theory methods can be applied to the analysis of CIs for (a)
helping to identify preliminary vulnerabilities by topology-driven and dynamical
analyses and (b) guiding and focusing further detailed analyses of critical areas.

The interconnection structure of a CI can be represented by an unweighted
network, where the edges (arcs) between nodes are either present or not. The
topological analysis of the corresponding representative graphs has received a
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renewed enthusiasm from the works of Strogatz and Barabdsi, who pointed at the
presence of a “selective pressure” able to determine a common growth mechanism
in a number of diverse evolving complex systems (from those representing
technological systems to those related to biological and social networks; Watts and
Strogatz 1998; Jeong et al. 2001). Such a growth mechanism determines the
development of structures toward a class of mathematical graphs labeled as “scale-
free”. It has been shown that those network structures possess considerable
robustness against random faults but large vulnerability to deliberate attacks, with
respect to randomly grown networks (Albert et al. 2000). On the practical side,
it has also been shown that, quite often, large technological infrastructures do not
show a clear scale-free structure, mainly due to technological constraints which
limit the arbitrary growth of the nodes degrees (i.e. the number of connections
pointing to the nodes) (Amaral et al. 2000).

Topological analysis based on classical graph theory can unveil relevant prop-
erties of the structure of a network system (Albert et al. 2000; Strogatz 2001) by (i)
highlighting the role played by its components (nodes and connecting arcs) (Crucitti
etal. 2006; Zio et al. 2008), (ii) making preliminary vulnerability assessments based
on the simulation of faults (mainly represented by the removal of nodes and arcs)
and the subsequent re-evaluation of the network topological properties (Rosato et al.
2007; Zio et al. 2008). In a topological analysis, a CI is represented by a graph
G(N, K), in which its physical constituents (components) are mapped into N nodes
connected by K unweighted edges, representing the links of physical connection
among them. The focus of topological analysis is on the structural properties of the
graphs on the global and local scales, e.g., as represented by their characteristic path
length, L, defined as the number of arcs in the shortest path between two nodes
averaged over all pairs of nodes, and average clustering coefficient, C, a measure of
the extent to which nodes tend to form small groups (Watts and Strogatz 1998).
Average global measures, such as L, give indications on the extent to which each
node in the system is connected with any other nodes, while average local measures,
like C, assess to what extent the first neighbors of each node are connected
among each other. In spite of the usefulness of the topological analysis of the
unweighted network of a CI and of the insights it provides, empirical results show
that it cannot capture all rich and complex properties observed in real Cls, so that
there is a need for extending the models beyond pure unweighted, structural
topology (Boccaletti et al. 2006; Eusgeld et al. 2009).

Indeed, along with a complex topological structure, many real networks display
a marked physical heterogeneity in the capacity and intensity of the connections.
Examples are different impedance and reliability characteristics of overhead lines
in electrical transmission networks (Hines and Blumsack 2008; Eusgeld et al.
2009), unequal traffic on roads which affects accident probability (Zio et al. 2008)
or different routing capacities of the Internet links (Latora and Marchoiri 2005).
To describe such heterogeneities numerical weights can be assigned to each link of
the representative network, measuring the “strength” of the connection. In this
way, the functional behavior of the CI is somewhat embedded into a generalized,
but still simple, topological analysis framework. Global and local measures
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can then be introduced for the statistical characterization of weighted networks
(Latora and Marchiori 2001).

Further, in real network systems, another important dimension to add to the
vulnerability characterization is the dynamics of flow of the physical quantities in
the network. From the analysis point of view, this entails considering the interplay
between structural characteristics and dynamical aspects, which makes the mod-
eling very complicated since the load and capacity of each component, and the
flow through the network are often highly variable quantities both in space and
time. Functional models have been developed to capture the basic realistic features
of CI networks within a weighted topological analysis framework, i.e. disregarding
the representation of the individual dynamics of the CIs elements. These models
have shed light on the way complex networks react to faults and attacks, evalu-
ating their consequences when the dynamics of flow of the physical quantities in
the network is taken into account. The response behavior often results in a dra-
matic cascade phenomenon due to avalanches of node breakings (Motter and Lai
2002; Motter 2004; Zio and Sansavini 2008). Abstract modeling paradigms for
analyzing the system response to cascading failures have been introduced to guide
successive detailed simulation focused on the most relevant physical processes and
network components (Motter and Lai 2002; Motter 2004; Dobson et al. 2005; Zio
and Sansavini 2008). Despite their apparent simplicity, these models provide
indications on the elements criticality for the propagation process (Zio and
Sansavini 2011a) and on the actions that can be performed in order to prevent or
mitigate the undesired effects (Motter 2004). It is observed that improvements in
network components alone do not ensure system robustness or protection against
disproportionate cascading failures (Duefias-Osorio and Vemuru 2009) instead,
topological changes are needed to increase cascading robustness at realistic tol-
erance levels. Moreover, regardless of the nature of the events triggering the
failure cascade, the additional loss of performance due to cascading failures can be
orders of magnitude larger than the initial loss of performance.

Finally, the complex network theory models allow accounting for (inter)depen-
dencies among different CIs, to assess the influences and limitations which inter-
acting infrastructures impose on the individual systems operating conditions, for
avoiding fault propagation by designing redundancies and alternative modes of
operations, for detecting and recognizing threats (Zimmerman 2001; Duefas-Osorio
et al. 2007; Johansson and Jonsson 2009). In developing modeling and simulation
frameworks that allow the coupling of interdependent infrastructures, it is important
to know that simply linking existing infrastructure models together fails to capture
the emergent behavior arising in interdependent CIs (Zio and Sansavini 2011b).

4.5 Agent-Based Modeling and Simulation

Agent-based modeling (ABM) has been shown to offer an attractive modeling par-
adigm for describing the dynamic system operational behavior, with close adherence
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to the reality of the coupled processes involved (D’Inverno and Luck 2004).
One of the major advantages of ABM for simulating CIs is the possibility to
include physical laws into the simulation and to emulate the behavior of the infra-
structure as it emerges from the behaviors of the individual agent and their
interactions. In other words, the overall system behavior results from the interactions
among the multiple single agents of different kinds which make up the system
(Schlépfer et al. 2008). This modeling approach integrates the spectrum of different
phenomena and mechanisms which may occur, thus generating a multitude of rep-
resentative time-dependent event chains.

In order to include technical and non-technical factors and physical laws in the
vulnerability assessment of a critical infrastructure, a two-layer approach can
be deployed (Schlépfer et al. 2008). For example, an electric power system can be
thought of as a stochastic hybrid system that can be modeled by a finite state
machine (FSM) whose states involve continuous variables with uncertain
dynamics; transitions in this machine correspond to outages of generation and
transmission equipment. The conceptual modeling framework consists in the
abstraction of the relevant components of the system as individual interacting
agents. Agents are used to model both technical components (such as the electric
power generators) and non-technical components (such as grid operators). The
different agents interact with each other directly (e.g. generator dispatch) or
indirectly, e.g. via the physical network. Each agent is modeled by attributes and
rules of behavior. An example for an attribute is a technical component constraint
such as the rating of a transmission line in the electric power system. The rules of
behavior are represented by using FSM and include both deterministic and sto-
chastic time-dependent, discrete events. A deterministic event is, for instance, the
outage of a component when reaching a failure threshold, while stochastic pro-
cesses are probabilistic component failure models simulated by Monte Carlo
techniques (Billington and Li 1994; Marseguerra and Zio 2002).

ABM was used to assess the availability of bulk power systems for mid- and
short-period power system planning purposes (Schlipfer et al. 2008). It was shown
that the probability of cascading failures is subject to phase transitions and abrupt
changes that result from only small changes in the system stress. The level of
modeling detail offered by ABM allows analyzing a multitude of time-dependent
availability aspects. Besides technical failures, other factors, such as natural
hazards, institutional weaknesses or security-related issues can be integrated. The
main problems are related to the slow simulation speed and the large number of
parameters to be input in the analysis. However, by focusing on specific safety
aspects, the model can be simplified and the computational burden reduced.

ABM is also a suitable approach to simulate interdependencies among CIs
(Panzieri et al. 2004) by introducing interconnected agents: i.e., independent
systems that autonomously elaborate information and resources in order to define
their outputs; the latter become inputs for other agents, and so on (Luck et al.
2003). This approach is particularly useful for situations, as is the case of infra-
structure interdependencies, with sparse or non-existent macro scale information;
ABM is able to use the rich sources of micro-level data to develop interaction
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forecasts. One disadvantage of these simulation models is that the complexity of
the computer programs tends to obscure the underlying assumptions and the
inevitable subjective inputs. Another disadvantage is the difficulty to acquire
detailed information about each single infrastructure. This task appears, by its
own, a difficult challenge, because this kind of information is considered very
sensible by infrastructure stakeholders due to the relevance for their business.
In Hopkinson et al. (2003), to partially overcome this problem, commercial sim-
ulators are integrated into a message-broker framework.

4.6 Dynamic Control System Theory

Dynamic control system theory can be applied as a quantitative analytical method
to assess the (inter)dependencies among Cls using the transfer functions and the
corresponding frequency responses (MIA 2010). In order to apply this method,
studied infrastructure(s) need to be assumed as a linear time invariant (LTI)
dynamic system.

The input/output relationship between infrastructures is able to be represented
and quantified by deriving the transfer functions in the domain of Laplace (s) or
the domain of frequency (jw). Mason’s formula, a method determining the control
function of a given control loop after identifying its corresponding signal flow
graph, can be applied to define all the required transfer functions such as the
transfer function for a component of one infrastructure or overall global transfer
function. It should be noted that the overall transfer function is constituted by the
composition of the transfer functions of each component. A final possible repre-
sentation of the transfer function is in the form of poles/zeros:

Cux I -3)
st x [[i(s — pi)

where j = the number of zeros, i = the number of poles (MIA 2010).

Based on the overall transfer function and its corresponding frequency
responses, the stability of interdependencies between infrastructures can be eval-
uated using BODE and NYQUIST diagrams (MIA 2010).

The approach of the dynamic control system theory is a novel method, which
brings the classic control system theory to the area of CI protection. Instead of
using the time domain, two alternative domains (domain of Laplace and fre-
quency) are used for the purpose of evaluation and assessment. The development
of transfer functions is the most essential part of this approach and has strong
influences on the accuracy of the final results, which could be further complicated
due to the complexities of the studied infrastructures. Another drawback of this
approach lies in the fact that hidden vulnerabilities caused by (inter)dependencies
are not able to be estimated since all the links between studied infrastructures have
been determined during the transfer function development. The applicability/
feasibility of this approach is still under discussion and needs to be further proved.

G(s) (4.1)
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