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Preface

The attention on critical infrastructures is evolving from concerns about aging
public works (in the 1980s) to redefinition in terms of national security as a result
of increased international terrorism (after 11 September 2001) and susceptibility
against natural hazards, to unprecedented failure combinations and malicious
(cyber) attacks (during mid-2000s). Consequently, the view has broadened from
local via national/regional to global while concerns about single failure mecha-
nisms have developed into a full set of potential failures, hazards and threats. As a
result, nowadays strategies to reduce and manage vulnerabilities in critical infra-
structures and the provision of related analytical instruments have to follow an “all
hazards approach”.

Societies have always been dependent on services provided by infrastructures,
but recently the systems involved have witnessed higher and tighter integration,
e.g., by means of pervasive use of modern information and communication
technology (ICT), changing operational environments, e.g., market liberalization,
and growing mutual dependencies. At the same time the public has become even
more dependent on the continuous service infrastructures offer (the Internet and
consumption of electricity as a common good may serve as examples). Then today,
we cannot allow many such systems to debilitate or collapse, as inconveniences
and risks are unacceptable and financial losses are huge, e.g., the 14 August 2003
blackout in North America affected 50 million people and led to 3 billion USD
insurance claims.

From the analysis point of view, it is commonly agreed that infrastructures have
become more complex and their behavior is hard to understand or predict; research
on complex networks has shown that some elements (nodes) evolve to become
more important and some structures (topologies) are more susceptible against
random failures or targeted attacks than others. Reduction of technological and
social vulnerabilities calls for better system understanding and preventive analy-
ses, efforts for which established frameworks and methods seem to be still missing
or, if available, are not properly applied.

Infrastructures are of different types and dimensions and show different
importance for our society, i.e. different degrees of criticality. This book will focus
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on large, geographically-distributed, physical-engineered networks, and particu-
larly on those of undoubted importance for at least highly industrialized countries,
such as:

— energy supply (electricity, gas)

— urban freshwater supply and wastewater treatment
— information and communication

— transport (rail, road)

— control systems (SCADA).

Most of these systems are coupled and mutually dependent on different degree
and order, difficult to understand and emulate. Very often “the system” consists of
a “part being under control” and “the control part” itself, using the same tech-
nology as public information and communication systems or even those directly,
i.e., the Internet for transport of data and commands. This book will reflect these
structural conditions, where appropriate, when elaborating challenges to methods
and assessing their quality/suitability.

The aim of the book is of collecting and capturing the state of knowledge in the
evolving research field of vulnerability analysis of complex physical-engineered
networks, by literature survey focused on “landmark” reports and making use of
ongoing authors’ work. The targeted audience encompasses students of natural and
engineering sciences at MS or PhD level, researchers in the field, non-routine
practitioners in industries and agencies as well as executives responsible for
critical infrastructure design and protection.

The book is structured according to the course of a fictitious vulnerability
analysis. At first the book introduces critical infrastructures in a top-down manner
and defines the key terms including the concept of vulnerability followed by
elaborations on characteristics of critical infrastructure such as complexity and
dimensions of interdependencies, and on challenges to methods. Approaches for
vulnerability assessment are categorized and outlined in more general terms
before—in the focal chapter—some methods for screening analysis and in-depth
analysis are presented in detail. The methods are selected according to their
eligibility to meet the challenges posed by the basic characteristics of the types of
infrastructures and the objectives of the analysis defined beforehand. Selected
methods, e.g. complex network theory, probabilistic techniques, and object-
oriented modeling, will be introduced in terms of basic approach, algorithm and
measures, and explained by means of illustrative examples; strengths and weak-
nesses will be assessed separately and finally comparatively. Well-established and
well-known methods, e.g., Petri nets, will be mentioned but not explained in detail;
reference books will be referred to.



Acknowledgements

The authors wish to express their sincere gratitude to all those who have con-
tributed to this book by participating in basic discussions, contributing to chapters
and reviewing drafts, namely Giovanni Sansavini (basic discussions and contri-
butions to Chap. 4, Sect. 6.2, 6.3 and 6.4), Irene Eusgeld (basic discussions, input
to Chap. 3), Adrian Gheorghe (review Sect. 6.6), Lucia Roxana Golea (contri-
bution to Sect. 6.3), Arnab Majumdar and Vinh Dang (supervision and review of
Sect. 6.7), and Roberta Piccinelli (contribution to Sect. 6.4).

The authors would also like to express their high appreciation to Sabine Keller
for typewriting of chapters and, in particular for providing Word files and Patrick
Probst for general support and providing few image files.

vii


http://dx.doi.org/10.1007/978-0-85729-655-9_4
http://dx.doi.org/10.1007/978-0-85729-655-9_4
http://dx.doi.org/10.1007/978-0-85729-655-9_4
http://dx.doi.org/10.1007/978-0-85729-655-9_4
http://dx.doi.org/10.1007/978-0-85729-655-9_3
http://dx.doi.org/10.1007/978-0-85729-655-9_6
http://dx.doi.org/10.1007/978-0-85729-655-9_6
http://dx.doi.org/10.1007/978-0-85729-655-9_6
http://dx.doi.org/10.1007/978-0-85729-655-9_6

Contents

1 Introduction and Definition of Key Terms . .................

References . . . ... ... .

2 Properties of Critical Infrastructures . .. ...................

2.1 CompleXity. . . oot e

2.2 Learning from Experience . ............ ... ... ... .....

2.3 Dimensions of Interdependencies. . ... ..................
2.4 Empirical Investigations on Critical Infrastructure

(Inter)Dependencies. . . .. ...,

2.5 Degree of Criticality ................ ...

References . . . ... .. .. .

3 Challenges to Methods for the Vulnerability Analysis

of Critical Infrastructures .. ....... ... ... ... ... ... ......
3.1 Emergent Behavior .. ......... ... ... .. .. .. .. ...
3.2 Intricate Rules of Interaction. . .. ........ ... ... ... .....
3.3 Single System Features and ‘‘Systems-of-Systems’’. .. .......
3.3.1 Multi-Layered Systems . . ......................
332 State Changes. . . ... ...t

333 Evolving Systems . . . ... ...t
3.3.4  “‘System-of-Systems’ . . .......... .. ...
3.4 Broad Spectrum of Hazards and Threats. . ... .............
References . . ... ...
4 Basic Approaches. . .. ........ ... .. .. ...
4.1 Statistical Analysis .. ........ .. ..
4.2 Probabilistic Modeling . . . ........ .. ... .. .. .. ...
43 Risk Analysis . . ... ..
4.4 Complex Network Theory . ......... ... .. ... ... ....
4.5 Agent-Based Modeling and Simulation . .................
4.6 Dynamic Control System Theory. .. ........ ... ... ......
References . . .. ... ..

10
14

25
27
30

33
33
34
35
35
36
36
37
37
39

41
41
44
46
47
49
51
52

ix


http://dx.doi.org/10.1007/978-0-85729-655-9_1
http://dx.doi.org/10.1007/978-0-85729-655-9_1
http://dx.doi.org/10.1007/978-0-85729-655-9#Bib1
http://dx.doi.org/10.1007/978-0-85729-655-9_2
http://dx.doi.org/10.1007/978-0-85729-655-9_2
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec5
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Sec5
http://dx.doi.org/10.1007/978-0-85729-655-9_2#Bib1
http://dx.doi.org/10.1007/978-0-85729-655-9_3
http://dx.doi.org/10.1007/978-0-85729-655-9_3
http://dx.doi.org/10.1007/978-0-85729-655-9_3
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec5
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec5
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec6
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec6
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec7
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec7
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec8
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Sec8
http://dx.doi.org/10.1007/978-0-85729-655-9_3#Bib1
http://dx.doi.org/10.1007/978-0-85729-655-9_4
http://dx.doi.org/10.1007/978-0-85729-655-9_4
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec5
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec5
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec6
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Sec6
http://dx.doi.org/10.1007/978-0-85729-655-9_4#Bib1

X Contents

5 Conceptual Frameworks for Vulnerability Assessment . .. ...... 55
5.1 General Outline. . . ......... .. .. .. .. . . ... 55
5.2 Outline of Stepwise Framework Approaches. ... ........... 56

5.2.1 Framework Tailored to Previously Defined,
Undesired Events ... ........ ... ... ... ... ..... 56
5.2.2 Framework Including Scenario Generation. . ......... 58
References . .. ... ... 63

6 Methods of Analysis. . .. .......... ... ... .. ... ... ....... 65
6.1 Evaluation of Statistical Data . . .. ....... ... ... ... ..... 65
6.2 Complex Network Theory . ............ ... ... ........ 69

6.2.1 Conceptual Outline . . ......................... 70
6.2.2 Modeling Techniques . ........... ... ... ... .... 71
6.2.3 Failure Cascades Modeling . .................... 81
6.24 ExpectedResults. . ........ ... ... ... ... ... . ... 83
6.2.5 Exemplary Applications. . . . .......... ... ... .... 84
6.2.6 ConClusions . . ............iiiinn . 93
6.3 Risk Analysis of Critical Infrastructures. . ... ............. 94
6.3.1 Conceptual Outline . . ......................... 94
6.3.2 Modeling Techniques . ........................ 95
6.3.3 Exemplary Application: Assessing Vulnerabilities
of a Terrorist Attack on a Power Grid. . . ... ........ 103
6.34 Conclusions . . ......... .. 110
6.4 Probabilistic Modeling of Cascading Failures Dynamics. . . . . .. 111
6.4.1 Introduction ............. ... ..., 111
6.42 Conceptual Outline . ... ....................... 111
6.4.3 Cascade Mechanisms in Power Systems ............ 112
6.4.4 Exemplary Application to Failure Cascade
Dynamics Modeling for a Single CI . . . . ........... 118
6.4.5 Probabilistic Dynamic Modeling
of Interdependent CIs . . ......... ... ... ... ..... 120
6.4.6 ConClusions . . ............iiiinnnenn.. 129
6.5 Agent-Based Modeling and Simulation .................. 129
6.5.1 Conceptual Outline . . .. ....... ... ... ... ....... 129
6.5.2 Modeling and Simulation Procedure . .............. 130
6.5.3 Simulation Outcome and Expected Results . ......... 135
6.5.4 Benefits and Drawbacks. . . ........ ... ... ... ..., 135
6.5.5 State of Development . ........................ 136
6.5.6 Exemplary Application . ....................... 137
6.5.7 Available Software Tools. . . .................... 142
6.5.8 ConClusions . . .. ........ ..ttt 143
6.6 High Level Architecture. . .. ........... .. .. .. ........ 143
6.6.1 Need for a Different Simulation Approach. .......... 143

6.6.2 HLA Standard ............... ... .. ... . ...... 145


http://dx.doi.org/10.1007/978-0-85729-655-9_5
http://dx.doi.org/10.1007/978-0-85729-655-9_5
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec3
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_5#Bib1
http://dx.doi.org/10.1007/978-0-85729-655-9_6
http://dx.doi.org/10.1007/978-0-85729-655-9_6
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec1
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec2
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec14
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec14
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec4
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec34
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec34
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec8
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec8
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec23
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec23
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec24
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec24
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec13
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec13
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec14
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec14
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec15
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec15
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec32
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec32
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec32
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec24
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec24
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec26
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec26
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec25
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec25
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec27
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec27
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec28
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec28
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec32
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec32
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec32
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec33
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec33
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec33
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec36
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec36
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec38
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec38
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec37
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec37
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec39
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec39
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec43
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec43
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec44
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec44
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec45
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec45
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec48
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec48
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec49
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec49
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec50
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec50
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec51
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec51
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec52
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec52
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec53
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec53

Contents xi
6.6.3 Run Time Infrastructure. . .. .................... 148
6.6.4 Recommended Work Steps .. ......... ... ... .... 151
6.6.5 Drawbacks of the HLA Standard ................. 152
6.6.6 Exemplary Application . ............. ... ....... 152
6.6.7 ConClusions . . .......... .. 156

6.7 Human Reliability Analysis . ......................... 157
6.7.1 Critical Infrastructures and HRA. . .. ........... ... 158
6.7.2 Transport Domain. ... ........ ... ... ... ... .... 162
6.7.3 AVIation. . ... ... ... 164
6.7.4 Road Transport of Dangerous Goods. . ............. 171
6.7.5 [Electrical Network . .......... ... .. .. ........ 175
6.76 PublicHealth............. ... ... ... .. ... ... 180
6.7.7 Information and Communication Technologies. . ... ... 185
6.7.8 ConcClusions . . .. ........uiiimiii 186

References . . .. ... . 188

7 Concluding Considerations. . . . ... ....................... 195


http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec54
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec54
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec155
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec155
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec56
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec56
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec57
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec57
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec58
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec58
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec59
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec59
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec60
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec60
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec61
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec61
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec64
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec64
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec68
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec68
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec70
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec70
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec72
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec72
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec75
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec75
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec76
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Sec76
http://dx.doi.org/10.1007/978-0-85729-655-9_6#Bib1
http://dx.doi.org/10.1007/978-0-85729-655-9_7
http://dx.doi.org/10.1007/978-0-85729-655-9_7

Abbreviations

ABM
ALMs
ALSP
ATHEANA
BNs
CARA
CCDF
CDM
CFP

Cls
CREAM
CTMC
DAWG
DISD
DMSO
DOE
EHV
ENTSO-E

EPOCHS
EPS
EPSS
ET
FLSC
FOM
FSM
FMEA
FT
GLMs
GVW
HAZOP

Agent-based modeling

Accelerated lifetime models

Aggregate level simulation protocol

A technique for human error analysis

Bayesian networks

Controller action reliability assessment

Complementary-cumulative distribution function

Communication data and management

Cognitive failure probability

Critical infrastructures

Cognitive reliability and error analysis method

Continuous-time Markov chain

Data analysis working group

Distributed interactive simulation

U.S. Defense modeling and simulation office

U.S. Department of energy

Extra-high voltage

European network of transmission system operators
for electricity

Electric power and communication synchronizing simulator

Electric power system

Electric power supply system

Event tree

Swedish air force air combat simulation centre

Federate object model

Finite state machine

Failure modes and effects analysis

Fault tree

Generalized linear models

Geographic valued worth

Hazard and operability

Xiii



Xiv

HEART
HLA
HRA
ICT
IEEE
IEs
IRRIS

ISS
LAN
LTI
MCs
MAUT
MCS
MLDs
MPNs
MTTF
NERC
NET
NSF
OMT
OPF
PHMs
PI

PRA
QRA
RTI
RTU
SCADA
SHERPA
SLIM/MAUD

SOC
SOM
SUB
THERP
TSO
UCTE
UML
WAN

Abbreviations

Human error assessment and reduction technique
High level architecture

Human reliability analysis

Information communication technology
Institute of electrical and electronic engineers
Initiating events

Integrated risk reduction of information-based
infrastructure systems

Interactive simulation systems

Local area network

Linear time invariant

Markov chains

Multi-attitude utility theory

Minimal cut set

Master logic diagrams

Markov/Petri nets

Mean-time-to-failure

North american electric reliability council
Network event tree

National science foundation

Object model template

Optimal power flow

Proportional hazard models

Performance index

Probabilistic risk assessment

Quantitative risk assessment

Run time infrastructure

Remote terminal unit

Supervisory control and data acquisition
Systematic human error reduction and prediction approach
Success likelihood index method/multi-attribute
utility decomposition

Self-organized criticality

Simulate object model

Substation

Technique for human error rate prediction
Transmission systems operator

Union for the coordination of transmission of electricity
Unified modeling language

Wide area network



Chapter 1
Introduction and Definition of Key Terms

The welfare and security of each nation rely on the continuous flow of essential
goods (such as energy and data) and services (such as banking and health care). A
large-scale array of wide area, man-made systems and assets, mostly privately
owned or operated, that function collaboratively and synergistically to produce and
distribute such a flow, are called infrastructures. Those infrastructures so vital to
any country that their incapacity or destruction would have a debilitating impact on
the health, safety, security, economics, and social well-being, including the effec-
tive functioning of governments' are called critical. A failure within one of these
infrastructures, or the loss of its continuous service, may be damaging enough to a
society and its economy, while that which cascades across boundaries has the
potential for multi-infrastructural collapse and unprecedented consequences.

Critical infrastructures (Cls) are various by nature, e.g., physical-engineered,
cybernetic or organizational systems, and by environment (geographical, natural)
and operational context (political/legal/institutional, economic, etc.).

In principle, a system can be defined as a group of interacting elements (or
subsystems) having an internal structure and comprising a unified whole. The
boundary of a system is either given or obvious or needs to be defined. Autonomy,
coherence, permanence, and organization are essential properties of systems
(Dupuy 1985).

Engineered physically networked CIs, often called lifeline systems, is the focus
of this book; examples are those providing:

— Energy (electricity, oil, and gas supply)

— Transportation (by rail, road, air, and sea)

— Information and telecommunication (such as the Internet)
— Drinking water, including wastewater treatment

' Definition refers to President’s Commission on Critical Infrastructure Protection (1997), USA

Patriot Act (2001) and European Commission (2004) but was slightly modified by the authors.

W. Kroger and E. Zio, Vulnerable Systems, DOI: 10.1007/978-0-85729-655-9_1, 1
© Springer-Verlag London Limited 2011
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Fig. 1.1 Hierarchical representation of the rail system

The system of CIs can be represented by hierarchical layers which are linked
through physical and logical relations (see Fig. 1.1 for the rail transport system).

These ClIs are subject to a set of multiple hazards and potentially asymmetrical
threats (Table 1.1) disclosing weaknesses and vulnerabilities, respectively;
furthermore, they may pose risks themselves during normal operation (e.g., elec-
tromagnetic fields—EMF) or accidents (e.g., rupture of gas pipelines). Also, most
CIs have a dynamic structure, are undergoing far-reaching changes, both techno-
logical and organizational, and incorporating technologies soon after they are
(commercially) available.

As shown by experienced events, CIs are highly interconnected and mutually
dependent in complex ways, both physically and through a host of information and
communication technologies, the so-called cyber-based systems (Rinaldi et al.
2001). Identifying, understanding and analyzing these features are still major
challenges, magnified by the breadth and complexity® of most infrastructures.

According to Rinaldi et al. (2001), dependency is defined as a unidirectional
relationship between two infrastructures, that is infrastructure i depends on
j through the link, but j does not depend on i through the same link, while
interdependency defines a bidirectional relationship, that is infrastructure
i depends on j through some links, and j likewise depends on i through the same
and/or other links.

2 See Chap.2 for definition.
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Table 1.1 Set of multiple hazards and threats disclosing vulnerabilities of CI

Natural events such as earthquakes, hurricanes/typhoons, tornados, severe flooding, landslides or
other (increasingly) extreme weather conditions

Accidents or technical factors such as components’ failure/rupture leading to the debilitation of
plants, networks and operations

Market factors such as instability associated with major producer groups, or economic pressure
trading off security factors

Policy factors such as artificial supply limitations or negative pricing outcomes or misusing
“energy” for political purposes

Human factors such as unintended failures of omission or commission, e.g., of system operator,
intended errors or even targeted malicious attacks, either physical or cyber

Infrastructures are not only complex but most of them show adaptive behavior;
that is, all components and the system as a whole are influenced by past experi-
ence, e.g., degradation from overuse, aging over time, by trials to improve per-
formance, e.g., of the personnel, and by adjustment to new conditions or
disturbances, e.g., automatic variation of generator output to meet actual power
loads or load-shedding (Rinaldi et al. 2001).

Infrastructure interdependencies® have often been illustrated by a dependency
matrix (IRGC 2005; Luiijf 2008) or by representing infrastructure networks as
interconnected single planes or layers as shown in Fig. 1.2. In Fig. 1.2, parallel
lines represent individual sectors or subjects within a particular infrastructure;
solid lines connect nodes and cross-sectors in internal dependencies while dashed
lines mark interdependencies. A meaningful representation of such web of
dependencies must relate to a specific scenario; here, the flooding event and
subsequent response during Hurricane Katarina have been selected.

The vulnerability of CIs must be theoretically analyzed and assessed. While the
concept of risk is fairly mature and consensually agreed, the concept of vulnera-
bility is still evolving and not yet established. In general terms, risk refers to a
combination of the probability of occurrence (frequency F) of a specific (mostly
undesired/adverse) event leading to loss, damage or injury and its extent (conse-
quence indicators ¢ j)4. These quantities and their associated uncertainties are
regarded as being numerically quantifiable. Besides this quantitative side of risk,
there is a non-technical dimension accounting for the aspects of societal and
psychological risk experience and perception which are subject to changes and
contextual in nature.” For CIs, the term risk may include the frequency of loss of
service with its resulting consequences for the people concerned.

3 See Chap.2 for further explanation.

See also ISO/IEC Guide 73 (ISO/IEC 2002).

5 See also German Advisory Council for Global Change (WBGU 1999) and IRGC White Paper
1 (IRGC 2005, p 141) for further details.
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Fig. 1.2 Infrastructure interdependencies, illustrated for the flooding event and subsequent
response during Hurricane Katrina, USA (Pederson et al. 2006)

The term vulnerability has been introduced as the hazard®-centric perception of
disasters that is revealed as being too limited to understand in terms of risks. A
hazard of low intensity could have severe consequences, while a hazard of high
intensity could have negligible consequences: the level of vulnerability is making
the difference (White 1974).

The concept of vulnerability seen as a global system property focuses on three
elements’:

— Degree of loss and damages due to the impact of a hazard (technical dimension)

— Degree of exposure to the hazards, i.e., likelihood of being exposed to hazards
of a certain degree and susceptibility of an element at the risk of suffering loss
and damages (the element at risk could be a technical system)

— Degree of resilience,® i.e., the ability of a system to anticipate, cope with/absorb,
resist and recover from the impact of a hazard (technical) or disaster (social).

S «A potentially damaging physical event, phenomenon and/or human activity, which may

cause loss of life or injury, property damage, social and economic disruption or environmental
degradation. Hazards can be single, sequential or combined in their origin and effects” (UN/ISDR

2004).

7 See Bouchon (2006) for further detailed explanations.

Resilience generally means the ability to recover from some shock, insult, or disturbance, the
quality or state of being flexible. In physics and engineering, it is defined as the physical property
of a material that can return to its original shape or position after deformation that does not
exceed its elastic limit, i.e., as its capacity to absorb energy when it is deformed and then, upon
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Fig. 1.3 Vulnerability elements and associated response scenarios (Bouchon 2006)

Figure 1.3 brings these elements together with the scenarios which may
develop depending on the system characteristics; cascading effects are shown to
possibly lead to a complete system breakdown.

In the context of the material presented in this book, we define vulnerability as a
flaw or weakness (inherent characteristic, including resilience capacity) in the
design, implementation, operation, and/or management of an infrastructure sys-
tem, or its elements, that renders it susceptible to destruction or incapacitation
when exposed to a hazard or threat, or reduces its capacity to resume new stable
conditions. The latter can be provided with a likelihood (frequency) while a
measurand for destruction or incapacitation (loss or damage, respectively) needs
specific elaborations depending on the value placed on the asset by its owner/
operator or the customer/government. For example, the vulnerability of the electric
power system might be specified in terms of changes in network characteristics
following attacks on nodes and the scale (e.g., number of nodes/lines lost) or the
duration of the associated loss. More sophistically, it can be expressed in terms of
the frequency of major blackouts (number per year) and the associated severity,
measured either in power lost or energy unserved (MW or MWh) as illustrated by
Fig. 1.4.

Therefore, this interpretation of vulnerability is closely related to the definition
of risk while another interpretation is used to describe a system component or an
aspect of a system, i.e., a component is said to be a vulnerability of a system if its

(Footnote 8 continued)

unloading, to have this energy recovered. Regarding systems resilience basically it is the potential
to remain in a particular configuration and to maintain its feedback and functions, and involves
the ability of the system to reorganize following disturbance-driven changes (Bouchon 2006).
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failure causes large negative consequences to that system (Jonsson et al. 2008).
The measure could be a ranking of components a system depends upon.

Reliability of an infrastructure of interest and availability of a service or goods
it provides are also attributes useful to subscribe the quality of infrastructure
systems. These terms are defined as follows:

e Reliability is the ability of a system or component to perform its required
functions under stated conditions for a specified period of time (mission without
maintenance). Reliability is quantitatively expressed as a probability.

e Availability is the probability of a unit to be in working state at a given time t
(includes maintenance).

The term “safety” is defined as the absence of a specified damage on users, the
public and the environment taking unintentional (random) triggering acts/events,
failures or faults into account while “security” includes threats of intentional
origin such as sabotage, cyber attacks and terrorism. The traditional security
attributes such as availability, confidentiality and integrity are often applied,
together with attributes such as privacy and accountability (see also Aven 2007).

Given the realm of single infrastructures and interdependencies, thegoals of
vulnerability analysis, and the associated modeling and simulation efforts,
could be:

1. Given a system and the end state of interest, identify the set of events and event
sequences that can cause damages and loss effects.

2. Identify the relevant set of “initiating events” and evaluate their cascading
impact on a subset of elements, or the system as a whole.

3. Given a system and the end state of interest, identify the set of events or
respective event sequences that would cause this effect.

4. Given the set of initiating events and observed outcomes, determine and
elaborate on (inter)dependencies (within the system and among systems) and on
coupling of different orders.

The ultimate goal is to identify obvious and, most importantly, hidden vul-
nerabilities in infrastructure systems, to be able to act for managing and reducing
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them. The achievement of these goals rely on the analysis of the system, its parts
and their interactions within the system; the analysis must account for the envi-
ronment which the system lives in and operates, and finally for the objectives the
system is expected to achieve. During the development of such basic system
understanding, first vulnerabilities may have already been emerged.
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Chapter 2
Properties of Critical Infrastructures

Physical-engineered critical infrastructures (CIs) are characterized as large scale,
spatially distributed, complex networks—either open or closed. According to
Dueiias-Osorio and Vemuru (2009), these systems are made of “a large number of
interacting components (real or virtual), show emergent properties difficult to
anticipate from the knowledge of single components, are characterized by a large
degree of adaptability to absorb random disruptions and are highly vulnerable to
widespread failure under adverse conditions.” Indeed, small perturbations can
trigger cascades and large-scale consequences in Cls; furthermore, disruptions
may also be caused by targeted malicious attacks.

2.1 Complexity

A recent National Science Foundation (NSF) workshop report (Guckenheimer and
Ottino 2008) points at the fact that a complex system is characterized by an
internal structure which may consist, besides many interacting components, of
“a network that describes which components of the system interact, multiple
scales of space and/or time, or symmetry. The components of many complex
systems are heterogeneous and form a hierarchy of subsystems.” Furthermore,
uncertainty is regarded as pervasive in complex systems, and its characterization
and propagation through the system as key aspects for the reliable prediction of the
system behavior and its effect and safe control.

The above attributes draw the boundary between simple and complex systems.
Less trivial is to draw a boundary between complicated and complex systems.
Table 2.1 attempts to do so by highlighting the very essence of a complex system,
which is believed to lie in the degree and modality the parts interact and the overall
behavior of the system that emerges from these. “The system must be analyzed as
a whole; decomposing the system and analyzing subsystems does not necessarily
give a clue as to the behavior of the whole” (Guckenheimer and Ottino 2008).

W. Kroger and E. Zio, Vulnerable Systems, DOI: 10.1007/978-0-85729-655-9_2, 9
© Springer-Verlag London Limited 2011
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Table 2.1 Characteristics of complicated versus complex systems, both entailing a large number
of highly connected components

Complicated systems (mechanical watches, Complex systems (stock market, www, power
aircraft, power plants, etc.) grid, etc.)
Components have well-defined roles and are ~ Rules of interaction between the components
governed by prescribed interactions may change over time and may not be well
understood
Structure remains stable over the time. Low Connectivity of the components may be quite
dynamics plastic and roles may be fluid. Interactions
are not always obvious
No adaptation. One key defect may bring System responds to external conditions and
system to a halt evolves
Limited range of responses to changes in their Display organization without a central
environment organizing principle (self-organization/
emergence)
Decomposing the system and analyzing sub-  Respond to and interact with their environment

parts can give us an understanding of the

behavior of the whole, i.e., the whole can be

reassembled from its parts

Problems can be solved through analytical Inadequate information about the state of the
thinking and diligence work influencing variables, nonlinearities
Overall behavior cannot be simplified in terms

of their building blocks. The whole is much
more than the sum of its parts

2.2 Learning from Experience

Despite Cassandra, CIs have proved highly reliable in and beneficial for Western
societies. Nevertheless major breakdowns have occurred, illustrating the com-
plexity of system behavior and of the event sequences which may generate, and
showing the negative consequences of dependencies leading to cascading effects.
In the electrical transmission CIs, for example, the analysis of recent major
blackouts from 2003 to 2006 (Table 2.2) leads to drawing some conclusions on the
main underlying causes and to carving some patterns of common behavior:

e Technical failures (Denmark/Sweden, two independent failures), external
impacts (Tokyo, construction work; Brazil, extreme weather conditions) and
adverse behavior of protective devices (London) are important triggering
events, when not protected by the N-1 security criterion' and/or in combination
with high-load conditions (Moscow).

! Definition of the N-1 security criterion specifies that “any probable single event leading to a
loss of a power system element should not endanger the security of the interconnected operation,
that is, trigger a cascade of trippings or the loss of a significant amount of consumption. The
remaining network elements, which are still in operation, should be able to accommodate the
additional load or change of generation, voltage deviation or transient stability regime caused by
the initial failure.” (Union for the Coordination of Transmission of Electricity 2008).
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Table 2.2 Recent major blackouts of electric power supply systems

Blackout Load Duration People Main causes
loss  (h) affected
(GW)
Aug 14, Great Lakes, ~60 ~16 50 million Inadequate right-of-way
2003 NYC maintenance, EMS failure,

poor coordination among
neighboring TSOs

Aug 28, London 072 1 500,000 Incorrect line protection device
2003 setting
Sept 23, Denmark/Sweden 6.4 ~17 4.2 million Two independent component
2003 failures (not covered by N-1
rule)
Sept 28, Italy ~30 wupto 18 56 million High load flow CH-I, line
2003 flashovers, poor

coordination among
neighboring TSOs

July 12, Athens ~9 ~3 5 million Voltage collapse
2004
May 25, Moscow 2.5 ~4 4 million Transformer fire, high demand
2005 leading to overload
conditions
June 22, Switzerland 0.2 ~3 200,000 Non-fulfillment of the N-1 rule,
2005 (railway passengers wrong documentation of
supply) line protection settings,
inadequate alarm processing
Aug 14, Tokyo ? =5 0.8 million Damage of a main line due to
2006 households construction work
Nov 4, Western Europe ~14 ~2 15 million High load flow D-NL, violation
2006 (“controlled” households of the N-1 rule, poor inter
line cut off) TSO-coordination
Nov 10, Brazil, Paraguay ~14 ~4 60 million Short circuit on key power line
2009 due to bad weather, Itaipu
hydro plant (18 GW) shut
down

¢ Organizational factors such as market liberalization and short-term contracting
causing operation of the system beyond original design parameters (e.g., Great
Lakes, Italy), and stressing operation conditions such as weakening mainte-
nance work and/or inadequate integration of intermittent power generation
(e.g., Western Europe) have proven to be outstanding causes.

e As the transmission system operators (TSOs) play a decisive role with regard to
contingency management, lack of situational awareness and short-term pre-
paredness, as well as limited real-time monitoring beyond control areas and
poorly timed cross-border coordination (e.g., Great Lakes, Italy, Switzerland
(rail)) build up as aggravating factors.

e The inadequacy of the N-1 security criterion and, even more importantly, of its
inadequate evaluation/implementation in various cases have enforced attempts
to make it more stringent and legally binding.
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Also, lack of investment due to increasing economic pressure, public resistance,
etc., can be observed in many countries and areas, leading to insufficient system
monitoring, control, and automation as well as to insufficient grid extension and
maintenance (including tree cutting programs [Great Lakes, Switzerland/Italy]),
and thus contributing significantly to past blackouts.

As expected, disruption of electricity supply strongly affects our society and
other infrastructures which depend on it. The Italian electric power blackout on
September 28, 2003 at 3.01 a.m. (Sunday/Monday night) may serve as an example
to further elucidate the course of events and delineate the associated consequences:

At the given date, one of the main north—south transit lines through Switzer-
land—the Lukmanier transmission line—shut down following a flashover between
a conductor cable and a tree. This resulted in a redistribution of the electricity in
accordance with the laws of physics, and a subsequent overload (110%) of another
north—south transit line, namely the San Bernardino transmission line, which due
to another flashover also shut down at 3.25 a.m. What followed was a series of
cascading failures of other transmission lines in the border region. At that time, the
Italian grid was completely separated from the UCTE? network. Despite primary
frequency control, automatic disconnection of the pump storage plants in Northern
Italy, and automatic load shedding (10 GW), the voltage and frequency drop
within the Italian grid could not be mastered and generation plants started to trip.
This in turn gave rise to a total blackout throughout Italy at 3.27 a.m. (except
Sardinia).

After 3 hours, energy was restored in some regions connected to France (such
as Liguria). Nine hours later, in the afternoon of September 28, electricity was
restored gradually in most places, including Turin, Milan, Venice, and Rome. The
energy not supplied due to the rotating outages totaled 12.9 GWh. Rolling
blackouts continued to affect about 5% of the population on the next 2 days
(September 29-30) as the electricity company ENEL continued its effort to restore
supply. Restoring power to the whole country took 18 hours. As a consequence,
other infrastructure sectors were affected showing their strong dependence on
electricity supply (Fig. 2.1). The effects on the population, the economy and other
infrastructures—in greater detail—are given in Table 2.3.

The role of failure cascades and (inter)dependencies among infrastructures (see
Chap. 1 and Sect. 2.3) is highlighted in the real examples listed in Table 2.4. Details
of the mini telecommunication blackout in Rome, Tor Pagnotta Street, on January 2,
2004 at 5.30 a.m., demonstrate the challenges to (inter)dependency analysis:

Flooding of a Telecom Italia major telecommunication service node occurred
when a metallic pipe carrying cooling water for the air conditioning plant broke.
The flooding led to several boards/devices failing due to short circuits and the
main power supply going out of service. Diesel generators, part of the emergency
power supply, failed to start due to the presence of water; only batteries provided
power to the boards/devices still working, but finally dropped.

2 Now ENTSO-E.
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Fig. 2.1 Impact of the Italian blackout on other infrastructure sectors

The Fire Brigade arrived at 7.30 a.m. and worked for pumping out the flooding
water and finally individuating the point of the pipe breakage. To start the repair
actions, technicians had to shut down the air conditioning plant. The mini blackout
caused problems and delays in different infrastructures, including Fiumicino air-
port, ANSI print agency, post offices and banks, ACEA power distribution and the
communication network (both fix-to-fix and fix-to-mobile), connecting the main
Italian research institutions (Fig. 2.2).

As mentioned before, the Telco mini blackout also impacted services of ACEA
electrical distribution power grid. ACEA has two Control Centres: manned Main
Control Centre (Ostiense) and unmanned Disaster Recovery Control Centre
(Flaminia). All the tele-measures, commands, and alarms managed by the
unmanned control centre are dispatched to the manned one using two redundant
TELCO communication links at 2 Mbits/s. One is the main link, the other one a
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Table 2.3 Effects of the Italian blackout, September 28, 2003

Impact on the population: strong
About 56 million people have been affected, five elderly persons died
Hundreds of people have been trapped in elevators

Economic losses: moderate
About 120 million € due to spoiled foodstuff
Several hundred thousand € due to the interruption of continuously working industries (e.g.,
steel, cement or plastic factories); no effects on the financial markets

Impact on dependent critical infrastructures: varying
About 110 trains with more than 30,000 passengers stopped as well as subways in Rome and
Milan. Flights were cancelled or delayed. Outage of traffic lights partly led to chaotic situations
in major cities, no severe accidents
In some southern regions interruptions of water supply for up to 12 h.
Telephone and mobile networks in a critical state but operable; Internet providers shut down
their servers (data transfer rate went down to 5% of normal)
Hospitals without serious problems due to the use of emergency power generators

backup link that is always in stand-by state. Such links were expected to be located
on two different geographical paths. Due to a maintenance operation, both links
were traversing the same flooded node. Therefore, both links were out of service
during the blackout. As a consequence, there was no chance to exchange alarms
and signals on the status of power distribution network, and commands between
the unmanned centre and the manned one. In such a situation, ACEA completely
lost the monitoring and control of all the remote substations managed by the
unmanned control centre for a total of 1 h and 23 min. The difficulty of the manual
diagnostic and recovery actions by ACEA operators were further increased due to
partial out-of-service of fixed and mobile phones.

Fortunately, conditions were very favorable during the blackout so that the
power grid required no control actions from ACEA Control Centres to its Remote
Terminal Unit, within the duration of the Telco mini blackout.

2.3 Dimensions of Interdependencies

As clearly demonstrated by experienced events, dependencies and in particular
interdependencies bear significant practical relevance rather than being a (fairly)
new theoretical concept (Rinaldi et al. 2001) introduced six dimensions for their
description, and a categorization into four general “types of interdependencies”
(Fig. 2.3):

e Physical interdependencies—the state of each is dependent on the material
output(s)/flows(s) of the other, e.g., a pipeline network provides gas to fuel a
gas-fired power station while the electricity generated is used to power com-
pressors and controls the gas supply network.
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Fig. 2.2 Infrastructures affected by the mini telecommunication blackout in Rome, 2004

Fig. 2.3 Dimensions for
describing infrastructure
interdependencies (Rinaldi
et al. 2001)
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¢ Geographic interdependencies—elements are in close spatial proximity and a
local environmental event affects components across multiple infrastructures,
e.g., earthquake, flooding or a fire.

e Cyber interdependencies—connect infrastructures to one another via electronic,
informational links, e.g., a supervisory control and data acquisition (SCADA)



22 2 Properties of Critical Infrastructures

system monitors and controls elements of the electric power grid—likewise,
it may provide pieces of information or intelligence supporting another infra-
structure or a decision-making process elsewhere.

e Logical interdependencies—exist between infrastructures that do not fall into
one of the above categories.

The “coupling® and response behavior” of interdependent CI deserves special
attention, as it directly influences whether the infrastructures are adaptive or
inflexible when perturbed or stressed. Rinaldi et al. (2001) introduce three primary
coupling characteristics:

e The degree of coupling either tight or loose addressing the nature of correlation
of a disturbance in one agent to those in another; e.g., the gas-fired spatial
heating system without storage is closely coupled to the gas supply system
without “time to give” or slack.

e The coupling order either directly connected (first-order effect) or indirectly
through one or more intervening infrastructures (second-order up to n-order
effects); e.g., loss of electric power may directly affect the pumps and control of
the spatial heating system directly and indirectly affects the fuel supply via the
compressors of the gas supply system, if they are electrically driven.

e The linearity or non-linearity/complexity of the interaction; i.e., whether or not
agents can interact with other agents outside the normal scheme, or production,
or operational sequence, not intended by design as being subtle and difficult to
detect, showing unfamiliar feedback loops; e.g., a large scale areal event such
as extreme heat affecting various agents simultaneously.

Figure 2.4 depicts all this by taking the prolonged electric power problems in
California as the basis. Elements of other dimensions, in particular “environment”
(business and economic [deregulation], legal and regulatory [public policy]) and “type
of failure” (subset of common causes) might be added to the four above categories of
types of interdependencies, or used to specify “logical interdependencies”. The latter
has been proposed by (Pederson et al. 2006) who slightly expanded the above tax-
onomy from physical, cyber (renamed informational), and geographic (renamed
geospatial) to policy/procedural, and societal interdependencies. These types of in-
terdependencies carry a state, or consequences from events in one infrastructure to
other infrastructures, although no direct linkage or relationship in a physical sense
exists; halt of air traffic for more than 24 h in the US and air traffic drop worldwide
following the “September 11 attack” may serve as reference examples.

Relating to physical-engineered Cls, the six dimensions proposed by
(Rinaldi et al. 2001) still seem to be appropriate to facilitate the identification,
understanding, and analysis of interdependencies as well as of dependencies, and
to frame the requirements for modeling and simulation approaches. A multiple/
combined (rather than “silver bullet” single) approach is needed to address, in a

3 According to Webster Dictionary: The act of bringing or coming together. (Mech.) A device or
contrivance which serves.... to connect adjacent parts.
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Fig. 2.4 Examples of nth-order interdependencies and effects (Rinaldi et al. 2001)

Fig. 2.5 Dimensions for
describing infrastructure
interdependencies (according
to (Rinaldi et al. 2001),
modified by authors in italic)
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Behaviour
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consistent manner, all of these interrelated factors and system environment classes/
attributes, respectively.

The following extensions to the six dimensions and related elements are here
proposed (see Fig. 2.5 as a modification of Fig. 2.3) to strengthen their
representation:
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“State of operation”: “normal”—distinction between nominal, peak,
off peak
“repair” extended to maintenance during con-
tinuous operation or down states

“Type of failure”: “common cause initiating” added to “common
cause”
“Types of interdependencies”: “cyber” changed to informational including

hard- and software
“geographical” changed to geospatial
Note “logical” includes lacking diversity,
functional, etc.

“Environment”: “Speed of developments/changes™ added

In general, it is difficult to clearly define the boundaries of individual infra-
structures and model (inter)dependencies among them adequately. Often, infra-
structures are decomposed into a physical and supporting/controlling part and
modeled in a linear fashion. Let us take the electrical power grid (physical system
under control) and the monitoring and control (SCADA) system as examples. Only
if the SCADA system is dedicated, does not make use of commercial systems to
transfer data and commands, e.g., the open Internet, and does not incorporate
common hardware and software, then it can be modeled as part of the electric
power infrastructure, including dependencies within. If not, as it is obviously
the case in many countries, it would be closely linked to the information and
communication infrastructure and must be modeled in a less simplistic way,
“not to overlook the true complex nature of interconnected infrastructures”
(Rinaldi et al. 2001). Taking this into account, many vulnerability analysts call for
a “system-of-systems” approach.

Failures (negative impact) that arise from (inter-)dependencies can be classified
as follows:

(1) One event causing failure or loss of service of more than one infrastructure,
such as areal external events (earthquakes, floods, extreme weather conditions,
etc.), due to spatial proximity (called common cause initiating events).

(2) Failure of one infrastructure causing failure or loss of service of at least
another infrastructure, e.g., rupture of mains of the water supply system (called
cascade initiating events).

(3) Failure or loss of service resulting from an event in another infrastructure, e.g.,
failure of gas lines due to loss of main electricity supply if compressors are
electronically driven (called cascade resulting events).

(4) Failure or loss of service of one infrastructure escalating “domino effect”
because of failure of another affected infrastructure, e.g., failure of the electric
power system leading to failure of the SCADA system and by this affecting
restoration of the electric power system (called escalating events).
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Events being neither one of these four types maybe called independent. The
types of non-independent events are not mutually exclusive.

2.4 Empirical Investigations on Critical Infrastructure
(Inter)Dependencies

As outlined before, interdependencies within and among Cls are recognized as
both opportunities, e.g., increased coping capacity and elements of increased
vulnerability. With regard to the latter, empirical studies have been made and
published focusing on building databases of different kinds and/or to obtain
findings for decision making.

For example, the database in (Luiijf et al. 2009) was built from public reports of
disruptions of CIs from open sources like newspapers and Internet news outlets.
The following results were derived from a subset of 1,749 failure incidents in 29
European countries (95% occurred after 2000) with noticeable effect to society
(e.g., at least 100,000 electric power customers affected). Events have been clas-
sified as “cascade initiating”, “cascade resulting,” and “independent” (see pre-
vious section). The results disclose that:

— “Cascades resulting” events are more frequent than anecdotally thought,
i.e., almost 30% (501 out of 1,749) of the reported incidents result from inci-
dents in other services, and that “cascade initiators” are about half as frequent
(268 out of 1,749, see Table 2.5).

— The dependency matrix is sparsely populated and cascades are highly asym-
metrical; the dependencies are more focused and directional than often thought.

— Energy and telecommunication are the main cascading initiating sectors,
energy is the only sector which initiates more cascades than it ends up receiving
(146 versus 76, see Table 2.5).

Table 2.5 Categorization of number of CI disruption events (Luiijf et al. 2009)

CI sector Cascade initiating Cascade resulting Interdependent Total Sample size
Education 0 3 1 4 4
Energy 146 76 388 609 590
Financial Services 1 26 33 60 60
Food 0 4 3 8 8
Government 2 40 26 68 67
Health 1 16 22 39 39
Industry 5 15 7 27 27
Internet 15 51 95 161 160
Postal Services 1 0 0 1 1
Telecom 69 125 114 308 295
Transport 19 128 276 423 433
Water 9 18 51 78 76

Total 268 501 1,017 1,786 1,749
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Table 2.7 Elements for criticality definition

Conditions for a critical situation Criticality criteria

”» o«

“If disrupted or destroyed” Serious “debilitation and impact on”, “would
incapacitate”, “so vital to”, “essential to”:
“The incapacity of destruction of such The “entire system”
systems and assets”
“If degraded or rendered unavailable The “national public health”, “safety”
for an extended period”
“Disabling any of them” “National security”
(Non)“continuous, reliable operation” “National defense”
“Disturbance, functional deficiency or “National economic security”
destruction” “Minimum operations of the economy and the effective
functioning government”
“Social or economic well-being of citizens or of the
nation”
“Quality of life”
“Or any combination of those matters”

— Within the energy sector 61 (out of 65) dependencies exist between the elec-
trical power subsector services, and within telecommunication services dis-
ruptions of telecom backbones most seriously affect Internet services (see
Table 2.6).

With regard to escalation of cascades, the analysis shows that a cascade initi-
ating event in the energy sector triggers 2.06 disruptions of other services, but
taking all events into account (including independent) only one out of two events
triggers a disruption of another CI. For the telecommunication sector the respec-
tive numbers are 1.86 disruptions and two out of five. Interestingly, 421 events (out
of 501 resulting in cascades) are first level, 76 are second level, and 4 are third
level cascades; no deeper cascades have been found. This contradicts the results of
the evaluation of selected experienced events (Table 2.4) and may be due to a bias
of the open source media information consulted.

Another fairly simple measure of (inter)dependency was proposed by
Zimmermann (2004) which compares the duration of outages in the initial system
disruption, e.g., power outage, with the duration of outages of specific public services
and businesses affected. The investigations based on power outage data from North
America from 1990 through 2004. Results showed that the duration of outages linked
to the electricity outage for affected public services exceeded the duration of the
initial power outage itself pointing to the fact that cascading events did escalate.

2.5 Degree of Criticality

The definition(s) of CI (this chapter) focus on systems and assets which are
considered critical with regards to some criteria, possibly varying from one
country/region specific definition and associated perspective to another. These
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Fig. 2.6 Example for the evaluation of the degree of criticality (IRGC 2006)

definitions (Table 2.7) are descriptive rather than a precise yardstick to objectively
assess criticality and its degree. There is no standardized usage and broad-based
mutual understanding of what criticality is and how to measure it (see also
Bouchon 2006). Nevertheless, the description of conditions for a critical situation
focuses on a disturbance or loss of continuous (reliable) service and places the
analysis of CIs in the realm of the analysis of reliability (systems view) or
availability (users view), of risks for the owner/operator and/or the public due to
adverse events, and of vulnerability of the system and/or the society.

Infrastructures are considered highly critical because of being both a trigger of a
potential crisis and a means to resolve a crisis/emergency situation; the telecom-
munication systems may illustrate this. Therefore, criticality objectives are pri-
marily related to strategic objectives of a state entity although other subjective
standpoints, i.e., of owners/operators, insurers, other stakeholders and the general
public, are worth mentioning and may lead to other criticality criteria. Referring to
the Swiss Federal program for critical infrastructure protection (CIP) as an exam-
ple, the “criticality of an infrastructure” denotes its relative importance regarding
the potential consequences of a disturbance, functional deficiency, or destruction
for the public and its vital resources” (Federal Office of Civil Protection 2009). The
probability of such an event is deliberately not regarded as important.
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Attempts have been made to further specify criticality and to distinguish degrees
of criticality. The European Commission—EC (EC 2004) has proposed to distin-
guish three criteria—within its concept of CIP focused on the fight against terrorism:

e Scope: The loss of a critical infrastructure element is rated by the extent of the
geographic area which could be affected by its loss or unavailability, i.e.,
international, national, provincial/territorial, or local.

e Magnitude: The degree of the impact of loss can be assessed as none, minimal,
moderate, or major. Among the criteria which could be used to assess potential
magnitude are:

(a) Public impact (amount of population affected, loss of life, medical illness,
serious injury, evacuation)

(b) Economic (GDP effect, significance of economic loss and/or degradation of
products or services)

(c) Environmental (impact on the public and surrounding location)

(d) Interdependency (among other critical infrastructure elements)

(e) Political (confidence in the ability of government)

e Effects of time: This criteria ascertains at what point in time the loss of an
element could have a serious impact (i.e., immediate, 24-28 h, 1 week, other).

This has been taken up by the International Risk Governance Council (IRGC)
to assess the degree of criticality of five coupled physical-engineered infrastruc-
tures. This was done semi-quantitatively, based on expert judgment and screening
analysis applying the so called traffic light model (IRGC 2006); see Fig. 2.6 for a
snapshot of the results. Sometimes it might be of interest to distinguish between
objectives, e.g., economy/economic security, public health and safety, and to
address interdependencies separately.

Taking again the Swiss CIP program as the example, it was proposed to assess
the criticality at the level of 31 subsectors® ‘according to their “relative impor-
tance” (see definition above). The main purpose is to give steer to more detailed
analyses aiming at the identification of critical elements in prioritized infrastruc-
tures (called vertical criticality) and to strategic planning (BABS 2008). Three
criteria are distinguished:

e Effect on other subsectors (dependence)
o Effect on the public
o Effect on the economy

Four categories have been established to specify the effect (consequences)—
from none (0), small (1), median (2) to large (3). It is assumed that the “loss of
continuous service” will take place without pre-warning, will last approximately
3 weeks, and will affect the whole country. A spider diagram is used to illustrate

* The sector energy, for instance, is divided into the subsectors electric power, oil, and gas
supply.
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Fig. 2.7  Criticality of subsectors (Federal Office of Civil Protection 2008)

the results (Fig. 2.7): electric power supply and telecommunication are highest
ranked.

Activities are undergoing at the level of the European Union aimed at identi-
fying “European critical infrastructures” (EC 2008) by taking three aspects into
account:

e Risk of casualties (number of fatalities and/or injuries)
e Economic loss (percentage of GDP)
e Public effect (number of people affected)

To be regarded “critical” for the European Union at least two Member States
must be significantly affected by a loss of service of the infrastructures under
consideration (currently the energy [electric power, oil and gas supply] and
transport sectors). As in all other cases known to the authors, definition and
assessment of criticality focus on loss of service; misuse of infrastructure to
intentionally cause harm to the public, economy, and government (“weaponiz-
ing”) is not taken into consideration; penetration into unmonitored parts of the
urban drinking water system and dumping of hazardous substances may serve as
fictitious example for illustration.
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Chapter 3

Challenges to Methods

for the Vulnerability Analysis
of Critical Infrastructures

As has been discussed in the previous section (see Table 2.1) critical infrastruc-
tures (CIs) exhibit a number of complex system characteristics which call for
analyzing them as a whole and make their holistic study highly challenging.
A comprehensive vulnerability analysis requires not only the consideration of a
large number of spatially distributed, interacting elements with nonlinear behavior
and feedback loops, but also a broad spectrum of hazards and threats including
failures and threats. It comprises three main activities (Fig. 3.1):

e System analysis including system properties (e.g., physical and logical struc-
tures and operation modes)

¢ Quantification of system vulnerability indicators and identification of important
elements

e Application to system improvements either technical or organizational

The challenges to methods for vulnerability analysis depend on the objectives
of the assessment and on the system characteristics. More specifically, the fol-
lowing main challenges are to be tackled, while a look at how different methods
basically respond to them is given in Chap. 4.

3.1 Emergent Behavior

The local interaction of a plethora of system components often results in global
behavior, which is difficult or even counterintuitive to anticipate. In general, such
hard-to-predict collective phenomena are referred to as “emergent behavior”
(e.g., Bonabeau 2002). As a consequence, vulnerability analysis methods have to be
developed and applied in such a way that emergent phenomena, potentially crucial
for the overall robustness of critical infrastructures, are sufficiently captured.
According to Wolf and Holvoet (2005), the emergence properties include
micro-macro effect, radical novelty, coherence, dynamics, interacting parts,
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decentralized control, two-way link and flexibility. For an individual infrastruc-
ture, the definition of the micro-level (lowest level of the modeling) depends on the
level of detail, which has to be chosen carefully. Furthermore, a careful decision
needs to be made with regard to the trade-off between two extreme viewpoints:
so called non-reductionism, which means that the macro-level emergence is not
reducible to the micro-level parts of the system, and the opposite opinion that
emergent properties can be studied by taking a system apart and looking at the
parts (so-called reductionism) and that the behavior of the system can be reduced
to that of its elements (Kubik 2002).

3.2 Intricate Rules of Interaction

The required performance of critical infrastructures relies on intricate, often
nonlinear interactions among a large number of interconnected and geographically
distributed components of different types, including both technical and non-tech-
nical elements. Even their interaction with the regulatory, legal or institutional
framework may eventually affect the overall vulnerability of infrastructure sys-
tems. Furthermore, the normal operation of these systems does not allow to detect
‘hidden’ interactions which might become crucial for the evolution of (cascading)
failure events; the dynamic degradation of networks is sensitive to parameter
variations and the system behavior cannot be described by linear equations.
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Fig. 3.2 Illustration of railway system as a multi-layer infrastructure network

Most CI are open systems, i.e., they exchange with the environment very
intensively. Each CI needs input in terms of energy, resources, information, etc.;
the services provided are the system outputs. The interactions between the system
and its environment have to be taken into account carefully and the undergoing
exchanges to be established adequately via interfaces.

3.3 Single System Features and “Systems-of-Systems”
3.3.1 Multi-Layered Systems

Single critical infrastructures can be viewed as large-scale systems built up from
various co-existing techno-socio-economic layers. For instance, transportation
systems or electric power supply infrastructures consist of physical networks,
communication and control layers, among others, all embedded within a market-
driven organizational framework. Figure 3.2 shows one way of illustrating the
different layers making up the overall railway system (see also Fig. 1.2 for further
explanations).
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Tackling the system fragility induced by these layered (inter)dependencies,
even when only within one CI, remains one of the main challenges of today’s
modeling and simulation capabilities.

3.3.2 State Changes

Modeling and simulation of dynamical processes emulate changes of the system/
components states over time which can be either discrete or continuous
(Borshchev et al., 2002):

1. Discrete processes: State variables change “jumping” from one value to
another. Typical examples are break-down failures, factory operations or
shipping facilities, in which the material or information being simulated can be
described as moving in discrete steps or packets, etc.

2. Continuous processes: State variables are changing continuously, rather than in
discrete steps or packets. Typical examples of continuous dynamic behavior are
wear-out processes, water movement through reservoirs and pipes, etc.

Besides the typical discrete systems (clocked transport systems, telecommu-
nication) and continuous systems (electric power supply, gas and water supply)
there are so called hybrid systems, e.g., continuous systems controlled by discrete
events, which include time-dependent changes and jumping events. An example is
the continuous electricity supply provided by the electric power system affected by
a shutdown event initiated by the SCADA-system in the case of line overload.

In the case of discrete state changes, models must treat entities (e.g., units of
traffic), resources (elements that service entities), and control elements (elements
that determine the states of the entities and resources). In the case of continuous
processes, the model has to include differential or integral equations that describe
the evolution of the system. For hybrid systems, a separation of the underlying
discrete and continuous processes into two different layers is typically required.

When modeling these changes we have also to be aware of multiple time scales.
For example, within the electric power transmission system switching-over volt-
ages happen within microseconds whereas, e.g., some maintenance actions may be
scheduled once a year and take hours to days.

3.3.3 Evolving Systems

Modern societies have become embedded in an increasingly dense web of
interconnected infrastructures which are subject to a continuous and fairly rapid
evolution over time characterized by, for instance, geographic expansions, inte-
gration of new technologies, coexistence of old and new technologies or changing
market conditions. This evolution at different time and spatial scales brings about
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Fig. 3.3 Spectrum of multiple hazards and threats to CI (Kroger 2008)

the need to continuously adapt and update vulnerability assessments. Such a
process, however, might become a prohibitive task.

3.3.4 “System-of-Systems”

Modern infrastructure networks are strongly coupled to each other by different
types of (inter)dependencies (see Sect. 2.3) of different degrees. Therefore, they
should preferably be modeled as interconnected “system-of-systems”.! A funda-
mental property of interdependent networks is that failures within one network
may cascade through dependent nodes in other networks (Buldyrev 2010). Pow-
erful methods are needed to describe the behavior of such a system as a whole (not
as a sum of single systems).

3.4 Broad Spectrum of Hazards and Threats

In principle, the model of interconnected or single CI must consider all relevant
hazards and threats. The risks or vulnerabilities related to critical infrastructures
often refer to being systemic by nature. “Investigating systemic risks or vulnera-
bilities goes beyond the usual agent-consequence analysis and focuses on inter-
dependencies and spill-over risk clusters” (IRGC 2005). Hence, approaches are
required to capture this holistic view.

' No universally accepted definition of the term exists; we focus on the following one
(DeLaurentis 2007): “A system-of-systems consists of multiple, heterogeneous, operationally
distributed, occasionally independently operating systems embedded in networks at multiple
levels that evolve over time.
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Depending on the goal of the analysis a decision has to be taken about the
spectrum of hazards and threats to be included which can be of many-sided nature,
either technology- or human-related, natural and operational as well as contextual
(see Fig. 3.3 for illustration).

Technology-related hazards and threats include physical failures at component
and system level as well as cyber-induced problems depending on the openness of
the system. Challenges are to distil the most important technology-related hazards
and threats and related failure modes, and to model their occurrence and the
potential consequences adequately.

The spectrum of human-related threats ranges from unintended errors, e.g., of
operators (a) of not-performing the required task (“errors of omission™) or (b)
doing something else instead (“errors of commission™) to (c) intended “errors”
(sabotage) made by insiders or outsiders to (d) targeted malicious attacks, either
physical (e.g., explosive devices) or cyber. While challenges resulting from (a) are
well known and call for models to deal with human reliability, (b) to (d) call for
even more sophisticated models capable of describing a complex human behavior
under abnormal conditions, together with systems response models to predict a
potential damage to the system analyzed.

The wide-area, large-scale nature of critical infrastructures makes them highly
susceptible to natural hazards, such as earthquakes, flooding, extreme weather
conditions including heat, cold, storms, etc. Special models are necessary to
quantify hazards (e.g., seismic hazard curves) and to capture the impact on
exposed systems. Other environmental hazards relate to, e.g., geographic prox-
imity of various components and systems, challenging models to deal with
interdependencies and cascading effects.

Inadequate management and operational activities can threaten infrastructures,
in particular errors in instructions and norms can lead to service interruptions or
even cause the complete failure of a system,; it is a non-trivial task to find out such
weaknesses in the documentation and integrate them into the dynamic model of a
system.

Further hazards and threats relate to factors which are often called contextual
such as market-related as well as political, legal or institutional. There is evidence
that liberalization of the market and associated political decisions have cut off
reliability factors such as reserves and redundancies and slowed down investments
while integration of the systems has been further increased (IRGC 2005). There-
fore, contextual factors clearly affect system vulnerability in complex ways. They
add challenges to system modeling and analysis (simulation). There is a clear need
to take increased economic pressure into account when assessing human response
behavior, to modify maintenance strategies and spare-parts managing, to focus on
the search for entry points for hacker attacks after the industrial control systems
have become more open and less dedicated, etc.

The consideration of a broad spectrum of hazards and threats, often called “all
hazards approach”, including failures and failure combinations of highly reliable
elements, and the occurrence of rare natural hazardous events may cause specific
modeling difficulties. The simulation of such events, of low probability of
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occurrence, brings issues related to the time frame of the analysis and to the
number of simulation runs needed to observe the effects of a statistically signifi-
cant number of rare events (very low by nature).

References

Bonabeau E (2002) Predicting the unpredictable. Harvard Bus Rev 80(3):5-11

Borshchev A, Karpov Y, Kharitonov V (2002) Distributed simulation of hybrid systems with
AnyLogic and HLA. Future Gener Comp Sy 18(6):829-839

Buldyrev SV, Parshani R, Paul G, Stanley HE, Havlin S (2010) Catastrophic cascade of failures
in interdependent networks. Nature 464:1025-1028

DeLaurentis D (2007) Role of humans in complexity of a system-of-systems. In: Duffy VG (ed)
Digital human modeling, LNCS 4561. Springer-Verlag, Berlin, Heidelberg, pp 363-371

IRGC (2005) Risk governance: towards an integrative approach. White Paper No. 1, IRGC,
Geneva

Kroger W (2008) Critical infrastructures at risk: a need for a new conceptual approach and
extended analytical tools. Reliab Eng Syst Safe 93:1781-1787

Kubik A (2002) Towards a formalization of emergence. Artif Life 9(1):41-65

Wolf TD, Holvoet T (2005) Emergence versus self-organization: different concepts but promising
when combined. In: Proceedings of the second international workshop on engineering self-
organizing applications (July 2004), Springer-Verlag, Berlin, Heidelberg, pp. 96-110



Chapter 4
Basic Approaches

The two main outputs of a vulnerability assessment of critical infrastructures (Cls)
are the quantification of system vulnerability indicators and the identification of
critical elements (Chap. 2). The information they provide is complementary: while
vulnerability indicators are parameters encompassing the static and/or dynamic
characteristics of the whole system, the identification of critical elements comes
from their ranking with respect to their individual connectivity efficiency and/or
their contributions to the propagation of failures, with their effects, through the
network.

A number of approaches can be undertaken for the vulnerability assessment of
ClIs depending on the type of system, the objective of the analysis and the available
information. In this chapter, an attempt is made to defining the characteristics of
these approaches, framed into categories of homogeneity (Table 4.1, including
references), and to explaining them briefly. Those methods regarded as most
important or promising by the authors and little described in the literature are
explained in detail in Chap. 6.

4.1 Statistical Analysis

The extensive and growing use of information and telecommunication (IT)
systems to capture data about Cls operation and performance (e.g., traffic delays in
a transportation system, loss of power in an electric power network and signs of
electronic intrusion in a banking system) provides rich data sets which can support
vulnerability analyses. However, using these data effectively is difficult for a
number of reasons: (i) data about CIs operation and performance generally come
from a variety of past operating conditions that may not fully reflect the situations
of interest at present and in the future; (ii) the relationships between the measures
of the operating conditions (e.g., the loads placed on the different portions of the
system) and system performance may be complicated and poorly understood;
(iii) the data sets may be very large, making it difficult to draw clear insights

W. Kroger and E. Zio, Vulnerable Systems, DOI: 10.1007/978-0-85729-655-9_4, 41
© Springer-Verlag London Limited 2011


http://dx.doi.org/10.1007/978-0-85729-655-9_2
http://dx.doi.org/10.1007/978-0-85729-655-9_6

2]
E (panunuoo)
3]
8 (600T
a zonbrey
>N -ZoImuey
Annv pue (6007 zonbrepy SyIomIou
A ON ON OoN ON ando() ek ON OoN -zoruey pue on3o(q) SOx uersokeq
& (o0t
TR (s00z
~ Pysuy ‘T8 19 uay)
L00T T00T T8 1@ (L00T
BRE] uewgo))) RURE]
euzng s1a1owrered ruzZNg
6002 [eonLId 9y jo ‘200T Surfopour
NLRS uonesynuopt (#00T 18 % LR (sooc (00T "Te 19 uosqoq :700c sorureukp
uayD) SO X ON ON ISOX U0SqO(]) SOR  UBWIPOD) SOX ‘I8 10 UBWIMAN]) SOX SIEA\) [Opow [eonAJeue :ON  OnSI[Iqeqold
(Looz
e (600T WUD
oude) pue euelng /007
sisk[eue ‘Te 39 audeT Z00T
9ATY uew(Q pue SFULIY) (010 T8
0107 T8 10 -eyenb sisATeue aane)enb uoJogue]) 2IMINNS YIomjou s)ou
ON ON ON ON Uuorogue ) soX [9A9] Y31y :ON [0A9] Y31y A[uo Inq :$9X M PAUIQUIOD UAYM :SOL  LNOJ/AONIRIA
(o10T T2 2 (600T
snn3ny) uay)) pue vuelng)
paureiqo (0102 T8 sanpus drypjouou (600T e 19
aq ueo epmon (600T SE PAIOPISU0d 104]) sareis  syuduodwod
$90ULQ-INISIP £600C RURE] QI saInjonyseul Jo suoneurquod d[qissod e sureyo Surepowt
ON ON ON  JO AJLIOADS 1SOX  '[e 19 JOA]) SO X 19AT) SO 9[Suis :oN Jo uonerownuo a1mnbar inq S0 X AOMIB[N  OmSsI[Iqeqold
(o102 (0102 T8 1 (S00T 'Te 19 PIOT) SOHEUDIS
‘Te 19 uoqa(]) uogqaqg JUSIQYIP 10J S[opow
s1ojowrered £600C ‘Te 1 [eansneIs JudIePIp (0107
(010t [eO0LIS o Jo efefiwe g ‘[e 19 u0QaQ *600T ¥ 1@
HLRS uoneoynuspt 500T e[eltwe g 1G00T 1R S[epowt stsk[eue
ON ON U0q3() SoX SOL oY) SOX ON ON  poIopIsuod eyep ajedaIsse :oN [eonsnels [eonsnels
uoneziundo sl1ojedIpul sisAjeue Surjopowr
uonodoxd uoneziundo uoneziundo Aypqerauina a[rey pue uoneIynuapI
JUOTIOIPIAUY uoneradQ uS1sog  SIUAWIALR [BONIID) woskg Surpeose) sarouepuadep(1ayuy) uoneOYNUAPI 2INJONLS O1307] sanbruyoa],
$2A1192(qo TRONORI sindinQ sdays Juowssassy sayoeorddy

42

SID JO Judwssasse A)i[iqerau[na ay) 10j sayoeoidde oy jo uonezuodae) [ dqel



43

Statistical Analysis

4.1

K109y
wo)sAS
uonouny [onuod
ON ON ON ON (0107 VIIN) oA ON (010T VIN) S9X (010T VIW) SoX IoJsuel], orureuk(q
(Lo0T T8 3 uone[nuils
oryodI[Ese) pue
(800C (800T T8 10 (800T 1810 $00T (800¢ Surpopow
ON ON ON e 10 1oyde[yog) sox  Iojderyos) sex  Iojde[yos) sox  [e 10 worzued) o e 10 1ogde[yos) sox paseq-juady
(00T 1810 (800¢
(800T '8 19 017 Kouuryg ‘T8 19 017 1L00T
(600 600 uossuof (800¢ $00CT ‘Te 390 ojesoy
NINWA (8002 pue uossueyof ‘Te 39 o017 ‘Te 19 sse[n 19007 ‘Te 10
pue 'R 800€ Yoeswnjg S00T 9ss0d $00T T8 19 mni) 100T
o10sQ 017 00T pue soulH ‘6007 pue uissey) mioni) (6007 uossuof z1eSons 0002
-seyan( Loyare|y ‘Te 39 1uiped 1100T ‘7002 pue uossueyof ‘e 19 112q[V) Kooy
00T pue £600T HIOYDIRA LIOTYOIRIA e pue 000 B 1R SISA[eue 21monns yiomiou
IO SOA ON BIOJET) SO pue eIO)e) SOX  PUB BIOJET) SOL IONOJN) SO OLIOSQ-seudn(]) Sox Tesr3ojodoy :sox xordwo)
(9002 uawspn(
QI00A) (900T 2100IA) (600C 1adxa
(9002 (900T 9100]A) Aeaneyenb Aeaneyenb Te 30 Temomid /spoyiouwt
QIOOIN) SOX ON ON Aroaneyirenb sox SO ON K[renreq 19007 QI0OJN) SOX Iemnqe],
(600C
™R (soot
Turwwe|J uowd| pue
‘200C spfe[oisody (800T T2 10
L LTY) ‘200C 90U00) (800¢
pue eIy uone[nwls (00T ‘e 39 20u003 (VSd) VANA
[[ouI0) (8002 pue [[ouI0) moy Uowa| pue £G007 uowa| JUOWISSASSE ‘dozey
-918d) SOA ON ON ‘T 19 Q0U00Y]) SAA -91ed) SOA PpeoJ Suisn :S9X spejoisody) sax  pue sppeoisody) sox aAnenuend)  ‘sisA[eue ysry
uoneziundo SI07RITIpUT Suropour
uonoajoid uoneziundo uonezrundo Ajpiqerduna  sisA[eue aInjrey pue uonesynuapl uonesynuapl
JuondIpIAIUL uoneradQ udisoq SIUQWIAA [BONLD) waskg Surpeose)  sorouspuadop(1ojuy) aImonns 21307 sanbruyoo],
S9AT)[qO [eONORIg sindinQ sdays Juowssassy soyoroiddy

(PoNuUNUOd) ['p AqEL



44 4 Basic Approaches

from them. Moreover, the structure of the CI under analysis may be hidden by the
fact that the data are often presented in an aggregate form (Dekker 2005; Debon et al.
2010) so that, for example, the propagation of cascading failures may not be properly
accounted for. The wealth of statistical models available for the analysis of engi-
neered systems (Lord et al. 2005) can also be a drawback, in that a proper choice must
be made of the most suitable model for the specific CI which best fits the physics of
the provided service. In this sense, special emphasis must be put on comparing the
accuracy and usefulness of the models by means of goodness of fit statistics.

Statistical models of differing complexity have, for example, been suggested in
the literature for predicting pipe breaks in water distribution systems, from pro-
portional hazard models (PHMs) to accelerated lifetime models (ALMs), to gen-
eralized linear models (GLMs) (Debon et al. 2010). These models were designed to
show the impact on the CI of each variable describing the failure of an individual
component. The “Cox regression model”, also called PHM or duration model,
is designed to analyze the time lapse until an event occurs or between events. One or
more predictor variables, called covariates, are used to predict a status (event). The
PHM has been widely used in analyzing survival data of components, for reliability
modeling purposes (Cox 1972). ALMs are designed to analyze what influence the
covariates have on the component failure time; they can be viewed as analogous to
the PHMs; but, while in the ALMs the covariates act on the time to failure, in the
PHMs it is the failure hazard that is affected by the covariates (Kleiner and
Rajani 2001). GLMs are an extension of linear models for non-normal distributions
of the response variable and non-linear transformations. A regression model con-
stitutes a specification for the variable mean in terms of a small number of unknown
parameters corresponding to the covariates. A GLM provides a method for esti-
mating a function of the mean of the response variable as a linear combination of the
set of predictive variables (McCullagh and Nelder 1989).

These statistical techniques have been proposed as tools for decision support in
the diagnosis and rehabilitation of CIs, e.g. water supply systems (Yamijala et al.
2009), with the additional aim of identifying the systems most critical parameters.

However, criticality ranking of the systems components is not possible by
resorting to statistical techniques only, because the data are typically presented in an
aggregate form and no identification of the topological structure is accounted for.

4.2 Probabilistic Modeling

This approach encompasses a variety of methods used for the characterization of ClIs,
such as Markov chains (MCs), Markov/Petri nets (MPNs), probabilistic dynamics
modeling and Bayesian networks (BNs).

MCs and MPNss rely on the definition of probabilities of transition of the system
components among their reachable states; this may pose significant challenges
because of the exponential growth in the number of CI configurations to be
evaluated (Iyer et al. 2009). The behavior of a CI is described by its states and by
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the possible transitions between these states. The system states are defined by the
states of the components comprising the system. The components are not restricted
to having only two possible states but rather may have a number of different states,
such as functioning, in standby, completely failed and under maintenance. The
various failure modes of a component may also be defined as states. However,
if the system is made by several multi-state components, the number of system
states increases rapidly. The state-space representation of the system behavior is,
therefore, suitable only for relatively small systems. The possible transitions
between the states are illustrated with the aid of a state-space diagram also known
as a Markov diagram. The transitions are caused by various mechanisms and
activities such as failures, repairs, replacements and switching operations.
Complicated repair and switching strategies, common cause failures and other
realistic aspects of system behavior can be included in the state-space model.
Mathematical modeling of systems suffering from cascading failures propagation
has been developed using a continuous-time Markov chain (CTMC) model of a CI
operating in a randomly changing environment and as probabilistic cascading fail-
ures (Iyer et al. 2009). Probabilistic cascading is considered in the sense that the
failure of a component of type i causes a component of type j to fail simultaneously
with a given probability, with all the failures in a cascade being mutually indepen-
dent. The model includes an environment variable that changes as a CTMC, and this
allows us to model randomly changing conditions under which the system operates.
The model allows for the evaluation of vulnerability indicators such as the
unavailability and mean-time-to-failure (MTTF) of the service provided by the CI.

Probabilistic dynamics models can be considered to overcome the computa-
tional limitations of the previous methods; yet, their analysis is affected by the
drawback that the identification of the system logical structure is not accounted for
(Watts 2002; Dobson et al. 2005). Also, probabilistic dynamics models allow
accounting for (inter)dependencies and interactions among several CIs (Newman
et al. 2005), while MCs and MPNs have been typically used to analyze isolated
systems, or to analyse the (inter)dependencies only for high level qualitative
analysis (Sultana and Chen 2009). In the latter case, the actions and the effects of
the (inter)dependencies among these Cls are postulated by the analyst at the global
CI scale, and do not emerge as the result of the local (inter)dependencies among
components of different CIs (Sultana and Chen 2009).

BN analysis is a probabilistic approach that can be used for modeling and
predicting the behavior of a system, based on observed stochastic events. A BN is
a model that represents the interactions among the components in a system, from a
probabilistic perspective. The representation is illustrated via a directed acyclic
graph, where the nodes represent the variables and the links between each pair of
nodes represent the causal relationships between the variables. From a network
reliability perspective, the variables of a BN are defined as the components in the
network, while the links represent the interaction of the nodes leading to system
“‘success’’ or ‘‘failure’’. A fundamental assumption for the construction of a BN is
that in general, the strength of the interaction/influence among the graph nodes is
uncertain, and thus this uncertainty is represented by assigning a probability of
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existence to each of the links joining the different nodes. For non-trivial systems,
i.e. systems not following a series, parallel or any combination of these configu-
rations, the failure/success probability of a system usually depends on the failure/
success of a non-evident collection of components. In a BN this dependency is
represented as a directed link between two components, forming a child and parent
relationship, so that the dependent component is called the child of the other.
Therefore, the success probability of a child node is conditional on the success
probabilities associated with each of its parents. The conditional probabilities of the
child nodes are calculated by using the Bayes’ theorem via the probability values
assigned to the parent nodes. Also, the absence of a link between any two nodes of a
BN indicates that these components do not interact for system failure/success, thus
they are considered independent of each other and their probabilities are calculated
separately. Holistic methods have been devised for constructing BN models for
estimating the two-terminal reliability of abstract networks (i.e. the probability of a
connection between a selected pair of source and target nodes in the network) (Doguc
and Ramirez-Marquez 2009). BNs have also been shown useful in assessing the
probabilistic relationships and identifying probabilistic mappings among the com-
ponents of a CI. Methods exist that use historical data about the system to be modeled
as a BN and provide for the automated construction of the BN model. In this respect,
data mining algorithms are used for finding associations between system compo-
nents, and thus building the BN model. These algorithms use a heuristic to provide
efficient and accurate results while searching for associations.

4.3 Risk Analysis

This approach can be divided into two lines of analysis: the first entails the
qualitative assessment of system vulnerabilities by expert judgment and tabular
methods (Moore 2006; Piwowar et al. 2009), while the second entails the quan-
titative part (Apostolakis and Lemon 2005; Flammini et al. 2009), with the further
aim of ranking systems elements according to their criticality and of assessing
their cascade failure dynamics (Koonce et al. 2008). To a certain extent, the risk
analysis approach to the vulnerability of CIs can be considered a general frame-
work of analysis, since it often takes advantage of other approaches and tools, i.e.
power flow analysis for electrical transmission networks (Koonce et al. 2008) and
network analysis (Apostolakis and Lemon 2005).

Methods such as fault tree (FT) and event tree (ET) analysis as core methods of
probabilistic risk assessment (PRA) have been applied to the vulnerability analysis
of ClIs for protecting the systems against malevolent actions (Piwowar et al. 2009).
The approach comprises a step-by-step process typical of PRA : (1) systemic
analysis, in which the system itself and its surroundings are analyzed to identify all
the parameters that could interact with it; (2) analysis of the interactions between
aggressors’ profiles and systems, in which the systems are ranked according to the
degree of risk of being attacked; (3) assessment of vulnerabilities and
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determination of key points of vulnerability, in which a panel of subject matter
experts and a PRA process normative expert conduct a study and weigh the
importance of the system elements to qualify them according to several criteria
concerning the attack; (4) building of scenarios, taking into account system
functionalities, the global environment, and the geopolitical context; (5) updating
the security systems, considering the results of the previous steps.

Yet, the approach presents some inconveniences related to the size of the
distributed system to analyze, the number of scenarios of attack to be considered,
the human subjectivity as a base for all the quantifications to assess vulnerabilities
on a given CI, and the needs to be updated frequently, because of the evolving
geopolitics and the introduction of new factors in the whole system (a new apparel,
new ways of productivity, new entrance or exit points, etc.).

A risk-based quantitative method for the identification and prioritization of
vulnerabilities in interdependent Cls has been proposed in (Apostolakis and
Lemon 2005). The CI is modeled as interconnected digraphs and the graph theory
is employed to identify the candidate vulnerable scenarios. These scenarios are
screened for the susceptibility of their elements to a terrorist attack, and a prior-
itized list of elements vulnerabilities is produced. The prioritization methodology
is based on multi-attribute utility theory (Morgan et al. 2000). The impact of losing
infrastructure services is evaluated using a value tree that reflects the perceptions
and values of the decision maker and the relevant stakeholders. These results,
which are conditional on a specified threat, are provided to the decision maker for
use in risk management. Interestingly, this method embeds the vulnerability
quantification into the framework of the stakeholders’ perspective, making it
suitable for a realistic ranking of vulnerabilities in Cls.

To account for cascading failure propagation in Cls, the previous method has been
extended and applied to the risk analysis of a bulk power system (Apostolakis and
Lemon 2005). The analysis was complemented with a power flow simulation model
to determine the likelihood and extent of power outages, when components within
the system fail to perform their designed functions due to both random causes and
malevolent acts. The consequences associated with these failures are determined by
looking at the type and number of customers affected; stakeholder input is used to
evaluate the relative importance of these consequences. The methodology provides a
ranking of each system component by its risk significance to the stakeholders.

4.4 Complex Network Theory

Complex network theory methods can be applied to the analysis of CIs for (a)
helping to identify preliminary vulnerabilities by topology-driven and dynamical
analyses and (b) guiding and focusing further detailed analyses of critical areas.

The interconnection structure of a CI can be represented by an unweighted
network, where the edges (arcs) between nodes are either present or not. The
topological analysis of the corresponding representative graphs has received a
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renewed enthusiasm from the works of Strogatz and Barabdsi, who pointed at the
presence of a “selective pressure” able to determine a common growth mechanism
in a number of diverse evolving complex systems (from those representing
technological systems to those related to biological and social networks; Watts and
Strogatz 1998; Jeong et al. 2001). Such a growth mechanism determines the
development of structures toward a class of mathematical graphs labeled as “scale-
free”. It has been shown that those network structures possess considerable
robustness against random faults but large vulnerability to deliberate attacks, with
respect to randomly grown networks (Albert et al. 2000). On the practical side,
it has also been shown that, quite often, large technological infrastructures do not
show a clear scale-free structure, mainly due to technological constraints which
limit the arbitrary growth of the nodes degrees (i.e. the number of connections
pointing to the nodes) (Amaral et al. 2000).

Topological analysis based on classical graph theory can unveil relevant prop-
erties of the structure of a network system (Albert et al. 2000; Strogatz 2001) by (i)
highlighting the role played by its components (nodes and connecting arcs) (Crucitti
etal. 2006; Zio et al. 2008), (ii) making preliminary vulnerability assessments based
on the simulation of faults (mainly represented by the removal of nodes and arcs)
and the subsequent re-evaluation of the network topological properties (Rosato et al.
2007; Zio et al. 2008). In a topological analysis, a CI is represented by a graph
G(N, K), in which its physical constituents (components) are mapped into N nodes
connected by K unweighted edges, representing the links of physical connection
among them. The focus of topological analysis is on the structural properties of the
graphs on the global and local scales, e.g., as represented by their characteristic path
length, L, defined as the number of arcs in the shortest path between two nodes
averaged over all pairs of nodes, and average clustering coefficient, C, a measure of
the extent to which nodes tend to form small groups (Watts and Strogatz 1998).
Average global measures, such as L, give indications on the extent to which each
node in the system is connected with any other nodes, while average local measures,
like C, assess to what extent the first neighbors of each node are connected
among each other. In spite of the usefulness of the topological analysis of the
unweighted network of a CI and of the insights it provides, empirical results show
that it cannot capture all rich and complex properties observed in real Cls, so that
there is a need for extending the models beyond pure unweighted, structural
topology (Boccaletti et al. 2006; Eusgeld et al. 2009).

Indeed, along with a complex topological structure, many real networks display
a marked physical heterogeneity in the capacity and intensity of the connections.
Examples are different impedance and reliability characteristics of overhead lines
in electrical transmission networks (Hines and Blumsack 2008; Eusgeld et al.
2009), unequal traffic on roads which affects accident probability (Zio et al. 2008)
or different routing capacities of the Internet links (Latora and Marchoiri 2005).
To describe such heterogeneities numerical weights can be assigned to each link of
the representative network, measuring the “strength” of the connection. In this
way, the functional behavior of the CI is somewhat embedded into a generalized,
but still simple, topological analysis framework. Global and local measures
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can then be introduced for the statistical characterization of weighted networks
(Latora and Marchiori 2001).

Further, in real network systems, another important dimension to add to the
vulnerability characterization is the dynamics of flow of the physical quantities in
the network. From the analysis point of view, this entails considering the interplay
between structural characteristics and dynamical aspects, which makes the mod-
eling very complicated since the load and capacity of each component, and the
flow through the network are often highly variable quantities both in space and
time. Functional models have been developed to capture the basic realistic features
of CI networks within a weighted topological analysis framework, i.e. disregarding
the representation of the individual dynamics of the CIs elements. These models
have shed light on the way complex networks react to faults and attacks, evalu-
ating their consequences when the dynamics of flow of the physical quantities in
the network is taken into account. The response behavior often results in a dra-
matic cascade phenomenon due to avalanches of node breakings (Motter and Lai
2002; Motter 2004; Zio and Sansavini 2008). Abstract modeling paradigms for
analyzing the system response to cascading failures have been introduced to guide
successive detailed simulation focused on the most relevant physical processes and
network components (Motter and Lai 2002; Motter 2004; Dobson et al. 2005; Zio
and Sansavini 2008). Despite their apparent simplicity, these models provide
indications on the elements criticality for the propagation process (Zio and
Sansavini 2011a) and on the actions that can be performed in order to prevent or
mitigate the undesired effects (Motter 2004). It is observed that improvements in
network components alone do not ensure system robustness or protection against
disproportionate cascading failures (Duefias-Osorio and Vemuru 2009) instead,
topological changes are needed to increase cascading robustness at realistic tol-
erance levels. Moreover, regardless of the nature of the events triggering the
failure cascade, the additional loss of performance due to cascading failures can be
orders of magnitude larger than the initial loss of performance.

Finally, the complex network theory models allow accounting for (inter)depen-
dencies among different CIs, to assess the influences and limitations which inter-
acting infrastructures impose on the individual systems operating conditions, for
avoiding fault propagation by designing redundancies and alternative modes of
operations, for detecting and recognizing threats (Zimmerman 2001; Duefas-Osorio
et al. 2007; Johansson and Jonsson 2009). In developing modeling and simulation
frameworks that allow the coupling of interdependent infrastructures, it is important
to know that simply linking existing infrastructure models together fails to capture
the emergent behavior arising in interdependent CIs (Zio and Sansavini 2011b).

4.5 Agent-Based Modeling and Simulation

Agent-based modeling (ABM) has been shown to offer an attractive modeling par-
adigm for describing the dynamic system operational behavior, with close adherence
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to the reality of the coupled processes involved (D’Inverno and Luck 2004).
One of the major advantages of ABM for simulating CIs is the possibility to
include physical laws into the simulation and to emulate the behavior of the infra-
structure as it emerges from the behaviors of the individual agent and their
interactions. In other words, the overall system behavior results from the interactions
among the multiple single agents of different kinds which make up the system
(Schlépfer et al. 2008). This modeling approach integrates the spectrum of different
phenomena and mechanisms which may occur, thus generating a multitude of rep-
resentative time-dependent event chains.

In order to include technical and non-technical factors and physical laws in the
vulnerability assessment of a critical infrastructure, a two-layer approach can
be deployed (Schlépfer et al. 2008). For example, an electric power system can be
thought of as a stochastic hybrid system that can be modeled by a finite state
machine (FSM) whose states involve continuous variables with uncertain
dynamics; transitions in this machine correspond to outages of generation and
transmission equipment. The conceptual modeling framework consists in the
abstraction of the relevant components of the system as individual interacting
agents. Agents are used to model both technical components (such as the electric
power generators) and non-technical components (such as grid operators). The
different agents interact with each other directly (e.g. generator dispatch) or
indirectly, e.g. via the physical network. Each agent is modeled by attributes and
rules of behavior. An example for an attribute is a technical component constraint
such as the rating of a transmission line in the electric power system. The rules of
behavior are represented by using FSM and include both deterministic and sto-
chastic time-dependent, discrete events. A deterministic event is, for instance, the
outage of a component when reaching a failure threshold, while stochastic pro-
cesses are probabilistic component failure models simulated by Monte Carlo
techniques (Billington and Li 1994; Marseguerra and Zio 2002).

ABM was used to assess the availability of bulk power systems for mid- and
short-period power system planning purposes (Schlipfer et al. 2008). It was shown
that the probability of cascading failures is subject to phase transitions and abrupt
changes that result from only small changes in the system stress. The level of
modeling detail offered by ABM allows analyzing a multitude of time-dependent
availability aspects. Besides technical failures, other factors, such as natural
hazards, institutional weaknesses or security-related issues can be integrated. The
main problems are related to the slow simulation speed and the large number of
parameters to be input in the analysis. However, by focusing on specific safety
aspects, the model can be simplified and the computational burden reduced.

ABM is also a suitable approach to simulate interdependencies among CIs
(Panzieri et al. 2004) by introducing interconnected agents: i.e., independent
systems that autonomously elaborate information and resources in order to define
their outputs; the latter become inputs for other agents, and so on (Luck et al.
2003). This approach is particularly useful for situations, as is the case of infra-
structure interdependencies, with sparse or non-existent macro scale information;
ABM is able to use the rich sources of micro-level data to develop interaction
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forecasts. One disadvantage of these simulation models is that the complexity of
the computer programs tends to obscure the underlying assumptions and the
inevitable subjective inputs. Another disadvantage is the difficulty to acquire
detailed information about each single infrastructure. This task appears, by its
own, a difficult challenge, because this kind of information is considered very
sensible by infrastructure stakeholders due to the relevance for their business.
In Hopkinson et al. (2003), to partially overcome this problem, commercial sim-
ulators are integrated into a message-broker framework.

4.6 Dynamic Control System Theory

Dynamic control system theory can be applied as a quantitative analytical method
to assess the (inter)dependencies among Cls using the transfer functions and the
corresponding frequency responses (MIA 2010). In order to apply this method,
studied infrastructure(s) need to be assumed as a linear time invariant (LTI)
dynamic system.

The input/output relationship between infrastructures is able to be represented
and quantified by deriving the transfer functions in the domain of Laplace (s) or
the domain of frequency (jw). Mason’s formula, a method determining the control
function of a given control loop after identifying its corresponding signal flow
graph, can be applied to define all the required transfer functions such as the
transfer function for a component of one infrastructure or overall global transfer
function. It should be noted that the overall transfer function is constituted by the
composition of the transfer functions of each component. A final possible repre-
sentation of the transfer function is in the form of poles/zeros:

Cux I -3)
st x [[i(s — pi)

where j = the number of zeros, i = the number of poles (MIA 2010).

Based on the overall transfer function and its corresponding frequency
responses, the stability of interdependencies between infrastructures can be eval-
uated using BODE and NYQUIST diagrams (MIA 2010).

The approach of the dynamic control system theory is a novel method, which
brings the classic control system theory to the area of CI protection. Instead of
using the time domain, two alternative domains (domain of Laplace and fre-
quency) are used for the purpose of evaluation and assessment. The development
of transfer functions is the most essential part of this approach and has strong
influences on the accuracy of the final results, which could be further complicated
due to the complexities of the studied infrastructures. Another drawback of this
approach lies in the fact that hidden vulnerabilities caused by (inter)dependencies
are not able to be estimated since all the links between studied infrastructures have
been determined during the transfer function development. The applicability/
feasibility of this approach is still under discussion and needs to be further proved.

G(s) (4.1)
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Chapter 5
Conceptual Frameworks for Vulnerability
Assessment

Critical Infrastructures (ClIs) have basic traits in common such as large-size, wide-
area coverage, complexity and interconnectedness but show significant differences
in detail, even when limited to physical-engineered CIs. The challenges for
understanding, modeling and analyzing these systems with regard to vulnerability
are immense and far away from being resolved. Approaches can be of two types,
empirical and predictive, or a combination of both, as they complement each other
(Johansson and Hassel 2010). By empirical investigations, previous events are
studied in order to understand the behavior of CIs and the (inter)dependencies
between them as well as to identify patterns, while predictive approaches aim to
model the behavior of single or a group of ClIs to find potential high consequence
cases and non-obvious vulnerabilities.

5.1 General Outline

Applied methods, in particular for predictive analysis, have different view points,
e.g., functional or structural, different levels of abstraction, different focus,
objectives and metrics, different degrees of maturity and based on different levels
of available information and knowledge, etc., None of the available methods alone
is capable to address and tackle the variety of issues of vulnerability assessment
including the impact of (inter)dependencies. It is commonly agreed that a uni-
versal, all-encompassing (“silver-bullet”) approach or model which accounts for
all issues does not exist (Eusgeld et al. 2009; Johansson and Hassel 2010).
Therefore, a conceptual framework is needed to bring all aspects, attributes and
capabilities together and which goes beyond the pure analytical framework
(architecture). Attempts have been made to develop conceptual frameworks with
varying degrees of precision (see also Aven 2010) and focus, e.g., modeling in-
terdependencies (Dudenhoeffer et al. 2006; Johansson and Hassel 2010), covering
safety and security (Aven 2010) or cases of malevolence (Piwowar et al. 2009).

W. Kroger and E. Zio, Vulnerable Systems, DOI: 10.1007/978-0-85729-655-9_5, 55
© Springer-Verlag London Limited 2011
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Some proposals address single sectors like the Internet infrastructure (Qu et al.
2002), electric power grids and control systems (MIA 2010) or physical-engi-
neered, (inter)dependent Cls in general (Eusgeld et al. 2009; Utne et al. 2009).

The goal of vulnerability analysis as outlined in Chap. 1 can be translated into a
set of generic questions to be answered such as:

e What are the end states of interest for the given system(s) and how to define
their boundaries?

e What are the threats and hazards of relevance that the system(s) under con-
sideration might be exposed to?

e What is the sensitivity (susceptibility) and resilience of the system(s) experi-
encing them?

e What are resulting cascades and which (inter)dependencies can be identified?
What is their impact and which are the high consequence scenarios?

e What are the uncertainties involved?

And finally:

e What are the obvious and non-obvious (“hidden”) vulnerabilities and how can
they be reduced and/or better managed?

Further specification of these questions is necessary when starting the vulner-
ability assessment of a specific system or a set of interconnected systems, and this
can only be done in close cooperation between the analysts and the orderer
(“problem owner”) or recipient of the analysis, e.g., a public authority or private
entity. The questions of what vulnerability/risk is and how it can be measured in
the specific case, and at which level of accuracy, need to be answered precisely.

5.2 Outline of Stepwise Framework Approaches

It seems to be commonly agreed that a conceptual framework for vulnerability
analysis should follow a stepwise, problem-driven approach tailored to the needs
of the analysis. Two examples are given here, based on two different starting
viewpoints.

5.2.1 Framework Tailored to Previously Defined,
Undesired Events

The first example concerns a framework focused on the analysis of interdepen-
dency issues among CIs (Utne et al. 2009) and assumes that undesired events
affecting several CIs can be derived from experience or gained by “brain power”,
and can be selected for further analysis. This so-called DECRIS conceptual
framework for cross sector infrastructure vulnerability analysis starts with a
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Fig. 5.1 First and second order functional interdependencies identified by applying the DECRIS
framework (Utne et al. 2009). (“STOP” box indicates that we choose not to further analyze this
object or function in detail)

screening analysis of experienced undesired events (phase 1) to select events,
involving several infrastructures of interest, for further detailed analysis (phase 2).
The first task of phase 2 aims at developing those selected, undesired events into
accident scenarios and investigating interdependencies between the causes of
undesired events and between infrastructures; the development of an adequate
system understanding is regarded as an important pre-requisite (sub-task). The
second task aims at identifying interdependencies of first or a higher order
including location-specific (geo-spatial) and functional ones as main causes of
cascading failures. The third task aims at analyzing the risks related to the inter-
dependencies by means of qualitative or semi-quantitative methods using proba-
bility/frequency, extent and duration as quantitative measures of an accident
scenario. If the semi-quantitative does not provide sufficient information, a
quantitative analysis should be carried out (task 4) using network models and fault/
event trees. Finally (task 5), risk reducing measures have to be evaluated and the
question to which extent the scenario could occur in other locations be answered.

The DECRIS framework has been applied to “damage to culvert/joint conduit
of electric power, ICT, and water mains based on an undesired event that occurred
in Oslo on November 27, 2007. Figure 5.1 shows first and second order identified
functional interdependencies.
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5.2.2 Framework Including Scenario Generation

The second example (Eusgeld and Kroger 2008; Eusgeld et al. 2009), includes
scenario generation by simulation and, where appropriate, a holistic “system-
of-system approach”. The proposed framework distinguishes five steps, several
decision points and feedback loops (see Fig. 5.2)

5.2.2.1 Preparatory Phase

The first step, the preparatory phase, integrates the task framing and definitions
(step 1.1) into the process of familiarization with the system, so as to provide
suitable information about the system design and operation conditions. Basically,
the preparatory phase aims at reaching a clear definition of the terms involved in
the assessment and mutual understanding of the objectives between all parties
which have a stake in the analysis of the infrastructure and its operation. It is also
important to decide on the spectrum of hazards and threats to be included into the
analysis which can be of many-sided nature, including intentional malicious acts.
Furthermore, it is necessary to deeply understand failure models and effects of/on
each of the components of the CI. For a more effective screening of the system
vulnerability (and to find obvious vulnerabilities as early and efficiently as pos-
sible) some reasonable simplifications should be made. For example the questions
whether the interconnected systems can be “decoupled” and analyzed separately,
whether it is acceptable to focus on some weak points first, etc., have to be pre-
assessed. These assumptions need re-visiting in a later phase of the assessment
(step 3.2).

After key information is collected and pre-assessment is done, the knowledge
base should be checked with respect to the availability of methods suitable for the
defined tasks. To build adequate capability of analysis, interaction with the sci-
entific community needs to be established where appropriate (double arrow in
Fig. 5.2).

5.2.2.2 Development of System Understanding

In general, the analyst should have basic know-how about the system (design/
layout and related standards, functionality, support and control subsystems,
operating modes and conditions, etc.) and about the modeling and analysis
methods (including limitations/simplifications). Collection and pre-processing
statistical data, in particular about system failures, breakdowns, and near-misses to
infer preliminary knowledge should be an essential part of the preparatory phase.
This also helps to check whether the system is sufficiently well understood and to
sharpen the view on vulnerabilities and (inter)dependencies in particular. Coop-
eration with and support of system owners/operators must be established to
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3.2 Re-assessment of permissible simplifications (see 1.3)

3.3 Provision and application of detailed modeling and simulation
techniques, coping with (inter-)dependencies, coupling issues,
etc.

3.4 Scrutinizing of results and accounting for uncertainties
e benchmarking, plausibility and experience check, “zooming

into” results of simulation, etc.
e addressing types and causes of uncertainties

"not credible" Results assessment
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Fig. 5.2 Conceptual framework for the vulnerability analysis of interconnected infrastructures
(flow chart-type of illustration; double arrows represent two-way interactions)
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Fig. 5.3 Swiss high voltage electric power transmission system (www.swissgrid.ch)

allocate the information needs and to make sure that the system model is in
accordance with reality. System visits (“walk through”, “talk through™) may be
essential.

To which degree the rich and complex properties of the CI being assessed,
including (inter)dependencies and cascading failures, need to be understood and
how system boundaries should be fixed depends on the purpose and goals of the
analysis. Let us take the domestic electric power transmission system as the
example for illustration. If you are asked to assess the robustness of the system
against random failures or targeted attacks, i.e., to investigate the topology, as part
of a “screening analysis”, the system boundary is narrow and topological
unweighted network analysis seems appropriate; if you want to learn about
inhomogeneities, the approach should be extended to weighted network analysis.
The information necessary for such analysis is limited and can be procured from
open sources, e.g., the Internet (see Fig. 5.3).

On the other hand, if the vulnerability of the electric power transmission
system against “major blackouts”, i.e., the unavailability of electricity for a
large part of the population over a longer period of time, is to be assessed,
methods of functional analysis, including modeling the dynamics of physical
quantities of the real network (e.g., load flows), need to be applied (e.g., a two
layers object-oriented modeling approach). For this “in-depth analysis (step 3
according to the framework), information about the system goes beyond open
sources and must be provided by the system operator, with the usual care of the
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have their own guidance systems and can, if needed, be operated by telephone lines; protection
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confidentiality issues involved; initial load flow conditions are an example of
information needed from the system operation. The narrow domestic border
cutting-off neighboring countries within the synchronized grid needs to be
revisited.

Going one step further and making the disclosure of “hidden” vulnerabilities
within the system, or of respective elements, calls for further details. The SCADA
systems using modern information and communication technology (ICT) may
introduce risks of cyber attacks or common cause failures. The search for potential
entry points for potential “outside hackers” requires very detailed information
about the layout and operation of this important industrial data acquisition and
control system, which can only be provided by the transmission system operator
(TSO) and calls for an excellent partnership and trust. Figure 5.4 attempts to
illustrate the level of information needed in this case.

5.2.2.3 Screening and In-Depth Analysis

It is assumed that the vulnerability analysis should evolve in two steps where
appropriate. A screening-type of analysis might be efficient and sufficient to
identify eye-catching, obvious weak points vulnerabilities, e.g., awkward topol-
ogy, spatial proximity of interconnected systems or bottlenecks, and further
actions should focus on eliminating or reducing them. The screening analysis
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could also prepare the ground for and give steer to the in-depth analysis which may
turn out necessary.

The screening analysis leads off with development of adequate system under-
standing (see also previous section); we assume that information provided from
system owners/operators (step 1.2) allows for general understanding of main
functionalities, states of relevance, interfaces, inter-dependencies, etc. In this
phase, the main emphasis is placed on experts’ opinions, brainstorming, etc., rather
than on application of detailed models. Nevertheless, topology-driven analysis of
vulnerabilities may provide an essential support to the screening analysis aiming at
identifying the system connection patterns, shortest connection paths, local and
global specifics, etc. The techniques used are typically based on complex network
theory (see Sect. 6.2).

If the results and insights (indication assessment in Fig. 5.2) gained by
screening analysis are not satisfying (not “clear-cut”) and major hidden vulner-
abilities are still feared, a more sophisticated in-depth analysis (step 3) has to be
launched.

To achieve a higher degree of accuracy in the vulnerability evaluation, system
understanding has to be further developed on the basis of additional information
about the system and its operating environment (arrow to and from the owners/
operators). Special attention should be placed on (inter)dependencies within or
among systems. The re-assessment of simplifications made earlier (including
bringing together “decoupled” systems) may call for more sophisticated methods
of analysis, e.g., following a system or even a system-of-systems approach. In
order to integrate a comprehensive spectrum of different phenomena, stochastic,
time-dependent event chains and agent-based modeling approaches combined with
Monte Carlo simulation and, where necessary, physical models may be considered
(see Sect. 6.5).

Other frameworks exist for this part of the vulnerability analysis, proposing
different architectures of analysis for specific types of infrastructure, e.g., for the
Internet (see Fig. 5.5 for illustration).

The last but not least step of the in-depth analysis should focus on scrutinizing
the results obtained and accounting for the uncertainties of both aleatory
(stochastic) and epistemic (lack of knowledge including data and modeling) nat-
ure. While full validation and verification of models and methods, as well as of
results, seem infeasible, benchmarking against other similar analyses, plausibility
checks and checks against experienced events, if available, may help to support the
credibility of the vulnerability assessment and build confidence in the decision
making which follows.

The results of simulations typically represented by plots will need to undergo an
appropriate process of “zooming” for the necessary deep understanding of the
underlying scenarios and the examination of the main influencing parameters/
factors. This would be helpful for finding relevant failure combinations and
potential artifacts, respectively.
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Fig. 5.5 Agent-based vulnerability analysis architecture for the Internet (Qu et al. 2002)

5.2.2.4 Results Assessment and Suggestions for Improvements

The final results of the vulnerability analysis should be assessed regarding their
overall credibility. If a distinct need arises to further develop the knowledge base
and/or the modeling and simulation techniques, R&D work should be triggered
(step 4, Fig. 5.2) and the whole analysis might be delayed.

Depending on the results regarded credible and the related feedbacks from the
ordering entity and system owner(s)/operator(s), system improvements (step 5)
may be proposed to further reduce and better manage vulnerabilities by all means
of provisions. The may include—besides “soft factors”—improved structural and
functional design of the system(s), including redundancy and spatial separation,
lowered stress level by increased safety margins and modified operational con-
ditions, increased investment into new capacities and/or replacement of old
equipment, increased cyber security, adapted emergency, etc.

The final decision about actually implementing the proposals of improvement is
left to the “problem owner”, possibly after iterating the vulnerability analysis in
order to take changes into account and to assess the effectiveness of the proposed
improvements and avoid negative feedbacks.
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Chapter 6
Methods of Analysis

Challenges to methods for vulnerability analysis have been distillated and
approaches, framed into categories, have been explained briefly in the previous
chapters. It has also been stated that no all-encompassing method exists but rather
an interplay of methods is necessary to provide trustworthy information about
vulnerabilities within and among critical infrastructures (CIs). Starting with the
evaluation of statistical data this chapter introduces methods in detail which are
regarded as most promising to deal with the complex behavior of these systems
within screening and, in particular, in depth analysis. The descriptions include
conceptual outlines, basic modeling techniques and expected results as well as
application cases and assessment of maturity. As human performance plays an
important role and must be an integral part of vulnerability analysis suitable
methods for human reliability analysis are depicted at the end of this chapter,
related to the characteristics of different Cls. Furthermore, a table summarizing
capabilities, accountancy of uncertainties, and maturity for practical application is
provided in the concluding Chap. 7.

6.1 Evaluation of Statistical Data

Most infrastructures regarded as critically developed have been operated over a
long period of time although they experienced major technology and policy
changes, i.e., the high-speed train system has little in common with the “old” fast
train network and the change in many countries from monopolistic to competitive
market structures interfered with operational conditions significantly. Nevertheless
useful experience has been gained and, as most systems are continuously operating
under self-surveillance, huge datasets are available in principle which can be used
for vulnerability investigations. However reliable data are rare because the
systematic selection and evaluation of data is not claimed/enforced in many
sectors and/or benefit is put in question by many operators.
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Table 6.1 Descriptive statistics for the NERC DAWG data, 1984-2006 (Hines et al. 2008)

All >300 MW >50,000 Customers
Total number of events 861 277 320
Mean size (MW) 584 1,706 1,111
Median size (MW) 90 637 274
Standard deviation (MW) 3,272 5,610 5,163
Mean size customers 62,640 288,720 429,180
Median size customers 1,000 71,000 149,750
Standard deviation customers 87,150 1,020,200 1,076,700

Table 6.2 Statistics for data

: Percentage Mean size Mean size
cause categories based on

of events  (MW) (customers)

NERC DAWG data

(Hines et al. 2008) Earthquake 0.8 1,408 375,900
Tornado 2.8 367 115,439
Hurricane/tropical storm 4.2 1,309 782,695
Ice storm 5.0 1,152 343,448
Lightning 11.3 270 70,944
Wind/rain 14.8 793 185,199
Other cold weather 5.5 542 150,255
Fire 5.2 431 111,244
Intentional attack 1.6 340 24,572
Supply shortage 53 341 138,957
Other external cause 4.8 710 246,071
Equipment failure 29.7 379 57,140
Operator error 10.1 489 105,322
Voltage reduction 7.7 153 212,900
Volunteer reduction 59 190 134,543

Due to the high degree of criticality of the electric sector information about
disturbances is required by authorities in many countries or collected by operators
in their own interest. In the US both the Department of Energy (DOE) and the
North American Electric Reliability Council (NERC) require that organizations
submit reports when sufficiently large disturbances occur within their territories
(Form OC-417, DOE 2005). DOE publishes the reports while NERC provides a
data base through its Disturbance Analysis working Group (DAWG); Table 6.1
entails descriptive statistics for the time period of 1984-2006. Furthermore an
international event base is maintained by the National Institute for the Prevention
of Terrorism (www.MIPT.org) focused having on terrorist attacks.

Data bases can be used for various purposes at component or system level,
i.e. in the case of electric power systems:

e To provide reliability parameters such as failure and repair rates.

e To identify common components disrupted in the case of outages.

e To categorize initiating events such as natural causes, equipment failure,
operator error, demand-supply misbalance, intentional attacks, etc.
(see Table 6.2 as an example).
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e To identify time series trends and analyze patterns.

e To estimate overall frequency and size of blackout events and find best math-
ematical fits, e.g. exponential power law distribution.

e To draw general conclusions such as dependence on time-of-year and/or time-
of-day.

e To test theoretical approaches and models.

e To provide answers to specific points of interest such as mostly attacked
elements, determining factors for the duration of outages.

In order to ensure the reliability of the analyses data may need to be filtered to
avoid double counting and to remove irrelevant failures/events depending on the
objective of the study. Methods for classical and Bayesian statistics including
regression analysis are available for data evaluation (e.g. Zio 2007b). Nevertheless
to say that the empirical data must be transferable to the subject of the analysis and
of sufficiently high population.

To further illustrate the attractiveness of statistical evaluations the study by
(Hines et al. 2008) on trends in the history of a large blackout in the USA may
serve as an example. The NERC DAWG data 1984-2006 served as the base inter
alia to test the hypothesis that “technology improvements and policy changes have
resulted in an observable decrease in the frequency of large blackouts”
(=800 MW) and “that the fit between blackout data and a power law probability
distribution is significantly better than the fit to an exponential distribution.”
Causes were categorized (see Table 6.2), irrelevant data, e.g. related to “voltage
and volunteer reduction”, were filtered out and finally the cumulative probability
distribution of large blackout sizes has been estimated supporting the hypothesis
on the superiority of the power-law fit (Fig. 6.1).

On the contrary the hypothesis on decreasing the frequency of major blackout
has not been supported, i.e. the blackout frequency has not decreased from 1984 to
2006.

The important result that the frequency of large blackouts is governed by a
power law is backed by data from several countries and is interpreted as a clear
indication “that the power system being a complex system designed and operated
near a critical point” (Dobson et al. 2007).

The above mentioned NERC (domestic) and MIST (international, focused on
terrorist attacks) event data bases have also been used to identify key vulnera-
bilities within the electric power supply system and targets for terrorist attacks.
Both data point to the key role of the transmission system, accounting for 60%
international attacks (none of them in the USA) and 90% of North American
outages (see Table 6.3).

As mentioned before in many sectors and cases sufficient data are not available
or not collected and evaluated systematically. To overcome the absence of sound
empirically based data proposals have been made to build data banks by making
use of “open sources”. For example Luiijf et al. (2008) used newspapers and
Internet news outlets, if possible augmented by official incident reports, to study CI
disruptions and dependencies among them (see Sect. 3.4 for further details).
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Fig. 6.1 The cumulative probability distribution of blackout sizes in MW (lef) for events
(=800 MW) and customers (right) for events (>300 k customers). Comparing power-law
(straight lines) and exponential (curved lines) fits to the data show the clear superiority of the
power-law fit (Hines et al. 2008)

Table 6.3 Distribution of North

- International
electric power system America (N)
components disrupted by type V)
of component for North -

America (NERC DAWG) and Component disrupted

international (MIST) outage Transmission lines and towers 182 122

databases (Zimmermann Distribution lines 60 2

et al. 2005) Circuit breakers 33 0
Transformers 2,929 77
Substations 21 19
Generation facilities 19 20
Switches and buses 15 0
Other 0 37

Note: For the North American database, more than one compo-
nent per event could be tabulated in this database so totals do not
add to the total number of events in each dataset

Another study (Zimmermann 2004) used an illustrative database of about 100
cases coming from Websites of construction, maintenance or operation accidents,
reports of the US National Transportation Safety Board and new media searches
“to address the question whether certain combination of infrastructure failures are
more common than others”. The database includes events from 1990 through 2004
which may also have occurred as a consequence of terrorist attacks and natural
hazards, not yet included in the database. The database “only used to illustrate
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Table 6.4 Effect rations for selected types of infrastructure (Zimmermann 2004)

Type of infrastructure No. of times No. of times Ratio of causing
infrastructure (col. infrastructure (col. 1)  versus affected by
1) caused tailure of was affected by other failure (col. 2
other infrastructure  infrastructure failures divided by col. 3)

Water mains 34 10 34
Roads 25 18 14
Gas lines 19 36 0.5
Electric lines 12 14 0.9
Cyber/fiber Optic/telephone 8 15 0.5
Sewers/sewage treatment 8 6 1.3

The results indicate that water mains are more frequent initiators of other infrastructure failures
than the reverse (ratio 3.4) whole electric lines are more balanced and have an almost equal
chance of disrupting other infrastructure as of being disrupted

how one can conceptualize interdependencies”, allows to distinguish between
“cause of failure to other infrastructure” and “affected by other infrastructure
failures”; the “effect ratio” reflects the extent to which a particular type of
infrastructure caused a failure of another type versus being affected by another
type infrastructure (see Table 6.4, the letter column 4). The table represents a
subset of data reflecting the six types of infrastructure subsectors that accounted
for the highest number of failures of other infrastructures.

6.2 Complex Network Theory

In the last decade, a number of studies have focused on the modeling of critical
infrastructures (Cls) as complex systems from the standpoint of network theory
(Albert and Barabdsi 2002; Boccaletti et al. 2006). The promise of such research
efforts is to unveil insights on network growth mechanisms, points and causes of
vulnerability, dynamic behaviors under perturbation, onset of emerging phenom-
ena, etc. The apparent ubiquity of networks leads to a fascinating set of problems
common to biological, ecological, technological and social complex systems,
concerning how the underlying network topology influences the system behavior
and its inherent characteristics of stability and robustness to faults and attacks.
The underlying conjecture is that the structure of a system affects its function: for
example, the topology of the power grid affects the robustness and stability of
power transmission.

From the standpoint of the recent developments in the field of complex systems
theory and network analysis, there are two aspects which may allow gaining
relevant insights on ClIs, if properly analyzed: the study of the topology of the
graph representing their structure and the study of their dynamic behavior through
functional models reproducing the physical communication processes (mainly
flow of some entity, such as electricity, data and vehicles) and the emerging
propagation of failures taking place in it.
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6.2.1 Conceptual Outline

Recent advances in complex systems theory indicate that many complex systems
are hierarchies of networks of interacting components (Strogatz 2001). In this
view, the actual structure of the network of interconnections among the compo-
nents is a critical feature of the system. Indeed, the stability and robustness of these
systems depend on the redundant wiring of the functional Web connecting the
components; yet, error tolerance and attack robustness are not shared by all
redundant networks (Albert et al. 2000).

Unweighted networks, i.e. networks that have a binary nature, where the edges
between nodes are either present or not, can be subject to topological analysis
(Albert et al. 2000; Strogatz 2001). In a topological analysis, a CI is represented by
a graph G(N, K), of N nodes (or vertices) connected by K unweighted (all equal)
edges (or arcs). The focus of topological analysis is on the structural properties of
the graphs on the global and local scales, e.g. as represented by, respectively, their
characteristic path length, L and average clustering coefficient, C (Watts and
Strogatz 1998).

Along with a complex topological structure, real networks are equipped with
physically heterogeneous nodes and connections, of different capacity and inten-
sity levels (e.g. different impedance and reliability characteristics of overhead lines
in electrical transmission networks (Hines and Blumsack 2008; Eusgeld et al.
2009); unequal traffic and accident probabilities on roads (Zio et al. 2008); dif-
ferent routing capacities of the Internet links (Latora and Marchoiri 2005); etc.). In
these cases, numerical weights can be assigned to the links and nodes of the
representative network, to measure the ‘strength’ of the connection and node. In
this way, the functional behavior of the CI is somewhat embedded into a gen-
eralized, but still simple, topological analysis framework.

Furthermore, the interplay between the network structural characteristics and
dynamical aspects makes the modeling and analysis very complicated. Functional
models have been developed to capture the basic realistic features of CI networks
within a weighted topological analysis framework (Motter and Lai 2002; Motter
2004; Zio and Sansavini 2008). These abstract modeling paradigms allow
analyzing the system response to cascading failures and can be used to guide a
successive detailed simulation focused on the most relevant physical processes and
network components. The need for such an analysis tool is even stronger for
systems in which the cascade dynamics is rapid and modifications are actuated
onto the network in order to mitigate the evolution of the cascade. For example, in
electrical power transmission networks a cascade of events leading to a blackout
usually occurs on a time scale of minutes to hours and is completed in less than
one day (Dobson et al. 2007). The functional analysis of ClIs is further complicated
by the lack of accurate and complete information. Functional models of Cls
require, in fact, the knowledge of a very large amount of data; the network graph
must be complemented by a number of information consisting of the technical
characteristics of lines and nodes, load requirements, failure probabilities, etc.
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These data are often unavailable as they are treated as confidential information
from the stakeholders (Rosato et al. 2008).

6.2.2 Modeling Techniques

As mentioned above, the topological analysis for capturing the structural proper-
ties of ClIs proceeds to model them as graphs whose nodes represent the system
units and the links stand for the interactions between directly connected units.
In theoretical studies, the connection topology, hereafter also called network
structure, of an interconnected system is often assumed to be either a completely
regular lattice or a completely random one, to reduce structural related issues, and
focus more on the nodes dynamics (Strogatz 2001): Actually, many biological,
technological, and social networks lie somewhere between these extremes.

6.2.2.1 Unweighted Networks

The graph G(N, K) representing a CI network is defined by its N x N adjacency
(connection) matrix [a;] whose entry is:

a; =1 if there is an edge joining vertex i to j

=0 otherwise (6.1)

In practice, the networks are often quite sparse, with K < N x (N —1)/2.

The following constraints define the structural characteristics of different net-
work topologies which may be encountered in the reality of complex systems; the
general focus is on sparse, decentralized, connected networks that are neither
completely ordered nor completely random (Watts 1999):

(1) The network is numerically large, i.e. made up of a number of interconnected
components N » 1.

(2) The network is sparse, i.e. each component is connected to an average of only
<&k> <« N other components.

(3) The network is decentralized, i.e. there is no dominant central component to
which most others are directly connected; this means that not only the average
degree of connection <k» must be much less than the network size N but also
the maximal degree of connection, k.« « N.

(4) The network is highly clustered.

(5) The network is connected in the sense that any node can be reached by any
other node through a finite number of links or edges.

The graph connectivity (or degree) distribution, P(k), can then be evaluated as
the probability that a generic node in the network is connected to k other nodes.
Existing empirical and theoretical results indicate that complex networks can
be divided into two major classes based on their connectivity distribution
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P(k) (Boccaletti et al. 2006). The first class of networks is characterized by a
connectivity distribution which peaks at the average degree of connection <k> and
decays exponentially for large k. The most investigated examples of such
exponential networks are the random graph model (Erdos and Rényi 1960) and the
‘small-world” model (Watts and Strogatz 1998). Both models represent fairly
homogeneous networks in which each node has approximately the same number of
links, k; ~ <k>, and in which the degree follows a Poisson distribution,
P(k) = e~ x )k /k!. Random graphs have been studied deeply within pure
mathematics as idealized architectures of gene networks, ecosystems, and the
spread of infectious diseases and computer viruses.

The second class comprises inhomogeneous networks, called ‘scale-free’
(Albert et al. 2000; Crucitti et al. 2003), characterized by highly heterogeneous
distributions of a truncated power-law type, P(k)~k 7¢@(k|¢) where @(k|&)
introduces a cut-off at some characteristic scale £. Three main behaviors can be
defined: (a) when ¢ is very small, P(k)~ @(k|¢), and thus the connectivity
distribution is single-scaled, typically corresponding to exponential or Gaussian
distributions; (b) as ¢ grows, a power law with a sharp cut-off is obtained; (c) for
large &, networks free of a characteristic scale are obtained. The last two cases have
been shown to be widespread in practice and their topological properties have
immediate consequences for network robustness and fragility. In these networks,
most nodes have very few connections and only a small number of nodes have
many connections. It is this inhomogeneous feature that makes a scale-free network
error tolerant (i.e. highly robust against random failures like removal of nodes) but
is also extremely fragile to attacks like specific removal of the most highly
connected nodes. Whereas the probability that a node has a very large number of
connections (k; > <k>) is practically negligible in exponential networks, highly
connected nodes are statistically significant in scale-free networks.

The identification of the network degree distribution, P(k), is a first step in the
assessment of the vulnerability characteristics of a CI, providing information on its
general response behavior to random failures or targeted attacks. Moreover, it can
give insights on the network structure, e.g. a degree distribution peaked at k = 2
reveals the mainly sequential structure of the CI under study.

Further characterization of the network structure is sought in terms of single-
valued parameters indicating the global and local features of the network,
on average. Given the adjacency matrix [a;] of a network graph G(N, K), it is
possible to compute the matrix of the shortest path lengths [d;;] whose entry dj; is the
number of edges making up the shortest path linking i and j in the network.
The computation can be accomplished in N steps using the Floyd’s sequential
shortest path iterative algorithm which at each step constructs an intermediate
matrix containing the current shortest distance between each pair of nodes, until
convergence (Floyd 1962). The fact that G is assumed to be connected implies that
the value of d;; is positive and finite Vi # j. For studying the global properties of the
network topology, the probability distribution P(d;;) of the shortest path lengths d;
between any two nodes i and j in the network can be considered. The upper value
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which d;; can assume is called the diameter of the network and it is used as a
measure of the size of the network; it can be thought of as the maximum distance
which might be necessary to cover in order to walk from a randomly chosen node to
another randomly chosen node (Albert and Barabdsi 2002). The d; distribution is
useful to get an idea of what in the majority of the cases would be the distance most
likely to be covered when moving from one node to another.

The shortest path length distribution is often synthesized by a point value, the
‘average’ or ‘characteristic path length’, which represents the average of the
shortest distances d;; between all pairs of nodes:

1
L= NV T Z d; (6.2)
i#j

It represents the average distance which has to be covered to reach the majority
of nodes in the graph representing the network system. L is a parameter related to
the global structure of the network. The constraint enforcing network connectivity
guarantees that L is a truly global statistic. It gives the average minimum distance
between any pair of nodes and as such it measures the typical separation between
two nodes in the graph (a global property): in a friendship network this would
measure the average number of friends in the shortest chain connecting two people
(Watts and Strogatz 1998).

The local connectivity of a network can also be synthesized by a single-valued
parameter, the so is called average clustering coefficient, C. The clustering coef-
ficient C; is a local property of node i defined as follows (Albert and Barabdsi
2002): if node i has k; neighbors, then at most k; x (k; — 1)/2 edges can exist
between them; C; is the fraction of these edges that actually exist; then C is the
average of the C; values:

C. — Number of edges connecting the neighbours of i 63)
" Max possible number of edges connecting the neighbours of i, ki(k—1) .

C= %Z C (6.4)

Equivalently, C can be regarded as the probability that a pair of vertices u and
v are connected given that each one is also connected to a mutual friend w. From
the definition, it is clear that C is a measure of the local structure of the network.
The largest value that C can attain is 1 for a complete graph (all nodes connected
with each other, <k> = N - 1) and the smallest is 0, for an empty graph
(no connections among the nodes, <k> = 0) or a complete sequential graph,
aring, where k; =2 i€ 1,...,N. Large values of C would be welcome for the
robustness of the connectivity: a node removal disconnecting two portions of
the system would be overcome by simply passing onto adjacent working nodes
through short-range neighboring nodes. C gives the probability that two neighbors
of a given node are also neighbors of one another and as such it measures the
cliquishness of a typical neighborhood (a local property): in a friendship network,
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C, reflects the probability that friends of v are also friends of each other. In this
view, C can be thought of as a simple measure of order: graphs with C » <k>/N
are locally ordered in the sense that nodes with at least one mutually adjacent node
are likely to be themselves adjacent (Watts and Strogatz 1998).

In a regular lattice, one has large values of both L and C. In a random graph,
both L and C are small. Using the L and C values, it is possible to assess
whether the CI structure shares the small-world properties. ‘Small-world’
networks are characterized by the coincidence of high local clustering of
components (much larger than that of an equivalent random graph,
C> C,~(<k> /N)) and short global separation among the clusters (small
characteristic path length close to that of an equivalent random graph,
L~L,~ (logN/log <k >)) (Watts and Strogatz 1998; Watts 1999). As a result,
these networks bear two most remarkable properties: local robustness and global
accessibility. The robustness comes from dense local clusters (e.g. families,
friendship circles, cities and countries in the social context); the global acces-
sibility comes from shortcuts, i.e. edges which connect otherwise separated
clusters: it is because of these shortcuts that the world of the complex network
seems small and small-world networks exhibit a larger resistance toward targeted
attacks, since there is no preferential node in the system.

To test the ‘small-worldness’ of a network, one has to compare its values of
L and C to the corresponding values of a random graph of the same N and K.
A random graph of N nodes is built by considering that each possible edge between
two given nodes is present with some probability p; then, the average number of
edges (the average degree of connection) of a given node in the graph is <k> ~ Np
and the connectivity distribution P(k) follows a Poisson distribution which peaks at
<k>. Thus, this so called Erdos—Renyi (ER) random graph (Erdos and Rényi 1960)
is fairly well characterized by the parameter <k> and displays a phase transition at a
critical average degree k. = 1: at this critical value, a giant component forms; for
<k> > k., a large fraction of the nodes are connected in the network whereas for
<k> < k. the system is fragmented in small sub-Webs. The importance of this
phenomenon is obvious in terms of the collective properties that arise at the critical
point: communication among the whole system becomes available. Besides, the
transition occurs suddenly, implying ‘innovation’, and takes place at a low cost in
terms of the number of required links: since the only requirement in order to reach
full communication is to have a given (small) number of links per node, once the
threshold is reached, order can emerge “for free”.

However, there are two limitations which somewhat limit the practical
application of the topological indicators L and C for characterizing real network
systems (Latora and Marchiori 2001):

(1) They are ill-defined if:

e The network is not fully connected, i.e. some nodes are not connected to the
remaining part of the network (L = 00).
e Some nodes have only one neighbor, i.e. k; = 0 (C; = 0/0).
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(2) They retain only the topological information on the existence or absence of a
link, with no reference to the physical length and capacity of the link. In other
words, they are applicable only to unweighted networks.

Regarding the role that an element plays in a network, various measures of the
importance of a network node, i.e. of the relevance of its location in the network
with respect to a given network performance, have been introduced. In social
networks, for example, the so-called centrality measures are introduced as
importance measures to qualify the role played by an element in the complex
interaction and communication occurring in the network. The term ‘importance’ is
then intended to qualify the role that the presence and location of the element plays
with respect to the average global and local properties of the whole network.
Classical topological centrality measures are the degree centrality (Nieminen
1974; Freeman 1979), the closeness centrality (Freeman 1979; Sabidussi 1966;
Wasserman and Faust 1994), the betweenness centrality (Freeman 1979), and the
information centrality (Latora and Marchiori 2007). They specifically rely only on
topological information to qualify the importance of a network element.

The topological degree centrality, C°, gives the highest score of importance to
the node with the largest number of first neighbors. This agrees with the intuitive
way of estimating the influence of a node in a graph from the size of its immediate
environment. Quantitatively, the topological degree centrality is defined as
the degree of a node, normalized over the maximum number of neighbors this
node could have: thus, in a network of N nodes, the topological degree centrality of
node i, CP, is defined as:

’ e Y

cP :%:—ZNE; 0<CcP<1 (6.5)
where k; is the degree of node i and N — 1 is the normalization factor introduced to
account for the fact that a given node i can at most be adjacent to N — 1 other
nodes. The running time required for computing CP for all nodes is O(N).

The topological closeness centrality, C€, captures the idea of speed of com-
munication between nodes in such a way that the node which is “closest” to all
others receives the highest score. In other words, this measure allows identifying
the nodes which on average need fewer steps to communicate with the other nodes,
not only with the first neighbors. Because this measure is defined as “closeness”,
quantitatively the inverse of the node’s mean distance from all the others is used.
If dj; is the topological shortest path length between nodes i and j, i.e. the minimum
number of edges traversed to get from i to j, the topological closeness centrality of
node i is:

cE=L4L 0<ce<i

i Z djj

j€G

(6.6)

Note that also this measure is normalized to assume values in the interval
[0,1].The running time required for computing C for all the nodes by means of
the Floyd algorithm is O(N?).
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The topological betweenness centrality, CB, is based on the idea that a node is
central if it lies between many other nodes, in the sense that it is traversed by many
of the shortest paths connecting pairs of nodes. The topological betweenness
centrality of a given node i is quantitatively defined as:

B _ 1 1k (i) B
CF = i A o<cP<i 6.7)

= > .
fWEDWY) S

where nj; is the number of topological shortest paths between nodes j and k, and
ny (i) is the number of topological shortest paths between nodes j and k which
contains node i. Similarly to the other topological centrality measures, C® assumes
values between O and 1 and reaches its maximum when node i falls on all geo-
desics (paths of minimal length between two nodes). The running time required for
computing CB for all nodes by means of the Floyd algorithm is O(N?).

6.2.2.2 Weighted Networks

In practice, the model of a realistic network could be weighed (e.g. by its physical
characteristics of reliability and capacity), non-sparse, and non-connected. Thus, to
account also for the physical properties of the systems, network efficiency mea-
sures have been introduced as complements to the classical topological indicators
such as the characteristic path length L and the clustering coefficient C (Latora and
Marchiori 2001). In addition to the adjacency matrix [a;], defined as for the
unweighted graph, an additional matrix [/;] of weights, e.g., physical distances
(Latora and Marchiori 2001), failure/accident probabilities (Zio et al. 2008;
Eusgeld et al. 2009), and ‘electrical’ distances (Hines and Blumsack 2008), can be
introduced to describe the network. Of course, in the case of an unweighted
network, [ = 1 Vi # j.

On the basis of both [a;;] and [/;], the matrix of the shortest path lengths [d;;] is
computed: the length d;; of the shortest path linking i and j in the network is the
smallest sum of the physical distances throughout all the possible paths from i to j.

Assuming that the network system is parallel, i.e. that every node concurrently
sends information through its edges, a measure of efficiency in the communication
between nodes i and j can be defined, inversely proportional to the shortest dis-
tance (Latora and Marchiori 2001). Thus, the network is characterized also by an
efficiency matrix [¢;], whose entry is the efficiency in the communication between
nodes i and j:

g = % if there is at least one path connecting i and j (6.8)
p .
0 otherwise (d;j = 00)

The average efficiency of G(N, K) is then

Z i£ieG Cij Zi;ﬁjeG %
Euop(G) = == = z 6.9
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This quantity plays the same role of L in defining the network connection
characteristics on a global scale. The fundamental difference is that Egqp, is the
efficiency of a parallel network of nodes which concurrently exchanges packets of
information, whereas 1/L measures the efficiency in a sequential system
where only one packet of information at the time goes along the network. Thus,
1/L represents well the efficiency of unweighted networks where no difference is
made on the distances in the graph.

For comparison of different network systems, it is useful to normalize
Eq0(G) by considering the ideal, fully connected network G;g(N) in which all
N nodes of the network are connected and which, thus, contains N(N — 1)/2 edges.
Such a system propagates the information in the most efficient way since

[d;j] = [lj] Vi # j. The corresponding (maximum) value of global efficiency is:
Zi#jEG‘d li
Egop(Gig) = =20l 6.10
gl b( d) N(N _ 1) ( )

By dividing Eq. 6.9 by 6.10, one obtains a normalized value of global efficiency
for the graph G(N, K), which for simplicity of notation is still denoted as
E4105(G) and is such that 0 < Egjo(G) < 1.

One can also quantify the local properties of the graph G(V, K) by specializing
the definition of the average efficiency (Eq. 6.9) on the subgraph G; of the
neighbours of each node i in the network:

Zn#meG,- Enm

E(G) = ki(ki — 1)

(6.11)

Averaging the efficiency of the local neighborhoods of all nodes in the network
one can define a measure of the network local efficiency:

Fu(G) =3 > E(G) (6.12)
i=1eG

Since i € G, this parameter reveals how much the system is fault tolerant in
that it shows how efficient the communication between the first neighbors of
i remains when i is removed.

The local efficiency E;,.(G) plays a role similar to the clustering coefficient C in
measuring how well connected is a network. It can be shown that when most of the
local subgraphs G; of a graph G are not sparse, C gives a good approximation of
Eio.(G) (Latora and Marchiori 2001).

The definition of the small world behavior can then be rephrased in terms of the
information flow: small world networks are characterized by high values of both
Eq10 and Ejq, i.e. high efficiency in both global and local communications.

Average global and local topological efficiency measures form the output of
this analysis. It is worth mentioning that for [a;] = [/;] the weighted analysis
coincides with the unweighted topological analysis in that all edges are equally
weighted ones.
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Various measures that allow for a statistical characterization of weighted networks
can be developed, encompassing a range of possible applications. For example, the
local and global reliability characteristics of a complex network system have been
considered within a framework of vulnerability assessment of Cls (Zio 2007a, b; Zio
and Sansavini 2007). By considering the ‘reliability distances’ among network nodes
in terms of the probabilities of failure of the interconnecting links, global and local
reliability efficiency indicators can be defined for use in the analysis of the robustness
and vulnerability of network systems and thus for their optimal design, operation and
management. Two different definitions are introduced, depending on how the ‘length’
d;; of the shortest path linking two generic nodes i and j in the network is defined.

Let g;; be the probability that edge ij is incapable of transmitting information
between nodes i and j and p; = 1 — g; be the probability of successful trans-
mission along the edge. On the contrary, nodes are considered infallible for
simplicity of illustration. It is customary to call failure probability of edge ij the
former and reliability of edge ij the latter. In addition to the adjacency matrix [a,],
defined the same as for the unweighted graph, an additional matrix [g;] (or the
complementary [p;]) is introduced to describe the network.

The failure probability @, and the reliability P, of a generic path y; of
independent edges connecting nodes i and j are simply computed as

Qy,/ =1- H Pmn = 1 - H (1 - an)

mney; mney;;

P”/,, = H Pmn = H (1 - qmn)

mney; mney;;

(6.13)

On the basis of both [a;] and [g;;] (or the complementary [p;;]), the matrix of the
shortest (most reliable) path lengths [d;] is computed: the ‘length’ dj; of the
shortest (most reliable) path linking i and j in the network is defined as:

d;j = min (ln Q.},ﬁ) =min| — Z Inp,, | =min| — Z In(1 — )

v Ve 7.
v i mney; v mney;
(6.14)

where the minimization is done with respect to all paths y;; linking nodes i and j and
the sum extends to all the edges of each of these paths. Note that 0 < dj; < oo, the
lower value corresponding to the existence of a perfectly reliable path connecting
i and (all edges along such path cannot fail, i.e., py, = 1, gy = 0 Vmn € ij) and the
upper value corresponding to the situation of no paths connecting i and j (i.e. in all
paths from i to j there is at least one that certainly fails p,,, = 0, gy = 1).

In this view, the efficiency of communication ¢; between nodes i and j can be
defined, analogously to before, as being inversely proportional to the shortest
distance Eq. 6.14. Note that coherently, the efficiency ¢; = 0 when there is no path

in the graph linking nodes i and j (Qy,,j =1LP, =0Vy; dj = oo). The efficiency

matrix ¢; can then be introduced as before Eq. 6.8 and the average global and local
efficiencies computed (Eqs. 6.9 and 6.12).
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As for the normalization of the global efficiency, this can be again done with
respect to the ideal, fully connected network Giy in which all N nodes of the
network are connected by N(N — 1)/2 edges. A value of failure probability g;;
(or alternatively of reliability p;;) must be assigned to each edge ij € Giq. In this
respect, an obvious choice would be to consider perfect, non-failing edges
(Pmn = 1, @un = 0 Ymn). However, this would lead to null distances and infinite
efficiencies at each connection (d; = 0, ¢; = 0o Vij € Gjg). Then, the maximum
global efficiency Egon(Gig) = o0 and the normalized global efficiency of any
network G would be zero. To solve this problem, a possibility is to assign to all
edges of the fully connected network a very small (large), ‘ideal’ value of failure
probability (reliability) close to zero (unity), say 107* (1 — 10™%), with o > 1, to
be interpreted as the optimal value technologically achievable for the edge com-
ponents in the kind of network under analysis.

The previous definitions of global and local network reliability efficiencies arise
naturally from the reliabilities of the paths connecting the network nodes. Yet, the
logarithmic form of these indicators makes them little sensitive to changes in both
the network topology and in the reliability values of its elements (Zio 2007a).

An alternative, more sensitive definition of the ‘length’ d;; of the shortest (most
reliable) path linking i and j in the network is as follows:

1 1
di=min| =—— | =min| =——— (6.15)
J Vi <Hmnev,-j Pmn) Vij <Hmn€ylj (1 - qmn))

where the minimization is done with respect to all paths y;; linking nodes i and
j and the product extends to all the edges of each of these paths. Note that
1 <d;; < oo, the lower value corresponding to the existence of a perfectly reliable
path connecting i and j (all edges along such path cannot fail, i.e.
Pmn = 1,q@un = 0 Vmn € ij) and the upper value corresponding to the situation of
no paths connecting i and j (i.e. in all paths from i to j there is at least one that
certainly fails p,,, = 0, gy = 1).

Correspondingly, the efficiency of communication ¢;; between nodes i and j, given
as before by the inverse of the shortest distance Eq. 6.15, is such that 0 < &ij < 1,
the lowest value of efficiency corresponding to the situation when there is no path in

the graph linking nodes i and j (Qy[/_ =1,P, =0y d; = oo) whereas the

highest value is attained when there is at least one perfect path y;; in the graph, which
connects nodes i and j through a sequence of non-failing edges (Q.,U =0,pP, = 1).
The efficiency matrix ¢; can then be introduced as before (Eq. 6.8) and the average
global and local efficiencies computed (Egs. 6.9 and 6.12).

As mentioned before, an important issue for the protection of CIs is that of
determining the critical elements in the network. Methods have been proposed to
evaluate the importance of an edge of the network by considering the drop in
the network’s performance, Ego(G), caused by its deactivation (Latora and
Marchiori 2005). In practice the redundancy of an element is checked by
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calculating the performance of the perturbed network, G”, and comparing it with
the original one, G. Notice that the element can be either a single node or edge,
or a group of nodes/edges in case multiple attacks are simulated. The output of
the analysis is a ranking of the elements of the network that should be of
primary concern for any policy of protection from random failures or terrorist
attacks. Furthermore, the importance of an improvement could be measured by
the increase in the network’s performance caused by it. When some edges are
removed from the network, the shortest paths between nodes change due to
forced detours around the blockages. In this view, the vulnerability of the
network is defined in terms of the degradation in the global efficiency of the
network due to the disconnection of a set of its links:

V* — EgIOb(G) - Eglob(G*) (616)

Eglob(G)

By construction, V" takes values in the range [0, 1].

With respect to the role played by individual elements in the network, a
topological information centrality, C, can be introduced to relate a node impor-
tance to the ability of the network to respond to the deactivation of the node. In this
view, the network performance is measured by the network topological efficiency
E[G] defined as Eq. 6.9.

The topological information centrality of node i is defined as the relative drop in
the network topological efficiency caused by the removal of the edges incident in i:

Cl =220 = HOE20ll o<l <1 (6.17)
where G'(i) is the graph with N nodes and K — k; edges obtained by removing
from the original graph G the edges incident in node i. An advantage of using the
efficiency to measure the performance of a graph is that E[G], contrary to L, is
finite even for disconnected graphs, also C' is normalized in the interval [0,1], by
definition. The running time required for computing C' for all nodes by means of
the Floyd algorithm is O(N*).

More generally, for weighted networks it is possible to extend the previously
defined centrality measures, so as to account for the physical characteristics of the
network arcs. For example, for the case of reliability-weighted networks, the
reliability degree centrality, RCP, of node i in a network of N nodes is defined as:

ki . ij
RCP = —=e 0 <RCP<1 (6.18)

where k; is the degree of node i and pj; is the reliability of edge ij. Differently from
Eq. 6.5, the normalization factor (N — 1)2 is introduced here to account for the fact
that max(k;) = N — 1 when the node i is fully connected and max (ZjeG p[j) =
N — 1 when all the N — ledges are fully reliable (p; =1, Vj € G). Thus, the

measure RCP is normalized in the interval [0,1].
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The reliability closeness centrality, RC®, measures to which extent a node i is
near to all other nodes along the most reliable paths and is defined in the same way
as its topological analog CS Eq. 6.6. Also RCC assumes values in the interval [0,1].

The reliability betweenness centrality, RCB, is based on the idea that a node is
central if it lies between many other nodes, in the sense that it is traversed by many
of the most reliable paths connecting pairs of nodes; it is defined in the same way
as its topological analog C? Eq. 6.7, in which ny is replaced by rnj (number of
most reliable paths between nodes j and k) and nj (i) is replaced by rnj (i) (number
of most reliable paths between nodes j and k that contain node i). Also this
measure is normalized in the range [0,1].

For the reliability information centrality, RC!, the network performance is
measured by the reliability efficiency E[G] of the graph G defined as in Eq. 6.9.
The reliability information centrality of node i, RCE, is defined as its topological
analog C! (Eq. 6.17), but with the network reliability efficiency replacing the
topological efficiency. RC! is also normalized in the interval [0,1].

The running times required for computing the above reliability centrality mea-
sures, RCP, RC®, RCPand RC! are the same as those for the topological cases.

6.2.3 Failure Cascades Modeling

Up to this point, the analysis has dealt with static measures evaluating the struc-
tural properties of a CI and the identification of the central components or the
effects of the removal of an edge in a network have been analyzed without con-
sidering the time evolution or space propagation of network failures. On the
contrary, a thorough vulnerability analysis of a CI must take into account the
spreading processes of failure cascades, which, despite being triggered by an
initiating local disturbance (e.g. a single failure of a component), can affect the
whole network system and, possibly, disrupt the service it provides.

Since network topology can have a strong influence on the failure spreading
mechanism, the analysis of the cascade failure evolution must deal with the mutual
interplay between the system’s dynamics and structural complexity.

Various abstract models of cascading failures have been applied to simulate the
propagation process in single Cls, differing for both the logic of redistribution of
the failure load and the nature of the cascade triggering event, i.e. either a random
failure or a targeted intentional attack (Motter and Lai 2002; Dobson et al. 2005;
Zio and Sansavini 2008). The choice of the most suitable algorithm for modeling
the spreading process taking place in a given CI must be performed carefully,
considering the type of service provided by the CI, as further explained below.

Some examples are given in the following, considering failure-free edges to
focus on the failure propagation dynamics over the network nodes (schemes of edge
removal can be straightforwardly implemented). In the abstract failure cascade
modeling presented (Zio and Sansavini 2008), the spreading variable of interest is
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typically normalized in the range [0, 1], for generality purposes; for application to
specific Cls, the normalization is dropped and the physical nature of the service
provided by the CI is considered to tailor the abstract model to the real system.

In the study of the failure cascade propagation mechanism triggered by random
failures or targeted attacks, the CI is still modeled as a graph G(N, K), like in the
static analysis. The K connections establish the communication pattern on which
the quantities of relevance are transferred in the network and affect the spreading
dynamics, but they are assumed not subject to failures during the cascade
propagation.

In many models, loads are assigned to nodes irrespective of the connectivity
pattern of the system which only affected the direction of load propagation fol-
lowing a component failure. These models better reflect the behavior of systems
like the power distribution ones, where the load at each substation does not follow
directly from the number of overhead lines pointing to it. On the other hand, in
systems like information networks the load on each component, e.g. a router or a
hypernode, can be thought as dependent on the number of links transiting through
it, i.e. its betweenness centrality (Latora and Marchiori 2005).

To model the cascade dynamics arising from a random failure or a targeted
intentional attack at network components, let us assume that at each time step one
unit of the relevant quantity processed by the network, which can be for example
information, is exchanged along the shortest paths connecting every pair of
components. The load at a component is then the total number of shortest paths
passing through that component (Batagelj 1994; Newman and Girvan 2004), i.e. its
betweenness centrality evaluated in Eq. 6.7, L; = CJB, to be compared with its

capacity which is the maximum load that the component can handle. In man-made
networks, the capacity is usually limited by technological limitations and eco-
nomic considerations. Thus, it seems reasonable to assume that the capacity C; of
the component j is dimensioned proportionally to its nominal load L; at which it is
designed to operate initially (Motter and Lai 2002),

Ci=axl j=1,2,...N (6.19)

where the constant o > 0 is the capacity tolerance parameter, assumed equal for all
components. When all the components are working, the network operates without
problems in so far as o > 0. On the contrary, the occurrence of component failures
leads to a redistribution of the shortest paths in the network and, consequently, to a
change in the loads of the surviving components. If the load on a component
increases beyond capacity, the component fails and a new redistribution of the
shortest paths and loads follows, which, as a result, can lead to a cascading effect
of subsequent failures.

The importance of the cascade effect with respect to intentional attacks stems
from the fact that a large damage can be caused by the attack on a highly central
single component. Obviously, in general more links render a network more
resistant against cascading failures, but this increases the cost of the network
(Cadini et al. 2009).
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When looking at the potential for cascading processes triggered by the removal of
a single component, two situations are expected: if prior to its removal the com-
ponent is operating at a relatively small load (i.e. if a small number of shortest paths
go through it), its removal will not cause major changes in the balance of loads and
subsequent overload failures are unlikely; however, when the load of the component
is relatively large, its removal is likely to affect significantly the loads of other
components and possibly start a sequence of overload failures. Intuitively, then, the
following behavior is expected (Motter and Lai 2002): global cascades occur if the
network exhibits a highly heterogeneous distribution of loads and the removed
component is among those with highest loads; otherwise, cascades are not expected.

In the modeling scheme adopted, the distribution of loads is in turn highly cor-
related with the distribution of links: networks with heterogeneous distribution of
links are expected to be heterogeneous with respect to the load, so that on average
components with a large number of links will have high loads. This behavior con-
firms the robust-yet-fragile property of heterogeneous networks, which was first
observed in (Albert et al. 2000) with respect to the attack on several components.

To quantitatively show the above described behavior, a component among
those with largest degrees in the network is selectively attacked. Such a component
is removed together with all its links and the redistribution of shortest paths and
loads is performed. The damage caused by the resulting cascade is quantified in
terms of the number of network components which remain in operation.

In order to delve into the failure cascade unfolding, the four cascade indicators,
Eqgs. 6.21-6.24 introduced in the following Sect. 6.4.3.1, can be used. In particular,
in an effort to enrich the effectiveness of the static analysis of CIs and to bridge the
findings of the static and dynamic analyses, the rankings obtained with the dif-
ferent cascade criticality indicators can be compared with classical topological
centrality measures (Cadini et al. 2009).

The degree and betweenness centralities, Egs. 6.5 and 6.7, which account for the
number of connections pointing to a component and for the number of shortest paths
passing through a component, respectively, appear to play a major role in identifying
those network components which most contribute to the failure propagation process.
The betweenness centrality measure, only partially highlights those components
which most contribute in determining large-sized failure cascades.

Resorting solely to fast topologic centrality measure evaluations, it seems then
possible to preliminary rank the criticality of single nodes with respect to the
failure propagation phenomena which can occur in the CI, without the need to run
time-expensive simulations with detailed codes.

6.2.4 Expected Results

The two main outputs of a CI vulnerability assessment are the quantification of
system vulnerability indicators and the identification of critical elements. The
information they provide is complementary: while vulnerability indicators are
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parameters encompassing the static or dynamic characteristics of the whole sys-
tem, the identification of critical elements provides rankings of components cri-
ticalities with respect to their connectivity efficiency or their contributions to the
propagation of failure through the network.

The determination of the global and local indicators of the topological and
weighted characteristics give valuable information on the connectedness efficiency
of the network system of a CI and can be useful when compared with reference,
ideal values.

The pure topological structure can be complemented with weights extrapolated
from the physical features of the CI. As an example, reliability and electrical
‘distances’ can be combined in the vulnerability assessment of an electrical
transmission system and used as weights for the network arcs of the graph rep-
resentative of the system (Zio and Golea 2010); by so doing, the vulnerability and
centrality measures evaluated in the weighted analysis encompass the information
on the physics of the service provided by the CI under analysis. Further, the
analysis of the vulnerability of the network in terms of the degradation of its global
efficiency due to the disconnection of a set of links as in Eq. 6.16, which is the
homologous of the information centrality for nodes of Eq. 6.17, allows ranking the
network elements (arcs or nodes) with respect to their role in the network global
communication efficiency.

From the modeling of a cascading failure propagation process, a useful output is
the average loss of service in terms of ClB versus the tolerance parameter, o, from
which the minimum flow-carrying capacity of the network, o, ensuring a minimum
connectivity level i after the cascades spreads in the network can be identified.
This minimum capacity o identifies the safe and critical failure-prone working
conditions for a network, since the disruption following a cascading failure affects
the system in a catastrophic way if the system in operating under this limit.
Therefore, o can be used as a system vulnerability indicator for CIs.

Furthermore, following the modeled cascade spreading process step by step,
indicators can be evaluated for each component, such as the frequency of its
participation to a cascade, the average time before its entrance into a cascade, the
average duration and final size of the cascade emerging from its failure, which
identify the criticality of the components with respect to their contribution to the
development of cascading failures. To the same aim, classical measures of topo-
logical centrality can be used for components criticality ranking with respect to
their contribution to the failure cascade process in network systems.

6.2.5 Exemplary Applications

The methods of vulnerability analysis of CIs via complex network theory are
shown with respect to their application to electrical infrastructures (Eusgeld et al.
2009; Zio and Sansavini 2011a, b). The topological and the weighted analyses are
applied to the Swiss 220 kV/380 kV high voltage transmission system, while the



6.2 Complex Network Theory 85

Fig. 6.2 The 220 kV/380 kV Swiss power transmission network

dynamic analysis of failure cascade propagation is applied to the topological
network of the 380 kV Italian power transmission network (TERNA 2002; Rosato
et al. 2007) aiming at ranking the criticality of its components in the cascading
failure propagation process, and to a modified literature case study (Grigg et al.
1996), with the aim of identifying the interdependency features and defining
related cascade-safe operational margins.

6.2.5.1 Example of Topological and Weighted Analysis

The reference system for the static topological analysis and for the weighted
analysis (Eusgeld et al. 2009) is the Swiss 220 kV/380 kV high voltage trans-
mission system (Fig. 6.2) which consists of a single control area.

The system is made up of N = 161 nodes (busbars) connected by K = 219
overhead lines (double lines are modeled by single lines). The system is modeled
as a stochastic, undirected, connected graph G(N, K) in which each substation is
transposed into a node, linked by edges representing the overhead lines connecting
two subsequent substations (Fig. 6.2).

Depending on the analysis, each edge is either unweighted (weight = 1), for a
purely topological analysis, or weighted by its reliability for an analysis of the
power transmission efficiency.

The stochastic failure behavior of the power transmission system is described
by introducing for the generic overhead line connecting substation i to substation j,
a constant annual failure rate 4; per km. Such failure rate represents the number of
failures occurred in 1 year along 1 km of overhead line connecting a given pair of
substations i and j. For the sake of simplicity, it is assumed that 4; = A for the
whole power transmission network. Given the assumption of constant failure rate,
the annual reliability of the line connecting nodes i and j is
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where /;; is the length of the line.

We shall refer to this quantity as the reliability of edge ij and call failure
probability of edge ij its complement to one, g;; = 1 — p;;. Thus, in addition to the
adjacency matrix [a;], the additional matrix [p;] (or the complementary [g;]) is
introduced to describe the failure behavior of the power transmission system.

Some cautious words should be spent on the crude homogeneity assumption
that /; = A for all lines in the power transmission network. A single value of
annual failure rate per 100 km of overhead line was available from VSE-AES
Statistik (2005). This value takes into account atmospheric effects, external effects
(due to external human actions) and operational margins (unexpected overloads,
wrong operations, planned maintenance, failure of the material). With the
homogeneity assumption of all failure rates being equal, the probabilities of failure
of the various overhead lines differ only due to their length. In reality, other factors
should be taken into account in the reliability evaluation, like the geographical
position or the age of the material of the line and its usage.

Both topological and reliability efficiency analyses have been carried out for
assessing the power transmission network properties and transmission performances.

Figure 6.3 shows that the shortest path length distribution has a tail up to
d;j = 17, implying that one has to pass at most through 17 nodes for the power to
be transmitted from one point to another in the network. This value is the diameter
of the network. The largest portion of the distribution is concentrated around
values of d; = [3, 8] and the distribution peaks at d; = 5, implying that the
connectivity of this network is high. A characteristic path length L = 6 is found.
This clearly reflects the dj; distribution and confirms that the network has good
global connectivity properties.

The degree distribution, plotted in Fig. 6.4, peaks at about kK = 2 but has quite
large values also for k > 2. This implies that a failed substation disconnected from
the network can easily be overtaken through other paths in the system. Nodes with
k = 1 are the boundary substations of the Swiss power transmission network.

A direct measure of the clustering coefficient of the power transmission network
gives the rather small value of C = 7.79 x 102 The predominant series structure
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Fig. 6.4 Degree distribution 0.4 - ——— — —— T
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Table 6.5 Topological and reliability efficiencies Egio0(G), Eioe(G)

Topological efficiency Reliability efficiency
Global efficiency, Egop(G) 20.5 x 1072 9.30 x 1072
Local efficiency, Ejoo(G) 7.89 x 1072 472 x 1072

of the network is responsible for the large number of sparse subgraphs around the
nodes, a phenomenon which leads to the small values of the average clustering
coefficient.

One could ask whether there is any reason for a power transmission network to
have high clustering. In principle, this would be welcome for the robustness of the
service: a fault stopping a portion of a transmission line would be overcome by
simply passing onto other working points of the system. Actually, this rerouting of
the power flux can be accomplished simply by nodes with k = 3 which do not
imply large system clustering.

In Table 6.5, the values of global and local reliability efficiencies are shown.
They are compared with the topological efficiencies which are the upper values of
reliability efficiencies for perfectly reliable overhead lines. The topological effi-
ciencies account only for the topological connectivity pattern in the network
(unweighted links).

In particular, the global topological efficiency is equal to one for a fully con-
nected graph in which every node is directly connected with any other node. In
Fig. 6.5, the distribution P(E(G;)) of the average efficiencies on the subgraph G;
Eq. 6.11 is presented. Note that almost all subgraphs are sparse, thus giving null
contribution to the average local efficiency. This distribution reflects the previ-
ously discussed degree distribution P(k) peaked at k = 2 but with quite large
values also for k > 2.

In synthesis, it is interesting to underline the good global topological connec-
tivity properties of this network, which provides it with good robustness to random
failures. With respect to the vulnerability assessment against targeted attacks, two
different analyses have been performed: a topological and a reliability one.

In the topological analysis, only the connectivity pattern of the network has
been considered and the vulnerability index has been evaluated with respect to the
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Fig. 6.6 The five most vulnerable lines according to the topological vulnerability evaluation
(numbers mark starting and arriving node)

global topological efficiency. The five most vulnerable lines resulting from the
topological vulnerability evaluation are displayed in Fig. 6.6.

In the reliability-weighted analysis for identifying vulnerabilities, both the
connectivity pattern of the network and the reliability of each line have been
considered. The same assumption on the line annual failure rates has been made.
The vulnerability index has been evaluated with respect to the global reliability
efficiency. The five most vulnerable lines according to the reliability vulnerability
evaluation are displayed in Fig. 6.7.

Comparing the results in Figs. 6.6 and 6.7, one notices little difference between
the vulnerable lines identified by the topological and reliability analyses. Indeed,
the four lines ranked most vulnerable are actually the same in the two cases.
This is possibly due to the crude assumption of equal failure rates which makes
the reliability of a line only dependent on its length. This implies that the
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Fig. 6.7 The five most vulnerable lines according to the reliability vulnerability evaluation
(numbers mark starting and arriving node)

Table 6.6 Summary of the

criticality indicators rankings = L d al
for the model of cascading 31 49 35 14
failures (only the 24 most 8 73 14 79
critical nodes are reported) 17 119 79 76
15 121 12 35
6 122 76 12
23 123 68 61
39 124 43 86
93 125 36 11
22 126 86 88
34 43 41 75
54 107 61 68
120 109 40 78
30 56 11 48
94 99 47 59
55 115 46 81
81 111 66 110
86 110 67 23
78 102 7 36
21 11 48 7
62 67 78 9
66 60 62 58
96 103 81 67
58 106 60 47

51 118 88 62
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Table 6.7 Information, degree, closeness and betweenness centrality measure ranking for the
network of Fig. 6.8 (only the 24 most central nodes are reported)

Rank Ct cP c© cB
1 68 68 64 88
2 14 64 75 14
3 88 24, 35, 43, 79, 88, 92, 101, 103 79 75
4 119 2,3,7, 14, 21, 27, 28, 47, 59, 60, 67, 75, 81, 91 81 64
5 64 14 79
6 75 78 101
7 122 67 76
8 79 62 59
9 12 61 12
10 78, 110 63 110
11 76 61
12 101 88 102
13 59 41 98
14 123 71 68
15 76 60 71
16 47 65 83
17 43 59 84
18 24 68 40
19 35 73 67
20 61 82 35
21 121 86 78
22 71, 81, 98 83 60
23 80 81
24 40 107

reliability-weighted evaluation is very similar to a line length-weighted evaluation,
with the weights being the lengths of the lines.

The topological, unweighted and weighted analyses are computationally very
fast and easy to implement; in this sense, they are valuable tools for performing an
initial screening of the vulnerabilities of the system so as to focus the directions of
further detailed analysis by more sophisticated models.

The static character of the analysis cannot capture the dynamic behavior of the
system, i.e. the dynamics of the loads and generators and their reconfigurations in
the case of electrical transmission infrastructures. Moreover, the topological model
which the system analysis relies upon does not take into account the load patterns
in the system, so that the system vulnerabilities are identified based only on the
connection patterns of the network. This is a limitation in the physical description
of the system behavior since the load distribution on the overhead lines may not
necessarily follow the topology of the system.

Finally, the Swiss grid is an open system with given energy flux boundary
conditions with neighboring countries. These conditions should be taken into
account as they may bring additional vulnerabilities to the network.
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Fig. 6.8 The 380 kV Italian power transmission network (TERNA 2002; Rosato et al. 2007)

6.2.5.2 Example of Failure Cascade Modeling Application for a Single CI

Following the topological and the weighted analyses (Zio and Sansavini 201 1a), the
vulnerability analysis proceeds to the cascading failure assessment. As an example
of application, the indicators of component criticality introduced in Sect. 6.4.3.1
have been computed for the topological network of the 380 kV Italian power
transmission network (Fig. 6.8), considering cascades evolving according to the
failure propagation model of Sect. 6.4.3. The 380 kV Italian power transmission
network is a branch of a high voltage level transmission, which can be modeled
as a network of N = 127 nodes connected by K = 171 links (TERNA 2002;
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Rosato et al. 2007). Its topology is taken as reference but the failure propagation
models applied to it have very little specifics to such a system; it is only used so to
give concrete examples of the findings. In all simulations, the cascading failure
evolution has been followed step by step, the relevant information collected and,
eventually, the quantities Eqs. 6.21-6.24, have been computed.

Table 6.6 reports the results for the model relative to cascading failures pre-
sented in Sect. 6.2.3 due to targeted intentional attacks. The consequences of the
disconnection of each individual node are estimated. This model describes a sit-
uation completely different from Sect. 6.4.4 since the load at a component is the
total number of shortest paths passing through that component. Components 35,
14,79, 12, and 76 turn out to be the most critical with respect to s; and d; whereas ¢;
gives an opposite ranking for the reason explained before.

The components ranked as the most critical according to f; are now the ones with a
small capacity, since initially they do not have many shortest paths passing through
them but still are linked to highly connected components or lie along a direct path
linking highly connected components (30 and 35 for critical component 31, LOMO9;
7 and 2 for critical components 8, Casanova, and 6, Laboratorio Cesi; 24, 7, and 21
for critical components 17, LOM1, and 15, Musignano): while other components are
failing and the highly connected components are still operating, the evolving
shortest paths are directed through these critical components which subsequently
fail due to their low capacity. Also, as expected, components of degree one do not
participate to any cascade since they involve no shortest path transit.

The last two columns of Table 6.6 report a ranking with respect to the indi-
cators d; and s; which is completely different compared to f;. The most critical
components form a path connecting the Northern area to the Tyrrhenian backbone,
i.e. Vignole B.—La Spezia — Marginone—Poggio a Caiano; whenever this path is
broken, i.e. either component 14 or 79 or 12 or 76 fails, the connectivity capability
is shifted somewhere else in the network, i.e. in the Po River area, leading to an
accruement of the cascade with further failures.

Overall, considering the different models, the ranking results of Table 6.6 are
consistent with a physical analysis of the network system, indeed highlighting the
components which most affect the failure spreading.

The results from the propagation of cascading failures from the network theory
approach cannot be fully compared with those of the probabilistic modeling
propagation logics since the former is a completely deterministic process, in which
the components load is the number of shortest paths passing through it, while the
latter involves a stochastic process of components loads distribution. In the case of
network theory model the components ranked as the most critical according to f; are
those of small capacity, since initially they do not have many shortest paths passing
through them but still are linked to highly connected components.

Table 6.7 reports the ranking of the individual network components according
to the information (CV), degree (CP), closeness (C) and betweennes (C®) cen-
trality measures.

From the comparison between the results in Table 6.7 and those for the model
relative to cascading failures (Table 6.6), it can be said that the betweenness and
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information centrality measures only partially account for the criticalities
highlighted by the indicators d; and s; (node 14), since not only the centrality of a
component is relevant but also the fact that it is a connecting central component
(as do critical nodes 12 and 76 connected to central component 14 and critical
node 79 connected to central component 75 in the network).

With respect to the indicators f;, it can be said that the most critical components
are those less connected, which lie along a direct path linking components with the
highest degree centrality (35 and 28 for critical component 31; 3 and 7 for critical
component 8; 24 and 7 for critical components 17 and 15; 2 and 7 for critical
component 6).

The degree and betweenness centralities, which account for the number of
connections pointing to a component and for the number of shortest paths passing
through a component, respectively, appear to play a major role in identifying those
network components which most contribute to the failure propagation process.
The betweenness centrality measure only partially highlights those components
which most contribute in determining large-sized failure cascades.

6.2.6 Conclusions

The methods of complex network theory can provide information useful for the
vulnerability assessment of Cls, within a screening analysis that leads off to an
adequate system understanding that cannot be superficial for the following detailed
analysis. The analysis is supported by structural information provided by system
owners, including the general understanding of main functionalities, interfaces,
(inter-) dependencies, etc. The evaluation of the statistical indicators derived from
the analysis provides indications of obvious vulnerabilities, e.g., structural or
reliability bottlenecks, etc.

The topology-driven analysis of CI vulnerability is an essential part of the
methodology, able to provide a reliable identification of the most critical con-
nections, nodes, or areas in the network. The identification of the most vulner-
able parts of a CI should always be complemented by a successive dynamical
analysis of the cascading failure propagation process. Given the somewhat
‘abstract’ level of the modeling supporting the topological analysis, the results
gained with respect to the vulnerable points (or lines) in the system
(“first findings”) may not be ‘clear-cut’ and major hidden vulnerabilities may
still be expected. Then, to achieve a higher degree of accuracy, system under-
standing has to be further developed and more detailed information about the
system and its operating environment may be needed. Special attention should be
placed on interdependencies within or among systems. The re-assessment of
simplifications made earlier may call for more sophisticated methods of their
successive in-depth (detailed) analysis.

In conclusion, the specific goal of the application of complex network theory
methods to the analysis of ClIs is to fulfill two main objectives: helping (a) to
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identify preliminary vulnerabilities of critical infrastructures by topology-driven
and dynamical analysis and (b) to guide and focus further detailed analyses of
critical areas of the Cls.

6.3 Risk Analysis of Critical Infrastructures

Identifying and quantifying the vulnerability characteristics of critical infrastruc-
tures (Cls) is crucial for designing the adequate protections, mitigation, and
emergency actions against failures. Methods of probabilistic risk assessment
(PRA), also called quantitative risk assessment (QRA), for screening and priori-
tizing vulnerabilities can be helpful tools of Cls analysis.

The current PRA methodologies are successfully applied to the analysis of
man-machine-environment systems with well-defined rigid boundaries, with sin-
gle, well-specified targets of the hazard and for which historical data exist in
support of uncertainty quantification models (Kroger 2005); examples are nuclear
power facilities and spacecrafts. Currently, efforts are directed toward the study of
the applicability of PRA methodologies to CIs (Grigg 2003; Garrick et al. 2004;
Haimes and Horowitz 2004; Apostolakis and Lemon 2005).

6.3.1 Conceptual Outline

There are three elements that contribute to risk in a technological system: the
sequences of failures events, their likelihood of occurrence, and the associated
consequences they generate on specified targets (workers, public, environment,
assets, etc.). The quantitative characterization of the triplet of elements composing
risk, proposed by (Kaplan and Garrick 1981), provides an informative and oper-
ative definition for a systematic answer to the following three questions of risk
analysis:

e Which sequences of undesirable events transform the hazard into an actual
damage?

e What is the likelihood of occurrence?

e What are the consequences of each of these sequences?

Methods have been developed for answering these questions in complex
technological systems, but they need some adaptation for dealing with the Cls
technological and sociopolitical complexities.

PRA is a methodological framework that integrates deterministic and stochastic
tools to carry out a systematic, exhaustive, and structured evaluation of the risk
associated with every life cycle aspect of a complex engineered technological
system, which may lead to undesired consequences triggered by an accident ini-
tiating event. Most current risk analysis methodologies begin with valuing targets
followed by identifying potential failures, hazards and threats to which the system



6.3 Risk Analysis of Critical Infrastructures 95

is exposed, and the related vulnerabilities; modeling, and computation are then
used for determining risk and prioritizing the hazards, threats and vulnerabilities to
devise appropriate countermeasures, usually on the basis of a costs/benefits
analysis.

In a PRA, the risk connected to a particular accidental sequence is quantita-
tively characterized by two quantities: (I) the magnitude of the adverse conse-
quences that may result from the operation of the system and (II) the likelihood of
occurrence of the given adverse consequence(s). For example, the measure of
consequence severity can be the number of members of the public that can be
potentially injured or killed, in which case risk assessment becomes a powerful
tool to quantify the public safety performance of the system; the likelihood of
occurrence can be expressed as probability or frequency (i.e., the number of
occurrences or the probability of occurrence per unit time).

If the severity of the consequences and their likelihood of occurrence are
expressed qualitatively (e.g., through labels like high, medium, or low), the term
called qualitative risk assessment is applied.

6.3.2 Modeling Techniques

6.3.2.1 Qualitative Assessment

Qualitative assessment allows the quick identification of potential hazards, threats
and risks, and the related targets, assets, and resources which are vulnerable to
these. In doing so, qualitative analysis verifies the effectiveness of the safety
measures already implemented in the system and indicates those which could be
useful to add. The goal is to guarantee an acceptable level of risk protection. Any
use of calculations is kept fairly basic at this stage, and usually does not require the
exact values of all the parameters in question.

The main outcome of the qualitative risk assessment is the prioritization of risks
and corresponding areas for immediate action/protection and improvement. Risks
are prioritized on high-medium-low categorical scales, based on the two criteria of
severity of consequences and probability of their occurrence. The disadvantage of
the qualitative analysis is embedded into its methodology which does not provide
quantifiable evaluations neither of the magnitudes of the consequence, nor the
probabilities of occurrence, which renders difficult a cost/benefit analysis of the
safety measures already implemented or recommended.

Qualitative risk assessment bases the probability and consequences evaluation
on expert judgments. Because qualitative analysis does not rely on actual
numerical data, the analysis if far simpler and easier to implement and understand,
but is affected by high degree of subjectivity.

Such assessment is recommended and often sufficient for simple systems, e.g. a
single product, system, or process; the methodology is also useful for identifying
and analyzing the threats and vulnerabilities of complex systems, and for a
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preliminary evaluation of the adequacy of the safety measures installed to mitigate
the threats (Moore 2006).

An exemplary step-by-step procedure for general qualitative risk assessment is
presented in the following (Moore 2006). The illustration is customized to manage
the wide scope of parameters which characterize Cls.

Step 1—system characterization: The system characterization involves (I) the
analysis of the information on the technical details of the system facilities, (II) the
identification of the potential critical assets, (III) the identification of the hazards,
threats, and the consequences of concern, and (IV) the identification of existing
safety measures and protection layers.

Step 2—hazard and threat assessment: The consideration of possible hazards
and threats should include accidents, attacks, and failures (Chap. 4). The assess-
ment should be based on local, regional, or national information, where available.
For malevolent targeted attacks, the determination of the attractiveness of the
system as a target from the adversary’s perspective is to be considered.

Step 3—vulnerability analysis: The vulnerability analysis involves pairing up
target assets with hazards and threats to identify potential vulnerabilities. This
entails the identification of the existing countermeasures and their level of effec-
tiveness in reducing the vulnerabilities. The degree of vulnerability is evaluated
either (I) by the formulation of risk scenarios or (II) on the basis of asset pro-
tections. Higher consequence and attractiveness ranking typically call for the
application of a scenario-based approach of vulnerability analysis. This involves
the assignment of risk rankings to the scenarios developed. On the contrary, if the
asset-based approach is used, the determination of the consequences on the asset
and its attractiveness may be enough to perform a target ranking value and to
identify a standard protection set for that target level.

Step 4—risk assessment: The risk assessment determines the risk to the system
combining the expected effects on each critical asset. For malevolent attacks,
likelihood is determined by a team of experts after considering the attractiveness
of the targeted assets assessed in step 2, the degree of threats assessed in step 2,
and the degree of vulnerability identified in step 3.

Step S—safety countermeasures analysis: Based on the vulnerabilities identified
and the risk that the layers of protection are breached, appropriate enhancements to
the safety countermeasures are recommended to reduce vulnerability of the sys-
tem, following the typical doctrines of deter, detect, delay, respond, mitigate, and
possibly prevent. Some of the guiding factors to be considered in these recom-
mendations are:

The decrease of the probability of successful failure/attack
The degree of risk reduction

The reliability and maintainability of the options

The capabilities and effectiveness of mitigation options
The costs and feasibility of mitigation options

Based on these factors, the countermeasure options should be ranked to eval-
uate their effectiveness, and prioritized to assist decision making for implementing
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safety enhancements. In case of terrorist threats, the consequences of a security
event at a facility are generally expressed in terms of the degree of acute health
effects (e.g., fatality, injury), property damage, environmental effects, etc. This
definition of consequences is the same as that used for accidental releases in
industrial plants, and proves appropriate also for security-related events; the key
difference is that security-related events often involve effects that are more severe
than those related to accidental risk.

6.3.2.2 Quantitative Assessment
6.3.2.2.1 Guiding Principles

Although the literature suggests many different risk assessment methodologies, in
fact the differences are primarily in scope, application, boundary conditions, degree
of quantification and quality. Like many other scientifically based methodologies,
quantitative risk assessment is founded on relatively few basic principles.

Guiding principles for scenario-based risk assessment within the framework of
vulnerability analysis of CIs (Chap. 4) are listed below (Garrick et al. 2004):

e The quantitative expression of risk should be in the form of a structured set of
scenarios, each having a corresponding likelihood and consequence.

e The set of scenarios must be complete in the sense that all of the important
contributors to risk are included.

e The scenarios must be quantified in terms of clearly defined risk measures, must
be realistic, and must account for the involved uncertainties.

e Each scenario should be characterized by a sequence of events, starting with the
initiating event that upsets an otherwise successfully operating system and
proceeding through a series of subsequent events to the end-state. The identi-
fication of the initiating events must be based on a comprehensive hazard and
threat assessment.

e Each scenario must accommodate combined events, including primary and
diversionary events.

e The end-states i.e. the undesired consequences. must reflect immediate, cas-
cading, and collateral consequences (or levels of damage).

e Uncertainties relative to individual and aggregated events must be quantified on
the basis of the available evidence, with the appropriate mathematical techniques.

e The results must be ranked as to their contribution to risk in order of importance
and must be presented in a way that supports decision making.

6.3.2.2.2 Implementation of the Principles

Adherence to these principles may be achieved through the following six-step
process (Garrick et al. 2004):
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(1) Defining the system being analyzed in terms of what constitutes normal
operation and points of vulnerability, to serve as a reference point.

(2) Identifying and characterizing the ‘sources of danger’, that is, the hazards (e.g.
stored energy, toxic substances, hazardous materials, acts of nature, sabotage,
terrorism, equipment failure, combinations of each, etc.).

(3) Developing “what-can-go-wrong” scenarios to establish levels of damage and
consequences while identifying points of vulnerability.

(4) Adopting risk metrics that reflect the likelihoods of different scenarios and
quantify the consequences of the scenarios based on the totality of relevant
evidence.

(5) Assembling the scenarios according to damage levels, and casting the results
into the appropriate risk curves and risk priorities.

(6) Interpreting the results to guide the risk-management process.

Step 1—defining the system: The purpose of the first step is to understand how
the system works to allow the identification of departures from normal, successful
operation. Once the system is understood, vulnerabilities that require special
analysis can be assessed.

The following aspects, specific to Cls, must be taken into account:

e In an increasingly interconnected world, technology-based systems and net-
works are becoming more and more interdependent. Therefore, the geographi-
cal, logical and functional situation should be carefully investigated: boundaries
of the system, environmental interactions, external interactions and associated
constraints, e.g. interdependencies with other Cls.

e The composition of the system: identification of all subsystems, identification of
internal interactions with associated constraints.

e The potential of far-reaching, cascading effects of failure of one system on other
systems and on society as a whole: this entails that the dynamics of the system
behavior should be analyzed as well.

The relevant infrastructures must be modeled in such a way that the scenarios
can be readily identified. In some cases, such as electrical transmission systems,
railway transportation infrastructures, water-supply networks, the CIs can be
modeled using networks to take advantage of existing mathematical tools of
network analysis.

Step 2—characterizing hazards and threats: The identification of the initiating
events (IEs), i.e. hazards and threats to the system, represents a major part of the
risk analysis since many of the subsequent steps depend on the type of the con-
sidered hazards and threat, e.g. accident, attack or failure (Chap. 4), and on its
intensity.

In the case of IEs such as accident events and other phenomena with inherently
random nature, in order to focus on the most important initiators while screening out
the unimportant ones, several methods have been proposed in the literature, e.g.
checklists, What-If Analysis, Failure Modes and Effects Analysis (FMEA) and
Master Logic Diagrams (MLDs). While random IEs can be more easily identified,
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difficulties appear when terrorism or malevolent acts are considered, due to prob-
lems in determining the likelihood of a successful attack. The assessment of the
likelihood that a terrorist attack will occur requires information on the intent,
capability, and resources to carry out the attack (Koonce et al. 2008). Given that a
group possesses these traits, determining the point, or points, of attack requires
knowledge of the goals, beliefs, and desires of the group. The probability of the
attack being successful depends upon the quality of countermeasures in place to
deter or combat the attack (Paté-Cornell and Guikema 2002). For these reasons,
threats of appropriate levels can be assumed for the analysis and the evaluation of the
likelihood of attack is left to intelligence agencies (Apostolakis and Lemon 2005).

Step 3—constructing scenarios: Scenario development follows a structured
format that answers two of the risk triplet questions: what can go wrong? and what
the consequences would be? A variety of logic and analytical tools are used to
develop scenarios, such as FMEA, state space diagrams, event trees. The state
space diagram is a logic model depicting the various states of a system and the
paths along which the system can transfer from one state to another. The diagram
can be represented by a set of simultaneous differential equations describing how
the probability of the states changes with time. State space analysis is a useful tool
for displaying important elements of the evolving scenario. Event trees are com-
mon methods used for scenario development and involve going forward from an
initial disturbance of the system. These methods, in combination with fault trees,
can be used to construct an encompassing set of risk scenarios. Obviously, a
comprehensive examination of system vulnerabilities might identify a great
number of possible threats for a particular set of consequences or damage levels.

A method that can be used to determine the physical consequences resulting
from the failure of the components in an accident scenario is the actual simulation
of the behavior of the systems involved in the scenario. This can be a difficult task
in the majority of the cases that imply Cls; attempts have been made for analyzing
an electrical transmission network by a load flow simulation (Koonce et al. 2008).

A system is exposed to different hazards and threats according to its func-
tionalities, its global environment and of course geopolitics context. Thus, the
building of scenarios should take into account all these factors. Piwowar et al.
(2009) suggest using different methods according to the criticality of the system.
By methods such as Bayesian analysis (Hudson et al. 2002) or other structured,
quantitative approaches (event or causal trees, bow-tie diagrams, etc.), a large part
of accidents and malevolence act scenarios can be identified and protection must
be efficiently defined in order to anticipate and protect the system. On the other
hand, well-prepared and organized terrorist organizations might carry out a vul-
nerability assessment themselves and arrive at the same conclusions. Game-the-
oretical paradigms can be applied in these cases (Paté-Cornell and Guikema 2002;
Kardes 2005).

Non-probabilistic methodologies can also be employed, such as possibility
theory based on belief/plausibility measures (Darby 2006), fuzzy logic (Ross
2004), meta-heuristics (Hansen et al. 2007; Piwowar et al. 2009), and robust
decision making (Lempert 2004).
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Step 4—risk assessment: Risk assessment encompasses a number of techniques,
e.g. fault trees, event trees, Monte Carlo simulations, influence diagrams, multiple
attribute theory, common-cause failures models, sensitivity analyses, value trees,
etc., but the underlying basic principles are few. The principles focus on the
development of scenarios describing how the system under study is supposed to
work and scenarios indicating how the system can be made to fail. The step
implies a systematic evaluation of causes, frequencies and consequences of each
undesired condition. The likelihood of events in the scenario must be linked to the
supporting evidence. The indicator selected for measuring risk is based on the
success rate of different levels of damage and therefore on the method chosen for
constructing the scenarios.

The determination of the conditional probabilities for the quantification of the
event trees representative of the accident or attack scenarios are based on calcu-
lations and analyses of varying complexity, by deterministic and probabilistic
codes, supported by factual data and engineering judgment, and system analysis
codes to assess the availability of protective systems. The fault tree methodology is
an example of methodology often used in practice. It is an effect-cause repre-
sentation of logic that works backward from the undesirable end state.

An exemplary methodology for the evaluation of the consequences of an
undesired condition is the value tree (Koonce et al. 2008), based on multi-attribute
utility theory (MAUT), which provides a hierarchical view of the impact each
failure scenario may have on the stakeholders involved on the consequences of the
accident. The value tree consists of three levels in which the top level is the overall
impact, or value, of a failure scenario; the second level breaks this overall impact
into broad categories called impact categories; the impact categories are further
reduced in the third level to specific aspects, called performance measures, which
specifically describe the various ways consequences result in impacts to the
stakeholders. Each performance measure is divided into various levels of impact
called the constructed scales. The levels of the constructed scales represent the
amount of impact the physical consequences have on the stakeholders through
each performance measure. The levels for each constructed scale range from no
impact to complete impact to the performance measure.

Step 5—assembly: Once the individual scenarios have been assessed, they can
be assembled into risk measures, such as the frequency—consequence curve. This
is a matter of combining all scenarios that terminate in a specific damage cat-
egory. If the risk measure is a numerical variable, such as fatalities, injuries, or
dollars, then the process also involves arranging the scenarios in order of
increasing damage and cumulating the probabilities from bottom to top. Showing
different levels of damage, such as the risk of varying injuries or fatalities,
requires a different type of presentation. The most common form is the classical
risk curve, also known as the frequency-of-exceedance curve, or the comple-
mentary-cumulative distribution function (CCDF). This curve is constructed by
ordering the scenarios by increasing levels of damage and cumulating the
probabilities from the bottom up in the ordered set against the different damage
levels (Fig. 6.9).
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Fig. 6.9 a Risk as a list of triplets and b example of frequency—consequence curve (Zio 2007b)

Depending on the method chosen in steps 3 and 4, different risk measures can
be used for the identification of vulnerabilities and ranking of the elements.
Apostolakis and Lemon (2005) propose a performance index (PI) similar to
expected utility, calculated for each minimal cut set (MCS) identified through the
methodology. The assessment determines the susceptibility of each MCS to this
level of threat by looking at its accessibility and security measures. The sus-
ceptibility of each MCS is then combined with its value for ranking. The result
is a ranking which prioritizes MCS having both high susceptibilities and high
values.

Patterson and Apostolakis (2007) generalize the performance measures to
include the stakeholder values. Then, each infrastructure is analyzed independently
to assign to each location a value of importance (geographic valued worth, GVW);
the GVWs from each infrastructure for a given location are summed to determine
the location’s overall GVW; these GVWs are used to rank the various locations.

Step 6—interpret the results: An important output of a risk assessment is the
identification of the dominant contributors to the risk, for effective risk manage-
ment. The vulnerabilities and their ranking according to potential impact are a
useful input to risk-informed decision making.

Most risk assessment software packages contain algorithms for ranking the
importance of contributors to a risk metric when the results are obtained under the
form of risk curves.

Also, the ranking can be achieved by using MAUT. The use of MAUT allows to
treat risk as a multiattribute concept, and to have a basis for ranking the vulner-
abilities that include the values of the decision maker and the relevant
stakeholders.

6.3.2.2.3 Cascading Failures

The cascading failure propagation is accounted for in steps 3 and 4 for the
construction of scenarios. In the extended methodology of Koonce et al. (2008),
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this is done during the power flow simulation. The load flow simulation uses a
quasi-steady state step-in-time to determine the effects an initial, single-component
failure has on the entire infrastructure. This step-in-time simulation has the ability
to identify components in the grid that experience conditions outside of their
limits, e.g., transmission lines that experience over-current conditions. These
components are then tripped off-line causing a cascading effect, which can result in
the initial, single-component failure causing additional load shed than a normal
stability analysis would conclude.

6.3.2.2.4 (Inter)dependencies Identification and Modeling

As stated in Chap. 2, dependencies and interdependencies identification and
modeling represents a difficult task when analyzing Cls and can be treated in
step 1, i.e. system definition.

The consequences of dependence between failure-concurrent events may be
severe in case they affect redundant components or systems whose operations must
take place simultaneously or within a short time interval. These types of dependent
failures are referred to as common-cause failures and should be explicitly repre-
sented in the logic models identifying accident scenarios, e.g. in the event trees and
fault trees. The quantification of common-cause failures is challenging, mainly
because observations and available data are normally scarce.

The modeling of interdependent Cls is treated in Apostolakis and Lemon
(2005), Michaud and Apostolakis (2006), Patterson and Apostolakis (2007), and
Piwowar et al. (2009). Piwowar et al. (2009) gives a representation of the system
in critical layers to take into account that some under-systems could be linked by
feedback loops or could belong to causal modes. In Apostolakis and Lemon
(2005), interdependent infrastructures are accounted for in the natural network
modeling through the introduction of an additional vertex which models the
interconnection of the two networks. In Michaud and Apostolakis (2006), the
durations of system failures are included to capture the time dependence of the
consequences resulting from failures in interdependent infrastructures.

6.3.2.2.5 Interdiction/Protection Optimization

According to the results of the quantitative assessment, the decision makers can
substantially contribute to the improvement of safety and security protective
systems. Several ways to strengthen these systems can be suggested, that would
permit stakeholders to have a wide choice on the possible improvement strategies
according to a cost/benefit analysis. Stakeholders can decide which strategy is the
most pertinent for the infrastructure according to the most undesirable accident
scenarios. Based on these risk-based insights, systematic examination of succes-
sive improvements would continue until an acceptable level of overall risk is
achieved.
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Fig. 6.10 Sample regional
grid (Garrick et al. 2004)

6.3.3 Exemplary Application: Assessing Vulnerabilities
of a Terrorist Attack on a Power Grid

The example (Garrick et al. 2004) involves a risk assessment of a physical attack
on a hypothetical electric power grid, following the step-by-step procedure pre-
viously presented in Sect. 6.3.2.2.

The example shows how Cls can be analyzed to highlight their vulnerabilities
and provide a basis for taking corrective actions to avert or mitigate the conse-
quences of a terrorist attack. The risk assessment of the sample electrical grid leads
to specific safety recommendations that could not have been easily deduced
without an analytical approach.

Figure 6.10 represents a major region in the national electric power grid; each
network corresponds to a large metropolitan area. Networks are interconnected to
form a regional grid. In Fig. 6.10, network 1 is interconnected with four neigh-
boring networks through connections T12-T15. These interconnections form the
transmission network and are extra-high voltage (EHV) transmission lines that
provide the major pathways for power flow throughout the region.

Figure 6.11 shows an expanded view of network 1, which is the electrical
power distribution network for a particular city. The distribution system forms a
network of generators, substations, and major overhead lines. The network 1 has
five generating stations (G1-G5) and four major substations (S1-S4) that distribute
power to consumers. Generation and distribution power flows in each network are
typically coordinated through centralized operations from a control facility.

Once the system is defined, the associated hazards are identified. In this
example, the source of danger is defined as a potential terrorist action. The con-
sidered scenario is the attack to the electrical grid and six potential end states are
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Fig. 6.11 Generators and E'il
distribution substations in
network 1 (Garrick et al. A
2004) l l == szJ',_
T15 [sal ‘[SZ

defined and linked to corresponding initiating events through the scenario
development process:
Damage level 0 (no damage): No significant network or regional power outages

Damage level 1: Transient outage to network 1

Damage level 2: Transient outage to the region (and network 1)

Damage level 3: Long-term outage to network 1

Damage level 4: Long-term outage to network 1 and transient
outage to the region

Damage level 5: Long-term outage to the region (and network 1)

As detailed in step 3, a variety of logical and analytical tools are used to
develop scenarios. For the scenario involving the attack on network 1, numerous
physical methods could be used to damage equipment at each substation with
varying degrees of damage to the network and the region. For example, carbon
fibers, Mylar strips, or other contaminants could be sprayed over buses and
transformers to cause severe short circuits. Explosives could be used to destroy key
transformers, circuit breakers, and bus sections. Attackers could also damage
circuit breaker controls at substation operating panels.

To model this scenario, it will be assumed that a threat assessment uncovered a
high likelihood that detailed information about the electrical grid has been made
available to terrorists. To illustrate the method, substation S1 is analyzed first
because it controls the whole output from generating station G1, part of the output
from generating station G3, and, most important, the termination of the key
regional interconnection T12.

Figure 6.12 shows the systematic process used to develop the attack scenarios
and to assign their consequences to the damage levels. Branches may be added to
account for other protective barriers in each system. The purpose is to compre-
hensively identify vulnerabilities, for guiding decision making. A full-scale risk
assessment would detail the effects from attacks on each substation, as well as
multiple substations at once.
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Does mismatch
Physical Does attack Do Network 1 Howlong is propagate to Howlong is Damage
attack occurs d? g fail? network outage? the region? region outage? state

No

0

Less than 4 hours

0
Yes No 1
Yes Transient Less than 4 hours 1
Yes

Transient 2
No 3
Long term Less than 4 hours 3

Yes Transient

4

Long term 5

Fig. 6.12 Attack scenario (Garrick et al. 2004)

The event tree in Fig. 6.13 presents a more detailed analysis of the network 1
top event. The expanded logic includes more details about the attacks to the three
critical substations in network 1 and the corresponding likelihoods of a long-term
network power outage.

The scope and definition of each top event listed in Fig. 6.13 are summarized
below.

The SUB S1 top event represents the success of destroying sufficient equipment
in substation S1 to disable its power generation and transmission interconnections.
The horizontal path from the SUB S1 top event occurs if the attackers do not
achieve their goal and the substation may be partially damaged, or power is only
temporarily disrupted. In this scenario, the damage is not sufficient to incapacitate
the major interconnections for more than 24 h. The failure path from the SUB S1
top event (the vertical path in the event tree) occurs if the attackers cause enough
damage to disable substation S1 for an extended time.

The SUB S2 top event is similar to the SUB S1 top event. It represents the
success rate for the attackers destroying enough equipment in substation S2 to
disable its power generation and transmission interconnections.

The SUB S3 top event is similar to the SUB S1 top event. It represents the
success of destroying enough equipment in substation S3 to disable its power
generation and transmission interconnections.

The NET top event represents the conditional success of each level of
substation damage causing an extended power outage throughout network 1.
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SUB S1 SUBT:; Evem;UB S3 NET  Sequence Df:::%c

1 None

2 None
— 3 3

4 None
— S 3

6 None
— 7 3

8 None
— 9 3

10 None
— 11 3

12 None
— 13 3

14 None
— 15 3

Fig. 6.13 Event tree for network 1 (Garrick et al. 2004)

This success depends on the specific combination of damaged substations, their
generation and transmission interconnections, and the network loading conditions
at the time of the attack. The success rate for a consequential failure of the NET
top event is different for each combination of damage conditions to substations.

Sequence 1 in the event tree occurs if the attackers do not cause enough damage
to incapacitate any of the three critical substations. Short-term, localized power
disruptions may occur in some areas, but the outages are not of sufficient severity
or duration to satisfy the critical damage criteria. The success path from the NET
top event also occurs if the attacks do not inflict enough damage to cause wide-
spread extended outages throughout the network. Thus, sequences 1, 2, 4, 6, 8, 10,
12, and 14 end in successful power supply.

Sequence 3 in the event tree occurs, if the damage to substation S3 is severe
enough to cause prolonged power outages throughout a large portion of network 1.
The failure path from the NET top event occurs whenever the achieved level of
substation damage is severe enough to cause widespread extended outages
throughout the network. This condition occurs in sequences 3, 5, 7, 9, 11, 13 and
15 and it is equivalent to damage level 3.
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Fig. 6.14 Success rate of an
attack on substation S1

(Garrick et al. 2004) 0.50

0.20 0.20

Probability of successful attack

0.05 0.05

0.05 0.10 0.33 0.75 1.0
% of attacks

Top events SUB S1, SUB S2, and SUB S3 in Fig. 6.13 represent the likelihood
that attackers would destroy enough equipment in each substation to disable its
generating supplies and transmission interconnections. In this model, each sub-
station is assigned a different vulnerability to attack:

Substation S1:

Substation S2:

Substation S3:

It is assumed that substation S1 is located in an urban environment
and is the most heavily protected of the three substations. It may be
surrounded by protective walls, may be continually manned by
utility personnel, and may be checked by local police during their
normal neighborhood surveillance patrols.

Itis assumed that substation S2 is located in a suburban or partially
rural environment and is the least protected of the three
substations. It may be surrounded by a chain link fence, may not
be manned, and may not be subject to routine surveillance by local
police.

It is assumed that substation S3 is located in an urban
environment but is only partially protected. For example, it
may be surrounded by protective walls and checked by local
police during their normal neighborhood surveillance patrols, but
it may not be continually manned.

A probability distribution gives the likelihoods that attackers could successfully
enter each substation and cause extensive damage to critical transformers, circuit
breakers, buses, and controls; the histogram in Fig. 6.14 is an example which
could apply to substation S1; for example, it shows that there is a 5% probability
that the attackers would succeed in 5% of their attacks on substation S1 (i.e. that 1
of 20 attacks would be successful). The mean likelihood of a successful attack on
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Table 6.8 Estimated success rate of an attack (Garrick et al. 2004)

Substation Probability Mean
0.05 0.20 0.50 0.20 0.05

S1 0.05 0.10 0.33 0.75 1.0 0.39

S2 0.75 0.85 0.90 0.95 1.0 0.90

S3 0.10 0.30 0.50 0.80 1.0 0.53

substation S1 is approximately 0.39 (i.e. approximately 10 of 26 attacks would be
successful).

The estimates underlying such histogram are obviously not derived from
detailed models of specific attack scenarios or from a detailed evaluation of the
specific substation vulnerability to each attack; rather, they are developed based on
information from experts familiar with potential attack strategies, resources, and
specific vulnerabilities of the target. If these preliminary results showed that
attacks on substation S1 were potentially important to one of the undesired damage
levels, more extensive and quantitative analyses would be justified.

Table 6.8 summarizes the estimates of a successful attack on each substation,
considering its specific vulnerabilities. For example, concerning the first column
there is a probability of 5% that attackers would succeed (the ordinate of the
histogram of Fig. 6.14):

In 5% of their attacks on substation S1
In 75% of their attacks on substation S2
In 10% of their attacks on substation S3

An evaluation of the NET top event in Fig. 6.13 accounts for the conditional
likelihood that each level of substation damage would cause an extended power
outage throughout network 1. The description of the network indicates that sub-
station S1 is the most important one because it controls the whole output from
generating station Gl1, part of the output from generating station G3, and the
termination of key regional interconnection T12; substation S2 is next in impor-
tance because it contains the connections from generating stations G2 and GS,
which are not directly connected to substation S1; substation S3 is the least
important of the three critical substations.

The network is designed to withstand the complete loss of any one substation
under normal loading conditions. However, under severe loading conditions,
attack-initiated faults might cascade to other substations and generating units.
Therefore, the models for the NET top event must assign a likelihood of network
failure after any combination of substations is damaged. In this simplified exam-
ple, these conditional likelihoods are expressed as in Table 6.9. In a more detailed
analysis, additional supporting information for these estimates could be derived
from dynamic load-flow simulations, models of system response, interviews with
network operations personnel, etc.

In this example, the focus was on network 1, which was determined to be the
most vulnerable to long-term outages. The overall vulnerability of network 1 was
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Table 6.9 Conditional success rate for network 1 failure (Garrick et al. 2004)

Damaged substations Probability Mean
0.05 0.2 0.5 0.2 0.05

N 0.05 0.1 0.25 0.5 0.75 0.29
S2 0.01 0.1 0.15 0.25 0.5 0.17
S3 0.01 0.05 0.1 0.2 0.25 0.11
S1 and S2 0.25 0.5 0.75 0.9 1.0 0.72
S1 and S3 0.1 0.25 0.5 0.75 1.0 0.51
S2 and S3 0.05 0.1 0.25 0.5 1.0 0.3
S1, S2, and S3 0.9 0.92 0.95 0.98 1.0 0.95

Table 6.10 Risk of

. Damage to substations  Likelihood of  Fraction of total
coordinated attack

Garrick 1. 2004 success damage level 3 (%)
(Garrick et al. 2004) S1 and S2 and S3 174 x 10" 394

S1 and S2 1.17 x 107! 26.5

S2 and S3 8.72 x 1072 19.8

S2 442 x 1072 10.0

S1 and S3 1.02 x 1072 23

S1 5.20 x 1073 1.2

S3 361 x 107° 0.8

most strongly determined by the relatively high vulnerability of substation S2, in
spite of the fact that this substation was not as important to the network electrical
stability as the other more secure substations.

Table 6.10 shows that successful attacks on substation S1 would contribute to
approximately 69% of damage level 3; successful attacks on substation S2 would
contribute to approximately 96% of damage level 3; successful attacks on sub-
station S3 would contribute to approximately 62% of damage level 3. These so-
called fractional-importance measures are simply the sum of scenarios that include
damage to each substation, divided by the total number of scenarios. Therefore, the
overall vulnerability of network 1 is mainly determined by the relatively high
vulnerability of substation S2, even though this substation was not individually as
important to the network power generation and to the distribution network as the
more secure substation S1.

For coordinated physical attacks, one very clear action to consider would be to
improve the security of substation S2, which was identified as the principal con-
tributor to long-term outages for network 1. This priority might not have been
evident without performing the integrated assessment of the vulnerabilities and the
potential consequences of the failure of each substation.

It is also very clear from Table 6.10 that attacks on multiple substations would
greatly increase the likelihood of network 1 failure. Thus, substation security in
general would be an important consideration in improving the security of the
regional grid. The relative importance of the subsystems to the overall vulnera-
bility would not be apparent without an integrated model that systematically
evaluates each contribution to the damage.
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6.3.4 Conclusions

PRA is a systematic and comprehensive methodology to evaluate risks associated
with a complex engineered technological entity and therefore a potentially useful
tool to assess vulnerabilities in CIs. PRA methods for vulnerability assessment of
CIs can be classified in two categories, namely, qualitative and quantitative.

Several screening methodologies that identify and prioritize vulnerabilities and
critical locations in infrastructures have been developed in the past years and their
general approaches cover a wide area of applications.

The qualitative assessment of CI vulnerabilities by expert judgment and tabular
methods can be useful to identify points of action to prevent or mitigate the effects
of a potential accident or attack. To be effective, it must take into account several
parameters to be as exhaustive and efficient as possible. As a consequence, the
process is quite long and complex but it appears of primary importance in dealing
with hazards and threats coming also from the outside of the CI.

The quantitative approach complements and extends the qualitative method-
ology by introducing the comparison of the net effects of multiple hazards and
threats, both in terms of probabilities and consequences, and the combination of
dependent factors. Therefore, it may help in reducing investments aiming at the
prevention of events which have already happened without eliminating the pos-
sibility of improving defense against known types of accidents and attacks.

The quantitative developed models become key elements for a systematic risk
management to evaluate the effectiveness of proposed improvements against CI
vulnerabilities. The updated analysis results display the corresponding changes in
the CI risk. Based on the risk-based insights obtained from PRA, systematic
examination of successive improvements would continue until an acceptable level
of overall risk is achieved.

In both qualitative and quantitative methodologies, expert judgment is required.
‘Subject matter experts’ are employed to quantify the effects of the human com-
ponent on the vulnerability of CI. The results of the analysis are also stakeholder
dependent. Different stakeholders, such as a federal agency, could include additional
performance measures and discard some of those included in the analysis. However,
the methodology would be unchanged and result in a component ranking appropriate
for the new stakeholder views. The consequences associated with these failures are
mainly determined by looking at the type and number of customers affected.
Stakeholder input is used to evaluate the relative importance of the consequences.

Nevertheless, investigating risks and vulnerabilities for CIs has to go beyond the
usual cause—consequence analysis when dealing with strong interdependent systems
(IRGC 2006). Indeed, the behavior of a complex system cannot be described as the
sum of the behavior of its individual elements. This renders questionable the suit-
ability of classical risk analysis methods, e.g. fault tree analysis, which are typically
founded on a decomposition of the system into subsystems and basic elements and
their subsequent recomposition for quantification. Furthermore, predefined causal
chains, e.g. identified by event tree analysis, seem inappropriate to identify the
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hidden risks and vulnerabilities emerging in a CI. On the other hand, simulation
techniques may be recommended as ‘scenario generators’, but their computational
cost may be excessive on real-size systems.

6.4 Probabilistic Modeling of Cascading Failures Dynamics
6.4.1 Introduction

Probabilistic dynamics modeling offers a valuable framework for quantitatively
describing the process of cascading failures in CIs. The relevance of such mod-
eling framework is due to the fact that failure cascading is the typical mechanism
for significantly damaging accidents in CIs. For example in the Internet, failures
requiring a rerouting of the information traffic eventually lead to an avalanche of
overloads on routers that are not equipped for significant extra traffic. Also cas-
cades in social and economic systems are similar to cascading failures in physical
CIs in that initial failures create operating and environmental conditions that
increase the likelihood of subsequent failures, leading to the emergence of a
pattern of accident evolution that is extremely difficult to predict, even when the
properties of the individual components are well understood.

6.4.2 Conceptual Outline

To understand the dynamics of failures spreading in complex networks, two main
aspects must be considered. On the one hand, the topology of the underlying
network plays a role; on the other hand, the characteristics of the network structure
must be linked to the dynamic mechanisms of interaction and the possible
spreading of failures that these can generate. In random sparse networks, this can
be achieved by considering interacting agents whose decisions are determined by
the actions of their neighbors (Watts 2002). For example, this is what economists
call information cascades during which individuals in a population exhibit herd-
like behavior because they are making decisions based on the actions of other
individuals rather than relying on their own information about the problem. Within
the formalism of network theory (Sect. 6.2), the information network structure is
represented by vertices (or nodes) joined in a graph by edges (or arcs); py, the
probability with which each node is connected to k neighbors, is the degree dis-
tribution of the graph; and (k) = z is the average degree (coordination number).
Because many decisions are inherently costly, requiring commitment of time or
resources, the relevant decision function frequently exhibits a strong threshold
nature: the nodes of the network display inertia in switching states, but once their
individual threshold has been reached, the action of even a single neighbor set of
incoming signals can tip them from one state to another.
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Two quantities are of interest in the analysis of the failure cascades dynamics:
the probability that a global cascade will be triggered by a single node (or small
set of nodes), where a global cascade is formally defined as cascade that occupies a
finite fraction of an infinite network, and the expected size of a global cascade
once it is triggered.

When regarded more generally as a change of state—not just a decision—the
model belongs to a larger class of spreading problems that includes models of
failures in engineered systems: in the following, power transmission networks are
taken as reference dynamics as failure mechanisms of large electric blackouts
provide a natural context for the cascading failure modeling needs, challenges and
characteristics.

6.4.3 Cascade Mechanisms in Power Systems

Bulk electrical power transmission systems are complex networks made of large
numbers of components that interact in various ways. When component operating
limits are exceeded, protections act and the component “fails” in the sense of
being no longer available to transmit power. Components can also fail in the sense
of misoperation or damage due, for example to aging, fire, weather, poor main-
tenance or incorrect design or operating settings. A relay may have an undetected
defect that remains dormant until abnormal operating conditions are reached: this
is often referred to as a hidden failure (undetectable during normal operation but
will be exposed as a direct consequence of other system disturbances, which might
cause a relay system to incorrectly and inappropriately disconnect circuit ele-
ments) (Chen et al. 2005). These cascading misoperations are what leads to major
system disturbances.

In any case, the failure causes a transient in which the power flow of the
component is redistributed to other components according to circuit laws, and
subsequently redistributed again according to automatic and manual control
actions. The transients and readjustments of the system can be local in effect or can
involve components far away, so that a component disconnection or failure can
effectively increase the loading of many other components throughout the network.
The interactions involved are diverse and include deviations in power flows, fre-
quency and voltage as well as operation or misoperation of protection devices,
controls, operator procedures and monitoring and alarm systems. However, all the
interactions between component failures tend to be stronger when components are
highly loaded and components have smaller margins so they can tolerate only
smaller increases in load before failure, the system nonlinearities and dynamical
couplings increase, and the system operators have fewer options and more stress.

A typical large blackout has an initial disturbance or trigger event followed by a
sequence of cascading events. Each event further weakens and stresses the system
and makes subsequent events more likely. The blackout events and interactions are
often rare, unusual, or unanticipated because the likely and anticipated failures are
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already routinely accounted for in power system design and operation. The
complexity is such that it can take months after a large blackout to sift through the
records, establish the events occurring and reproduce with computer simulations
and hindsights a causal sequence of events: components that fail when their load
exceeds a threshold, an initial disturbance loading the system, and the additional
loading of components by the failure of other components. The blackout cascades
in this model are essentially instantaneous events due to dynamical redistribution
of power flows and are triggered by probabilistic failures of overloaded lines.
Inevitably, some of the salient features of cascading failure in blackouts need to be
treated with probabilistic models (Dobson et al. 2005).

6.4.3.1 Models for Describing Failure Cascade Dynamics

An example of a basic cascading failure model, proposed by Dobson et al. (2005),
considers a system of N identical components with random initial loads sampled
uniformly between a minimum value L,;, and a maximum value L. All com-
ponents have the same limit of operation Lg,;;, beyond which they are failed.
To start the cascade, an initial disturbance imposes on each component an addi-
tional load D. If the sum of the initial load L; of component j and the disturbance
D is larger than a component load threshold Lg,;;, component j fails. When a
component fails, a fixed and positive amount of load P is transferred to each of the
system components.

In an extension of the model, proposed by Zio and Sansavini (2008), the
overload P is propagated locally to first-neighbors of the failed node in the network
structure. If there is no working node in the neighborhood of a failed component,
the cascade spreading in that “direction” is stopped. The transfer of a fixed amount
of load P to neighboring components of the failed one may be representative of
what happens in systems where each node equally contributes to the global sys-
tem activity and following their progressive failures the same amount of damage is
caused to the still working ones. The case of a fully connected system, where
all nodes are first-neighbors, coincides with the original model proposed in
Dobson et al. (2005).

The algorithm for simulating the dynamics of cascading failures in the extended
model proceeds in successive stages as follows:

(1) At stage i = 0, all N components are initially working under independent
uniformly random initial loads Ly, Lo, ... , Ly € [Lin, Limax]l, With Liyax < Leaj.

(2) An initial disturbance D is added to the load of each component.

(3) Each unfailed component is tested for failure: for j = 1, ... , N, if component
J is unfailed and its load > Ly,;; then component j fails.

(4) The components loads are incremented taking into account the network topol-
ogy, i.e. the failed component neighborhood: for each failed node, the load of its
first-neighbors is incremented by an amount P. If the neighborhood set of the
failed node is empty, the associated failure propagation comes to an end.
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For the probabilistic dynamics modeling of the failure cascade process, the
above cascade propagation algorithm is embedded in a Monte Carlo simulation
framework, in which a large number of cascade processes are triggered for the
same range of initial load, [Ln, Lmaxl, in order to obtain statistically significant
results. The damage caused by the cascades for any initial load level is quantified
in terms of the number of network components which have failed on the average,
i.e. the average cascade size, S. The simulation is repeated for different ranges of
initial load, with Ly, = 1 and Ly, varying from O to 1, and a point (L,S) is
drawn in a load-size diagram, so that the average critical load, L., at which the
phase transition between the absence of cascades and the emergence of cascades
with significant size (S > S, e.g. involving a relevant fraction of network com-
ponents) in the system can be identified.

A further modification of the model is proposed in Zio and Sansavini (2008) to
consider systems for which it is more realistic that the actual load (and not a fixed
amount P) previously carried by the failed component is passed onto the neigh-
boring components in the network. To model such condition, step 3 of the cascade
propagation algorithm is modified as follows:

(3) The components loads are incremented taking into account the network
topology: given the generic node j, failed under load L; > Ly, its load L; is
spread uniformly among its first neighbors, by incrementing their load of an
amount equal to L; divided by the degree k; of the failed node. If the
neighborhood set of the failed node is empty, the associated failure
propagation comes to an end.

In other words, the load of the failed component is uniformly shared among its
neighbors. It still holds that in case of an empty neighborhood, the load is no
longer propagated and the cascade is stopped in that “direction”.

The probabilistic dynamics modeling of failure cascades, framed within a
scheme of computational Monte Carlo simulation, allows delving into the failure
cascade unfolding and devising indicators of component criticality for the cas-
cade process. Four such indicators are illustrated below (Zio and Sansavini
2011a).

The frequency of participation to a cascade, f;, of every componenti = 1,2,..., N
can be evaluated normalizing the number of its failures over the number of failure
cascades simulated starting from different initial conditions (load disturbance or
component attacked, depending on the model):

number of failures of component i

fi= (6.21)

number of cascades simulated

This measure gives information about the importance of a component in the
buildup of a cascade.

The average time, #;, of entrance into a cascade of a componenti = 1,2,...,N
can be assessed averaging over the total number of cascades simulated:
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time when component i enters the cascade
i =

total number of cascades simulated (622)

This indicator is a measure of how early in time a component gets involved in a
cascade process.

To catch how the failure of the generic component i = 1, 2, ..., N causes other
components to fail subsequently, the average duration, d;, and final size, s;, of a
cascade following the failure of component i can be evaluated through the same
averaging procedure used for computing the average time of entrance:

duration of a cascade following the failure of component i
d; = - (6.23)
total number of cascades simulated

final size of a cascade following the failure of component i (6.24)
N " .
total number of cascades simulated

It is expected that the failures of more critical components will result in larger
sizes of the developing cascades; furthermore, two different behaviors can be
anticipated for the duration of the emergent cascade: namely, the failure of a
critical component could lead either to the sudden failure of the remaining working
components, with a very short cascade duration or to a long chain of delayed
failures, resulting in a long cascade duration. In this sense, the final size of the
cascade is considered a direct indicator of the criticality of a component whereas
the duration measure by itself does not allow drawing clear-cut conclusions about
the critical contribution of components to the cascading failure process.

It is important to stress once more that the two averages in the indicators
Egs. 6.23 and 6.24 are taken with respect to the total number of cascades triggered
in the system, to reflect the component average relevance to the cascade process.

Evaluation of these indicators for some case studies of literature have shown
that when applied to models of local propagation of a fixed amount of load and of
redistribution of the failure load, three of the proposed criticality indicators,
namely f;, d; and s;, are consistent among themselves in their criticality ranking of
the components; when applied to the model of cascading failures due to targeted
intentional attacks s; and d; are consistent in ranking the components according to
their criticality (see Sect. 6.4.4 for an example).

In general, the frequency of participation of every component in a cascade, f;,
seems to be the most relevant indicator since it highlights the direct contributions
of each component to the cascading failure process irrespective of the different
propagation logic. In the case studies considered of random failure propagations, f;
identifies as most critical those nodes with highest degree, while for the intentional
attacks to system nodes, it ranks as most critical those which have few connections
but which are linked to highly connected components or lie along a direct path
linking highly connected components.

Complementary criticality information is provided by the d; and s; indicators,
which capture the components failure contribution in promoting successive fail-
ures. In a reference case study considered in Zio and Sansavini (2011a), for the
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model of local propagation of a fixed amount of load, s; particularly highlights
those nodes bridging different loosely connected subsets of components, while for
the situation of intentional attacks, s; identifies the criticality of those nodes
connected to nodes having high centrality values. Conversely, the ranking pro-
vided by the ¢; indicator is dependent on the coupling strength among components:
when the components are weakly coupled, it gives consistent results with the other
indicators, whereas it gives opposite results if the components are strongly cou-
pled. In this respect, the #; indicator could be useful in identifying the degree of
coupling among components in interconnected systems with respect to propagat-
ing failures.

6.4.3.2 Critical Loading

As load increases, a cascading failure becomes more likely, not necessarily
gradually and/or uniformly but at a point of criticality or phase transition.
In complex systems and statistical physics, this point is associated with power tails
in probability distributions.

The importance of the critical loading is that it defines a reference point for
increasing risk of cascading failure. The terminology of “criticality” and the term
“phase transitions” comes from statistical physics and they are used in the sense
of “an abrupt change in a global system property”: they should be interpreted as
a sharp threshold rather than the definition used in statistical mechanics
(Huang 1987).

The presence of phase transitions and the presence and intensity of the phase
transitions are strongly dependent on system parameters. For example, Internet can
be considered as a large collection of autonomous systems (ASs) held together by
routing infrastructures. The Internet routing protocols maintain connectivity
between and within ASs, and are designed to automatically reconfigure and
re-compute routing tables when they detect a link failure. This computation starts
locally around the failure point and then the information propagates through the
Internet. Physical connectivity failure (link failure, router crash), transient con-
nectivity problems due to congestion or even manual reboots, etc., may result in
the delay of message to the peers. A finite set of N routers, all connected to each
other, is said to form a clique. It has been observed that the propensity for phase
transitions increases as clique size increases and also as the processing capacity of
the routers decreases (Coffman et al. 2002).

The models of cascading dynamics indicate that both the size of the clique N,. as
well as the capacity of the nodes in the clique is an important consideration for the
phase transitions. The size of the clique acts as a threshold for phase transition,
given other parameters: the clique must be large enough for the transition to
appear. Increasing the clique sizes beyond the threshold does not change
the location of the phase transition, but does have an effect on relative stability.
On the other hand, if the clique size is large enough, then the capacity of the nodes
in the system decides the location where the phase transition occurs.
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6.4.3.3 Self-Organization and Mitigation

The probability of component failure in power systems generally increases with
component loading. Each failure is a limiting or zeroing of load in a component
and causes a redistribution of power flow in the network and hence an increase in
the loading of other system components. If the cascade of events leads to limiting
or zeroing the load at substations, it is a blackout.

A cascade of events leading to blackout usually occurs on a time scale of
minutes to hours. Efforts to avoid blackouts and especially to avoid repeated
blackouts with similar causes include repair of damaged equipment, more frequent
maintenance, changes in operating policy away from the specific conditions
causing the blackout, installing new equipment to increase system capacity, and
adjusting or adding system alarms or controls. These engineering responses to a
blackout occur on a range of time scales longer than one day. They reduce the
probability of events in components related to the blackout, either by lowering
their probabilities directly or by reducing component loading by increasing
component capacity or by transferring some of the loading to other components.
Thus, the probability of a similar blackout occurring is reduced, at least until load
growth degrades the improvements made.

The pattern or vector of component loadings may be thought of as a system
state. Maximum component loadings are driven up by the slow increase in cus-
tomer loads via the operating policy. The loadings of components involved in the
blackout are reduced or relaxed by the above engineering. However, the loadings
of some components not involved in the blackout may increase. These opposing
forces driving the component loadings up and relaxing the component loadings are
a reflection of the standard tradeoff between satisfying customer loads economi-
cally and security and apply over a range of time scales. Dobson et al. (2004)
suggest that the opposing forces, together with the underlying growth in customer
load and diversity give rise to a dynamic equilibrium.

These ideas of complex dynamics by which the network evolves are inspired by
corresponding concepts of self-organized criticality (SOC) in statistical physics
(Huang 1987). A self-organized critical system is one in which the nonlinear
dynamics in the presence of perturbations organize the overall average system
state near to, but not at, the state that is marginal to major disruptions. In self-
organized critical systems, the probability of occurrence of large disruptive events
decreases as a power function of the event size.

The idea is that the slow, opposing forces of load increase and network upgrade
in response to blackouts shape the system operating margins so that cascading
blackout sizes occur with a frequency governed approximately by a power law
relationship size; that is, these forces drive the system to a dynamic equilibrium
just below and near criticality (Dobson et al. 2004). Complex dynamics of failure
cascades have important implications for power system control and operation and
for the efforts to reduce the risk of blackouts (Dobson et al. 2004).

The success of mitigation efforts in self-organized critical systems is strongly
influenced by the dynamics of the system. Unless the mitigation efforts alter the
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self-organization forces driving the system, the system will be pushed to criticality.
To alter those forces with mitigation efforts may be quite difficult: the mitigation
efforts can move the system to a new dynamic equilibrium while remaining near
criticality and preserving the power tails. Thus, while the absolute frequency of
disruptions of all sizes may be reduced, the underlying forces can still cause the
relative frequency of large disruptions to small disruptions to remain the same.

Indeed, apparently sensible efforts to reduce the risk of smaller blackouts can
sometimes increase the risk of large blackouts. This occurs because the large and
small blackouts are not independent but are strongly coupled by the dynamics. The
possibility of an overall adverse effect on risk from apparently sensible mitigation
efforts shows the importance of accounting for complex system dynamics when
devising mitigation schemes.

6.4.4 Exemplary Application to Failure Cascade Dynamics
Modeling for a Single CI

As an example of application Zio and Sansavini (2011a), the indicators of com-
ponent criticality introduced have been computed for the topological network of
the 380 kV Italian power transmission network (see Fig. 6.8), considering cas-
cades evolving according to the extended failure propagation models of Sect.
6.4.3.1. This reference network can be modeled by N = 127 nodes connected by
K = 342 links (TERNA 2002; Rosato et al. 2007). In all simulations, the cas-
cading failure evolution has been followed step by step, the relevant information
collected and, eventually, the quantities Eqs. 6.21-6.24 have been computed.

Table 6.11, columns 1-4, reports the results for the cascade model relative to
the local propagation of a fixed amount of load to the first neighbors of the failed
component. Three out of the four criticality indicators, namely, f;, d; and s; identify
the most critical components with respect to the different cascade features they
measure. Components 64, 68 and 88 turn out to be the most critical with respect to
f; and d; while according to s; component 64 and 88 are less important than other
components, e.g. 101 (Villanova in Fig. 6.8); this is due to the fact that the latter
constitutes a bridge between different loosely connected subsets of components,
namely, between the Northern and the Southern Adriatic backbone, and thus
functions as a channel for spreading the failure to regions of the system which are
far apart.

The ranking agreement among the f; and d; indicators is somewhat unexpected
since they are related to different cascade features, namely, the frequency of
participation and the duration of the cascade.

It is interesting to note that the average time of entrance ¢; is shortest for those
components which least participate and contribute to the cascade development
(e.g., 127, 117, and 116). According to this propagation model, following a failure,
a small extra load is given to the neighboring components and, consequently, the
cascade never affects the whole system, in particular sparing the less connected
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Table 6.11 Summary of the criticality indicators rankings for the two models of cascading
failures (only the 24 most critical nodes are reported)

Propagation of a fixed amount of load Redistribution of the failure load

fi 1 d; Si fi 1 d; Si

6 125 64 68 64 64 64 69
68 126 88 24 68 70 35 70
88 124 68 115 35 68 59 87
67 121 35 43 59 35 60 26
79 123 67 7 60 69 88 74
35 52 79 101 88 88 68 1
60 55 60 3 24 79 79 50
75 115 59 2 79 59 14 4
59 3 98 21 43 43 61 117
81 56 75 64 14 60 43 57
98 2 103 88 61 14 21 77
63 7 97 103 28 110 62 116
62 120 43 35 67 21 67 37
103 122 24 110 21 87 63 19
92 24 81 79 27 98 40 72
97 8 63 52 63 67 98 93
91 113 14 28 62 101 110 51
41 68 40 92 103 75 75 54
61 54 101 55 75 97 97 94
14 114 61 120 97 61 24 124
71 127 27 47 98 24 28 44
40 101 28 8 40 40 101 125
43 119 7 125 81 103 27 126
78 21 41 124 101 81 103 121

Fig. 6.15 The topological model of the IEEE RTS-96 (Grigg et al. 1996). Each system i has
N; = 24 nodes (circles) and K; = 34 links (solid lines), i = 1, 2. The M = 6 interdependency
links connecting the two systems are also shown (dashed lines)
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components, e.g., nodes 127, 117, and 116. Thus, the poorly connected nodes only
enter the cascade soon after its initiation if either they are themselves triggering it
or they reside in the neighborhood of a triggering node: this results in their small
average time of entrance in the cascade, t; (Table 6.11, column 2).

Table 6.11, columns 5-8, report the results for the cascade model which redis-
tributes the failure load onto the neighborhood of the failed node. All the component
criticality indicators agree that 64, 68, 35, 59, 60, and 88 are most critical to the
cascading process. In particular, nodes 59 (Piacenza) and 60 (Caorso) form a bridge
between two densely connected areas in Northern Italy. In this failure propagation
model, the amount of load transferred to the neighboring components after a failure
is typically larger than in the previous case of a fixed amount of load; this gives rise
to a stronger coupling among components so that when a cascade is initiated it is
more likely to fully develop and affect the whole system: thus, the components more
prone to failure are the ones which are most connected.

It can also be noticed that the nodes which least contribute to the cascade process,
nodes 69, 70, 87, and 26 according to f;, are ranked as having the highest s;; this is
due to the fact that if they get involved in a failure cascade this happens early in time,
e.g. nodes 69 and 70 according to ¢;, before the cascade has spread over a large
portion of the system.

Overall, the ranking results are consistent with a physical analysis of the network
system, indeed highlighting the components which most affect the failure spread-
ing. The logics of propagation of a fixed amount of load and of redistribution of the
failure load give consistent results across the criticality indicators: in both cases, the
most critical components according to f;, d;, and s; are those with highest degree
(68, Ravenna Canala and 64, Martignone) and which constitute a bridge between
different loosely connected subsets of components, whose failure effect spreads to
regions far apart in the system (59-60, 88, Montalto and 79, Poggio a Caiano).
Conversely, it is not always true that most connected nodes are the most critical as it
can be seen from node 24 (Milano Centro), which is not among the most critical in
the fixed-amount-of load redistribution model. In the failure propagation model
with redistribution of the load of the failed component, the amount of load trans-
ferred to the neighboring components after a failure is typically larger than in the
previous case of propagation of a fixed amount of load to the neighboring; this
explains the differences in the ranking among critical components with respect to
the previous model and the #; ranking; note that for a small load transfer, as in the
first failure propagation model, the poorly connected nodes only enter the cascade
soon after its initiation if either they are themselves triggering it or they reside in the
neighborhood of a triggering node, resulting in their small ;.

6.4.5 Probabilistic Dynamic Modeling of Interdependent Cls

Dependencies and interdependencies among different Cls have to be modeled for
assessing the influences and limitations which interacting infrastructures impose
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on the individual system operating conditions, for avoiding fault propagation by
designing redundancies and alternative modes of operations, for detecting and
recognizing threats (Zimmermann 2001). In developing modeling and simulation
frameworks, it is important to know that simply linking existing infrastructure
models together fails to capture the emergent behavior arising in interdependent
infrastructures, a key element of interdependency analysis. The logical view that
the larger coupled system is just a new larger complex system underestimates the
heterogeneity introduced through the coupling of the systems. While the individual
systems may have a relatively homogeneous structure, the coupling between the
systems is often fundamentally different both in terms of spatial uniformity and in
terms of coupling strength. Understanding the effect of this coupling on the system
dynamics is necessary if we are to accurately develop risk models for the different
infrastructure systems individually or collectively (Newman et al. 2005).

Examples of the types of potential coupled infrastructure systems include
power—communication systems, power—market systems, communication—trans-
portation systems, and even market—market systems. The effect of the coupling can
be critical and obvious for systems that are strongly coupled such as the power—
market systems. Perturbations in one can have a rapid and very visible impact on
the other. In fact, in many ways such systems are often thought of as one larger
system even though the coupling is not homogeneous and each of the component
systems (namely, the market and the power transmission systems) can have its own
separate perturbations and dynamics. For other less tightly coupled systems, such as
power—communication systems, the effect can be much more subtle but still very
important. In such systems small perturbations in one might have very little obvious
effect on the other system, yet the effect of the coupling of the two systems can have
a profound effect on the risk of large, rare disturbances (Newman et al. 2005).

In order to characterize the extent to which a contingency affecting an infra-
structure is going to weaken, and possibly disrupt, the safe operation of an
interconnected system, it is necessary to model the relations established through
the connections linking the multiple components of the involved infrastructures.
The modeling of interdependencies among network systems and of their effects on
failure propagation can be carried out within the simulation framework of failure
cascade processes; the sensitivity of the coupling parameters defining the inter-
dependency strength is of particular interest for the definition and prescription of
cascade-safe operating margins in interdependent Cls.

6.4.5.1 Failure Cascade Modeling

In analogy to the case of individual CIs, the dynamic modeling of interdependent
ClIs can be carried out in a cascading failure simulation framework which abstracts
the physical details of the services provided by the individual infrastructures, while
at the same time capturing their essential operating features and interdependencies,
and examines the emergent effects of disruptions, with the associated downstream
consequences (Newman et al. 2005; Zio and Sansavini 2011b).
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In such framework, interdependencies are modeled as links connecting nodes of
the interdependent systems; these links are conceptually similar to those of the
individual systems and can be bidirectional with respect to the “flow” between the
interdependent networks. Cascading failures are then assessed considering the
local propagation of the overload originated from a failure to first-neighbors and to
the interdependent set of components linked to the failed one.

The number of interdependency links, M, and the load of flow transferred over
the interdependency links, /, are essential features characterizing the “coupling
energy” between the interdependent systems.

The interdependencies analysis can be carried out among as many Cls as
needed; as illustrative example we shall consider for simplicity two interdependent
systems with fixed “interdependency energy”, i.e. such that each node in system 1
could be interdependent with any other node in system 2, but the number of
available interdependency links, M, between the systems is fixed. Communication
systems, in which each agent in system 1 can interact with any other agent in
system 2 but there is a maximum amount of connecting energy between the two
systems, could be an example of such energy-limited systems.

The interdependent CIs analysis here illustrated focuses on cascade onset and
propagation over the topological structures of two interdependent network systems
of Ny and N, identical components connected by K; and K, links, with random
initial loads sampled uniformly between a minimum value L{ . and a maximum
value Lfmx, i =1, 2. No reference is made to the specific flow which characterizes
the infrastructures (e.g. electrical current in power transmission networks).

All components in the ith system are assumed to have the same limit of
operation Lifail, beyond which they failed L' = L4 = Ly = 1 in this example,
upon normalization of all loads relative to the failure load value). Let us also
assume that the overload is propagated locally, to the first-neighbors of the failed
node within the network structure it belongs to (a fixed and positive amount of
load, P, i =1, 2) and to the interdependent components which the failed com-
ponent is connected to in the other network system (a fixed and positive amount of
load, 1), if any. If there is no working node in the neighborhood of a failed
component or among the interdependent nodes connected to it, the cascade
spreading along that path is stopped. The case of two fully connected systems,
where all nodes are first-neighbors and every component in system 1 is interde-
pendent to every component in system 2, coincides with the model proposed in
Newman et al. (2005).

The interdependency links between the two network systems are treated in the
same way as the individual system links. They are bidirectional connections and
upon the failure of a node in system 1 or 2, the overload, /, is propagated locally to
the nodes in the interdependent network system 2 or 1, if any interdependency is
present for the failed node. This transfer accomplishes the coupling between the
two systems.

To account for the dynamics of changing connections between the two systems
under developing failure cascade processes, Monte Carlo simulations can be
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performed in which the number of interdependency links, M, and the load trans-
ferred over the interdependency links, 7, are kept constant but the interdependency
connections among components are randomly rewired at each trial.

To start the cascade, an initial disturbance imposes an additional load Dj’ on each
component j; of the two systems, j; = 1,2,...,N;, i = 1, 2. If the sum of the initial
load L;i and the disturbance Dj’:,, of component j; in system i = 1, 2 is larger than the

component load threshold L{,;, component j; fails. This failure occurrence leads to
the redistribution of additional loads, P’ on the neighboring nodes and I on the
interdependent nodes, which may, in turn, get overloaded and thus fail in a cascade
which follows the connection and interdependency patterns of the network systems.
As the components become progressively more loaded, the cascade proceeds.

The algorithm for simulating the cascading failures proceeds in successive
stages as follows:

(0) At stage m = 0, all N; + N, components in systems 1 and 2 are working
under independent uniformly random initial loads Li, L}, ..., Ly [Li Li . 1.
with LI <Li. i=1,2.

(1) M interdependency links between system 1 and system 2 are generated,
connecting two randomly selected components.

(2) An initial disturbance D', i =1, 2, is added to the load of each component in
the two systems.

(3) Eachunfailed component is tested for failure: forj; = 1, ..., N;, if component j;

is unfailed and its load L}i > Li ., then component j; in system i fails, i = 1, 2.

(4) The components loads are incremented taking into account the network
topology: for each failed node in system i, the load of its first-neighbors is
incremented by an amount P', i = 1, 2. If the working neighborhood set of the
failed node is empty, the associated failure propagation into the system comes
to an end.

(5) The components loads are incremented taking into account the interdepen-
dency pattern: for each failed node in system 1 or 2, the load of its interde-
pendent nodes in system 2 or 1 is incremented by an amount /. If the
interdependency set of the working components of the failed node is empty, the
associated failure propagation to the interdependent system comes to an end.

(6) The stage counter m is incremented by 1 and the algorithm is returned to step 3.

The algorithm stops when failures are no further propagated intra or inter the
two systems.

Various initial system loading levels can be evaluated varying the uniform
sampling ranges [Li, L 1],i=1, 2, whose midpoints, L', are indicators of the
average initial systems loading levels. Large L' values relate to operating condi-
tions in which the systems are more stressed.

The effects of the interdependencies between the two systems can be analyzed
in terms of the average cascade size, S’ i.e., the number of failed components in
the ith system at the end of the cascade spread, versus the average initial load in
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the system, L', which represents the system operating level, i = 1, 2. For each
value of L', several Monte Carlo simulations must be repeated, each simulation
corresponding to a different sampled pattern of the M interdependency links.

It is expected that the interdependencies cause a shift to lower values of the

loading threshold for which the cascading phenomenon starts appearing with
significance. To quantitatively assess the effects of the interdependency, a
threshold representing the maximum allowable cascade size, S, can be set which
identifies the critical load, L., beyond which the threshold is exceeded in system
i = 1, 2. The maximum allowable cascade size, S, is interpreted as the maxi-
mum number of components which can be lost in system i without affecting the
global service provided by the infrastructure. This threshold can vary from system
to system and is a distinguishing feature of the provided service.
The critical load, Lir, is a relevant feature of a network system since it iden-
tifies, together with the continuous change in gradient, a type-two transition
(Huang 1987) between the cascade-safe region and the onset of disrupting cas-
cades in terms of the loading conditions, L. Along with the average cascade size,
S, it gives essential information on the system vulnerability toward cascading
failures and it can help identifying safety margins of system operation.

To understand the effects on the cascade process of the parameters characterizing
the interdependency between the two systems, a further sensitivity analysis can be
performed in several operating conditions which reflect real system operations.

Firstly, it is important to assess the extent to which an interdependent system
working at different, fixed load levels influences the coupled network system with
respect to its vulnerability toward cascading failures. To this aim, the variation of
the critical load, L., of system 1 can be assessed while system 2 is working at fixed
constant loads. It is important to understand that the coupling between the two
interdependent systems is such that under given loading conditions, beyond certain
thresholds, the effects of the systems nonlinearities become relevant and an
emergent behavior arises in the interdependent systems. When designing and
operating interdependent infrastructures, it is then necessary to control the oper-
ating levels of the systems and assess the values beyond which nonlinearities start
governing the system cascading failure behavior.

Then, the effects of the number of interdependency links, M, on the vulnera-
bility to cascading failures can be assessed in two different system operating
conditions. The characterization of this relationship is relevant in the definition of
cascade-safe operating regimes for the interdependent systems: for a fixed number
of interdependency links in the system, M, a critical loading level can be identified
below which the systems are safely operated. Cascade-safe operating regimes can
be identified also with respect to the average cascade size, S; once the operating
level is known the systems can be operated or designed to limit the maximum
average cascade size, S.

The effects of the load transferred upon failure over the interdependency links /,
of the failed component can also be assessed, even if the load transferred over the
interdependency links, is a less critical parameter in designing and operating
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Fig. 6.16 The average 25
cascade size, S’ versus the
average initial load in the o 20}
system, L', i = 1, 2. Triangles )
isolated single system. % 151
Squares and circles identical 2
. o
interdependent systems § 1ok
[0
g
& 5f
>
<

o* R ! . . . . .
05 055 06 065 0.7 075 0.8 0.85 09 09 1

Average initial load, L'

interdependent network systems against cascading failures (Zio and Sansavini
2011b). As before, cascade-safe operating regimes for the systems can be iden-
tified with respect to the critical load, L.,: for a fixed value of the load transferred
over the interdependency links, I, a critical loading level can be determined below
which the systems can be safely operated. Also with respect to system parameter /,
cascade-safe operating regimes can be identified with respect to the average cas-
cade size, S: given the operating level, the systems can be operated or designed to
limit the maximum S.

6.4.5.2 Exemplary Application to Two Interdependent Cls

The model of cascading failures in interdependent network systems is applied on a
modified literature case study with the aim of identifying the interdependency
features most critical for the cascade-safe operations of interdependent
infrastructures and defining related cascade-safe operational margins (Zio and
Sansavini 2011b). In Fig. 6.15, the systems considered are two identical networks
which are an abstract topological model of the IEEE Reliability Test System—96
(RTS-96) (Grigg et al. 1996). M interdependency links are drawn between them as
explained above (dashed lines in Fig. 6.15). In the proposed analysis, interest is on
cascade onset and propagation over the bare topological structure of the test
systems; no reference is made to the specific electrical flow which characterizes
these electrical infrastructures.

Consider two systems of Ny and N, identical components (N = N, = N = 24
in this study) connected by K; and K, identical links (K| = K, = K = 34) with
random initial loads sampled uniformly between a minimum value Li . and a
maximum value L . The two systems are connected by M interdependency links

(M = 34 in the study, except during the sensitivity analysis with respect to
changing M). The initial disturbance imposes an additional load D/i)- on each

component j; of the two systems, j; = 1,2,...,N,i=1,2 (D}] = Dj?z D = 0.02
in this study). Moreover, when the systems are operating at varying average initial
load, L', its range of variation is [0.5, 1] at steps of 0.005.
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The effects of the interdependencies between the two systems are shown in
Fig. 6.16 in terms of the average cascade size, S’ i.e., the number of failed
components in the ith system at the end of the cascade spread, versus the average
initial load in the system, L', which represents the system operating level, i = 1, 2.
For each value of L', varying in the range [0.5, 1] at steps of 0.005, 100,000 Monte
Carlo simulations have been repeated, each simulation corresponding to a different
sampled pattern of the M interdependency links.

The triangles represent the average cascade size, S', in system i = 1, 2 as a
function of the average initial load, L' = L, for the isolated single system i = 1, 2,
i.e. when no interdependency is present. The overlapping squares and circles
represent the same quantity S' = $* for the identical and identically operating
systems 1 and 2, respectively.

As expected, the interdependencies cause a shift to lower values of the loading
threshold for which the cascading phenomenon starts appearing with significance
(from approximately 0.9 for the individual isolated system to approximately 0.8
for the interdependent systems). Notice that as the average initial loading, L' = L,
on the system increases (with a smoother behavior for the two interdependent
networks than for the individual isolated system, due to the fact that cascades start
arising at lower average initial loading, L' = L, in the interdependent networks
which, thus, are less stressed and prone to their propagation), the systems are
increasingly vulnerable to cascading failures.

To quantitatively assess the effects of the interdependency in Fig. 6.16, a
threshold representing the maximum allowable cascade size, Sir, can be set which
identifies the critical load, L , beyond which the threshold is exceeded in system
i = 1, 2. The maximum allowable cascade size, Sir, is interpreted as the maximum
number of components which can be lost in system i without affecting the global
service provided by the infrastructure. This threshold can vary from system to
system and is a distinguishing feature of the provided service. In the following, for
simplicity but with no loss of generality !¢, = $%.; = S.; = 15% is assumed which
identifies L', = L?; = L, = 0.8662 for the individual systems in isolated condi-
tions and L', = L%, = L., = 0.7266, for the two interdependent systems. As pre-

viously explained in Sect. 6.4.3.1 and Sect. 6.4.3.2 the critical load, L, is a relevant
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feature of a network system since it identifies, together with the continuous change in
gradient, a type-two transition between the cascade-safe region and the onset of
disrupting cascades in terms of the loading conditions, L'. Along with the average
cascade size, S, it gives essential information on the system vulnerability toward
cascading failures and it can help identifying safety margins of system operation.

To understand the effects on the cascade process of the parameters character-
izing the interdependency between the two systems, further sensitivity analyses
can be performed for conditions which reflect real system operations. A first
analysis aims at assessing the extent to which an interdependent system working at
different, fixed load levels influences the coupled network system with respect to
its vulnerability toward cascading failures. To this aim, the variation of the critical
load, L', of system 1 is assessed while system 2 is working at fixed constant
loads; the analysis is performed crudely for fixed values of average initial loads of
system 2 ranging between L? = 0.5 and L? = 1, in steps of 0.05.

In Fig. 6.17, the results of this analysis are shown. As expected, the coupling
between the two systems weakens the resistance of system 1 to failure cascade,
forcing it to be operated at increasingly lower levels as the average initial load of
system 2 increases. The emerging functional dependence, however, could not be
easily anticipated, with a smooth, linear decrease in L', for system 2 loading
levels below L* = 0.75, changing to a sudden drop in L', when system 2 loading
levels rise above L? = 0.75 followed by the saturation in system 1 L., value for
system 2 average initial loads beyond L? = 0.9, indicating that under these con-
ditions of loading on system 2, system 1 experiences unbearable cascades irre-
spective of its loading level, i.e. there is no cascade-safe region for system 1 when
system 2 is operating beyond 90% of the component failure load, L?¢,;.

The trend found indicates that the coupling between the two interdependent
systems is such that under given loading conditions, beyond certain thresholds, the
effects of the systems nonlinearities become relevant and an emergent behavior
arises in the interdependent systems.

A second sensitivity analysis can look into the effects of the number of inter-
dependency links, M, on the vulnerability to cascading failures, in two different
system operating conditions.
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In the first case, both systems are operating at the same varying average initial
load, L' = =1L [0.5, 1] at steps of 0.005 and the variation of system 1 critical
load, L', is analyzed with respect to the number of interdependency links,
M (Fig. 6.18). Since both systems are identical and operate at the same loading
conditions, they will show identical trends of critical load, L'y, =12, =L,
similarly to the behavior of Fig. 6.16. It can be seen from Fig. 6.18 that there is an
approximately linear functional relationship between the systems critical load, L.,
and the number of interdependency links, M, up to the value M = 70 for which the
systems cascade-safe region disappears, meaning that the systems are going to
experience unbearable cascades irrespective of the loading level, i.e. there is no
cascade-safe region for the systems when more than M = 70 interdependency
links are present between the two. Thus, if one were to try to protect the inter-
dependent systems from cascade failure by controlling the number of their inter-
dependency links M, it appears that nonlinearities do not play a significant role and
a linear decrease of the cascade-safe region is to be characterized with respect to
the addition of interdependency links between the two systems.

The characterization of this relationship is relevant in the definition of
cascade-safe operating regimes for the interdependent systems: for a fixed number
of interdependency links in the system, M, a critical loading level can be identified
below which the systems can be safely operated. In the present example, it turns
out that there is no safety margin when more than M = 70 interdependency
links are present between the two systems, which is more than twice the number of
links in each system, K; = 34, i = 1, 2.

In the second case, both systems are operating at the same constant average initial
load L' = L* = L = 75% of the component failure load, L}, = L2, = Lgz, and the
average cascade size, S' =52 = S, is assessed with respect to the variation of the
number of interdependency links, M (Fig. 6.19). As expected, the average cascade
size, S' =852 = S, increases as the number of interdependency links, M, increases
until a saturation value is reached which is a function of the load transferred over the
interdependency links, /, and the systems constant average initial load, L.

Cascade-safe operating regimes can be identified with respect to the average
cascade size, S; once the operating level is known (L = 75% in this case), the
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systems can be operated or designed to limit the maximum average cascade size,
S. As an example, from Fig. 6.19 it can be understood that in order to have
cascades involving less than 15% of the system components, no more than M = 31
interdependency links can be operated between the two systems.

6.4.6 Conclusions

Probabilistic dynamics modeling provides a comprehensive representation of the
failure behavior in a CI as it emerges from an initial perturbation cascading failures.

Various parameters influencing the failure cascade dynamics can be analyzed.
In particular, the probabilistic dynamics model can identify the critical loadings at
which the probability of cascading failure increases: determining the proximity to
critical loading from power system simulations or data is an important issue for
network control and stability. The differences in the propagation behavior of the
failure load greatly affect the outbreak and the size of the emerging cascade:
knowing this feature is worthy of increase efficiency in both preventing and
mitigating cascading failures.

Special attention should also be placed on interdependencies within or among
systems and on how coupling between the systems modifies the conditions of safe
operation. Cls are characterized by critical loadings and they must operate well-
below these values to avoid “normal accidents” and large scale failures; coupling
between systems and the effect of the heterogeneity introduced through the different
properties of each individual system change the values of these critical loadings.

6.5 Agent-Based Modeling and Simulation
6.5.1 Conceptual Outline

Agent-based modeling (ABM) is a powerful technique for the computerized
simulation of large-scale complex systems. It aims to replicate the behavior of
real-world systems by modeling its components as a collection of autonomous
entities, called agents, as well as the interactions among them. Thus, depending on
the nature of the specific system and the goal of the analysis, agents can be as
diverse as needed. Examples range from individuals to whole organizations and
from single technical components to larger subsystems. The overall system
behavior emerges from the simulated interactions of the individual agents, based
on the attributes and rules assigned to them.

The roots of ABM can be traced back to the 1940s when cellular automata
where used to simulate grids of two-states switches interacting with their nearest
neighbors (Buchanan 2009). It was eventually in the 1990s that the boost of
computational power paved the way for massive application of these models,
particularly in areas like social science, biology and economics. Just recently,
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ABM has also been advocated to constitute an indispensable technique for cap-
turing the intricate behavior of socio-technical systems (Kroger 2008), in which
different technological layers coexist with their social components that drive their
use and development (Vespignani 2009).

ABM is particularly useful when: (Bonabeau 2002)

e Individual behavior is governed by nonlinearities and can be described by
thresholds, if-then rules, or nonlinear coupling. Describing such discontinuities
is difficult or even impossible with differential equations.

e The large number of system elements with highly diverse behaviour prohibits a
tractable description of the system with differential equations.

e The overall system behavior is rooted in its underlying network topology as well
as in the nature of the dynamical processes taking place on top of it.

e Individual behavior exhibits memory, temporal correlations, learning and
adaptation.

e The global behavior of the system shows or is expected to show emergent
phenomena as a result of local component interactions.

Considering these general system characteristics, ABM is advocated to con-
stitute an attractive approach for the vulnerability analysis of CIs while tackling
the specific challenges given by their intrinsic complexity (see Chap. 3).

6.5.2 Modeling and Simulation Procedure

6.5.2.1 Conceptual Basics

ABM is rather a way of thinking than a well-defined technique. In contrast to
traditional top-down approaches which, for instance, use sets of differential
equations to model the overall system dynamics, ABM is strongly bottom-up
oriented and describes the system under study from the perspective of its
components’ activities in a highly natural way (e.g., Garrido 2009).

Hence, the underlying mindset is to represent the components and their indi-
vidual behavior through agents at the microscopic level, and observe the aggre-
gated system behavior as a result of their interactions at the macroscopic level.

6.5.2.2 Defining an Agent

There is no standardized definition of the term agent in the related literature, whereas
the differentiation between the terms “agent” and “object” is often ambiguous.'

! There is no commonly accepted distinction between these two terms (Kaegi et al. 2009).
However, according to D’Inverno and Luck (2004), an object can be regarded as an agent without
goals.
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Fig. 6.21 Canonical view of a multi-agent system (adapted from Jennings 2000)

Here, we define an agent as a discrete entity with specific characteristics and a
set of rules which govern its behavior and decision-making to achieve its goals.
Moreover an agent is autonomous and interacts with other agents within its
environment, while being able to learn and adapt its behavior to dynamically
changing conditions.

Agents are essentially defined by attributes like geographical location, knowl-
edge, or preferences and rules of behavior like decision-making algorithms or
behavioral probabilities. Figure 6.20 depicts the most important characteristics of
an agent.

Agents are heterogeneous and thus can model both diverse technical compo-
nents (e.g., generators in an electric power system) and non-technical components
(e.g., transmission system operators in an electric power system).

Figure 6.21 depicts a canonical view of a system comprised of many interacting
agents. Those agents that interact with each other form an organizational rela-
tionship. Furthermore, the different agents act in an environment with distinct
spheres of influence. Based on their interactions, the spheres of influence may
intersect or not.
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The characteristics of agents are implemented by attributes as diverse as
component capacity, failure thresholds and knowledge of system operators. The
rules of behavior are realized by decision-making algorithms.

The modeling technique consists of identifying the relevant technical and non-
technical components of the system under analysis, and of describing them as
individual agents. The unified modeling language (UML) (http://www.uml.org/;
Cardellini et al. 2007) can be used as the standardized graphical notation of the
agent states and behavioral rules. A state describes the current situation of the
agent; it determines, for instance, whether a modeled technical component is in
maintenance or not. The rules of behavior can be graphically represented by using
finite state machines (FSM) and include both deterministic and stochastic time-
dependent, discrete events. A deterministic event is, for instance, the outage of a
component when reaching a failure threshold, while stochastic processes are
probabilistic component failure models which can be simulated by Monte Carlo
techniques (see Box 6.1 for a short introduction to Monte Carlo simulation).
During the simulation, the different agents interact with each other directly or
indirectly. An example for a direct interaction is the generator dispatch in an
electric power system, whereas an example for an indirect interaction are the
physical laws governing the power flows in electricity grids.

Monte Carlo Simulation in a nutshell

The Monte Carlo technique denotes a stochastic simulation using algorith-
mically generated random numbers. Below, a simple example for estimating
the unavailability Q of a system:

Assume a system consisting of N components, where s; is the boolean
state of the i component and Q; its failure probability. The state of the
component is then determined by drawing a random number R; ~ uniform
[0,1] so that

' 0 success if R; > O;
V1 failed if 0<R <O

Then, the basic steps of a Monte Carlo simulation are as follows:

1. Sample the states of all components (“throw the dices™) to get the system
state s/

s/ = {81, Siy SN}

2. At each overall sample j assess the system to judge whether it is in a
failure state or not.

xg; = 0 if the system is in an operational state
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x,; = 1 if the system is in a failure state

3. Perform k system state samples. The unbiased estimate of the system
unavailability then is given by:

with variance:

k
v(Q) = %V(x) - ﬁz (xy — 0)°

J=1

Further reading: Billinton and Li (1994)

6.5.2.3 Implementation Procedure

For the vulnerability analysis of CI the practical implementation procedure can
vary according to the specific knowledge about the system under study, the needs
of the analysis, as well as according to the specific software tool used (see Sect.
6.5.7). An exemplary and simplified work flow which partitions the implementa-
tion procedure into six subsequent basic steps is provided in the following:

Step I—component identification: The relevant technical and non-technical
components of the system under study are identified by a screening analysis and
grasped as individual agents.

Example (urban water supply): The relevant technical components of an urban
water supply system include the different reservoirs, pumps and pipelines.
A non-technical component to be represented as a distinct agent is the system
operator which monitors and controls the overall system performance.

Step 2—state determination: The relevant discrete states of each agent are
determined.

Example (urban water supply): The two discrete states of a water pump considered
to be relevant are “up” state, meaning that it is operational, and “down” state,
meaning that it is out of order, respectively.

Up state Down state

Step 3—setting the state transitions: The rules of behavior are represented by
using finite state machines (FSM) and include both deterministic and stochastic
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time-dependent, discrete events. The alternation between the distinct agent states
is determined by introducing state transitions, which can be triggered by an elapse
of time, by signals from other agents (see step 4) and so on.

Example (urban water supply): A water pump fails due to a random failure after a
certain period of operating time (i.e., elapse of time). As soon as maintenance
actions have been accomplished the water pump returns to its operational state
(i.e., signals from other agents).

Down state

AN
~

\

“repaired’’

Step 4—establishing agent interactions: Establish the relevant interactions
between the agents. Based on real-world system behavior such interactions include
message passing (exchange of information) or signal triggering.

Up state

Example (urban water supply): Once a water pump fails, the responsible operator
becomes informed and subsequently initiates the necessary maintenance action.
By the time the pump is repaired, a corresponding message from the operator
triggers its transition to the up state.

Operator

Step 5—running the model: After the simulation model has been developed, the
resulting behavior of the agents and their interactions are simulated, generating
emerging scenarios which, in turn, may serve as the basis for a holistic vulnera-
bility analysis.

Example (urban water supply): The simulation reveals the complex interplay
among the highly diverse components of an urban water supply system
responsible for a potential breakdown of the water supply.
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Step 6—benchmarking and calibrating the model: The simulation results are, as
far as possible, compared to real-world data. This, in turn, allows for a calibration
of the chosen model parameters and further improving the model through a
feedback process. Beneath comparison with empirical data gained from the
operational use of the system, further validation should be accomplished through
expert judgment (see Chap. 5).

Example (urban water supply): Simulated breakdown scenarios are compared to
real-world incident statistics. Deviations indicate further model improvements
as well as how good it captures the reality.

6.5.3 Simulation OQutcome and Expected Results

Given its high level of flexibility, agent-based modeling allows for quantitatively
assessing the system under study with respect to a broad spectrum of performance
and vulnerability aspects. Examples to be highlighted are as diverse as the
identification of critical system components, the estimation of the service
unavailability or the emulation of cascading failures within networked systems.
This, in turn, allows to assess the impact of different operating strategies of a
system while gaining practical insights into those factors with the highest degree of
influence on the simulation outcome.

6.5.4 Benefits and Drawbacks

The major benefits of ABM are:

Natural system representation: The model is characterized by a close adherence to
the real world and thus can be built “from the bottom up” in a highly natural way.
This natural description, in turn, allows experts getting easily acquainted with the
built model, being crucial for the further benchmarking and calibration processes.
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Tractable analysis of large-scale complex systems: In contrast to describing a system
by a set of differential equations whose complexity increases exponentially with
the number of possible system states, ABM offers a computationally tractable
way of simulating systems that exhibit a large number of dynamic, highly
nonlinear interactions among a multitude of heterogeneous components.

Modeling flexibility: ABM features a high flexibility, as the extension or
simplification of existing model implementations is straightforward. Moreover,
ABM can be iteratively tailored to the aim of a specific study, especially when
the full system description is not known ahead of time.

Broad spectrum of possible system studies: An agent-based model of a given
system can be readily adapted in such a way that a broad spectrum of different
reliability aspects can be assessed, with examples ranging from performance
analysis of single components to a multifaceted vulnerability quantification of
the whole system under study.

The major drawbacks of ABM are:

Large number of model parameters: The close adherence of the model to the real-
world system also implies a large number of different model parameters to be
estimated by available empirical data or expert judgment. A plethora of model
parameters further complicates the sensitivity analysis of the simulation out-
puts with respect to their variation.

Operational data requirements: The estimation of the large number of model
parameters requires potentially sensitive and confidential operational system
data and design information. Therefore, such model data need to be secured by
non-disclosure agreements with the respective system operators.

High computational intensity: The explicit consideration of the dynamic interac-
tions among a multitude of system components usually involves long simula-
tion times. The challenge in this respect is to reduce the computational burden
by optimizing the technical implementation of the model, e.g., making use of
rare event simulation techniques. The evolution of both hardware and software
will further fasten up the simulation speed.

6.5.5 State of Development

6.5.5.1 Application to Critical Infrastructures

In the field of CIs, ABM has just recently gained attention for potential applica-
tions on a variety of different reliability aspects (e.g., Kroger 2008; Schlépfer et al.
2008). As an example for electric power systems, EMCAS (electricity
markets complex adaptive system) uses a large number of agents to model
decentralized electricity markets for testing how the behavior of the different
agents (e.g., power companies) and the overall system reacts on changing market
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rules (Argonne National Laboratory 2008). This allows assessing different busi-
ness models for different markets. Another example is the chemical sector, where
ABM has been proposed for capturing the complex interactions inside worldwide
networks of chemical production sites, in order to study the systemic performance
under a range of business policies and environmental events (Behdani et al. 2010).

Going beyond single critical infrastructures, ABM is regarded to be a promising
technique to model and analyze interdependencies among a set of different
infrastructure systems (Eusgeld et al. 2009), whereas it may be included into high
level architecture (HLA) environments (see Sect. 6.6).

6.5.5.2 Inclusion of Traditional Reliability Methods

Traditional statistical and probabilistic approaches such as fault and event tree
methods or reliability block diagrams (Birolini 2007), have long proven to be a
suitable approach to quantify the reliability of technical systems. They require to
structure the considered failure mechanisms into logic frames (see Sect. 6.3). Such
approaches can be useful for determining the stochastic parameters of the
behavioral rules of the agents. A vivid example is the use of fault tree analysis for
the estimation of the failure probability of a technical component. During the
simulation of the multi-agent system, this failure probability then defines
the transition time between the up and down states of the component (see step 3 of
the modeling and simulation procedure in Sect. 6.5.2).

Apart from serving as static parameter estimation methods, traditional tech-
niques may even be used in a dynamic way by being continuously updated
according to the changing agent environment, and providing the ABM with an
adjusted feedback information. Consequently, an integrative framework can be
established, allowing the inclusion of a broad spectrum of different reliability
analysis approaches.

6.5.6 Exemplary Application

This section demonstrates a specific application of ABM for assessing the reli-
ability of an electric power system (EPS) as presented in Schlipfer et al. (2008).
Besides further substantiating the benefits and drawbacks of the method, the
example might serve as a “role model” for the application to other single-type
critical infrastructures or coupled systems.

The main components of EPS being modeled as agents” are the generators, loads,
transmission lines, busbars and transmission system operators (TSO); as shown by a
number of large-area power outages during the last years, the latter play a crucial

2 In Schlipfer et al. (2008), the term object rather than the term agent is used.
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Fig. 6.22 Two-layer-concept applied to the electric power system

role during cascading blackout events and are an example of the importance of
non-technical ‘components’. In order to combine the agent behavior with the
physical laws of the transmission system, a two-layer concept is applied (Fig. 6.22).
The lower layer represents the separate modeling of the physical components by
means of conventional, deterministic techniques such as power flow calculations
whereas the upper layer represents the abstraction of the electric power system with
its technical and non-technical components as individual agents. Following the
working steps given in Sect. 6.5.2, specific rules of behavior are given to each agent,
which include both deterministic and stochastic time-dependent processes, triggered
by laps of time or a signal from outside the agent. A deterministic process is, for
instance, the outage of a transmission line, when the power flow reaches a failure
threshold. Stochastic processes are probabilistic component failure modes such as
the unplanned outage of a power generator.

During the simulation, the agents provide informational input to the physical
network layer (e.g., generator out of service due to maintenance), whose condi-
tions are updated accordingly and then sent back to the agents which react to the
new conditions in accordance with their behavioral rules. Regarding the modeling
of the different agents, the principle is sketched by means of the TSO agent, as its
explicit inclusion into the model is one of the main assets of ABM. In the model,
the TSO is responsible for a certain control area of the overall power system.
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Fig. 6.23 Finite state machine: transmission system operator (TSO) agent

It becomes solely active in case of contingencies in which it tries to remove line
overloads by re-dispatching the generators or shedding load if necessary. The FSM
for the behavioral rules is illustrated for the overload of a transmission line con-
necting two control areas, see Fig. 6.23.

If the power flow measured by the transmission line agent becomes larger than
a maximum allowable value, it sends an alarm message to the two responsible
TSO agents. Upon receiving the alarm, the two neighboring TSOs have to contact
each other: using ABM, such a ‘human’ behavior can be readily modeled by a time
delay Atg. The operators then need some time to find a solution to the overload
problem, which is modeled by a subsequent time delay A#}. During these time
delays the overload might further increase and eventually trigger the outage of the
transmission line, potentially resulting in a cascading blackout event. Otherwise,
the corrective action to remove the overload is formulated as a conventional
optimal power flow (OPF) problem. Thereby, the generator outputs are changed or
load is shed in such a way that the flow on the line is reduced again below its
maximum allowable value, while minimizing the costs of such a generator
re-dispatch or of the potential load shedding.

The model has been applied to the three-area IEEE Reliability Test System
1996 in order to assess the sensitivity of the blackout frequency to an increase of
the system loading. Therefore, the basic system demand and the generator
capacities as given in (IEEE 1999) have been incremented by the same factor L,
while keeping the transmission line capacities constant. Figure 6.24 shows the
resulting complementary cumulative bclakout frequencies with respect to the
unserved energy per event, F.(Cg), for four different values of L (in normalized
units). Regarding the two lower system loading levels (L = 1.0 and L = 1.1) the
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observed complementary cumulative frequencies follow approximately an expo-
nential curve. However, increasing L to 1.2 already leads to a remarkable increase
of large events, while the shape of the curve in the range of the smaller events (up
to about 10> MWh) stays qualitatively the same. The value of L = 1.37 represents
the maximum system loading level where no line overloads would occur without
any stochastic component outages. This loading level can be characterized by a
high frequency of large blackouts predominantly in the range between 10* MWh
and 10> MWh. Hence, it can be concluded that the probability of cascading fail-
ures is subject to phase transitions and abrupt changes that result from only small
changes in system stress.

The ABM technique has also been applied to the Swiss electric power system,
in order to investigate its applicability for an in-depth modeling of a real system
with respect to mid- and short-period power system planning purposes (Schldpfer
et al. 2008). Selected results are depicted in Fig. 6.25, with respect to the unserved
energy per event Cg (in particular, the complementary cumulative blackout fre-
quencies, }:"C(CE), and the histogram of the different outage causes). The com-
plementary cumulative blackout frequency follows an exponential curve.
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Generation inadequacy is the dominant factor regarding the larger events while
load shedding for line overload relief becomes important in the range of the
smaller events. The influence of load disconnections due to system splitting is
significant but the frequency of this outage cause never exceeds the frequency of
load disconnections due to generation inadequacy or load shedding due to the
operator action.

Hence, under the corresponding model assumptions, it can be concluded that
the reliability of the Swiss power grid is somewhat more sensitive to generation
outages than to transmission line failures.

The impact of the operator response to a transmission line overload (Fig. 6.23)
on the overall system reliability is shown in Fig. 6.26, comparing the frequencies
of blackout events with and without operator response (i.e., At; = 00). In that case,
the event size is measured by the maximum unserved demand per event.

The impact of the operator intervention becomes significant in the range of the
larger events, where a high fraction of blackouts with a size Cp greater than 200 MW
is prevented. These events need a high number of subsequently disconnected lines
due to overload. Such a sequence, in turn, gives the operator a higher chance to
intervene in comparison to the outage of few lines without further cascading.

As mentioned, agent-based modeling is suitable for the identification of critical
components. As an example, the relative overload frequencies for each trans-
mission line, 4, are reported in Fig. 6.27. About 15% of all overload contingencies
occur on only two lines. Furthermore, several groups of adjacent lines can be
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Fig. 6.28 Categorization of ABM tools (adopted from Macal and North 2005)

identified as being prone to overloads, helping to highlight the most critical regions
of the system.

As for the computational efforts, in order to obtain statistically significant
results for a system operating period of one year, around 50 h of simulation are
needed on a single conventional desktop computer (Dell Optiplex GX260 with a
Pentium 4 CPU of 2.66 GHz and 512 MB of RAM).

6.5.7 Available Software Tools

A plethora of software environments is available for supporting the technical
implementation of the agent-based modeling concept. Figure 6.28 categorizes a
number of widely used tools according to the ease of model development and the
modeling power, respectively.

A listing of URLs for further information on selected tools indicated in
Fig. 6.28 can be found below:

StarLogo: www.media.mit.edu/starlogo
NetLog: ccl.northwestern.edu/netlogo
Mathematica: www.wolfram.com
AnyLogic: www.xjtek.com

Repast3.X: repast.sourceforge.net
Ascape: ascape.sourceforge.net
Swarm: www.swarm.org

DIAS: www.dis.anl.gov/projects/dias
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6.5.8 Conclusions

ABM offers an attractive modeling paradigm for describing the dynamic opera-
tional behavior of CI, with close adherence to the reality of the coupled processes
involved. One of the major advantages is the possibility to include physical laws
and time-dependent nonlinear phenomena into the simulation, and to emulate the
behavior of the infrastructure as it emerges from the behaviors of the individual
agents and their interactions. The level of modeling detail offered by ABM allows
analyzing a multitude of time-dependent reliability and vulnerability aspects, e.g.,
system weak points and upgrades. Besides technical failures, other factors, such as
natural hazards, institutional weaknesses or security-related issues can be
integrated.

The main problems are related to the long computational time needed for the
simulation and the large number of parameters to be input in the analysis.
Moreover, properly quantifying the different types of uncertainties (see Chap. 5)
further complicates the overall modeling procedure. However, by focusing on
specific safety aspects, the model can be simplified and the computational burden
reduced: gaining experience in applying the proposed approach is expected to give
insights on the sensitive parameters to focus on.

6.6 High Level Architecture
6.6.1 Need for a Different Simulation Approach

When multiple interacting systems are planned to be represented in a single
simulation tool, traditional simulation approaches often intend to integrate mul-
tiple simulation components in one simulation platform executing on one com-
puter. This type of simulation approach apparently suffers from two key technical
difficulties:

(1) Lack of performance: The increasing complexity of this type of simulation
tools limits its performance, with consequences of continuous consumption of
simulation hardware, increasing number of simulated systems, increasing
demands for more accurate simulation validation, and increasing requests for
more computational resources. This problem could be expected in any simu-
lation tool developed through traditional approaches, and is further compli-
cated when simulating interdependencies between Cls since more than one
infrastructure need to be considered and more cross-infrastructure analyses
needs to be conducted.

(2) Lack of simulation interoperability: According to the US Department of
Defense (2007), simulation interoperability can be defined as “the ability of a
system to provide data, information, services to and accept the same from
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Fig. 6.29 Architecture comparison between two simulation approaches

other systems, and to use the data, information, and services so exchanged to
enable them to operate effectively together”. As the definition indicates, it is
important to ensure effective data exchange capability between systems in
order to improve simulation interoperability. However, the traditional simu-
lation approach lacks this capability due to its inherent limitation, especially
when it tries to simulate multiple systems in different domains, e.g., one
system in time domain and another one in frequency domain.

One solution for these technical difficulties is to distribute different simulation
components, which could be domain-specific or sector-specific across a simulation
platform, so as to make the best use of computational resources. This approach,
referred to as distributed simulation approach, can be considered as a successor of
the traditional simulation approach in case multiple systems need to be simulated.’
It changes the way to design and develop simulation tools, i.e., instead of building
a “heavy weight” simulation component on one computer, a number of “light
weight” components are developed on distributed computers interacting with each
other over a real-time simulation platform, which not just potentially improves the
efficiency and flexibility of the developed simulation tool but also decreases its
overall complexity. Each distributed “light weight” simulation component is only
developed to represent its own system characteristics. The architecture of this
approach allows quick assembly of independently developed components without
full knowledge of their peer simulation components.

The comparison between architectures of two approaches (traditional and dis-
tributed) is illustrated in Fig. 6.29. Benefits achieved from a distributed simulation
approach can be demonstrated from an exemplary application for an aircraft sim-
ulation tool development. Suppose a newly designed navigation component is

3 1t should be noted that the distributed simulation approach should not be considered as an
option if only one system (without any subsystems) needs to be simulated.
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required to be tested with other components in this tool, before installing it on a real
aircraft. It is not a good idea to develop a new aircraft simulation tool from scratch
only for this purpose. Reusing existing component models with minor modification
seems to be more promising and economic, which can hardly be accomplished
using the traditional simulation approach. However, if this aircraft simulation tool
is developed using the distributed simulation approach and all component models
have been developed independently, tests can be easily performed since only
navigation component model needs to be created or just modified.

While several simulation standards do exist for supporting the distributed
simulation approach, the most widely implemented and applicable one is the high
level architecture (HLA) simulation standard* (Pederson et al. 2006; Gorbil and
Gelenbe 2009).

6.6.2 HLA Standard

HLA is a general purpose high-level simulation architecture/framework to facili-
tate the interoperability of multiple-types models and simulations (Pederson et al.
2006). Originally, HLA was developed under leadership of the US Defense
Modeling and Simulation Office (DMSO)’ for the purpose of supporting inter-
operation of simulations, reusing existing simulators for other purposes, and
reducing the cost/time required to create a synthetic environment for a new pur-
pose (Dahmann et al. 1997).

HLA baseline definition was completed in 1996. In April 1998, the first com-
plete HLA interface specification was released to the public (DOD 1998). In 2000,
HLA was approved as an open standard by the organization of the Institute of
Electrical and Electronic Engineers: IEEE Standard 1516-2000 (IEEE 2000).
Since then, the HLA standard has been revised and improved. The most current
one is HLA-Evolved. One distinguished advantage compared to other simulation
standards offered by HLA for the simulation industry is its support of live parti-
cipants, meaning that the representation of the live world such as a human being, a
real process instrumentation device or a controller, etc., can be integrated into the
simulation world. Moreover, it is also capable to project data from simulation
world back into real world (DOD 1998). A functional view of the HLA is given in
Fig. 6.30.

As an open IEEE standard, HLA has been widely adopted across various fields
of the simulation industry during the last decade. The EPOCHS (electric power

4 Other simulation standards include distributed interactive simulation (DIS) and aggregate level
simulation protocol (ALSP). However, their inherent weaknesses limit the capabilities as the
standard for distributed simulation approach. For instance, ALSP is not able to support real-time
communication and DIS fails to provide a time synchronization mechanism.

5 DMSO has been renamed as US Department of Defense (DOD) Modeling and Simulation
Coordination Office M&S CO).
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Fig. 6.30 Functional view of the HLA standard (Dahmann et al. 1997)

and communication synchronizing simulator) is an early attempt to distribute
several individual simulators by adopting the standard of HLA, which utilizes
multiple research and commercial systems from various domains (Hopkinson et al.
2003; Rehtanz 2003). An HLA-based system for geo-computation in a grid
environment was designed and developed at Inha University of Korea for the
purpose of CDM (communication data and management) performance evaluation
(Kim et al. 2006a). Computer experiments conducted by Lees and Logan show that
“the overall simulations have been sped up after distributing simulation compo-
nents based on the standard of HLA” (Lees et al. 2007). Similar results are also
observed by Zhao while working on an agent framework for controlling the
activity flows between the ISS (interactive simulation systems) components
(Zhao et al. 2005). Furthermore, HLA has been applied to other industry fields,
such as US border operation study (Beeker and Page 2006), rail traffic safety
system simulation (Lieshout et al. 2008), and many others (Ezel 2007; Moller et al.
2005; Zacharewicz et al. 2009).

Adopting HLA for the CI (inter)dependency study is also not a new concept. In
2007, HLA approach has been considered an interface solution for trying to
connect several individual simulators to study interdependencies between heter-
ogeneous interconnected Cls (Duflos et al. 2007). In 2009, a communication
middleware serving other distributed CI simulators was created by a team in a EU
research project “Design of an Interoperable European Federated Simulation
Network for Critical Infrastructures (DIESIS)” (Gorbil and Gelenbe 2009). This
middleware, adapted from the HLA standard, aims to provide a reliable one-to-one
real-time communication platform for diverse simulators over the WAN (Wide
Area Network). Currently, an HLA-compliant experimental simulation test-bed for
the purpose of studying (inter)dependency between SCADA (supervisory control
and data acquisition) system and EPSS (electricity power supply system) is under
development at ETH Zurich (Eusgeld and Nan 2009).
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Table 6.12 Federate/federation rules (IEEE 2000)

Federation rules Federate rules
Rule Rule description Rule Rule description
1 Federations shall have an HLA FOM 6 Federates shall have an HLA SOM
(federation object model), (simulate object model), documented
documented in accordance with the in accordance with the HLA OMT
HLA OMT (object model template)
2 In a federation, all simulation-associated 7 Federates shall be able to update and/or
object instance representation shall be reflect any instance attributes and
in the federates, not in the RTI (run send and/or receive interactions, as
time infrastructure) specified in their SOMs
3 During a federation execution, all 8 Federates shall be able to transfer and/or
exchange of FOM data among joined accept ownership of instance
federates shall occur via the RTI attributes dynamically during a
federation execution, as specified in
their SOMs
4 During a federation execution, joined 9 Federates shall be able to vary the
federates shall interact with the RTI conditions (e.g., thresholds) under
in accordance with the HLA interface which they provide updates of
specification instance attributes, as specified in
their SOMs
5 During a federation execution, an 10 Federates shall be able to manage local
instance attribute shall be owned by time in a way that will allow them to
at most one joined federate at any coordinate data exchange with other
given time members of a federation

Generally, HLA consists of three essential elements:

(1) Federate/federation rules: Defined by the HLA standard, each distributed
component is referred to as a federate and the collection of federates that
comprise a simulation is referred as the federation. A set of 10 HLA rules that
the federation and all participant federates must follow are defined by the
standard IEEE1516-2000 to be considered as HLA compliant. These rules can
be grouped into a set of five rules for HLA federates and five rules for the
federation, both shown in Table 6.12.

(2) Object model template (OMT): All objects and interactions implemented by a
federate should be visible to all other participant federates across the federa-
tion, if necessary, to guarantee the interoperability between federates.
Therefore, they must be specified in detail with a common format. OMT
provides a standard for declaring corresponding information of two HLA
object models: the HLA federate object model (FOM) and the HLA simulate
object model (SOM), which have been mentioned in Table 6.12. FOM
describes the set of objects, attributes, and interactions shared by all federates
under one federation. SOM describes all objects, attributes, and interactions
that one federate can offer. One federation only requires one FOM and each
federate must have one SOM.

(3) Interface specification: The HLA interface specification identifies how fed-
erates interact with the federation, as well as with each other and is
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Table 6.13 HLA runtime services (IEEE 2000)

Runtime service Purpose of the service

Federation management  Create, operate, and remove a federation

Declaration management Declare what information a federation will offer and require

Object management Provide services, such as creation, deletion and identification at the
object level

Ownership management Manage ownership of objects/attributes of all federates

Data distribution Route data transmission among federates during federation execution
management
Time management Synchronize time among federates during federation execution
Fig. 6.31 Three major RTI
components (DOD 2000
p ( ) ’ ’ Federate{s — Federate
Inter-Process Communications

implemented by the RTI (run time infrastructure) during the federation exe-
cution. The HLA interface specification defines runtime services provided to
federates by the RTI, and by federates to RTI. Six runtime services are
specified by the HLA interface specification and a list of these runtime ser-
vices is shown in Table 6.13.

6.6.3 Run Time Infrastructure

While HLA is an architecture, a simulation standard but not a software, RTI is the
software. It is the core element of the HLA standard providing common services to
all federates. Interactions between federates in a federation, as well as between
federates and federation, are all accomplished via the RTI. Generally, RTI consists
of three major components, showed in Fig. 6.31 (DOD 2000).

e RtiExec: A global known process that manages the creation and destruction of
federation execution.

e FedExec: A federate-based process that manages federates joining into and
resigning from the federation.

e LibRTI: A C++ or Java library that provides all RTI services for developers,
defined by the HLA interface specification.

Major interplays between a federate and its joined federation, defined by the
HLA interface specification and implemented by the RTI, are shown in Fig. 6.32,
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which is a modified figure based on the work done in (DOD 2000). If a federate
attempts to join an existing federation and become a participant federate, a “join”
request must be sent to the federation. After receiving the approval response from
the federation, it becomes a participant federate and must publish/subscribe cor-
responding object and interaction classes. Specified by the HLA standard, both
object class and interaction class can be used to define a possible empty set of
named data, which are called attribute and parameter, respectively. The purpose of
these two classes, which are also called HLA-related classes, is to store the data
which will be transmitted between federates. The only difference between two
classes is that the interaction class will be destroyed after its contained data have
been received.® While the purpose of publishing HLA-related classes by a federate

% HLA standard does not describe which class should be implemented during the simulation
development, which is a developer’s task to decide according to simulation requirements. It is
possible that both classes are implemented or only one class is implemented, in one federate.



150 6 Methods of Analysis

Table 6.14 Comparison of several RTI software tools

Pitch pRTI™ MAK RTI™ Portico  CERTI
RTI
Type Commercial Commercial Open Open
(free) (free)
Supported HLA HLA 1.3, IEEE (HLA) HLA 1.3, IEEE HLA 1.3 HLA 1.3
standard(s) 1516, HLA Evolved (HLA)1516, HLA
Evolved
LibRTI Language C++, Java C++ C++, C++
Java
Software support? Yes Yes No No
Console interface Yes Yes No No
included?
Maxim number of >10 >10 Limited Limited
federates
supported
Continuous Yes Yes NO Yes
developments?
Web communication Yes Yes NO NO
supported?

Pitch pRTI™: www.pitch.se (2010)

MAK RTI™: www.mak.com (2009)

Portico RTI: http://porticoproject.org (2010)

CERTI: http://savannah.nongnu.org/projects/certi/ (2010)

is to inform other federate(s) possible updates from these classes, the purpose of
subscribing HLA-related classes by a federate is to inform other federate(s) what
classes it (federate) would like to receive updates from. During the simulation,
whenever published HLA-related classes of the federate are updated, the updated
data will be broadcasted to all available federates across the federation. However,
only federates who have previously subscribed these classes will be able to receive
the updated data. If the federate attempts to quit the joined federation, all its owned
HLA-related classes must be deleted/removed from the federation before sending a
“resign” request to the federation. As soon as this request is received by the
federation, the federate will then be removed from the federation. Although there
are many other important federate-federation interplays such as federate time
synchronization, time management, HL.A-related classes ownership management,
etc., they all belong to advanced topics of the HLA standard and are not subjects of
this book.

Developing RTI software is a complicated and tedious task. Although all
classes and methods have been well defined and described by the HLA standard,
the implementation is not easy. For example, it took several software engineers
about 3 years to complete the first public version of a RTI software tool, which
is called Portico RTI. Therefore, developing own RTI software is not recom-
mended. A list of ready-to-use RTI software tools is shown and compared in
Table 6.14. A list of URLs for further information on these tools can also be
found below:
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6.6.4 Recommended Work Steps

Adopting HLA as a standard to develop the distributed simulation approach can be
divided into the following steps:

e Step 1—Feasibility study: Not all simulation components are able to be
distributed using the HLA standard. A “pre-screening” investigation is highly
recommended before considering the HLA standard as an option. Whether or
not distributing simulation components, which means breaking down their
interlinked functions, will affect the final outcomes of the overall simulation is
the main concern. The feasibility of distributing simulation components, espe-
cially when modeling multiple subsystems existing under one system, should be
carefully studied and verified. More details related to this step can be found in
Eusgeld and Nan (2009).

e Step 2—RTI software tool selection: The following questions can be used to
steer the decision on which RTI software tool should be selected:

e Which HLA standard is required or preferred by the developers?

e What is the major programming language for developing distributed com-
ponents (e.g. Java or C++)?

How many federates are planned to be developed?

Is Web-supported RTI software tool required for the development?

Is it necessary to reuse any existing simulators?

Is RTI software support from vendor necessary?

e Step 3—object/interaction class definition: For a federate, it is important to
determine which variables will be updated and which will be of interest for other
peer federates. Then, HLA related classes (object/interaction class) can be
precisely defined and implemented, which is an essential step for FOM
definition.

e Step 4—local RTI interface development. After the RTI software has been
selected, the local RTI interface that contains the classes and methods used to
connect to the federation must be implemented for each federate. All HLA-
related functions that are responsible to exchange data between federates are
conducted by the local RTI interface. As part of the federate, the local RTI
interface should be developed in the same programming language used to
develop the federate. Implementing the local RTT interface for a previously non-
HLA-compliant simulation component needs to be conducted carefully, since
any mistake during the modification could result in the failure of the whole
component.

o Step 5—federation tuning: Federation tuning is the last step to implement the
HLA-compliant simulation platform, which will help to improve the efficiency
and accuracy of the overall simulation. Several capabilities, such as simulation
interoperability, time synchronization, and data exchange rate, provided by the
HLA standard can be studied and then improved by modifying the corre-
sponding simulation parameters to optimize the simulation performance.
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6.6.5 Drawbacks of the HLA Standard

The major drawbacks of the HLA simulation standard are:

e Significant increases of resources and time during implementation: Resources
and time required to implement an HLA-compliant simulation platform could be
significant comparing to non-HLA-compliant simulation platforms. This is
mainly caused by the development of a local RTI interface component for each
federate.

e Update latency: Update latency, which means the interval between sending an
update by one federate and receiving this update by another federate, could be
significant enough to affect the outcomes of real-time simulation. It should be
noted that negative effects of this drawback can be alleviated by improving/
upgrading the hardware environment of the simulation platform such as by using
computers equipped with a better CPU.

e Not a “plug-and-play” standard: All HLA-related (object and interaction)
classes must be declared in advance before the simulation. As a consequence,
adding or even modifying these classes becomes impossible during the
simulation.

o Incompatibility between HLA standards: An example of this drawback is that a
federate developed based on standard of HLA 1.3 is not able to join the fed-
eration developed based on standard of HLA1516, unless being upgraded to
HLA1516; this means that any future changes to the HLA standard may have
significant impact on local implementations.

6.6.6 Exemplary Application

The HLA-compliant experimental test-bed, which is part of an ongoing broader-
scale project in the area of CI vulnerability and (inter)dependency studies at ETH
Zurich, is an exemplary application of HLA and has been mentioned in Sect. 6.6.2.
The test-bed recreates the architecture of a typical EPSS with its own SCADA
system to investigate and study hidden vulnerabilities between two systems due to
their (inter)dependencies. Originally, the experimental test-bed was intended to be
developed through a traditional simulation approach but several technical issues
arose during the feasibility study, such as the difficulty of reusing a simulation
component which has been developed for another project by means of a different
simulation tool, computational capability limitation of the available computers,
possibility of using the test-bed for other research projects, etc. Thus, the devel-
opers decided to build the test-bed by distributing simulation components
according to the HLA standard on different computers over the local area network
(LAN). Currently, the test-bed consists of three major simulation components:
EPSS simulator, SCADA simulator, and central RTI. The architecture of the test-
bed is illustrated in Fig. 6.33 and summarized below.
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Fig. 6.33 The architecture of the HLA-compliant experimental test-bed

e Central RTI component: It acts as the centre of the experimental test-bed. This
component is responsible for simulation synchronization and communication
routing between all components, through local RTT interface of each simulator.
The central RTI is a globally known component. Each federate communicates
with the central RTI via its own local RTI interface and starts to follow central
federation management.

e EPSS simulator: This component is a time-stepped and object-oriented simulator,
which has been developed using the software of Anylogic 5.5. Originally, as
discussed in the previous section, the EPSS simulator was a stand-alone simu-
lator developed to integrate stochastic time-dependent technical and non-tech-
nical factors into a vulnerability assessment based on a two-layer object-oriented
modeling approach (Schlédpfer et al. 2008). This simulator has been introduced in
Sect. 6.5 as an exemplary application of object-oriented modeling.

e SCADA simulator: This component is an event-driven and object-oriented
simulator, which has been developed using the software of Anylogic 6.4.
The development of this simulator aims at studying and investigating hidden
vulnerabilities between SCADA and its monitored/controlled EPSS due to
(inter)dependencies. The SCADA simulator has been developed to be able to:

(1) Acquire information sent by the EPSS simulator.

(2) Analyze the collected information according to predefined scenarios.

(3) Send commands to the EPSS simulator based on the results from data
analysis.

The HLA-compliant experimental test-bed has been developed following the
five steps introduced before:

e Step 1—feasibility study: In this project, the main purpose of the SCADA system
for the EPSS is to allow an operator or user to collect data from distant
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Table 6.15 Answers for RTI software tool selection investigation

Question Answer

Which HLA standard is required or preferred HLA 1516 is the preferred HLA standard by all
for developers? developers

What are the major programming language Anylogic, a Java-based model development
developing models of distributed software, is the major development tool in
components? this project

How many federates are planned to be Two (this number will grow in the future)
developed?

Is the Web-supported RTI software required for No, but a Web-supported RTI software is
the development? preferred by all developers

Is it necessary to reuse any existing simulators? Yes, one non-HLA-compliant simulator (EPSS)
must be used
Is RTI software support from vendor Yes, it is very important to have continuous
necessary? support for RTI software

electricity transmission substations and send control commands in case of
detection of deviations from normal working conditions. Interlinked functions,
meaning the functions that involve both systems, are present due to the func-
tional interconnections between the two systems. Distributing these two simu-
lation components, representing the corresponding systems, indicates that all
interlinked functions must be broken down. It is very important to ensure that
the decomposition of the interlinked functions will not affect the accuracy of the
overall simulation results, which has been carefully studied and proved by the
developers of this project. More details regarding this feasibility study can be
found in Eusgeld and Nan (2009).

e Step 2—RTI software tool selection: In order to choose an appropriate RTI
software tool, the list of questions introduced in the previous Section has been
studied with answers shown in Table 6.15. Based on those answers, software
tool pRTI™ from Pitch Technology has been selected. pRTI™ is the leading
HLA run time infrastructure for the international IEEE 1516 standard, certified
by DMSO in 2003, and is now used by thousands of customers in major high-
tech companies all over the world. More information regarding pRTI"™ and
Pitch Technology can be found from www.pitch.se.

e Step 3—object/interaction class definition: Distributed simulation components
should be capable of representing interconnections between the two studied
systems (SCADA and EPSS). An example of this type of interconnection is that
the SCADA system requires the measured process variable, which is the output
of EPSS, and on other hand, EPSS requires the most recent operating status of
the field control device, which is the output of SCADA system. Descriptions of
several object classes already defined in this simulation development are shown
in Table 6.16.

o Step 4—local RTI interface development: Local RTI interface can be imple-
mented by inheriting and modifying corresponding classes and methods from
the RTI software tool pRTITM. As discussed before, EPSS simulator was pre-
viously designed as a stand-alone simulator, no inputs from external simulators
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Table 6.16 Descriptions of several object definitions

Object Attribute Type Federate (Simulator)
SCADA EPSS
Transmission line measured Variable Double subscribe publish
status Variable Boolean publish subscribe
control Command Integer publish subscribe
Generator power Generate Double subscribe publish
power Inject Double subscribe publish
Load actual Load Double subscribe publish
demand Load Double subscribe publish

have been specified. To include this simulator in the test-bed, it has been revised
as an HLA-compliant simulator by adding an independent local RTI interface
without any modification of the simulator.

e Step 5—federation tuning: A number of experiments analyzing simulation
performances have been designed and conducted after setting up the experi-
mental test-bed. For example, one experiment is especially developed to study
the data exchange rate between federates and how the hardware configuration of
each simulation component (federate) will affect the overall simulation. Based
on the results from this experiment, the component hardware and several HLA-
related parameters have been modified to maximize data exchange rate between
federates and optimize the simulation performance.

Currently, the architecture of the test-bed has been successfully created. Although
the SCADA simulator is not yet fully implemented, experiments have been designed
and conducted on the test-bed with the results demonstrating the capability and
applicability of the HLA as a simulation standard for implementing a distributed
simulation approach. Figure 6.34 illustrates the simulation results from an experi-
ment designed to study the negative effects of an accidentally overloaded trans-
mission line, which is also summarized in Table 6.17. In this experiment, it is
assumed that whenever a monitored transmission line is overloaded, an alarm will be
generated and sent to the power system operator in the control centre by the remote
terminal unit (RTU)’ of the SCADA for the purpose of notification. If after a timeout,
the operator fails to react to the overloading alarm, then the protection devices such as
the line disconnector will automatically disconnect the overloaded transmission line
to minimize negative consequences. To observe three different outcomes after the
occurrence of the transmission line overload, three case study scenarios have been
developed by modifying the parameters of the corresponding agents (the operator,
protection device and transmission line) in two simulators (EPSS and SCADA).
More details regarding the illustration and analysis of this experiment can be found in
Nan and Eusgeld (2011).

7 RTU is the remote device of SCADA, which is usually located away from the control centre
and is responsible for acquiring physical data from the field and executing the control
instruction(s) sent from the control centre.
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Fig. 6.34 Simulation results of the transmission line overloading experiment in (Nan and

Eusgeld 2011)

Table 6.17 Summarized simulation results of the transmission line overloading experiment in

(Nan and Eusgeld 2011)

Scenario Failure of the
operator to react

Failure of the
protection device

Observed results

1 Yes
2 No
3 Yes

Yes

No

N/A

Power of interconnected line (line(y))
starts to increase

Power of overloaded line (line(i))
starts to drop

Power of overloaded line (line(i))
drops to zero

N/A = not applicable

6.6.7 Conclusions

Studying and analyzing the vulnerabilities

of CIs particularly related to

(inter)dependencies, often involve the development of multiple simulation com-
ponents representing the characteristics of each studied infrastructure, and their
integration into a single simulation tool. Compared to the traditional simulation
approach, which attempts to build multiple simulation components into one sim-
ulation tool executing on one computer, a different (distributed) simulation
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approach can be undertaken, which distributes all developed components
geographically and links them together into one simulation platform.

HLA is an open simulation standard supporting such a simulation approach
and aims at improving the interoperability and efficiency of simulations com-
posed of different simulation components. As an open simulation standard, HLA
has been involved in a large number of simulation development works for
various purposes. Most importantly, it has been integrated into projects spon-
sored by different governments. For example, a simulation platform based on the
standard of HLA1516 (IEEE1516-2000), which includes the components of pilot,
air traffic controller, weapons controllers, and fighter allocators, has been
developed by the Swedish Air Force Air Combat Simulation Centre (FLSC), part
of the Swedish Defense Research Agency, to provide training services mainly for
the Swedish Air Force (Moller et al. 2005). A similar simulation platform has
also been developed by the National Aerospace Laboratory of Netherlands
(Lemmers et al. 2002).

Although the HLA standard has several disadvantages, it has been continuously
improved during the last decade benefiting from its widespread international
acceptance. As a consequence, the robustness and performance of recently
implemented RTI software tools have been enhanced considerably. Together with
improvements of CPU technology, the RTI software tools implemented according
to the newest HLA standard, HLA Evolved, are able to provide 50,000 (sometimes
100,000) updates of 100 bytes per second between two federates over a LAN with
update latency of less than 130 ms (Morse et al. 2006; Moller et al. 2008; IEEE
2009). Other benefits include modular FOM support, improved fault tolerance,
individual federate update rate configuration, RTI debugging, etc.

Developing such an HLA-compliant distributed simulation platform is not an
easy task. Furthermore, not all simulation tools are able to be developed using the
HLA standard. The feasibility and applicability of distributing simulation com-
ponents should be carefully investigated and verified before the implementation.
To utilize the maximum capacity offered by the HLA standard, several work steps
have been recommended. The major concern of adopting the HLA standard is the
significant increase of resources and time needed for HLA-related application and
interface developments. However, after integrating the HLA standard into the
simulation platform, more benefits can be expected for future developments,
e.g., improved flexibility and modularization of simulation development, distri-
bution of simulation work load, and possibility of reusing models/simulators from
other simulation platform.

6.7 Human Reliability Analysis

Human reliability analysis (HRA) attempts to estimate the likelihood of particular
human actions (that may prevent hazardous events) not being undertaken when
needed, or other human actions that may cause hazardous events (by themselves or
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in combination with other conditions) occurring (Wreathall et al. 2003). The main
objectives of HRA are:

(1) To ensure that the key human interactions are systematically identified, ana-
lyzed and incorporated into the safety analysis in a traceable manner.

(2) To quantify the probabilities of their success and failure.

(3) To provide insights that may improve human performance.

Any attempt at estimating the likelihood needs to consider the work environ-
ment and the task conditions under which the work is done, as these can be an
important influence on the likelihood of error. For example, bad environmental
conditions, fatigue, stress or high workload. In turn, the work environment and
task conditions are often influenced by organizational factors such as work rules,
safety culture or training. Therefore, the error estimation process needs to account
for all of these contributing factors.

HRA uses qualitative and quantitative techniques to assess the human contri-
bution to risk, in particular the likelihood of required human actions being per-
formed when needed (Bell and Holroyd 2009) These likelihoods can then be
incorporated into the overall risk assessment, and combined with other probabil-
ities, such as those of equipment faults, to estimate the overall likelihood of
hazardous events. By adopting a structured and systematic approach to the
assessment of human performance, HRA can provide a high degree of confidence
that the safety and availability of complex technological systems, including
Critical Infrastructures (CIs) are not unduly jeopardized by human performance
problems (Kyriakidis 2009a, b).

6.7.1 Critical Infrastructures and HRA

Chapter 2 introduced the notion of CIs to describe networked systems and assets
that are essential for modern societies and economies. Threats to a CI can be
manifold; this sub-chapter is concerned with the analysis of techniques to assess
human, caused threats.

Since the middle of the last century, perspectives on the design, operation, and
maintenance of technological systems have significantly altered. Technological
development had reached a state whereby the capabilities of the unaided human
increasingly became the limiting factor in the performance of the overall system.
To overcome this, human factors were taken into account in the design of systems
to ensure that the demands on human performance did not exceed the natural
capabilities of humans. Since the 1970s, HRA has become highly developed to
improve the study of human influence and contribution to a system’s reliability
(Kyriakidis 2009a, b), developing techniques that evolved from first- to second-
generation HRA.

First-generation tools were developed to help risk assessors predict and quantify
the likelihood of human error. These include pre-processed tools and also expert
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judgment approaches. Characteristics of first generation approaches are that they
tend to be atomistic in nature and encourage the assessor to break a task into
component parts prior to considering the potential impact of modifying factors,
such as time pressure, equipment design, and stress.

By combining these elements the assessor can determine a nominal human error
probability (HEP). First generation techniques focus on the skill and rule based
level of human action and are often criticized for failing to consider such factors as
the impact of context, organizational factors and errors of commission (Bell and
Holroyd 2009). Despite these criticisms, they are useful and many such techniques
are in regular use for quantitative risk assessments (QRAs).

The 1990s saw the development of second generation techniques, a process that
is on-going. Such tools attempt to consider context and errors of commission in
human error prediction. However their widespread use has been slow to say the
least, and consequently the benefits of the second generation over first generation
approaches are yet to be established. Furthermore, such techniques have yet to be
empirically validated. Literature highlights that second generation techniques are
generally considered to be still under development but that in their current form
they can provide useful insights into human reliability issues (Bell and Holroyd
2009).

This chapter will critically assess some of the most well known HRA tech-
niques in the following four domains of CI:

(1) Transport, in particular railways, aviation, and the transport of dangerous
goods by road

(2) Energy, including electrical network

(3) Public health

(4) Information and communication technologies

In each of these domains, an example will be given with a known HRA
technique to illustrate the process of utilizing the technique. In addition, this
chapter will identify areas for further investigation. The authors will not provide a
comprehensive review of HRA techniques as many such reviews exist (Bell and
Holroyd 2009) nor do they claim that these techniques are the only ones to use in
CIs; rather they attempt to provide the reader with an introductory knowledge of
the HRA techniques and their applications. In addition, the authors note that the
selection of the HRA techniques presenting in this chapter was based on whether
there is an application experience of the method in the corresponding CI domain.

Not all the methods are described in this chapter have the same degree of
maturity. Two of them, the THERP and the HEART have been empirically vali-
dated and applied to several domains. On the other hand CARA has been applied
only to air traffic control domain (Bell and Holroyd 2009), while CREAM is
applied for the first time to a scenario related to an electrical network (Kyriakidis
2009b). Finally SHERPA, has been applied to healthcare industry, but it could also
be applied to other CI domains. Table 6.18 illustrates a summary assessment of the
techniques which will be described in detail in the next sections.
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6.7.2 Transport Domain

Whether it is railways, aviation or road transport, humans play a major role in their
safe operation. The techniques highlighted below are chosen as they are both a
good representation of common approaches to HRA as well as being sufficiently
documented and discussed in the literature. However, it should be noted that they
are not the only techniques that can be applied to CIs. These techniques were
initially developed for application in the nuclear domain, though subsequently they
have had a wider applicability (Eurocontrol 2007; Bell and Holroyd 2009).

6.7.2.1 Railways

Evidence indicates that human error was involved in 70% of railways accidents in
the UK between 1900 and 1997 (Wreathall et al. 2003). There have been tentative
developments in HRA techniques in recent years, especially in the UK and USA.
The main areas of interest have focussed on driver and signaller’s tasks. The
example below involves the use of a HRA technique for train drivers.

HEART

The human error assessment and reduction technique (HEART) is a first genera-
tion HRA technique, which offers an approach for deriving the numerical proba-
bilities associated with error occurrence. HEART was designed as a quick, easy to
use and to understand HRA method, and is a highly structured approach that
allows analysts to quantify potential human error. One of the major features of this
approach is that in order to reduce resource usage, it only deals with those errors
that will have a main impact on the system in question. The method uses its own
values of reliability and also “factors of effect” for a number of error producing
conditions (Embrey and Kirwan 1983).

The basis for applying HEART is a classification of tasks into the generic
types, enabling calculation of the proposed nominal human unreliability for the
execution of the tasks. The method consists of the following steps (Kirwan
1994).

(1) Refine the task in terms of its generic, proposed and nominal level of human
unreliability.

(2) Identify the full range of sub-tasks that a system operator would be required to
complete within a given task.

(3) Determine a nominal human reliability for the particular task, usually by
consulting local experts. Establish a 5-95th percentile confidence range based
around this calculated score.

(4) Identify EPCs, which are evident in the given situation and would have a
negative effect on the outcome.
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Table 6.19 Example of HEART calculation format (Kim et al. 2006b)

External Generic task  GEP EPC (max, EPC value HEP
error mode type rating) (GEP x EPC)
Driver Routine, 0.02 Ability to PF,=0Ox 05 +1=55 0.286
fails to highly detect ad
check practiced, perceive
the rapid task (10, 0.5)
signal involving Unfamiliarity PF, = (16 x 0.1) + 1 = 2.6
a 17, 0.1)
relatively
low level
of skill
Driver Routine, 0.02 Ability to PF, =09 x05 +1=55 0.286
checks highly detect ad
a practiced, perceive
wrong rapid task (10, 0.5)
signal involving Unfamiliarity PF, = (16 x 0.1) + 1 = 2.6
a 17, 0.1)
relatively
low level
of skill

(5) Calculate a final estimate of the human error probability (HEP).

The HEP calculation is given by the following equation
Final HEP = NEP x [ [ [R(i) x (W(i) = 1) + 1] (6.25)

where,

HEP = the human error probability

NEP = the nominal error probability given for a selected generic task type

R(i) = the rating of the ith EPC

W(i) = the weighting of the ith EPC

HEART has found increasing usage in the railway sector, and an example of its
use is given below (Kim et al. 2006b). A type of event known as signal passed at
danger (SPAD) is the most frequent contributor to railway accidents. Causes of
SPADs include:

e Signal not seen due to bad visibility.
e Misjudgement of which signal applies to the train in question.
e Misunderstanding or disregard of the signal.

Table 6.19 contains the quantification of the above causes in HEART.

In order to mitigate the HEP, HEART goes further than other techniques and
suggests error reduction approaches for each one of the EPCs (Kirwan 1994). For
instance, better training and/or communication procedures can reduce the detec-
tion problems of signal checking.

HEART is one of the few HRA techniques to have been independently
empirically validated (Bell and Holroyd 2009). Based upon this, a significant
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correlation between the true and the assessed values of HEP has been determined.
Currently UK’s Railways Safety Standards Board (RSSB) is developing an HRA
model based on HEART (Gibson and Kirwan 2008b).

6.7.3 Aviation

It has been stated that between 70 and 80% of aviation accidents are attributed, at
least in part, to human errors (Wreathall et al. 2003). Hence human reliability
analysis has a major role to play in risk analysis and the prevention of accidents in
the future. Aviation is itself a broad term, with a large variety of operations and
technology and many elements inter-related in a complex manner. Air traffic
control lends itself well to HRA techniques, especially as it involves the complex
interaction of humans, equipment and procedures, and this has led to the devel-
opment of dedicated HRA techniques for the domain. This section outlines below
three techniques used in air traffic control.

6.7.3.1 THERP

Technique for human error rate and prediction (THERP) is probably the best
known first generation HRA method (Eurocontrol 2007). As Swain and Guttmann
(1983) note the aim of THERP is to calculate the probability of the successful
performance of the activities necessary for the accomplishment of a task. These
calculations are based on predefined error rates known also in this technique as
human error probabilities (HEPs), and success is defined as the complement to the
probability of making an error. THERP involves performing a task analysis to
provide a description of the performance characteristics of the human tasks being
analyzed. The results of the task analysis are represented graphically in a so-called
HRA event tree that is a formal representation of the required sequence of actions.
The nominal probability estimates from the analysis of the HRA event tree are
modified for the effects of the sequence specific performance shaping factors
(PSFs), which are factors that considerably affect the practicality of an “action and
influence HEP, and may contain factors such as the dependence between and
within operators, stress levels, experience, the quality of information provided,
training, fatigue” (Kyriakidis 2009a, b).
THERP is summarized is six main steps (Eurocontrol 2007):

(1) Define the system failures that may be influenced by human errors and for
which probabilities are to be estimated.

(2) Identify, list, and analyze the human operations performed and their rela-
tionships to system tasks and function of interest, i.e. undertake a task analysis.

(3) Estimate the relevant HEPs, i.e. predicted error rates.

(4) Determine the effects of human errors on the system failure events of interest.
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a=0.99,

$,=0.99

S2=0.009

A: Failure to set up test equipment properly
B: Failure to detect miscalibration for first set-point

C: Failure to detect miscalibration for second set-point

D: Failure to detect miscalibration for third set-point

@: Null path [4}

F1=0.001

Fig. 6.35 Example of human reliability analysis event tree (Kirwan 1994)

(5) Recommend changes to the system in order to reduce the system failure rate to
an acceptable level.

(6) Review the consequences of proposed changes with respect to availability,
reliability, and cost benefit.

The THERP procedure can be outlined as follows (Kirwan 1994):

Phase 1: familiarisation

¢ Plant visit
e Review information from system analysis

Phase 2: qualitative assessment

e Talk or walk-through
e Task analysis
e Develop HRA event trees

Phase 3: quantitative assessment

Assign nominal HEPs

Estimate the relative effects of PSFs
Assess dependence

Determine success and failure probabilities
Determine the effects of recovery factors

Phase 4: incorporation

e Perform a sensitivity analysis, if warranted
e Supply information to system analysis

In THERP an event tree is used for HEPs modeling. Event trees represent a
binary decision process, i.e. success or failure in task performance as the only
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Triggering event Success Success
E?él:srﬁrgfo'?gﬂtsffgw%;?fes of diagnosis of the rule-based behavior
0.95
0.99 $=0.94
0.05
Yes L= F=0.05
No
0.01
$=0.01

Fig. 6.36 Example of HEP estimation with THERP method (based on ETH-LSA)

Table 6.20 Example of THERP calculation format
Probabilities calculation by using THERP

Probability of false diagnosis Py 50 = 0.01 - Py 50 = 0.99
Probability of false behavior P s0 = 0.05 a Py 50 = 0.95
Success paths S =099 x 095 ~ 094
Failure paths F; =0.99 x 0.05 =~ 0.05
F, =0.01
Sum of failure paths probabilities 2 Py so = 0.06
Probability of system to fail Pr(system failure) = Pr(triggering event) x X P, 50

possibilities (Fig. 6.35). The success and failure probability outcomes sum to
unity. A great advantage of using the event tree is that it is possible to explicitly
depict paths by which errors can be recovered.

An example of THERP implementation to estimate the HEP is outlined as
follows. A civilian depot technician is responsible for gauging the pressure of
outflow valves of a KC-135 aircraft, which is being pressurised at ground level.
To assess the human action, the “diagnosis” and the “behavior” should be
combined. The following assumptions should be considered:

e The outflow valves were capped off during a 5-year overhaul and never
re-opened.

e A civilian depot technician was using a homemade gauge, and not the stan-
dardized procedure.

e The triggering event is described as the failure of the technician to measure the
pressure of outflow valves.

e The probabilities of success or failure reaction are hypothetical.

Figure 6.36 depicts the corresponding event tree. Using THERP, human reli-
ability and the operational technician’s assessment of performance could look like
Table 6.20. THERP has been found to achieve a reasonable level of accuracy (Bell
and Holroyd 2009). It was developed for the probabilistic risk assessment (PRA)
of nuclear power plants but has also been applied to other sectors such as oil and
gas offshore and healthcare (Bell and Holroyd 2009).
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In summary, THERP has been described (Kirwan 1994) as one of the few
complete first generation HRA techniques, in the sense that it describes both how
events should be modeled (event trees) and how they should be quantified.
The dominance of the HRA event tree, however, means that the classification
scheme and the model are necessarily limited, as the event tree can only account
for binary choices (success—failure). It is thus difficult to introduce more complex
error modes in THERP.

6.7.3.2 ATHEANA

A technique for human event analysis, or ATHEANA, is a second generation HRA
method developed for the US Nuclear Regulatory Commission (Forester et al.
2007), designed to support the understanding and quantification of human failure
events® (HFEs) in nuclear power plants. However the approach is suitable for
application in other industries (Bell and Holroyd 2009). ATHEANA'’s basic idea
claims that significant human errors are a result of “error-forcing contexts”
(EFCs), which are defined as combinations of plant conditions and other influences
that make an operator error.

ATHEANA is an HRA methodology designed to search for such EFCs, by
using and integrating knowledge and experience in engineering, PRA, human
factors, and psychology with plant-specific information and insights from the
analysis of serious accidents (Forester et al. 2007).

ATHEANA can be summarized in nine step accidents (Forester et al. 2007):

(1) Define and interpret the issue (in this step analysts define the objective that is
to be achieved by performing the HRA).

(2) Define the scope of the analysis.

(3) Describe the PRA accident scenario and its nominal context.

(4) Define the corresponding HFE or unsafe actions’ (UA), which may affect the
task in question.

(5) Assess information relevant to human performance and characterize the fac-
tors that could lead to potential vulnerabilities.

(6) Search for plausible deviations from the PRA scenario.

(7) Evaluate the potential for recovery.

(8) Estimate the HEPs for the HFEs/UAs.

(9) Incorporate each HFE/UA and corresponding HEP into the PRA.

8 An HFE is a basic event modeled in the logic models of a PRA (logic) and represents a failure
of a function, system, or component that is the result of one or more unsafe actions. A human
failure event reflects the PRA system’s modeling perspective (Kirwan 1994).

° An unsafe action is an action inappropriately taken, or not taken when needed, by plant
personnel that results in a degraded plant safety condition (Kirwan 1994).
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Fig. 6.37 ATHEANA method (Hollangel 1998)

Figure 6.37 shows the flow diagram for the application of ATHEANA.
ATHEANA contains two important loops. The first is from the characterization of
the EFCs to the identification of the HFEs. This recognizes that an improved
description of the context may enable a better identification of HFEs and this in
turn may amend the description of the context. The second involves the charac-
terization of the EFCs into the PRA model. This suggests that the outcome of the
qualitative part of HRA may be used to modify the underlying PRA model, for
instance by highlighting conditions or human-system interactions that have been
missed in the first place.

For a given scenario, S, the final quantification step is expressed by:

P(%): SN Piis) (6.26)

unsafe error
action(i) forcing
context(j)

e P(E/S) is the probability of the HFE in the scenario S
e Pij(S) is the probability of the unsafety action i resulting from EFCj in scenario S

A peer review of ATHEANA, its documentation, and the results of an initial
test of the method were held over a 2-day period in 1998 (Bell and Holroyd 2009).
The reviewers’ general opinion of ATHEANA was that the method represents a
significant improvement in HRA methodology; it is a useful and usable method;
and it is a “good alternative to first-generation HRA approaches” (Bell and
Holroyd 2009). However, the reviewers also note that the method for quantifica-
tion is weak, and that the quantitative results are excessively dependent on expert
judgement, hence possibly it has low credibility as a method and needed to be
improved and extended (Forester et al. 1998).

Whilst this example has been generic, literature indicates that ATHEANA can
be applied to air traffic control domain (Subotic 2007).
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6.7.3.3 CARA

Building on the basic quantification framework of HEART, the controller action
reliability assessment (CARA) is a HRA technique, used to quantify human per-
formance in the context of air traffic management (ATM) safety assessments.
There are at least four clear application areas for HRA (Kirwan and Gibson 2007):

(1) Individual concept element safety cases e.g. a safety case for a new conflict
resolution system, or for an arrival manager.

(2) Unit safety cases e.g. a safety case for Maastricht upper airspace centre,
or another air traffic control centre or airport.

(3) A human factors-driven HRA focusing on a specific current problem area or a
proposed change that may have impact on human error and recovery
performance.

(4) System-wide safety cases, for next generation ATM systems e.g. in Europe for
SESAR, or in the US potentially for Next Gen.

Experience indicates that the most successful HRA approaches have been
flexible and tailored to specific industries. Such tools are useful for most safety
case needs; it appears sensible, therefore, that ATM developed a similar approach,
using generic task types relevant to the industry and safety case needs i.e. typical
tasks or errors modeled in safety cases, with the appropriate needs of modification
factors e.g. related to traffic, weather, human machine interface (HMI) (Kirwan
and Gibson 2007). HEART was selected as the basis for CARA’s development
because it has been the subject of validation exercise (Gibson and Kirwan
2008a, b) and also was already applied to different domains such as the railway
(Kim et al. 2006b) and nuclear industries (Gibson and Kirwan 2008a, b).

CARA introduces the following three main key elements:

e Generic task types (GTTs): During an HRA, analysts will be asked to quantify
specific tasks. The GTT selected is the one that best matches the specific task
being assessed; it is associated with a human error probability and therefore this
provides an initial quantification for the task being assessed. A set of GTTs,
which are specific to the ATM environment and have been quantified, using
human performance data, has been developed for CARA.

e Error producing conditions (EPCs): EPCs are factors, which are predicted to
influence human performance negatively and therefore increase the generic
human error probability associated with a GTT. EPCs can be amongst others,
‘time pressure’ or ‘operator inexperience’. The technique also defines a
numerical value, called the ‘maximum affect’, which reflects the maximum
impact of an EPC on a task.

e Numerical values have been developed for EPCs and maximum affects in
CARA.

o Calculation method: For ATM, CARA uses HEART’s calculation method to
estimate the HEP and the strength of affect of EPCs through a weighting process.

HEP calculation is given from (Gibson and Kirwan 2008a):
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Table 6.21 CARA generic task types (Gibson and Kirwan 2008a)

Task context Generic task type HEP  Uncertainty
bounds
A. Offline A. Offline tasks 003 -
tasks
B. Checking BI. Active search of radar or FPS, assuming some 0.005 0.002-0.02

confusable information on display

B2. Respond to visual change in display (e.g. aircraft 0.13 0.05-0.3
highlighted changes to low-lighted)

B.3 Respond to unique and trusted audible and visual 0.0004 -
indication

Table 6.22 Example of proposed CARA error-producing conditions (Gibson and Kirwan 2008a)

HERA element CARA error-producing conditions Maximum
affect
Training and Unfamiliarity and adequacy of training/experience 20
experience
Environment Environment-controller workplace noise/lighting issues, 8
cockpit smoke
Personal factor High emotional stress and effects of ill health 5

issues

HEP = GTT x [(EPC; — 1) x APOA; + 1] x ... x [(EPC, — 1) x APOA, + 1]
(6.27)

where:

GTT = the human error probability associated with a GTT

EPC = the maximum affect associated with an EPC

APOA = is the assessed proportion of affect value between 0.05 and 1, where
0.05 is a very weak effect and 1 is a full affect.

Tables 6.21 and 6.22 depict some of the GTTs and proposed EPCs selected for
CARA in order to comply with air traffic management needs (Gibson and Kirwan
2008a).

CARA has been applied to a safety scenario related to an aircraft landing guidance
system and the results compared with those from HEART for the same scenario
(Gibson and Kirwan 2008a). This study highlighted a number of findings related to
the difference in applying CARA and HEART. The HEART application used only
two generic task types, whereas the CARA application used six different generic type
tasks descriptions; CARA’s GTTs were better tailored to the specifics of the scenario
and the maintenance tasks. In general, the choice of GTT was quite simple and
consequently fewer EPCs were required for the application of CARA.

The calculated values for the scenario using CARA were generally within one
order of magnitude to those corresponding to the HEART calculated values
(Fig. 6.38). It should be noted that the results are not a reflection on the reliability
of either HEART or CARA, rather they merely compare the quantification of
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Fig. 6.38 CARA and HEART human error probabilities for the aircraft landing guidance system
scenario (Gibson and Kirwan 2008a)

outcomes if the CARA approach is applied, with those calculated using HEART.
While not a reliability study, this is at least a positive indication of convergence
between the two techniques.

Although the process of validating CARA is ongoing, initial results indicate
that it has been successfully applied to three safety cases, and provides an initial
indication that HRA can be used to deal with human factors arguments in a
quantified ATM safety case context (Gibson and Kirwan 2008a).

Due to the fact that CARA is derived from HEART, it should be noted in that
both methods use exactly the same structure, although they have different GTTs,
EPCs and maximum effect multipliers for the EPCs. This being the case, reader
should be aware that Eqs. 6.25 and 6.27 are identical.

6.7.4 Road Transport of Dangerous Goods

The domain of road transport does not seem to have developed HRA techniques
when compared to railways and aviation, although undoubtedly human error has
a major part to play in road accidents. One application that has seen the
development of HRA techniques is that of the transport of dangerous goods, as
outlined below.
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6.7.4.1 SLIM

The success likelihood index method (SLIM), a first generation HRA technique
developed by Embrey et al. (1984) gives a structured judgement about error
probabilities in both procedural and cognitive tasks (Eurocontrol 2007) and is used
for the purposes of evaluating the probability of a human error occurring
throughout the completion of a specific task. SLIM is a decision-analytic approach
to HRA that uses expert judgement to quantify performance shaping factors
(PSFs). Such factors are used to derive a success likelihood index (SLI) (Robles
et al. 2008) which represents the overall belief of experts and analysts, regarding
the positive or negative effects of the PSFs on the likelihood of success for the task
under consideration. The SLI is calibrated against existing data to derive a final
HEP. Experts choose the PSF’s, which are considered as the most significant in
relation to the context in question.
SLIM methodology is described in nine steps:

(1) Selection of the expert panel

(2) Definition of situations and subsets

(3) Elicitation of PSFs

(4) Rating of the tasks on the PSF scale

(5) Ideal point elicitation and scaling calculations
(6) Independence checks

(7) Weighting procedure

(8) Calculation of SLIs

(9) Conversion of SLIs into probabilities

Typical PSFs used in SLIM include; time pressure or stress levels; the quality of
information or quality of interface; the quality of procedures; the task complexity;
the consequences as perceived by the operator; the required amount of teamwork
and the adequacy of training or level of competence (Embrey et al. 1984).

The SLI for n PSFs is deduced using the following equation:

n

SLI = Zri X Wi (628)
i=1

where

e w; the quality weighting
e r; the rating factor

The SLIs are converted into probabilities by using Eq. 6.29
log(P) =a SLI+b (6.29)

where, HEP the success probability and a, b are constants.
The constants a (slope of the line) and b (the intercept of the line with the
vertical axis) can be derived by processing simultaneous equations, as long as at
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Table 6.23 Example of performance shaping factors rating (Kirwan 1994)

Errors Training Procedures Feedback Perceived risk Time
V0101 open 6 5 2 9 6
Alarm mis-set 5 3 2 7 4
Alarm ignored 4 5 7 7 2

least two calibration probabilities have been assessed within each task subset or
from already estimated HEPs given by the THERP handbook data and the data of
Kirwan (1994).

An example of SLIM application can be seen from the transport of dangerous
goods, in particular the task of de-coupling a filling hose from a chemical road
tanker (Kirwan 1994).

The closure of a valve located upstream of the filling hose, known as V0101, by
the operator is a crucial part of the procedure and he/she may forget this. The
human error of interest in this situation is “Failure to close V0101 prior to
decoupling filling hose”. In this case, the decoupling operation is simple and
discrete, hence the failure occurs catastrophically rather than in a staged fashion.

The “expert panel” required to carry out the HRA may consist of two operators
possessing approximately 10 years of experience, a human factors analyst and a
reliability analyst who is familiar with the system and possesses a degree of
operational experience. The panel is requested to determine a set of PSFs, which
are applicable to the task, in question within the context of the overall system
(Kirwan 1994). Having identified the PSFs, the panel proposes the most important
ones in the specific scenario. For this example, in this situation, the panel may
identify the following major PSFs as affecting human performance: training,
procedures, feedback, perceived level of risk, and time pressure.

Assessing the situation within the context of the task under assessment, the
panel is asked to provide further possible human errors that may occur and have
the potential of affecting performance (in this case mis-setting or ignoring an alarm
are selected).

For each of these, the experts are required to establish the degree to which each
is either optimal or sub-optimal for the task under assessment, based on a scale of
1-9, with the latter being the optimal rating. For three human errors that have been
identified, the ratings decided for each are provided in Table 6.23.

If each factor is of equal importance, it is then possible to obtain the summation
of each row of ratings and come to the conclusion that the row with the lowest total
rating is most likely to occur, in this case, it would be alarm mis-set.

However, usually the experts are in agreement that the PSFs given above are
not of equal weighting. Hence, in this scenario the experts decided that perceived
risk and feedback are deemed to be of the greatest importance, twice as much as
training and procedures, and these latter two are considered to be one and a half
times more important than the factor of time. The time factor is of considered of
minimal importance in this case as the task is routine and is therefore, not time-
limited. Table 6.24 indicates these weightings.
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Table 6.24 Example of performance shaping factors weighting (Kirwan 1994)

PSF Importance PSF Importance
Perceived risk 0.3 Procedures 0.15
Feedback 0.3 Time pressure 0.10
Training 0.15 Sum 1.0

Table 6.25 Success likelihood index (total) calculation (Kirwan 1994)

Weighting PSFs V0101 open Alarm mis-set Alarm ignored
0.3 Perceived risk 03 x9=27 2.10 2.10
0.3 Feedback 0.60 0.60 2.10
0.15 Training 0.90 0.75 0.60
0.15 Procedures 0.75 0.45 0.75
0.10 Time pressure 0.60 0.40 0.20
SLI (total) 5.55 4.30 5.75

Using the figures for the scaled rating of the PSFs and weighting their
importance, the SLIs can be calculated for each part of the task under assessment,
Table 6.25. The results indicate that as the SLI for ‘alarm mis-set’ is the lowest,
this is the most probable error to occur throughout the completion of the task.

In order to transform SLIs into HEPs, it is first necessary to “calibrate” the SLI
values. Assuming that two additional tasks A and B have been assessed, with HEP
values of 0.5 and 1 x 10™* and SLIs of 4.00 and 6.00, respectively, and based on
Eq. 6.29 a = —1.85 and b = 7.1, then the final HEP for V0101 is estimated as:

log(P) = a x SLI(V0101 open) + b = —1.85 x (5.55) + 7.1 = —=3.1675 =
= P =10"*1 = 0.00068
(6.30)

The corresponding HEPs for “alarm mis-set” and “alarm ignored” are calcu-
lated likewise. The level of accuracy associated with SLIM is indeterminate due to
lack of data. However, its theoretical validity is at a reasonably high level.
(Embrey and Kirwan 1983) carried out a validation of SLIM’s expert judgment
which showed that a further development and an improvement in calibration
process is needed. SLIM has been applied in the nuclear and chemical industries
(Bell and Holroyd 2009).

It should be mentioned that SLIM is used as an interactive computer program
called multi-attribute utility decomposition (MAUD). The developers of the
technique strongly recommend that SLIM be implemented using the software and
have termed the overall approach SLIM-MAUD. However, the software has not
been updated for application with current computer technology (Forester et al.
2006).

Lastly, it should be noted that there are more than one variant of SLIM, such as
the failure likelihood index methodology (FLIM) which has had extensively been
applied in several countries (Chien et al. 1988).
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6.7.5 Electrical Network

The electric power system is a complex, large-scale and vulnerable infrastructure.
It qualifies as critical because a reliable power supply is essential for many ser-
vices, social and economic activities as well as for the functioning of other vital
infrastructures. The introduction of market liberalization has substantially com-
plicated the situation since the network is now asked to transport power in ways
that it was not originally designed to do. In conjunction operators deal with sit-
uations, responsibilities, and duties that may have not been addressed before.
Hence, the system’s efficient functioning and reliability are related not only to
equipment’s adequacy but also to the operators’ performance and coordination.
Therefore, it is essential to investigate human influence for a deeper and more
comprehensive analysis (Kyriakidis 2009b). The cognitive reliability and error
analysis method (CREAM) is a HRA technique that has already been applied to
the analysis and estimation of human error probability in the electricity domain.

6.7.5.1 CREAM

The cognitive reliability and error analysis method (CREAM) is a second gener-
ation HRA and enables an analyst to:

Identify those parts of the work, as tasks or actions, that require or depend on
human cognition, and which therefore, may be affected by variations in
cognitive reliability.

Determine the conditions under which the reliability of cognition may be reduced,
and therefore, where these tasks or actions may constitute a source of risk.
Provide an appraisal of the consequences of human performance on system safety

which can be used in a probabilistic safety analysis (PSA).

Develop and specify modifications that improve these conditions and hence serve
to increase the reliability of cognition and reduce the risk. (Hollangel 1998)

The first three steps are the core of CREAM, while the last aims to ensure that
proper conclusions are drawn from the analysis, and that the necessary changes to
the system are correctly specified.

CREAM provides the core functionality of these services, i.e. the concepts, the
classification system, the cognitive models, and the techniques. In order to be
properly used, it is necessary to supplement with application or plant specific
information e.g. in the form of values for specific performance parameters, the
detailed operational and process knowledge that define the context (Hollangel 1998).

The model is based on a fundamental distinction between competence and
control. A classification scheme consists of a number of groups that described the
phenotypes (effects-error modes) and the genotypes (causes) of the erroneous
actions. Phenotypes refer to what is observable in the given system, while geno-
types are the categories that can be used to describe that which can bring about the
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Fig. 6.39 Proposed relation between control mode and reliability (Hollangel 1998)

effects. The CREAM classification scheme is not only used by the analysts to
predict and describe how errors could potentially occur, but also allows them to
define the links between the causes and consequences of the error under analysis.

Within the CREAM classification scheme there are three categories of causes;
person-related genotypes; technology-related genotypes and organisation-related
genotypes. In CREAM the following four control modes are suggested (Hollangel
1998):

e Scrambled control: choice of the next haphazard action, little or no thinking
involved, task demands high, loss of situational awareness, momentary panic.

e Opportunistic control: choice of action based on present conditions, little
planning or anticipation, unclear context, constraint time.

e Tactical control: performance based on planning, follows procedures/rules.

e Strategic control: person considers the global context, wider time horizon, robust
performance. The functional dependencies between task steps are important.

According to Hollangel (1998), when the level of an operator’s control rises, so
too does his/her performance reliability, as illustrated in Fig. 6.39. CREAM can be
used in several different ways as (Hollangel 1998):

e A stand-alone analysis method, for either retrospective or prospective analyses,
using a consistent taxonomy for error modes and error causes.

e Part of a larger design method for complex, interactive systems.

¢ A HRA in the context of an integrated safety analysis or (PRA).

CREAM approaches the quantification part in two steps by providing a basic and
an extended method (Hollangel 1998). Based on this, a list of operator activities is
produced from which a common performance condition (CPC) analysis is carried
out. There are nine CPCs: adequacy of organisation; working conditions; adequacy
of the man-machine interface and operational support; availability of procedures/
plans; number of simultaneous goals; available time; time of day; adequacy of
training and experience and the quality of crew collaboration.
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Fig. 6.40 Network’s maintenance procedure

For each activity a CPC level is determined, for example adequacy of training
and experience is described as high experience, low experience or inadequate. The
expected effects of these levels of experience on performance are, respectively
improved, not significant and reduced. The method outlines a means of quantifying
these descriptors. The sum of the performance reliability (i.e. improved, not sig-
nificant and reduced) for each CPC gives a combined CPC score e.g. for the nine
CPCs the result may be [9, 0, 0], which would be the least desirable situation as all
CPCs indicate reduced performance reliability, whereas [0, 2, 7] describes a much
more desirable situation.

The following example describes the extended CREAM method applied to an
electrical power plant (Kyriakidis 2009b). The working scenario describes a
maintenance procedure that very often takes place in an electrical circuit as
depicted in Fig. 6.40, involving two operators: an internal “Network Control”
operator and an external control grid operator. The two operators communicate by
telephone during the whole procedure. An official report that contains details about
the purpose, the steps, and the employees responsible for the tasks should be filled
out at the beginning of the procedure.

The duties of the “network control” operator during the process are:

e Cut off the power from the circuit

e Communicate with the external operator and check the sequence of the working
steps

e Re-connect the power to the circuit

The external operator should:

e Open the switches that connect the transformers among them and to the grid
e Disconnect the main transformer
e Disconnect the transformers 1 and 2
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Fig. 6.41 HTA for the transformer maintenance preparation

Table 6.26 Cognitive activities determination

Step Goal Task step or activity Cognitive activity

0.1.2 Language Check that the co-workers Communicate
can understand each other

0.2 Cut off grid power Ensure that the main grid power is off Verity

0.3.1 Open switches Ensure that all switches are open Execute

e Evacuate the fuel from the transformers’ tanks. Hence, even if by mistake a
switch is not off anymore, the transformer cannot function

Connect the ground line to the ground land

Maintain the transformer

Reload the fuel to transformers’ tank

Close the switches

Inform operators to reconnect the power to the grid

Figure 6.41 illustrates the hierarchical task analysis (HTA) before the start of
the transformer’s maintenance. The following paragraphs describe step by step the
estimation of the failure probabilities.

Step 1: In the first step cognitive activities for each one of the tasks have been
defined based on the HTA, as depicted in Table 6.26.

Step 2: Having determined the cognitive activities, the next step is to define the
corresponding cognitive functions (Table 6.27) by matching the cognitive
activities with the cognitive demand matrix (cognitive failure types).

Step 3: The third step is related to the identification of the most likely cognitive
function failures. To accomplish this step the analyst can build an appropriate
table, e.g. Table 6.28. In this table, the dominant cognitive failure activity for
each one of the tasks is defined.

For example, coordination cognitive activity involves the cognitive functions of
planning and execution. In this case the dominant function is the execution.
Furthermore, in this table the type of the generic failure type that describes the
case is determined.

Step 4: The determination of the cognitive failure probability (CFP) is the next step
of this procedure. When HRA is performed as a part of a PSA, the event tree
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Table 6.27 Cognitive demands
Step Task step or activity Cognitive Obs Int Plan Exe
activity
0.1.2 Check that the co-workers can understand each ~ Communicate .
other.

0.2 Ensure that the main grid power is off. Verify . .
0.3.1 Ensure that all switches are open. Execute .
Obs observation, Int interpretation, Plan planning, Exe execution
Table 6.28 Dominant failure activities table
Step Cognitive activity Obs Int Plan Exe

Ol 02 03 I1 I2 Pl P2 El E2 E3 E4 E5
0.1.2 Communicate .
0.2 Verify .
0.3.1 Execute .

Table 6.29 Assessment of the effects of CPC on the procedure

PSF name Condition 0.1.2 0.2 0.3.1
E5 03 E4
Working conditions Compatible 1.0 1.0 1.0
Organization culture Efficient 1.0 1.0 1.0
Man machine interface Supportive 1.0 0.5 1.0
Stress—available time Temporary inadequate 1.0 1.0 1.0
Fatigue Tired 1.2 1.2 1.2
Training and experience Adequate, low experience 1.0 1.0 1.0
Team collaboration Efficient 1.0 1.0 1.0
Operational procedures Appropriate 0.8 0.8 0.8
Task complexity (number of goals) More than capacity 2.0 2.0 2.0
Total weighting factor 1.92 0.96 1.92

(or fault tree) defines the activities for which a failure probability must be
calculated. These activities will typically only represent a subset of the steps in
the event sequence. The final adjusted CFP is a value that is derived by mul-
tiplying the nominal CFP (Hollangel 1998) with a weighting factor obtained
from an influence to the task, as shown in the Tables 6.29 and 6.30. The total
influence of CPCs for each cognitive failure is found by multiplying all the

CPCs.

Step 5: From the calculations, the failure probability with the highest value is
related to possible language communication problems between operators at

0.0576 6 x 1072,

Based on the method’s basic diagram, the probability value is located either in
the interval that is described as tactical or in the interval described as opportu-

nistic, as shown in Fig. 6.42.
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Table 6.30 Adjusted cognitive failure probabilities for the procedure

Step Task step or activity Error Nominal ~Weighting  Adjusted
mode CFP factor CFP
0.1.2 Check that the co-workers can ES 3.0E-2 1.92 5.76 E-2
understand each other.

0.2 Ensure that the main grid power is off. O3 2.0 E-2 0.96 1.92 E-2
0.3.1 Ensure that all switches are open. E4 1.0 E-3 1.92 1.92 E-3
Fig. 6.42 Relations between X Improved
common performance Re"ab"'tyT
conditions score and control
modes (Hollangel 1998) 7 I%I 1 O

6 [ I

5 O O O O

. 1 O O O A

However, due to the fact that CREAM illustrates a sense of reliability, this
method mainly provides a general reliability perception and not a specific prob-
ability value. Nevertheless, it provides analysts with a sufficient perception of the
safety and reliability levels. In addition, it is an easily applicable method for
several scenarios and it can be applied in a wide variety of domains. Based on the
findings of the previous example:

e CREAM can be applied in the area of electricity infrastructure as it can provide
analysts with a sense of safety and reliability regarding the human contribution
to the procedure.

e As the technical systems and equipment in electricity infrastructure are con-
tinuously improved, human reliability should be also ensured and enhanced.

e CREAM addresses a significant weakness, related to analysts’ personal training
and experience known as “expert judgment”. Therefore, it is necessary to
ensure that the analysts who conduct the safety researches have similar edu-
cational and training background. Otherwise, the danger of different findings
even with the same database cannot be easily avoided.

The process of assessing the validity and reliability of CREAM is still ongoing
(Bell and Holroyd 2009).

6.7.6 Public Health

In healthcare, a non-physical engineered CI, a “medical error” can be defined as
an inaccurate or incomplete diagnosis and/or treatment of a disease; injury;
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infection or any other ailment, which can compromise patients’ safety. Mortality
and morbidity resulting from medical errors compel a better and deeper under-
standing of health care as a system (Wreathall and Nemeth 2004).

Given the large number of HRA techniques applied to other domains, none has
been designed for the healthcare industry exclusively. In recent years, an interest
in applying HRA techniques to the healthcare industry has grown.

The existing HRA techniques, which could be applied to healthcare, can be
grouped into five main categories (Lyons et al. 2004):

e Data collection (collection of information on incidents, goals, tasks is taking
place)

e Task description (taking the collected data and portraying these in useful form)

e Task simulation (simulating the task as described and changing aspects to
identify problems)

e Human error identification and analysis (uses task description, simulation and/or
contextual factors to identify the potential error)

e Human error quantification (estimated the probability of the identified errors)

Techniques may be used either separately or in combination and they have been
grouped according to their principal types and the purpose of the analysis.

6.7.6.1 Fault Trees

Even though not a HRA technique, fault trees are used to analyze and quantify
human error probabilities in healthcare. Fault tree diagrams represent cause and
effect relations among events that culminate in a “top event”. Logic symbols at
each intersection indicate what is required to occur for the condition to be satisfied
(Wreathall and Nemeth 2004). An example of a fault tree that applied to a med-
ication error is illustrated in Fig. 6.43 (Lyons et al. 2004): Fault trees allow ana-
lysts to quantify the error probability and also allow them to analyze the task and
explore the possible scenarios that may lead to top event.

6.7.6.2 SHERPA

In addition to fault trees, several HRA techniques can be applied to healthcare,
such as the systematic human error reduction and prediction approach (SHERPA).
SHERPA is a first generation technique developed by Embrey in 1986 as a human-
error prediction technique that also analyzes tasks and identifies potential solutions
to errors in a structural manner. The technique was initially designed to be applied
to the process industries, such as nuclear power plants; oil and gas extraction;
petrochemical processing (Stanton et al. 2005) and in recent years also to the
healthcare industry. A study conducted in 2006 applies SHERPA to a task of
administering drugs to hospital patients (Lane et al. 2006).
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Patient given wrong
medication or
incorrect amount
(p=0.21)

Nursing error
(p=0.06)

Doctor error
(p=0.15)

Poor
surroundings
(p=0.08)

Incorrect interpretation Poor work
of doctor’s instructions environment
(p=0.01) (p=0.02)

Haste
(p=0.05)

Haste Misdiagnosis
(p=0.03) (p=0.04)

Fig. 6.43 A fault tree applied to medication error (Lyons et al. 2004)

SHERPA contains eight steps (Stanton et al. 2005):

. Hierarchical task analysis

. Ordinal probability analysis
. Criticality analysis

. Remedy analysis

. Recovery analysis

. Task classification

. Human-error identification
. Consequence analysis

[e N e ST S S

The example below illustrates how SHERPA can be implemented in the
healthcare industry and the full description of the example is given in the literature
Lane et al. (2000).

A study was conducted about medication to hospital patients. For each medica-
tion the analyst was asked what would happen when someone mistakes a particular
drug package for something else; uses the wrong amount of the drug; gives the drug
to the wrong patient; gives the drug by the wrong route; gives the wrong rate of a
drug and so on. The analyst then continued to consider how to prevent the incorrect
action or how to minimize their ability to cause an adverse event if the incorrect
action was completed. A starting point for drugs administration is to explore the
procedure for getting the drugs to patients and then to examine the task steps, the
equipment used and the relationships between these factors. A part of the hierar-
chical task analysis (HTA) for the drug administration process is shown in Fig. 6.44.

HTA chart shows that the top-level goal of the system is to deliver drugs to the
patient. The task steps necessary to do this are listed as tasks 1-3 on the next level



183

6.7 Human Reliability Analysis

(900¢ 'T& 30 aueT) SIsK[eue yse) [eJIYDILISNY UoneNsIuTWpe Snip oY) Jo ued 49 Sif

oep anor ySuans LIy asop surey
S19[qE) 3SBI[I MO[S 10 d[qnjos ‘urerd 35 w0y [eoneNORWLIRY] |, ues Bup Snip Snip Snip Snip
peyd peay pey peay pey peay
9Tl STl vl €Tl Tl 121
[ I I I |
W 9T STIPTIETT T ITIOP T uold
yeyo spuow 3Isop uonels poq
mau -predop 5,10J00p esinu juoned
uelg 1130 Jury pEEle) peclie) P eklie}
apispaq Kajjon - e o . o
21038 Snip 21035 Sup Kaqron o1 Aofjon Snup skoy Aojon STl LA €11 Tl el
pajjonuod Pa[[onu0d 10§ oo MNer 2)e207] Buup 9007 [ I I I
yooun sAoy 21800 14 %X4 €€T T€T e
(444 I'v'c T I T
WU pETEET TETTETOPET U
X2 UYI T PUD [ 5T OP p°T D]
SaA” mxg nXg SIA\ Heu), et
ON
(2imesa3 2 vl 210w 935) paeoqdno Snip! Aaqjon 3nap 00)s prem pieoqdno STl i ved
uoneotpawt PAJ[O1U0D WO woy uoned woy uoned /Ka101 3rap 03
aredaig UONEIIPIUI 190y -1pauwi 19D -Ipow RO ey juoned Aue) ue
Y ’ y : o Juoned puty
ST v €T 44 ' E._M.WE_ '
[ I I |

a3esop p10ooy
4

§T U pT 40 £ 40 77 40 [ 0 T uvld

(eImea3 ot vl 210w 995)

L

J'ruayrrpop - uold

uoned S[1B}OP UOHEOIPIUL
03 Stup 19)sIUTpy uonesIpaw axnboy 103 YD ooy
€ (4 1
| I I
4apio ul '€ 7 ' op i ubjd
juoned 0}
Srup 19s1utwIpy
0




184 6 Methods of Analysis

Table 6.31 SHERPA taxonomy of credible errors (Lane et al. 2006)

Action errors Checking errors  Retrieval errors Communication errors Selection
errors
Al. Operation C1. Check R1. Information I1. Information not S1. Selection
too long/short omitted not obtained communicated omitted
A2. Operation C2. Check R2. Wrong 12. Wrong S2. Wrong
mistimed incomplete information information selection
obtained communicated made
A3. Operation in C3. Right check R3. Information I3. Information
wrong on wrong retrieval communication
direction object incomplete incomplete
A4. Operation C4. Wrong check
too little/ on right
much object
AS. Misalign C5. Check
mistimed

Table 6.32 SHERPA output: human error analysis table (Lane et al. 2006)
Task Error Description Consequence Recovery P C  Remedial measures
step mode

1.1.1 C1 Fail to check Chart not found: 1.1.2 L M Tagging system for
patient bed drug doses location of
area missed charts

of the hierarchy. Plan 0O indicates the activities or sub-goals that should be carried
out in order to achieve the goal. These activities are further broken down into
operations at the lower levels. The order in which these are carried out is deter-
mined by the plan.

SHERPA uses the bottom level actions of the HTA as its inputs (task classi-
fication). These are the operations or task steps carried out to achieve the higher-
level goal. The operations are evaluated for potential error using the human error
taxonomy, as shown in Table 6.31.

The types of error that may occur fall into one of five behavioral categories:
action, checking, retrieval, communication, and selection. Each error type in the
taxonomy is coded and associated with an error mode. The task steps from the
HTA are examined in turn and classified into one of the error types. The most
likely error modes associated with that operation are considered. For example, the
task step 1.1.1 in the HTA “check patient bed” is classified as a checking activity.
Looking at the associated checking error modes in Table 6.31, only the most
credible errors for the task step are taken into account.

The results of the SHERPA analysis are recorded as shown in Table 6.32. In the
first column the number of the task step is listed (1.1.1). The error mode C1 is
entered in the second column. This denotes a check has been missed (Table 6.32).

The third column contains an outline of the error. In this case the description
would be “fail to check patient bed area”. At this stage it is possible to make a
prediction of what the consequence of that error might be. The chart would remain
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mislaid and because the nurse had no record of what drugs were due to be taken or
when, drug doses would be missed. Thus, in the fourth column a description of the
potential consequence of the activity is introduced. The fifth column indicates
whether the error can be recovered or not. It may be that by completing further
task steps, the error can be corrected. If this is the case, the task step at which the
original error may be recovered is noted in the fifth column. If it is not possible to
recover the error then the column is left blank.

The probability of the error occurring and its level of criticality are denoted in
the table by P and C respectively. The probability of an error (ordinal probability
analysis) is categorized as low (hardly ever occurs), medium (has occurred once or
twice) or high (occurs frequently), while criticality (C) is usually either all or none
and it must be acknowledged that many drug administration errors are potentially
critical. However, the extent to which many administration errors cause a fatality
or serious injury is highly variable and is dependent on numerous factors such as
the drug’s potency and therapeutic range, the age, and the condition of the patient.

For the purposes of this scenario criticality was modified to reflect three levels
of severity: low (L), medium (M) and high (H). Some of the levels of severity
correspond to the following descriptions:

(L) Level 0:  No medication error
(M) Level 2:  Error: increased need for monitoring, no change in vital sings
(H) Level 5:  Error: increased monitoring and treatment, change in patient

Incidents described as low in criticality can be recoverable by an alternative
course of actions. Since this version does not refer to a specific drug, it is difficult
to quantify criticality. However, it is possible to derive more accurate results and
quantify criticality in cases where specific drugs are used.

The last column shows the countermeasures that could be taken to reduce
errors. These are mainly in the form of the design of products and technological
systems (remedy analysis). It is important to note that in order to be effectively
implemented, any design solution needs to regulated by appropriate management
and organizational controls.

Literature indicates (Lyons et al. 2004) that apart from SHERPA, techniques
such as THERP, HEART, or SLIM can also be applied to the healthcare industry.
At this point the authors would like to point out that SHERPA could be also
applied to the other CI domains in order to get an overall view of the role of the
human failure in the corresponding domain.

6.7.7 Information and Communication Technologies

Over the past decade, governments, industry, and other interested organizations
have focused on identifying, defining and coping with the possible impact of direct
and indirect threats against the information and communication infrastructure
(ICT), and to identify countermeasures and recommendations in addressing these
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vulnerabilities (Macwan 2004). Human errors happen quite often in the ICT
industry, and the Network Reliability Steering Committee (USA) has published a
study that shows over 40% and in some cases over 50% of network outages are
attributed to human errors (Macwan 2004).

Human vulnerabilities can be divided into two main categories:

e Vulnerabilities associated with human characteristics
e Vulnerabilities in the user environment

The latter is further divided into other sub-groups such as:

e Physical; cognitive, and ethical for those which are associated with human
characteristics

e Human-machine interfaces; job function-training and corporate culture for
those which are related to user environment

Similar to other industries, the methodology to deal with the issue of human
reliability to ICT domain includes the following task:

e Assemble a team of experts from security, risk assessment, human resources and
other organizations to generate a list of vulnerabilities (based on the two main
categories of human vulnerabilities) applicable to each of the specific areas of
focus.

e Identify the vulnerabilities that apply to the scenarios included in risk assess-
ment studies.

e Use one or more of a number of techniques, estimate the probability of failure
associated with the vulnerabilities.

e Incorporate these results into the overall risk assessment.

Literature (Macwan 2004) indicates that techniques, such as THERP, SLIM/
MAUD can be applied to the ICT industry. Although these techniques have
already been described, it should be noted that to apply them to ICT scenarios
requires their modification.

Risk estimation is not the only result of the analysis. In addition to that, results
include recommendations to overcome human vulnerabilities such as; the better
design of systems and user interface; better documentation; better training, and
better staffing rotation. However malicious attacks, which is one of the most
common and significant threats to the ICT industry cannot be addressed by
existing HRA techniques.

6.7.8 Conclusions

Cls are particularly vulnerable given they are complex systems. The effects of
malfunctions, outages or errors during their operation can lead to undesirable and
catastrophic results, including; loss of communications; energy or transportation
disruptions and the collapse of public health or financial services.
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By developing an understanding of the causes, modes, and probabilities of
human errors, valuable insights can be provided into the important characteristics
of CI design. Consequently, special attention should be paid to those scenarios and
to the human actions that are identified by HRA analyses, as they are crucial to the
safety of CIs. Human errors are a significant threat for CIs. During the last decade
HRA techniques have been applied for assessing, identifying and determining their
influence on these systems. This sub-chapter described some of the most well
known HRA techniques and their strengths and weaknesses are elaborated (see
summarizing Table 6.18). Further developments of HRA techniques, especially
concerning their use for improving the safety of CIs, include the following:

(1) The HRA techniques have been rarely used in CI scenarios and have yet to be
validated. Therefore, it will take time and resources for their effective and
robust use to ensure the accuracy of their results.

(2) Most of the techniques do not take into account repetitive human errors
(THERP for maintenance procedures has taken those errors into account).
They consider that an error can happen only once per task or scenario.

(3) These techniques rely to a large extent on expert judgment. Consequently, the
results obtained may differ, depending upon the analysts’ background and
experience.

(4) The techniques are task oriented. Hence, cases or tasks with no formal pro-
tocol require time-consuming resources in order to achieve a high level detail,
and are also not easily applied by analysts. In addition, good practices include
the observation of actual operation and recommend not relying only on the
procedural description of the tasks.

(5) There is lack of data on human errors or incidents that occur in complex
systems due to human errors. In order to overcome this problem, data from
simulators are used. However, it is difficult to calibrate simulator data and
correlate them with real-world performance.

(6) Not all of HRA techniques take into consideration the different impact of PSFs
onto human performance. When they do, they depend on experts’ judgment. In
addition the interdependencies between PSFs are also not addressed in most of
the techniques.

(7) Even in the most recent HRA techniques, a number of complex PSFs, such as
the organisational factors, the quality of the procedures, or cultural differences
are not adequately taken into account.

Finally, it should be noted that terrorist attacks threaten the safe function of ClIs.
Although, terrorist attacks are caused by humans, they are not considered as
human errors rather as violations. Therefore, they are not yet examined by HRA
techniques.
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Chapter 7
Concluding Considerations

In this book, the subject of vulnerable systems has been addressed in depth. The
focus has been on engineered physical critical infrastructures (CIs) such as the
networks for energy supply, transportation, information and telecommunication.
These are large-scale arrays of systems and assets that function systematically to
produce and distribute services vital for modern economy and social welfare.

One main motif underlying the viewpoints presented in the book is that of the
complexity of these systems and the related emergent behaviors which may arise
in collective ways, difficult to predict from the superposition of the behavior of the
individual elements of the system. This complex, emergent behavior has been
demonstrated by system breakdowns often triggered by small perturbations fol-
lowed by accelerating cascades and large-scale, border-crossing consequences,
stressing the importance of (inter)dependencies (see Table 2.4 for details). As a
conclusion, the analysis of these systems cannot be carried out with classical
analytical methods of system decomposition and logic analysis; a framework of
analysis is needed to integrate a number of methods capable of viewing the
problem from different perspectives (topological and functional, static and
dynamic, etc.).

Another relevant complexity attribute that has been stressed throughout relates
to the increased integration of ClIs, e.g., driven by the pervasive use of computer-
based communication and control systems, which is beneficial in many respects
but on the other hand it introduces additional vulnerabilities due to the increased
(inter)dependence which can lead to surprising behaviors in response to pertur-
bations. The electric power supply system, for instance, is undergoing a design
re-conceptualization to allow for the integration of large shares of electricity
produced by harvesting solar and wind energies at the most suitable sites (e.g.,
desert solar and offshore wind farms). The grids will become “smarter” by
decentralized generation, smart metering, new devices for increased controllabil-
ity, etc., which will “convert the existing power grid from a static infrastructure to
be operated as designed into a flexible, adaptive infrastructure operated proac-
tively” (IEC 10). These types of developments can be expected to be shared
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among CIs, but the final states and related challenges may be different. For
instance, the extended use of traffic control systems may increase the complexity
of our road transport systems at a first glance, but may in the end turn them into
less dynamic systems upon transferring important influencing factors such as
speed, distance keeping, performance, etc., from individual drivers to computer-
based systems.

Another important aspect that has underpinned a number of considerations in
this book, relates to the fact that the types of CIs considered are subject to a
broader spectrum of hazards and threats, including malicious attacks; this has led
to the conclusion that an all-hazards approach is required for the understanding of
the failure behavior of such systems, for their consequent protection.

The above considerations have led to the structuring of the analysis of vul-
nerable CI systems in the book into five levels:

e The problem definition level, at which the concepts of CI and vulnerability have
been unambiguously introduced, together with and in reference to other key
terms.

e The issues level, at which the peculiar characteristic features of such intra- and
inter-connected systems have been described, the related challenges with
respect to their analysis have been identified and the methods have been crit-
ically addressed.

e The approaches level, at which approaches to meeting the challenges have been
discussed.

e The methods level, at which the methods currently under consideration for the
analysis of vulnerable CIs have been illustrated to a level of detail sufficient for
their implementation and use, and with a careful analysis of their respective
strengths, limitations, and degrees of maturity for practical application.

e The framework level, at which an integrated view of the procedure for vul-
nerability analysis has been offered, coherent with the relevant aspects and
features of intra- and inter-dependent CI systems highlighted above.

As unidirectional and bidirectional relationships within and among CIs are
expected to continue standing as a real-world issue and representing a major
challenge for analysis methods, the evaluation of the vulnerability of CIs becomes
central for their future efficient and safe development and operation. As a con-
tribution to this, the present book introduces an operational definition of vulner-
ability in terms of weaknesses that render the CI susceptible to destruction or
incapacitation when exposed to a set of hazards or threats (see Fig. 1.3).

Furthermore, in practice CIs are considered critical with regard to some criteria,
possibly varying from country to country and from one perspective to another, e.g.,
corporate, societal, system or user’s view. In the book, an attempt has been made
to distinguish the degrees of criticality, because this is considered to help guiding
the vulnerability analysis.

Turning the attention to vulnerability analysis, the book embraces the classical
characterization of CIs as systems made of a large number of elements interacting
in different complex ways which make system behaviors emerge (sometimes in
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unexpected ways). The differentiation from complicated systems is clearly pointed
out (see also Table 2.1), together with the resulting fact that decomposition may
not help in identifying and analyzing the (emergent) system behaviors, so that the
CI system itself must be looked at as a whole with all its intra- and inter-
dependencies.

In the book, the procedure of vulnerability analysis offered comprises three tasks
(on top of the analysis of the system structure, properties and (all) hazards): the
quantification of vulnerability indicators, the identification of critical elements and
the application of the analysis results for system improvements (see Fig. 3.1).
Correspondingly, the challenges to the methods used within the vulnerability
analysis procedure depend on the specific objectives of the analysis and on the
system characteristics; a common challenge comes from the large number of
parameters needed to characterize the model of the system and the paucity of
reliable data in support. Other specific challenges come from the need to capture the
emergent behaviors and intricate rules of interaction, various system features like
multi-layering, state changes, adaptation to new developments, “system-of-sys-
tems” characteristics, the susceptibility to a broad spectrum of hazards and threats
(see Fig. 3.3). All these features need to be tackled by the methods for vulnerability
assessment. A number of these have been compiled, characterized, and critically
evaluated against the assessment steps, the desired outputs and practical objectives
(Table 4.1). Methods of statistical analysis, probabilistic modeling techniques
(e.g., Bayesian networks), and tabular methods for hazard studies and risk analysis
(HAZOP, FMEA, pure expert judgment) used in isolation have been concluded
to show limited chances of success against the challenges posed; on the contrary,
integration of elements of probabilistic risk assessment (e.g., adapted logic trees),
complex network theory and agent-based modeling and simulation techniques,
including high-level architecture (HLA), appear most promising.

In the end, it is concluded that a universal, all encompassing modeling approach
capable of addressing by itself the assessment of vulnerable systems does not exist.
Rather, a conceptual framework is proposed (Fig. 5.1) to systematically tackle the
problem in a step-wise and integrated fashion which stands on a preparatory phase,
a screening analysis and an in-depth analysis of major critical areas of the system.
Integration is intended to refer also to the multitude of perspectives of the different
“players” (users/operators) involved, their different logics, and even potential
confidentiality issues.

The book points at methods of network theory, probabilistic risk analysis,
cascading failure dynamics for the screening analysis, which although performed
at a relatively high level of abstraction is capable of providing generic insights into
the topology and phenomena involved which can serve as guidance for the suc-
cessive in-depth vulnerability analysis phase. For this latter more detailed phase,
the combination of agent-based modeling with Monte Carlo simulation techniques
and, where appropriate, with physical models (e.g., for mass or power flows) has
been pointed at in the book as the most promising approach.

For (inter)dependency analysis HLA standard might be attractive as the mod-
eling of the interconnected systems in a super-model with adequate granularity
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might be impossible due to further exacerbated computer time/resources issues and
overall model complexities.

In the book, the above mentioned methods of screening and in-depth analysis
have been illustrated by a detailed description of their functioning and evaluated as
to how/to what extent they succeed in the analysis of vulnerable systems and in
meeting the related challenges, and to how mature they are for practical application.
The considerations that have merged in the book (see Table 7.1) show in general
terms differing levels of capabilities; some of the methods have been developed in
other fields of technical risk assessment, e.g., PRA for nuclear power plants, or
other sectors, e.g., network theory and agent-based modeling in social systems, and
applied/adapted to the vulnerability assessment of engineered Cls. The results
gained and the way to illustrate them also differ (e.g., metrics of robustness of
network topology, curves depicting frequency, and size of potential blackouts) and
are, therefore, differently qualified as input for decision making. Although some of
the concepts and results have been proved against statistical data (e.g., statistical
data on blackouts) and benchmarked against other methods, the analysis provided
in the book shows that there is still general lack of validation, there are still con-
tradictions between (limited) empirical investigations and theoretical analysis.

It is worth mentioning that the specific advantages and limitations of a
framework of analysis laying over two levels of system abstraction (high-level for
screening and detailed for in-depth analysis) eventually lay the groundwork for
their specific and separate application to particular areas as well as for their
interplay within a comprehensive analysis of CI networks. Highly detailed mod-
eling approaches with close adherence to reality may also serve for quantifying the
reliability of a specific system under given operational conditions. In comple-
mentation, minimal, highly abstract models allow for a qualitative identification of
basic underlying mechanisms and generic key factors, which are not restricted to
specific systems. Such insights may again serve as valuable clues on where to put
the focus with highly detailed modeling approaches. On the other way around,
quantitative results from specific systems may also be checked with regard to their
generality by using minimal models.

Finally, uncertainty analysis is much needed for inclusion into the picture,
although still rarely an element of an overall vulnerability assessment; in this
respect, computational tools for uncertainty propagation and sensitivity analysis in
large scale applications, with reasonable computing times are missing. The same
holds for the need of including the interactions and influences of the human
operators, a cross-cutting issue into vulnerability analysis which has been
addressed in other than CI sectors, mainly in the framework of PRA for nuclear
power plants, but is now starting to arise also in the field of vulnerable CIs analysis.

In conclusion, the writing of the book has served the authors to build the
confirmation that there is still a gap between the ability to design and operate
complex networked CI systems and the ability to understand, model and simulate
them for identifying and reducing vulnerabilities. In this view, intensive research,
development and application work must be continued and many other books can
be expected in future.
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