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Preface

Radio Frequency Identification (RFID) technology is gaining a recent explosion of
development in both industry and academia. RFID is believed to be an indispensable
foundation to realize ubiquitous computing paradigm. In RFID systems, RFID tag
consists of three primary components: RFID transponder, RFID transceiver, and an
application system. The RFID transponder is composed of a small microchip with
data storage, limited logical functionality, and an antenna. The RFID transceiver can
be distinguished based on the operation frequency (HF or UHF) or on the powering
techniques (active, passive, or semipassive). Communications between a transceiver
and a transponder involve interrogating the transceiver to obtain data, writing data to
the transponder, or delivering commands to the transponder. The application system
is used to collect data through the transceiver and the database utilizes the data for
a variety of purposes. RFID tags have been deployed for several years. Though tag-
ging shipping containers is the largest business space for RFID, there are a number
of emerging applicable scenarios. For instance, electronic payment, RFID passports,
office folders, microsensors, intelligent labels, port management, food production
control, animal identification, and so on. It is strongly believed that many more
scenarios will be identified when RFID principle is thoroughly understood, cheap
components are available, and RFID security is guaranteed.

RFID security is a prerequisite to enable wide applications of RFID systems.
R&D efforts are in progress to propose secure system architecture, secure proto-
cols, and secure self-configuration. Due to unique characteristics of RFID systems,
all components shall be sufficiently secured, including RFID tags, personal data,
transaction, middleware, back-end system, and RFID readers. There are a number
of challenges in designing efficient security schemes in RFID systems. First, the air
interface of RFID systems poses an inherent problem as regards data confidential-
ity. Any data transferred over the air could be easily subject to eavesdropping if the
transaction is unencrypted. Second, it is often desired to use RFID tags as crypto-
graphic tokens, e.g., in a challenge—response protocol. In this case, the tag must be
able to execute a secure cryptographic primitive. However, the low-cost demand for
RFID tags (0.05-0.13) forces the lack of resources to perform true cryptographic
operations. Typically, these systems can only store hundreds of bits and have 5K



vi Preface

to 10K logic gates, but only 250 to 3K can be devoted to security tasks. Finally,
for RFID users, the foremost protection involves confidentiality, privacy, and non-
reputability. The process of unique identification involves collecting large amounts
of personal data, which needs to be highly confidential. Special care must be also
taken to ensure that the tag—reader communications is adequately encapsulated and
shielded. To address these issues, the security subjects are being explored in various
scenarios and emerging standards. The topics include authentication, access control
and authorization, attacks, privacy and trust, encryption, dynamic privacy protec-
tion, and hardware implementation of algorithms, case studies, and applications.

RFID security. Techniques, Protocols and System-on-Chip Design focuses on
the security issues in RFID systems, recent advances in RFID security, attacks and
solutions, security techniques, and practical hardware implementation of cryptogra-
phy algorithms. This book consists of 16 chapters, which are organized into three
parts as follows:

e Fundamentals
e Security protocols and techniques
e Encryption and hardware implementations

Part I presents RFID fundamentals, system architectures, and application. In ad-
dition, a general discussion on RFID security is introduced. Part I explores the latest
security protocols and techniques. This part includes a comprehensive collection of
the recent state-of-art protocols and techniques to secure RFID and avoid all poten-
tial security forces and cracks. Part III deals with the hardware implementations of
cryptography algorithms and protocols dedicated to RFID platforms and chips. This
part is very useful for developers to develop practical systems.

This book has the following salient features:

o Identifies the basic concepts, key technologies, and cutting-edge research out-
comes of RFID security

e Provides comprehensive references on state-of-the-art technologies for RFID
security

e Contains a sufficient number of illustrative figures for easy reading and under-
standing of the materials
Details the hardware implementation for the algorithms in RFID security
Exploits the selected techniques for enhancing RFID security and performance

This book represents a useful and comprehensive reference for RFID basics and
RFID security. The book is written for people interested in wireless networks and
mobile communications at all levels, especially the researchers and engineers wor-
rying about the security issues in wireless communications. The principal audiences
include students, educators, engineers, VLSI developers, scientists, researchers, and
research strategists. It can also be used as textbook for an advanced selected topic
course on RFID security for graduate students.

This book could not be possible without the great efforts and time invested by
all the contributors. They were extremely professional and cooperative, and did a
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great job in the production of this book. Our reviewers provided valuable com-
ments/feedback, which, we believe, greatly helped to improve the quality of this
book. Special thanks go to Ward, Jason, and Caitlin L. Womersley of Springer for
their continued support, patience, and professionalism from the beginning to the fi-
nal stage. Last but not least, we thank our families and friends for their constant
encouragement, patience, and understanding throughput this project, which was a
pleasant and rewarding experience for us.

Patras, Greece Paris Kitsos
Oslo, Norway Yan Zhang
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RFID: Fundamentals and Applications

Andreas Hagl* and Konstantin Aslanidis

Abstract This section of the book will give you an overview of the basic RFID func-
tionality as well as current and future applications, without going into deep technical
details. The information may also help developers from other technology areas, to
understand the basics of RFID and to develop efficient concepts and techniques
suitable for RFID systems.

1 Introduction

Radio Frequency Identification (RFID) is the most reliable way to electronically
identify, data capture, control, track, and inventory items using RF communication.
Today RFID is ubiquitous having a very broad use but most of the time such systems
are invisible or are not recognized by the users.

The basic RFID system consists of a Reader and a Transponder.

The Reader or Transceiver is the unit acting as the master and supplies the
RFID transponder with energy and triggers the communication signals to force the
transponder to execute the requested action. The reader control can be either via a
computer terminal or the automatic execution of program scripts. In stationary in-
stallations, fixed readers are connected to power and communication lines, whereas
in mobile applications, hand held readers (not connected to main power or commu-
nication lines) are used. For further data exchange, the reader may be connected to
a host computer or database as shown in Fig. 1.

The Transponder or Tag is the identification device which is located on the item
to be identified. Most RFID transponders are without an internal power source (bat-
tery) and are called passive transponders. The power supply of a tag is the RF field
generated by the reader. The tag generates its own supply voltage by rectifying the

A. Hagl
Texas Instruments Deutschland GmbH, Haggertystrasse 1, 85356 Freising, Germany
e-mail: a-hagl@ti.com

P. Kitsos, Y. Zhang (eds.), RFID Security: Techniques, Protocols 3
and System-on-Chip Design, © Springer Science+Business Media, LLC 2008
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RFID
Transponder

Server Host Computer

RFID Reader D0l

Fig. 1 RFID system

induced voltage from the Reader’s RF signal. Active transponders have an integrated
power source (internal battery) and behave the same way as passive devices but with
increased performance. These tags are using the battery to supply the circuitry and to
generate the response data. Their activation is mostly triggered by the reader signal.

2 History

RFID technology developments started back in the 1950s where these systems were
developed specifically for Governmental and Military use in USA and USSR. Semi-
conductor technologies at that time were in their infancy and devices were large in
size with high-current consumption and expensive, which did not recommend their
use for passive RFID systems. The real explosion of passive RFID technology was
at the end of the 1980s and was made possible by the improved size, current con-
sumption of the circuitries, and price of semiconductor technologies. This enabled
an acceptable RFID performance (communication distance) for passive systems un-
der acceptable investment.

The first generations of RFID tags were only used as identification devices, hav-
ing only a fixed identification code stored into the tag’s memory. There was mainly
a one way communication with the tag communicating back its memory content
when triggered by reader activation. An example of an early RFID system patent
from Mario Cardullo [2] is shown in Fig. 2.

Now RFID systems are widely used in applications with the primary task to
identify items, but there are also new applications where higher security and com-
putation as well as integrated sensors and actors are required. Due to the current cost
structure of RFID systems, new application fields can be justified based on Return
of Investment (ROI).
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-
United States Patent 19 on 3,713,148
Cardullo et al. 1451 Janm. 23, 1973
[54] TRANSPONDER APPARATUS AND
SYSTEM Primary Examiner—T. H. Tubbesing
(75 Inventors: Mario W. Cardullo, Rockville; wi-  “Afferney—Jacobi, Lilling & Siegel
3:1 L. Parks, II1, Bethesda, both of (571 ABSTRACT
N " A novel transponder apparatus and system is dis-
[73] Assig c A Services Corpora- closed, the system being of the general type wherein a
tion, Inc., Rockville, Md. base station tr its an “i ion" signal to a
[22] Filed: May 21, 1970 remote ponder, the transponder responding with
an “answerback™ tr ission. The transponder in-
(211 Appl. No.: 39,309 cludes a changeable or writable memory, and means
ponsive to the itted interrogation signal for
[52] US. Cloooccocorsnnsennnrn 343/6.5 R, 343/6.8 R Processing the signal and for selectively writing data
[51] Int.CL GO1s 9/56 into or reading data out from the memory. The trans-

[58] Field of Search 343/6.5 R, 6.5 LC, 6.5 SS ponder then transmits an answerback signal from the
""""" : 3‘;31.6.8 R 6:3 LCc  data read-out from its internal memory, which signal

may be interpreted at the base station. In the

1561 References Cited preferred inventive embodiment, the transponder
generates its own operating power from the trans-
UNITED STATES PATENTS mitted interrogation signal, such that the transponder

apparatus is self-contained.
3,541,257 11/1970 MecCormick et al

3,144,645  8/1964 Mclveretal.......

L343/65LCX
343/6.5R X 7 Claims, 3 Drawing Figures

=t

Fig. 2 RFID patent

3 RFID System Basics

Transponders basically operate as active or passive devices. The functionality of
both types is similar; the main difference is the increased performance in view of
communication distance and computation capabilities of the active vs. the lower
cost of the passive transponders. The integrated battery increases the cost of the
transponder, limits the tag’s life time, causes environmental issues over disposal,
and limits the form factor and thickness of the tag. These disadvantages of the active
transponders limit the applications where these tags can be used. Due to the very
high market share of the passive technology, only this technology will be presented
in the following sections.

The Tag mostly acts as a slave and relies on the reader to activate it using the
“Reader Talks First” (RTF) concept. The reader supplies energy via the RF field and
transmit requests/commands to instruct the tag about the action to be executed. The
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Fig. 3 RFID functional blocks

tag receives and decodes RF signals coming from the reader, executes the instructed
action, and may respond with data or status information. The cost structure of the
tag can be roughly split in costs for IC, antenna, assembly, and test. The electronics
part (IC, Integrated Circuit) of the tag consists of some basic functional modules
which are used to enable certain functionality as shown in Fig. 3:

The induced voltage is rectified by the Rectifier to supply the IC with energy.
The Limiter limits the RF voltage at the inputs pins to avoid over voltage which
would destroy the circuitry.

e The Clock Regenerator extracts the frequency signal from the RF signal which
is used as an internal clock.

o The Demodulator decodes the incoming data signal and generates a binary bit
stream representing the command and data to be executed. These data are used
by the IC to execute the requested activities.

The Modulator modulates the decoded response data.

The Logic part represents the microcontroller or digital circuitry of the tag.

The Memory unit (mostly EEPROM) contains the tag specific data as well as
additional memory where application specific data can be programmed.

The Reader consists of a control unit and the radio frequency (RF) unit contain-
ing the transmitter and the receiver modules. In the control unit, the firmware and
the hardware is implemented to control the reader activities such as communica-
tions with a host computer and the tag, as well as data processing. The transmitter
generates the RF signal (frequency and power level) which is connected to the an-
tenna resonance circuit. The receiver part receives the RF signal generated by the
tag, demodulates and decodes the data, and sends the binary data to the control unit
for further processing.
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3.1 Why RFID

In the past, the most used identification system has been the barcode. The main rea-
son for the wide usage of this system is the low cost of a barcode by simply printing
it on the items and the improved performance (detection rate, and reliability) of the
new generation of scanners. There are still some disadvantages of this technology
though:

e Data cannot be modified or added
e Requires line of sight for operation (label must be seen by the reader)
e High maintenance effort for the complex scanner optics

Modern application processes like item tracking, require extended capabilities
of the ID system which cannot be achieved by the barcodes. In these applications,
RFID systems can add value through extended functionality. This should not be
misunderstood to imply the complete replacement of barcodes by RFID. RFID is an
alternative to barcodes which will lead to a coexistence of both technologies based
on the performance and capability requirements and the specific investment to use
the RFID technology for these applications. Most applications will require the use
of both, barcode and RFID in parallel.

Summarizing the advantages of the RFID systems in relation to other identifica-
tion systems currently in use and especially barcode:

Battery-less. Supply voltage derived from the RF field
No line-of-sight required for the communication
Large operating and communication range

Read and Write capability of the transponder memory
High communication speed

High data capacity (user memory)

High data security

Data encryption/authentication capability

Multiple tag read capability with anticollision (50-100 tags)
Durability and reliability

Resistant to environmental influence

Reusability of the transponder

Hands free operation

Miniaturized (IC size <1mm?)

Very low power

3.2 RFID System Selection

“The Universal” RFID system which covers all application requirements does not
exist. The selection of the right RFID system for a specific application is difficult
and depends on a number of factors to be considered. The final solution may be
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Fig. 4 RFID technology selection parameters

something of a compromise between the various parameters and will represent the
“best fit.” The most important system parameters are frequency, communication
range, and cost.

The choice of the right frequency mainly dictates the communication range and
data rate based on the existing regional or worldwide regulations. The right fre-
quency choice in combination with the required features (e.g., memory size, secu-
rity, etc.) will dictate the design complexity. This complexity will be translated in
chip size on the tag side, and associated cost. Due to the high ratio between readers
and transponder used in the application, low transponder costs are essential.

For the implementation of RFID technology, additional parameters like standards
and system coexistence must be considered (Fig. 4). The use of application and
technology standards enables, a multiple sourcing of the system components and the
use of lower cost “of the shelf” products. In cases where an installed base already
exists, the coexistence (operation in parallel without interfering each other) of the
systems must be considered.

3.3 RFID ISO Standards

From the beginning of RFID and until a few years ago, most of the companies in-
volved developed their own systems, trying to improve the technology performance
to cover specific customer/application needs. All these solutions were based on sim-
ilar concepts, but smaller differences especially in the frequency and data coding
lead to interoperability issues of these technologies in the field and a “monopoly”
for the component sourcing. Users were bound to a single supplier with all the dis-
advantages related to a single source.
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Users and RFID manufactures recognized that this situation could not help to
enter new high volume applications where competition, multiple source, and inter-
operability are the main requirements. The best way out of this situation was to de-
fine International Organization for Standardization (ISO) standards [11]. Standards
may not provide the optimized cost and performance and mostly represent a com-
promise over all the available systems, but can guarantee the minimum functionality
and interoperability at least for the majority of the applications.

The most important RFID Standards defining communications cover the follow-
ing applications:

Animal identification
Item management
Logistics

Access control
Smart cards

Payment

e-Passports

Waste management

Low Frequency Standards 134.2/125 kHz:

ISO11784 — Animal ID code structure

ISO11785 — Animal ID technical concept

ISO14223 — Animal; Advanced transponders

ISO18000-2 — Item management; Air interface and protocol structure for LF

High Frequency Standards 13.56 MHz:

ISO/TEC15693 — Vicinity cards;
ISO/IEC14443 — Proximity cards;
ISOIEC18000-3 — Item management; Air interface and protocol structure for HF

Ultra High Frequency Standards 868/915 MHz:

ISO/IEC18000-6 — Air interface and protocol structure
EPC Gen 2 — Air interface and protocol structure (ISO18000-6C) [5]

There are also some additional standards available defining the Air interface
communication at other ISM frequency bands which mainly cover some niche
applications.

3.4 Frequency Regulation

To allow the use of radio frequency communication without interference from other
services, the frequency spectrum has been split in spectrum bands and assigned
to specific services which are allowed to operate within that spectrum. These are
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Fig. 5 Frequency spectrum

called primary services, like cell phone, astronomy, broadcast, etc. The frequency
spectrum is managed by the different national and international organizations like
ITU [12], FCC [8], ETSI [7], CEPT [3], ERO [6] etc. In addition to these primary
user bands there are some frequency bands defined which can be used by different
services. These bands are called industrial, scientific and medical (ISM). RFID is
not assigned as a primary user of a particular frequency band, and is only allowed
to operate within these general use ISM bands. The most important ISM bands for
RFID systems are following frequency bands:

125/134kHz, 13.56 MHz, 868/915 MHz, 2.45 GHz, and 5.8 GHz (Fig. 5).

There is not an ideal operating frequency, which can cover all application re-
quirements. Every frequency has its pros and cons, which are given by the proper-
ties of the frequency itself but also given from the regulation restrictions (level and
bandwidth).

4 RFID Systems and Applications

RFID systems [10,15] operate mainly in three frequency bands which are worldwide
available.

e LF - Low frequency
e HF — High frequency
e UHF - Ultra high frequency

4.1 Low Frequency (LF)

A large variety of applications are using LF frequency for the RF communication
(Fig. 6). Two basic systems dominate this band, FDX-B (Full Duplex) and HDX
(Half Duplex). The communication concept of these systems is different, but due
to their properties, both systems can coexist without interfering with each other. LF
systems use the magnetic component of the electromagnetic field.

At low frequency, the antenna volume and the form factor mean that tag volumes
may be higher than for tags in higher frequencies but this allows for higher flexibility
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and variations in the antenna design. The typical operating distance under normal
operation is around 1 m.

The applications with the highest volumes are animal identification, vehicle im-
mobilizers, access control, and leisure applications. The main tag form factors are
cards for access control, discs for industrial process control, and ear tags and glass
encapsulated transponders for animal identification. Glass transponders are used for
injection into pets and fish, as well inside boluses for ruminant animals.

4.1.1 FDX Technology

FDX systems use a communication concept, where, at the same time as the tag is

supplied with energy by the readers’ RF field, the RF field is modulated by the

tags modulator circuit. The field modulation is in accordance with the data to be

transmitted to the reader. Typically the FDX systems use amplitude shift keying

(ASK) as their modulation concept. The communication concept is shown in Fig. 7.
The characteristics of the FDX technology are:

RF frequency is used as system clock. No internal oscillator is needed
Simple, low cost implementation
Optimization of “Reader to Tag” and “Tag to Reader” communications cannot
be done. The final adjustment of the system is a compromise between the two
communication directions

e The system may be further compromised by using lower quality factors for the
resonance frequency circuits

e High signal to noise (S/N) ratio of the ASK modulation can result in reduced
performance and communication reliability

e The simultaneous presence of the strong reader RF signal and the weak tag re-
sponse signal (about —60dB) means that readers have to use sophisticated meth-
ods to extract the response signal from the field. The bit error rate of this com-
munication concept and data modulation is quite high

e Minimum number of components for the transponder (antenna and IC)
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Due to the continuous RF signal during communication, the system does not
need an additional external storage capacitor (CS) for operation, but some of the
systems use an external resonance capacitor (CT) parallel to the antenna (LT). Due
to the low capacitance of the resonance capacitor, this capacitor can be integrated in
the IC.

4.1.2 HDX Technology

HDX systems [13] use a communication concept, where the tag energy supply and
the response data communication take place sequentially. HDX systems use fre-
quency shift keying (FSK) modulation for the data communication from the tag to
the reader. The main difference between FDX and HDX systems is that the HDX
system needs a storage capacitor (CS) to store its energy for operation, before the
response of the data. During the so called “Charge Phase,” the readers’ RF field
induces energy in the tag which is stored in the charge capacitor. After the charge
phase, the reader switches off the RF field, and the transponder sends the response
using the charge capacitor as an “internal” power source. The communication con-
cept is shown in Fig. 8.
The characteristics of the HDX technology are:

e RF frequency cannot be used as system clock. An internal oscillator or clock
generation is needed.

e Sophisticated implementation concepts are needed.

e Optimized performance for the Reader to Tag communication, which means
High Quality factor resonance circuits can be used on the reader and tag side,
allowing higher induced voltages on the tag side.
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e During Tag to Reader communication (RX) the quality factor of the resonance
circuit of the reader is switched to a lower value, optimizing the bandwidth for
higher data rate communication. The adjustment of the system can be optimized
for both communication directions.

e The system performance can be improved by use of higher quality factors for the
resonance frequency circuits.

e The S/N ratio of the FSK modulation is lower and therefore the reliability of the
reception of the return signal is higher.

e The absence of the strong reader RF signal and the associated noise during the
response means a simple reader can be used and the bit error rate is quite low.

e It needs external storage capacitor, which due to the required capacity of 100—
300 nF cannot be integrated (Fig. 9).

Examples of LF transponders with different form factors are shown in Fig. 10
and Fig. 11.

LF readers Fig. 12 are available as mobile readers with internal antenna and
stationary readers with external antennae.
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Fig. 10 LF transponder form factor overview [17]

Fig. 11 Eartag transponders [1]

4.2 High Frequency (HF)

HF systems operate at 13.56 MHz, using mainly the FDX communication concept
as used for LF systems. HF systems also use the magnetic component of the elec-
tromagnetic field to transfer energy (Fig. 13).

Due to the higher frequency, there are some advantages compared with LF, such
as the ability to have higher data rates. Due to higher resonance frequency of the
antenna circuit, the inductance and the capacitance values used in the resonance
circuit can be reduced. The lower antenna inductance of the transponder means a
fewer number of turns (5-10) (Fig. 15) (compared to 200-300 turns for the LF
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systems), gives the possibility of being produced not only from copper wire but also
printed or etched on foil. These antennas are flexible and can be easily laminated in
a credit card or label form factor. These basic advantages lead to a lowered cost for
the system.

There is a variety of HF application. The higher volumes applications are bank-
ing/payment, [4] credit cards, access control, ticketing, item tracking, library, laun-
dry, drug pedigree (Fig. 16) and authentication, and supply chain management. The
typical operating distance under normal operation is about 0.7 m.

The main tag form factors are PVC cards, paper labels, and encapsulated tags.
The credit card sized tags (Fig. 15) are used for payment and payment applications
as well as access control and ticketing. Tags laminated in paper are mostly used for
item tracking and ticketing. Encapsulated tags (Fig. 17) are used for applications like
Laundries, where these tags have to withstand in the rough environmental conditions
such as humidity, temperature, and chemicals. The communication concept of HF
systems is shown in Fig. 14.

The characteristics of the HF technology are:

The carrier frequency is used as system clock. No internal oscillator needed.

Simple, low cost transponder.

Higher data rate capability.

Support of simultaneous identification of transponders (see Fig. 16) based on

collision avoidance protocols.

e The simultaneous presence of the strong reader RF signal and the weak tag re-
sponse signal (about —60dB) means that reader has to use sophisticated methods
to extract the response signal from the field. The bit error rate of this communi-
cation concept and data modulation is quite high.

e Minimum number of external components (only antenna and IC, Fig. 15).
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Fig. 15 HF transponders [17]

e Flexible tags on foil, which can be laminated (PVC or paper, Fig. 15).
o Worldwide regulation of frequency and power levels.

The tag is supplied with energy by the continuous presence of the RF signal
during communication; therefore the system does not need an additional external
capacitor to store energy for operation (Fig. 14). Due to the low capacitance of the
transponder resonance capacitor (CT), this can be integrated in the IC. In that case,
the components needed are an IC and an antenna (Fig. 14).
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4.3 Ultra High Frequency (UHF)

UHF systems operate in the frequency bands of 866-868 MHz in Europe, 902-
928 MHz in USA, and 952-954 MHz in Japan. The electric component of the elec-
tromagnetic field is used for energy propagation with backscatter modulation used
for the tag’s response (Fig. 19).
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The regulation of the UHF frequency band and power levels is different depend-
ing on the region of operation. This complicates the design of the systems which
must have the ability to operate in different frequencies.

The antennas used in UHF systems are typically dipole antennas. These antenna
can be linear or circular polarised depending on the application. Dipole antennas
are directional and do not radiate uniformly in all directions. These antennas are
normally etched on foil or printed and can be made very small, at a lowest cost.

One of the characteristics of UHF systems is the so-called “Multipath signal
transmission”: The signal radiated by a reader may arrive at the tag by different
routes. Depending on the object materials (floors, roof, walls, etc) in the operating
range, the signal may be reflected, and may arrive at the tag at a slightly different
time to the direct signal. This effect may cause field nulls (signal disappears) and
field peaks (signal amplified) which influences the system operation. In addition,
the signal may be absorbed (signal disappears) by the environment.

At the UHF frequency, tags are also sensitive to materials on which they are
attached. This influence can affect the system operating performance, and can be
mostly overcome by tuning/selecting the tags for the particular material.

The operating range of the UHF systems depends mainly on the regional reg-
ulation (frequency, bandwidth, channels, and power level). The typical operating
distance under normal operation is in the range of 1-6 m. The operating concept is
shown in Fig. 20.

The UHF system became very popular after the implementation of the “Gen2”
system protocol defined by the Electronic Product Code (EPC) organization [5].
These activities are supported by large worldwide operating retailers like Wal-Mart,
Metro, Tesco, Marks & Spencer, etc. The main applications targeted by the Gen2
system are the Supply Chain applications, Item management, and Logistics. Cur-
rently the growth in Gen2 protocol implementations is only modest partly because
the cost expectation <$0.05 for a complete tag cannot be achieved within today
(Figs. 21).
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5 RFID in Automotive

Automobile theft has increased year by year creating demands for extra vehicle
security systems beyond the mechanical key. Especially after boarders with Eastern
Europe fell in the 1990s, automobile theft has increased dramatically. European
insurances companies required immobilizer systems to decrease theft rates.

Different systems appeared on the market such as locks with pin codes and elec-
tronic contact sticks, besides the mechanical key. Systems with RFID transponders
appeared to be most convenient for the user because they did not require an addi-
tional process to start the engine, they were transparent to the user, and the RFID
transponder operated battery-less. Since the adoption of the immobilizer system
with RFID transponders the automobile theft rate decreased continuously in Eu-
rope. Immobilizer systems are now used worldwide and the majority of new cars
are equipped with immobilizer systems based on RFID technology. Immobilizer
systems were the first high volume application for RFID.

5.1 Immobilizer System

An immobilizer system (Fig. 23) consists of an RFID transponder (Fig. 25) and an
RFID transceiver to communicate with the transponder. The transponder is encap-
sulated in the mechanical key and the transceiver is located typically close to the
mechanical key lock at the steering column. The communication between transpon-
der and transceiver is typically controlled by the dash board control unit or engine
control unit.

Immobilizer systems operate at low frequency of 120-140 kHz. The transceiver
module is mounted at the ignition lock cylinder and the air coil antenna is mounted
around the ignition lock cylinder (Fig. 24). The transceiver module contains mostly
just an RFID reader ASIC and a few external components. Because of the short
communication range requirements of 1-5cm, both systems FDX and HDX are
commonly used. The communication time is unrecognized by the driver because it
is well below 100 ms.

Vehicle Base Station Immobilizer Key Device
Body LF Trans-
Control TX/RX <.::> E ponder
Unit i
n Unit LF
Channel

Fig. 23 Immobilizer system
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5.1.1 System Operation

The driver places the ignition key into the ignition lock cylinder and turns the key.
Not recognized by the driver the communication between transponder and trans-
ceiver is initiated by the control module. After successful verification of the key the
engine is started.

The first generation of immobilizer systems used fixed code transponders. Two
types of transponder were used for fixed code systems — Read Only (R/O) and Write
Once Read Many (WORM). Read-only transponders are factory programmed by
the transponder manufacturer with a unique number where no duplicate is allowed.
WORM transponders are programmed by the system supplier with a non-unique
number. Duplicates of such transponders can easily be made by programming of
“blank” transponders with commercially available RFID readers.
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Some immobilizer applications used rolling code technology. A read—write
transponder with EEPROM is reprogrammed after each successful immobilization
with a new number. At the next read cycle the new number is checked for a valid
immobilization. Advantage of this approach is that a transponder number is only
valid for one immobilization.

A different approach to increase the security level of the immobilizer system is
to use a password-protected transponder. The transponder responds only after the
reception of valid password. Typical passwords used have a length of 8-32 bits.
Advantage of this approach is that a transponder is secured against activation away
from the vehicle. An attacker may attempt to guess the password until the transpon-
der responds. This is quite easy if the password is just 8 bits but gets time consuming
if a password is 32 bits when each attempt has a communication time of 100 ms.

Today’s immobilizer systems use challenge-response authentication technology
with encryption key length of 40-96 bits. A random challenge number is sent to the
transponder. After calculation with an encryption module the transponder replies
with the encrypted response. The control module verifies the correctness of the re-
sponse signal before starting the engine.

In future, immobilizer systems require longer encryption keys. Across all car
manufacture it seems that the Advanced Encryption Standard (AES) with 128-bit
key length is the preferred encryption algorithm. Furthermore AES will also be used
for authentication of modules inside the vehicle.

5.2 Remote Keyless Entry System

First generation Remote Keyless Entry (RKE) systems (Fig. 26) were introduced be-
fore immobilizers were used. The RKE function was implemented as convenience
feature unlocking and locking doors within 10 m around the vehicle. They were bat-
tery operated and in case of an empty battery the door could be opened with the
mechanical key. Frequencies used in the UHF band are 315 MHz in the USA and
433 MHz in Europe. The first generation of RKE systems used fixed code transmis-
sion with lowest security. They were replaced by rolling code systems with higher
security level.

With implementation of the first immobilizers into vehicles the RKE system and
Immobilizer system were totally separated. The transponder was used for immobi-
lization and the RKE key was used for unlocking and locking of the car. Because of
cost reasons, both systems are today combined in a single integrated circuit [14].
A low frequency ferrite coil antenna is connected to the IC for the transponder
function and an UHF transmitter is utilized for RKE function. In case of an empty
battery, RKE does not work but the transponder is still functional to guarantee the
immobilizer function. Access to the vehicle is guaranteed by at least one mechanical
lock at the driver door.
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Fig. 26 Remote keyless entry system

5.3 Passive Entry System

Passive entry systems (Fig. 27) were introduced as convenience feature for the driver
as it is not necessary to press any button as with RKE devices. The driver only has
to go with the passive entry device (electronic key) to the vehicle and pull the door
handle. Once inside, the driver has just to push a starter button for the engine to oper-
ate. The passive entry device needs to be inside the vehicle for this operation. There
are basically two systems on the market: triggered and polling. Triggered systems
have detection switches at the door handles to initiate activation/readings, whereas
polling systems perform repeated reads with a repetition rate of about 500 ms.

Systems such as these require a precise detection of the key location — it is essen-
tial to determine if a key is inside or outside the vehicle. Starting the engine should
only be possible if the passive entry device is inside the vehicle and locking of the
vehicle should only be possible if the key is outside the vehicle.

The characteristics of the magnetic field are utilized to determine the passive en-
try key location. In the near field, the magnetic field strength declines with 60 dB per
decade, while in the far field it declines with 20 dB per decade (Fig. 28). Therefore,
low frequency is used for communication from vehicle to passive entry key. Several
low-frequency transmit antennas are located at the vehicle for proper system oper-
ation. The key itself consists of three channels to be independent of orientation. If
one channel receives a sufficiently strong low-frequency signal from the transmitter
it will wake the controller for data processing. The response signal from the passive
entry device to the vehicle is sent via UHF similar to RKE systems.

Immobilizer function is also guaranteed in case of an empty battery. The driver
has to either put the key in a slot and push the starter button or push the starter
button while holding the passive entry key a few centimeters from the starter button.
Access to the vehicle is guaranteed by one mechanical key lock at the driver door.
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Both Immobilizer and Passive entry systems typically use challenge—response
authentication because of the availability of two-way communication. Remote key-
less entry typically uses rolling code encryption because of one-way communica-
tion. Today there are many different encryption methods used. Most of them are
proprietary to a car or semiconductor manufacturer. Next generation systems will

use standardized encryption for immobilizer, passive entry, and remote keyless en-
try function.
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6 Conclusion

RFID systems described in the previous sections show technical concepts and the
wide use of this technology mainly in identification. Most of the current applications
have no or moderate security implemented. As RFID systems have proven their
technical maturity, new applications are identified which require increased security
requirements and dedicated encryption technologies. RFID will be used to extend
or replace currently used technologies to satisfy the new requirements. Following
applications are identified with increased security requirements:

Electronic passport, personal ID, divers license
Payment, credit cards

Drug pedigree

Automotive

However, technical maturity and technology improvements should not divert the at-
tention from privacy issues. Privacy will be a big challenge for all parties participat-
ing in the development of the new applications. Solutions to solve the privacy issue
will enable the success of the RFID systems in the new high security applications.
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RFID: An Anticounterfeiting Tool

Brian King* and Xiaolan Zhang

Abstract In this paper, we describe several applications concerning how an RFID
system can be used as an anticounterfeiting tool. We survey the security services that
are necessary for such RFID applications. We introduce potential threats to such an
RFID system and the necessary security services. We discuss security models for
the security services in an anticounterfeiting RFID system and construct a generic
protocol that can be used (i.e., slightly modified to fit the necessary application).

1 Introduction

RFID computing system is a technology whose use has become more and more di-
verse and has become pervasively applied in many environments. Initially the use
of RFID systems was limited to low-impact applications like inventory and antitheft
in the retail area [12,27,31]. However, today RFID computing systems have been
applied in sophisticated areas, such as in IDs and passports [28] and pharmaceuti-
cal pedigrees [32], where their impact is critical to the success. There are multiple
proposals of the use of RFID in future complex systems that will greatly impact the
efficiency of these systems.

In many cases, RFID has been implemented in a “behind-the-scene” scenario
such as in a distribution center. In some other cases, RFID has been used in a mer-
chant “antitheft” application while these tags are used in a manner that is directly
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interacting with consumers, these tags are removed once a purchase is completed.
Such applications of RFID do not impact privacy. However, as RFID is applied
in more sensitive applications, the RFID computing system will become more
pervasive, in terms of consumer effect, and so privacy and privacy-related issues
will become more and more important. In order to successfully apply RFID to sen-
sitive applications within the consumer mainstream, privacy preserving protocols
need to be developed. The RFID system should reveal information only to those
authorized and unauthorized parties should not be able to extract side information
from the RF communications.

Along with the identification function of RFID tags, anticounterfeiting is one
of the functions that tags will be able to provide [26]. Examples of its use in an
anticounterfeiting system include embedding RFID tags in Euro banknotes [35],
pharmaceutical products [13], or passports [19]. Anticounterfeiting is usually imple-
mented by authenticating an item remotely or semiremotely. The party who authen-
ticates the item is able to obtain its tag information as well. However, many RFID
systems will operate in complex environments, so adversaries may tamper the tag
information in many ways to fool the legitimate users of the wrong item. Preserving
integrity of tag data is key to trusting an RFID authentication system. Thus any pro-
tocol should consider integrity. Much of the past work on integrity mainly focused
on the trust of operations. Due to the complexity of transactions and the number of
custodians of a tag during its lifetime, an important focus should be on how to evalu-
ate the trust of tag information that has been obtained and modified by many parties.
For example in [37], we constructed a model, which we call perfect integrity of tag
information. This model can be used to evaluate protocols that provide integrity of
information and/or anticounterfeiting protocols. In an integrity (anticounterfeiting)
application, passive RFID tags could possibly be embedded into product to reduce
the cost. The chip may only be capable of preliminary computing like exclusive-or
and does not have a lot of memory space, perhaps about 1 Kbits. Although the tag
may have memory access control through a key, it should not be relied on, since the
key is usually transmitted clear in air, which will be stolen easily. So a more com-
plicated scheme is needed to provide a secure tracing against eavesdropping and
spoofing. In Sect. 3, we discuss more integrity problems and applications for which,
an anticounterfeiting RFID protocol can be applied.

The focus of this work concerns the use of RFID as an integrity tool, in par-
ticular its use in an anticounterfeiting system. In addition, we assume that the
applications will require consumer/bearer privacy. That is any successful anticoun-
terfeiting/integrity RFID protocol must preserve tag owner/bearer (those parties that
“possess” the tagged product) privacy. An outline of this chapter is as follows: First,
we provide an introduction. We then provide a brief discussion RFID technology.
Next we discuss the potential of using RFID as an anticounterfeiting tool and appli-
cations. We then discuss security design criteria. After that we discuss re-encryption,
an anonymity cryptographic tool that can be used for privacy. We then construct a
generic integrity (anticounterfeiting) protocol, which satisfies the integrity model
while preserving bearer privacy. We then conclude.
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2 RFID Technology

RFID stands for Radio Frequency IDentification. RFID tags are small integrated
circuits connected to an antenna, which can respond to an interrogating RF signal
with simple identifying information, or with more complex signals depending on the
size of the IC. They usually have very little memory (around several Kbits), some of
which are keyed read or write enabled such as Atmel 5561 [1]. One classification
is by source of power. Passive tags derive all their transmission and computation
power from the RF signal. It is inexpensive and less powerful. Active tags have
batteries and more complex. They are able to communicate over a longer distance
(over 10ft.) than passive ones (just over a foot).

RFID tag is a tiny chip that can be stimulated by radio frequency queries which
cause the tag to respond with the required data [34]. It has a pair of antennas and
very limited computational power and memory. A tag reader or RFID transceiver
wireless stimulates a tag and communicates with it. The data stored in the memory
of a tag can be accessed by read or write. RFID tags have been used for many years
to track and trace remote objects. Low-frequency tags are commonly used for ani-
mal identification and automobile key-and-lock, antitheft systems. High-frequency
tags are used in library book or bookstore tracking, pallet tracking, building access
control, airline baggage tracking, and apparel item tracking. Ultra-high-frequency
RFID tags are commercially used for pallet and container tracking, or for truck and
trailer tracking in shipping yards. Microwave tags are used in long-range access
control for vehicles.

A typical RFID system consists of a tag (transponder), a reader (transceiver),
and some means to process information, such as a computer. The reader queries the
tag for some information. The tag then responds with the corresponding informa-
tion. The reader then forwards such information to the data processing device via
reader’s network. The reader may be a handset device or a computer, which is ca-
pable of complicate computation, such as public key algorithm. An RFID system
usually operates on 868-956 MHz or 13.56 MHz frequency band. The higher fre-
quency ones have higher transmission range and smaller size. But they are easily
blocked by the presence of liquid intensive mass, even human beings. An RFID tag
can respond to multiple readers and a reader can talk to thousands of tags. Their
communication, in some applications, should be authenticated and confidential.

One typical use of an RFID system today is the Electronic Produce Code (EPC)
system [25]. A unique code is assigned to each object by means of a tag so that it can
be identified and traced remotely. The EPC system classifies tags [4] into six classes

Class 0 which is read only.

Class I write once and read many.

Class 2 read/write.

Class 3 read/write with on-board sensors

Class 4 read/write with integrated transmitters can communicate independent of
readers

Class 5 read/write with integrated transmitters can communicate with passive
devices
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Clearly as we move toward higher class of tags, not only do the tags possess
greater communication capabilities, but also the cost of the tags increase. Cost could
hinder the ability to pervasively employ tags. Today most tags used in practice are
Class 0 or Class 1 tags. As we move toward more complex applications requiring
greater functionality by the tag, we will see the use of higher class of tags. The
resulting increase in communication capabilities implies a greater risk due to some
security vulnerability.

3 RFID Anticounterfeiting Applications and Potential Threats

Traditional RFID systems were developed as a replacement for bar-code, deployed
and managed by one or few trusted entities so little or no security was required.
Today’s RFID applications have become more diverse and open. Anticounterfeiting
has become a fast growing field for RFID applications. For example, people have
begun to tag valuable items, such as banknotes, passports, or drugs, for the purpose
of additional authentication and trust. Anticounterfeiting is also a demanding se-
curity feature for new RFID applications, such as access control key cards, credit
cards, tollway payment, to prevent fraud and identity theft. The widespread use of
RFID inflames an already heated debate concerning privacy vs. RFID identification
technology. Privacy advocates may view the wireless tracing of personal items as a
violation to privacy. We could be unwarily tracked by other people for personal in-
formation, like the amount of money we carry, who we are, what we buy, where we
are, etc. Directly or indirectly, the potential use of RFID tag to spy on us is very real.

For RFID anticounterfeiting applications, preserving integrity as well as privacy
becomes a serious topic to study. The problem becomes difficult when future RFID
systems may be operated in complex environment that multiple parties of a variety
of trustfulness jointly manage the same system. In this section, we present some
typical applications, potential threats, and the challenges.

3.1 Motivation for RFID Anticounterfeiting Applications

In general, for an RFID anticounterfeiting system, the reader interrogates a tag,
not only for identification but also for verifying the identity. In some cases, the
reader may already know the tag identity prior to RF contact. RFID tag is used
as a means for additional authentication. The identity to be protected could be any
information associating with the property of the tag bearer. RF information provides
a digital fingerprint for these credentials, complicating the forgery process. In the
cases when a reader contacts a tag for both identification and authentication, tag
integrity consists of an important part for trust in a system.
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3.1.1 Financial Credentials

Euro banknotes, which are issued by European Central Bank (ECB), have been cir-
culated by the European Union for the last 10 years. The unification of the currency
system brings to Europe many commercial convenience and economic benefits.
However, the widespread use of Euros has increasingly made money management
more difficult. Counterfeiting banknotes is one of the most serious crimes. Accord-
ing to the biannual report of ECB [9], a total of 311,925 counterfeit banknotes were
identified and removed from circulation in the second half of 2003. Although many
antiforgery technologies have been adopted for the Euro, the Euro has become a
criminal favorite for money laundering. First, it is a valuable currency with a value
similar to the US dollar. Second, it has high denomination banknotes like the €200
and €500 (€ stands for Euros). Third, many countries accept Euros, so they facili-
tate the circulation of counterfeit banknotes through various channels. The circula-
tion of Euros between the many different countries of the European Union makes it
hard for the law enforcement agencies to trace the counterfeit money. These crimes,
related to the use of the Euros, have become so challenging that new technology has
been demanded to fight against them. The European Central Bank plans to put RFID
tags into Euro banknotes to defense against a variety of monetary crimes, such as
forgery, money smuggling, money laundering, etc. These tagged banknotes will be
harder to forge and easier to trace.

Visa, MasterCard, and American Express started experimenting contactless
credit card system empowered by RFID technology [33]. They expect that the new
system would speed up the checkout process compared with traditional magnetic
strip swapping card. Signature authorization may be waived for transactions below
$20. Researchers [14] found that RFID credit cards are vulnerable to many integrity
attacks. They are able to skim a credit card by an unauthorized reader, eavesdrop au-
thorized RFID sessions and clone credit cards. Using a tampered reader and a credit
card emulator, a “relay” attack could be performed to place a transaction on a nearby
innocent credit card. The credit card emulator first initiates a transaction with a real
reader. The credit card emulator relays any communication received from the real
reader to the tampered reader so it could use them to initiate a fraudulent session
with a nearby innocent credit card. In a similar manner, the reader relays information
received from the innocent credit card to the credit card emulator that responds to the
real reader. Effectively, a transaction is placed on the innocent card by the real reader
via communication redirection. To prevent these attacks, a card should be able to
recognize authorized readers and a reader should be able to identify real cards.

3.1.2 Merchandise Chains

Gillette! began to use RFID tags to label commodities and ship to Wal-Mart? ware-
house [3,27,31]. Logistically the product may transition through many entities that

! Global Gillette is a business unit of Procter & Gamble that mainly manufactures safety razors.
2 Wal-Mart is currently the world’s largest retailer.
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are individually operated, from Gillette manufacture, third-party warehouse, trans-
portation services, and Wal-Mart. Certainly Wal-Mart will be concerned that the
RFID tag information is altered by an unauthorized party after they have shipped
out from Gillette. In future, Gillette may extend tag life to collect user feedback.
Integrity of tagged product should be maintained to ensure that the data obtained by
Gillette from tags are authentic.

The United States Food and Drug Administration (FDA) has been considering to
use RFID tags to prevent counterfeit and adulterated pharmaceutical products [8].
Mostly due to its high development and manufacturing cost, pharmaceutical prod-
ucts are amongst the most expensive retail merchandise. The price of pharmaceuti-
cal products varies significantly due to variance of standards and regulations applied
on drugs in different countries. Some pharmaceutical products made in Canada, are
known to be much cheaper than their counterpart in USA. However, the United
States is reluctant to allow importing drugs due to lacking of method for integrity
check. On the other hand, high profit behind a drug price gap constantly fuels the
incentive for international drug trafficking and forgeries [20]. Drug counterfeiting
is increasingly threatening public health and consumer rights. It becomes an urgent
demand to authenticate pharmaceutical products in an effective way. RFID technol-
ogy can automate the identification of pharmaceutical products in a shorter time and
higher level of accuracy so applying RFID in inventory and prescription is expected
in the near future. It would be attractive when drug validation, anticounterfeiting,
prescription, and consumer inventory are solved by an all-in-one RFID tag through-
out manufacture, distribution, and postretail stages [15].

3.1.3 Personal Identification and Access Control

Many companies and hotels have used RFID contactless keycard for building ac-
cess. Compared with traditional keys, digital key cards have many security advan-
tages, that they are more expensive to copy and easy to disable after lost. Contactless
keycard provides fast access and is mostly referred to as a “wave.” However, secu-
rity is still a concern when RFID key cards are to be used for accessing very valuable
assets. People may still try to counterfeit RFID cards even at a higher cost, driven by
incentives to steal high profit from controlled assets. Enhancing integrity for RFID
key cards would be very desired.

As early as 20 years ago, US Federal officials had estimated that at least 30,000—
60,000 passports are fraudulent among the then 3 million US passport applications
received everyday [10]. Only 1,000 fraudulent passports (typically very obvious
ones) have been detected. Record shows that 80% illegal drug dealers and about
300,000 fugitives and terrorists are aided with bogus passports and visas, travel
freely over the world. To improve the integrity of passport, the US government has
been issuing passports including a 64-kilobyte RFID chip that contains the pass-
port holder’s personal information [30]. The contents on chip will include the name,
nationality, gender, date of birth, place of birth, and a digital photo of the passport
holder. This data will match the data printed on the paper of the passport. RFID
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technology is in use to improve the security of passports, making them difficult to
forge by criminals. However, wireless passports make people more concerned about
their identity safety. Especially since people carry passports where they are travel-
ing to foreign countries, into crowded international airports and sites within public
areas, which are usually unfamiliar places so people have little or no control over the
environment. If the passport is ready to broadcast chip contents to any receiver, it
would be a real danger to traveler’s privacy when some people try to gather passport
data for unauthorized background checking, identity theft, illegal tracking, or in-
vestigation. A Dutch company has already successfully cracked a weakly encrypted
Dutch-prototype RFID passport within 2 hours [5, 36], obtained all plaintext infor-
mation perfectly for a clone passport. So it would be equally important to study how
RFID provide integrity as well as keeping personal information safe.

3.1.4 Sensoring Network

Telepathx? plans to integrate RFID tags, crash sensors, and wireless mesh networks
to detect and report highway crashes [24]. They install RFID tags on guardrails,
utility pools, and other roadside structures. With a sensor inside, these RFID tags
are able to detect an impact and send it to the nearby remote transmission unit
(RTU), which is a part of a wide area wireless mesh network that has been already
implanted throughout Australia. The density of RTUs are about one every 250 m.
Each RFID tags can communicate to RTUs within range of at least 125-250 m.
The severity of an impact is accessed by the number of RTUs that are informed. A
small collision may only trigger a few RFID sensors while a large one may trigger
most of them along the guardrails. Currently the company is trying to improve the
sensitivity of the system to reduce false alarms. Besides infrastructure limits, other
sources of a false alarm may result from intentional tag tampering or counterfeit-
ing. The next step is to determine how much trust one can put on each RFID tag.
Anticounterfeiting tags would improve system trust and receive wide use.

3.2 Potential Threats and Challenges

As we see the utilization of RFID for anticounterfeiting becomes a demanding fea-
ture for many applications, the security of RFID system becomes a vital factor to
provide certain level of protection and trust. Moreover, these applications require ex-
tension of tag life and active range that a tag may be accessed by many parties at dif-
ferent time and location, with various levels of trust. For example, an RFID enabled
Euro bill may be accessed by your local bank, supermarket and even your neighbor
with a reader. In an open access RFID system, tags may operate in unknown or un-
trusted environments, exposing to attacks from various purposes. Malicious readers

3 An Australian firm operates remote monitoring systems.
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may intercept an authentic RF communications between a tag and a reader, attempt
to contact an authentic tag, or even tamper tag data. Tampered tags may spoof an
authentic reader with falsified tag information. Later, we will discuss the threats and
challenges to design an RFID anticounterfeiting system. Many of them are com-
mon to most RFID systems but these threats become more exacerbated for systems
specialized for anticounterfeiting.

3.2.1 Integrity

Integrity is a foremost concern, especially for anticounterfeiting systems. Leaving
“dirty” tags undetected aids the smuggling of “dirty” tag bearers. Even in regu-
lar RFID systems, serious integrity attacks could be everywhere. Example 1 and 2
shows some integrity attacks and their severe consequence.

Example 1 (Tag Integrity) Flex tag provides a user read and write memory space
on tag. For privacy protection, the tag is able to write many times. Tag-Pharmacy
programs the serial number of each product into attached tag memory space. A Flex
tag reader is installed at each checkout door to provide scanning-free check out
service. The cashier uses RF reader to read the serial number of each tagged item
in a cart without taking out individual items and sums the total payment. Alice hides
a Flex tag reader in her backpack when she was in store. She replaced the on-tag
serial number of the LuxLife hotpot that is worth $50 with the serial number of the
SimpLife hotpot that is worth $10. Then she placed LuxLife hotpot in an obscured
place in her cart during checkout. The cashier was not able to see the hotpot and
checked it out with the price of the SimpLife one.

Example 2 (Deny of Service) Tag-Mart becomes popular in the neighborhood af-
ter they adopted RFID technology. Bob was fired by his boss and holds a grudge.
He decided to do some destruction to Tag-Mart business. The next day after he was
fired, Bob brought a reader in his bag and reprogrammed the serial numbers of
all tags into random junk while he pretended to walking around the store. Soon,
all scanning-free checkout points were overcrowded with impatient customers who
were unable to checkout. Eventually Tag-mart had to close the store for a few days
to correct the tags’ serial numbers.

Hardware integrity attacks may involve tag cloning, memory tampering, repro-
ducing tagged items, and physical tag damage. These attacks are very threatening
but also expensive. Specialized hardware equipment has to be made to perform these
attacks. It is difficult to falsify a tag than readers mostly because tags are usually
embedded and encapsulated into tag bearers, such as in banknote papers. The con-
sistency of the physical appearance of tagged items should always be a big concern,
due to the potential of tampering resulting in forgery. One could conceive that soft-
ware attacks on a tag by a subverted reader would be easier and more prevalent
since readers are large in size and easy to modify both in software and hardware.
For these reasons, we focus mainly on software tag integrity throughout this chap-
ter. Most tags currently in use are read-only or write-once, such as EPC Class I
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and II tags. These tags are subject only to hardware integrity attacks. However, tags
without or with limited functionality as well as tags that are reused by different en-
tities will be at a disadvantage concerning privacy protection. Therefore, software
integrity is a concern for tags with general modification capability.

3.2.2 Privacy

Privacy becomes a real concern [3] when tags are massively implemented in the
mainstream, for example on banknotes, passports, credit cards, medicines, and
clothing. Further, in most anticounterfeiting applications, tags may carry and broad-
cast information that are very sensitive to individuals. People are worried when the
contents of an RFID tag are disclosed to unauthorized third parties, or even the ex-
istence of tag provides some traces of personal information. In addition to personal
privacy, some companies may worry about industrial espionage via unauthorized in-
terrogating of their RFID tagged packages or cargo. Adversaries may attack on-tag
data confidentiality or illegally track individuals by RF fingerprint.

Confidentiality was not a concern in traditional RFID systems, such as Auto-ID
that has been used in manufacturing, transportation, and inventory. The functioning
of tags are localized. Each company may have their own RFID identification system
and the system/data specification is not shared among companies. However, their
internal RFID system is unsecured. Each RFID tag broadcasts identification infor-
mation, usually a data stream of unique sequence number, in plaintext to the air, a
reading device supporting such tag type is able to receive the identification within
the range that the signal strength of such tag would be able to reach.* In lack of
authentication and communication secrecy, any reader is able to identify the tag and
further the item that this tag represents for. An unsecured system simplifies tag de-
sign and lowers the cost to manufacture. However, potential privacy problems rise,
as illustrated in Example 3, when an insecure system is directly applied within an
open environment, a person’s privacy is violated via unsecured tagging.

Example 3 (Confidentiality) Remote identification may infringe the legal privacy
of a person [21]. Tag-Library uses EPC Class I to tag library books. The tag mem-
ory stores the ISBN code of a book. Tags are not killed after checked out because
the library plans to reuse the tag after Alice returns the books. Alice loaned some
English classic novels from Tag-Library and kept them in a locked wood cabinet in
her office. Alice’s boss Bob is interested in the reading preference of his employees
5o he used an EPC Class I reader to remotely query Alice’s cabinet that contains her
books. Bob successfully retrieved all the ISBN codes and found the book titles via
Google search. Tag-Library unintentionally discloses to Bob the reading interests
of Alice that is legally protected personal privacy.

4 The reader’s range varies depends on the type of tags, from a few meters to hundreds of meters.
Both tags and readers will affect the reader’s ranges. Limiting reader’s range is one way for privacy
protection. However, unstandardized readers may boost the signal power of some tags and reach
them farther away. Privacy may still be a concern for some applications that requires long range
RFID tag.
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In general, the nature of remote access of RF tags makes privacy protection more
difficult. Even if the information that a tag contains is not sensitive or private, pri-
vacy violation may still occur. For example, when a person is identified and tracked
remotely via detecting RF signals from tags that are embedded in personal items.
Remote traceability does not produce a particular privacy problem for RFID sys-
tems. That is, other mobile devices, such as cell phones or WiFi computers, have
similar security concerns. However, unlike other devices, bearing active RFID tag
may be mandatory if tags are embedded into necessities and tag activities, like power
on or off, are out-of-control of the bearer. Sometimes people may not even be fully
aware of the existence of tags. Providing security against illegal remote tracking
in this sense is very important for RFID enabled merchandises gain general accep-
tance. Example 4 shows that tracking the location of a person without permission
becomes easier when RFID tags are widely used on the vehicles. The accuracy of
location tracking could be guaranteed by the limitation of RF signal broadcasting
range.

Example 4 (Tracking) An RFID toll card could be used to disclose some infor-
mation about the location of an individual’s car at a particular time. In a divorce
case [3], the wife claimed that her husband had an affair with the record from his
toll card as one of the evidence. The toll card was charged by a reader at a certain
location at a certain time where her husband never confessed being present. Unless
there was another person driving his car at that time, he had to come up with an
explanation for this errant.

3.2.3 Challenges

Modern cryptography provides many solutions to confidentiality and authentication.
However, hardware resources is the main limiting factor to secure an RFID system
by applying PC’s security tools. For communication between readers and the rest
of the network, we could consider using some algorithms that are currently used
on hand-held devices. The real challenge is to secure tags and their RF channels.
A typical RFID tag may only have a few thousand gates, less than one kilobyte
of memory, and limited and irregular power supply [16]. Since an RFID system is
an asymmetric system the proper computational burden on tag and reader does not
need to be equal. The proper computation load assignment between tags and readers
to perform expensive cryptographic algorithms, and a key distribution system may
vary depending on the application. In an open environment where multiple parties
may access the same tag at different times, the problem of how to distribute keys be-
tween readers that are loosely connected can be a hard problem. Further, we should
prevent illegal tracing, which can be done by changing the RF appearance of a tag.
Clearly the more security and privacy we have on a tag, the more complex of a pro-
tocol between tags and readers will be. If a protocol takes too much time, it may be
infeasible to implement due to the number of tags a reader needs to communicate in
a limited period of time.
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We should be aware that solutions for integrity and privacy may not be compat-
ible with each other in many cases. To prevent illegal tracing of tag data, there are
several existing solutions. One is to change the RF data (RF identifiers) frequently
so that a malicious party cannot identify a tag by recording the tag information in
advance. As shown in Examples 1 and 2, tags with modification capability are prone
to integrity attacks if data is written into tags in a wrong way. An immediate solu-
tion for integrity is to use a password for write access. Password protected write has
been already implemented in EPC Class I version 2, and EPC Class II tags. Class I
version 2 tags also generate a one-time pad to obscure authentication process. How-
ever, the adversary may still be able to acquire the password if s/he eavesdrops the
whole session. As for a stronger solution, one could use public key encryption au-
thentication protocol that has been commonly used in a computer system, but this
may require too much computational resources for a resource constrained RFID tag
to handle.

Here we summarize some design challenges to secure an RFID system. Due to
diversity and complexity of real world applications, it is impossible to find a panacea
for all problems. However, finding some generic solutions for a set of problems that
receives general interests is feasible:

1. Level of security required in some applications needs to be strong.

2. Due to limitation in physical size and cost, an RFID tag may not be able to
perform expensive computation, such as public key encryption schemes used on
personal computers.

3. Tags may be subject to intensive physical attacks, such as memory tampering,
brute force password attacking or cloning.

4. Current communication channels between tags and readers are open and inse-
cure. Many common computer network attacks, such as eavesdropping, imper-
sonating or DOS, could be translated to RFID system:s.

5. Because of the pervasive and invisible nature of tags, privacy protection becomes
an important issue. The consequences of a violation of privacy could be serious.

6. Multiparty, multilevel trust access may coexist in one system.

The solutions for security, privacy, and performance may not be compatible.

8. Specific requirement for each application varies in a way that it is hard to find a
one-fits-all solution for all problems.

~

4 Designing a Secured System

We have shown that an RFID anticounterfeiting system is prone to many attacks.
In this section, we will discuss concrete design factors and steps toward securing
an RFID system. First of all, we need to understand the functionality and levels of
protection that the proposed system is to provide, and the cost to provide them. It
requires a study of cost, software/hardware limitations, trustiness of access parties,
and potential vulnerabilities for the application. Then, we build a security model
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based on our requirements to describe our goal in a precise and accountable fashion.
The security model will be used to evaluate the competence of each implementation.
The model should include security requirements and cost for each functionality to be
implemented. The security model should be general enough to be implementation
independent and provide enough flexibility for various engineering decisions. An
iterative process of reviewing requirements and model refinements may be needed
for a complex system. To preserve integrity, completeness, and neutrality of the
model, it is recommended to have a stable model before actual implementation and
any modification of model should require a review of system requirements. The
next step is to actually design the system, specifically a suite of secured RFID com-
munication protocol(s) to implement desired functions. Customizing existing cryp-
tographic tools, RFID system architecture and technology or inventing new ones
may be needed for certain functionality. In the end, the system should be evaluated
against the security model iteratively to verify if it provides the necessary RFID
services with the necessary level of security.

4.1 Understand Requirement and Cost

For each targeted application, we should understand specific requirements of func-
tionality, performance, security, and privacy in detail to find the best possible solu-
tions within resource limitations.

The foremost questions are what data should each tag possess, who owns them
and the what is the level of sensitivity. We should distinguish the concept between
tag data and tag memory contents. Note the tag data is application oriented. In most
current applications, it is a bare serial number owned by the manufacturer. However,
the actual tag physical memory may contain other data besides an identification
number, such as the access password in an EPC Class I Version 2 tag. Such data is
not used for the purpose of the application but is used for auxiliary security functions
so we do not need to consider them at the first step. The data owners could be the
creator, modifier, or maintainer. Manufacturer is usually the owner of tag identifier.
Other tag data, such as logistic information, could be owned by distributors or other
parties. Data sensitivity describes the severity of damages if the data is disclosed or
tampered. Determining ownership and sensitivity is to understand security assets to
protect and is the first step toward a secured design.

Secondary, we determine the access privilege of each party that may contact the
tag. In a pharmaceutical chain, the manufacturer, distributors, retailers, and even
customers may access the same tag at a different time. It is very important to de-
termine who should access which portion of tag data. Access functionalities can
include read, write, and append. One may limit the maximum number of accesses
that a party is allowed for a particular memory asset over a given time period. If
necessary, we need to build an access model to classify trust levels and elaborate
access modes.
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Then the next step is to understand system limitations that are determined by
either technology or budget. From a security perspective, some constraints may en-
hance security but others may cause a security vulnerability. Each component in
the system has its own limitations. Here we focus on tag resource, tag access, and
reader’s range. Tag resource limits include physical removeability, the number of
gates (computational power and memory size), and power source. Physical remove-
ability, an important integrity property, describes how easily a tag could be removed
or replaced from the bearer without damaging the bearer. Current VLSI process
technology determines the maximal number of gates that could be crammed into
a certain area. The more gates available, the more computational unit and mem-
ory space will be available on tag. However, more working components requires
more power supply and advanced chip design, which increases the cost of the tag.
Since tags are to be attached into products in a high volume, people try to reduce
per tag cost while providing necessary functions. Tag access is limited by reader’s
range and memory access type. For different type of tags, reader’s range can vary.
A short reader’s range uses less power and provides more privacy protection. But
a long-range reader requires less readers and reduces infrastructure investments on
readers and reader’s network. Determining tag memory access type is another im-
portant aspect for system functionality and security. Readability and writability are
two access types. Readability tells the portion of memory contents that are able to
be accessed by RF read. Writability is the part of memory that is allowed to modify
or append via RF contact. For most tags, reader’s range varies from a few meters
to hundreds of meters. Physically tags are unremoveable in most applications, like
tagged banknotes. The number of gates are about 400—4,000 whose computational
power hardly can support symmetric key encryption [23]. Tags that cost a few dol-
lars could have memory around 1 Kbits with read and write access.

System reliability is another concern. Encryption errors, communication errors,
and hardware errors affect the quality of services, including security services. One
important part of a requirement study is the need to understand the probability of
system errors, faults, and failures. And we should learn the cost to improve reliabil-
ity in different ways and the tolerance thresholds for our particular application.

Lastly, we should build an adversary model for possible attacks. Adversaries are
considered as parties (readers) performing operations that they are not authorized
for. Such operations can be interleaving RF communication, querying a tag (try to
act as an authorized reader), spoofing a reader (try to act as a valid tag), tampering
tag physically, or performing DOS attacks by any means. An adversary may attempt
to eavesdrop RF signals, initiate or intercept a session. The most important part in
our adversary model is to decide the amount of resource, money, and time, available
for adversary to conduct each attack and the cost associated with them. For example,
we need to answer the following questions in order to analyze how an unauthorized
reader attempts to identify a tag:

1. How easy will it be for an adversary to acquire a compatible reader for this par-
ticular type of tag?

2. How often will a reader be able to enter within the communication range of the
tag?
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3. How many successful RF communication sessions does the reader need to make
to identify the tag?

4. How much computing is required for the adversary to process data? Computa-
tional resource can be an issue when one wants to hack an encrypted data.

Note that always assuming an adversary has unlimited resources is unrealistic
and it even prevents us to understand the practical security needs for a system. Due
to tag limitations, it is impossible to design a perfect secured protocol but it is highly
likely to have a secure one with reasonable adversary assumptions if we understand
the actual protection requirements and the implementation cost well enough.

An RFID system may need security services for confidentiality, integrity, and
availability to prevent various attacks. In some systems one must make sure the
communication between tags and readers are confidential and authenticated, in other
systems the information provided by the tags needs to be authenticated. Sometimes
the access (read or write) to the RFID systems, including tags, readers, and other
related equipment, should be classified for access parties. One of the design deci-
sions is to determine the necessary security to be included and the level of protection
provided.

4.2 Proposed Security Models

Security models provide a formal definition of security features that we wish to ac-
complish. They must be precise, accountable, and requirement oriented. They pro-
vide a tool for us to evaluate the security of real implementations so they must also
be stable, general, and neutral. In some past constructions, security models were de-
veloped from the idea and parameters of a particular protocol. And then the model
was applied to the protocol to assess the quality of security services implemented.
Juels’ model [17] and Ohkubo’s model [22] were developed in this way, and are
among the first security models proposed for RFID systems. Their models, together
with the protocols, provide a security solution as well as a proof for security. How-
ever, confining the scope of a model to one particular implementation intrinsically
limits the ability of the model to review a protocol as an outsider or verify alter-
native implementations. Some security vulnerabilities within a protocol may not be
able to be found by verifying itself with models that are built from it. Avoine [2]
proposed a protocol-independent adversary behavior model that could be applied
on any existing protocols. By using his neutral model, Avoine successfully demon-
strated the vulnerability of many protocols. Disconnection between models and pro-
tocols brings the model a neutral and critical texture. On the other hand, a security
model should be specific to one security requirement. A close connection to secu-
rity requirements improves the focus and precision of a model that could be used to
proof or disproof the security features that it was built for. Several security models
may be required for applications that requires several security services. The models
they choose should address security vulnerabilities that are specific to the applica-
tion. Security models should also be general enough for different applications to
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adjust their desired security levels. As we have shown in previous sections, RFID
applications vary in security requirements decided by a particular balance of de-
mand and budget. The model should allow users to adjust security parameters to
fit their practical needs. In an accountable and rigid fashion, the model provides
reasons for us to trust a protocol to a certain extent. A good security model should
answer the following questions about a security protocol:

What kind of attacks can the protocol resist?

How well does the protocol provides protection against these attacks?

In what situations does the security protocol fail?

How much does it cost an adversary, to break the protocol in various situations?
How does one specify the level of security, in terms of adversary advantage,
failure tolerance, or both?

6. Does the protocol allow one to adjust to different levels of security, if one wants
to upgrade or downgrade the level of security?

NS

An anticounterfeiting RFID application may require one or more security ser-
vices. They are privacy of tag data, privacy of bearers, integrity of tag data, and
availability of tag identity. Security models are to be developed to address these
requirements. Below is a list of concepts that a model may define for:

Availability of tag identities
Intrinsic integrity of tag data
Observable integrity of tag data
Confidentiality of tag identities
Confidentiality of tag owners
Indistinguishability of tag identities
Indistinguishability of tag owners
Forward and backward security

PN_ANE W=

Remote identification is one of the most important functionalities of an RFID
system. RF readers identify the identities of a tagged item by making RF interroga-
tions to that tag. Availability of identities means an authorized reader of item should
always be able to obtain the identity from RF contact. They should be able to verify
and distinguish the identity of this item. Any approach to block or spoof the RF
communication between a tagged item and an authorized reader is an attack on the
availability of the RFID system.

Intrinsic integrity is maintained on a tag if tag data can only be modified by
authorized reader in an authentic way. Many physical attacks, such as tag cloning
and memory tampering, break tag intrinsic integrity. Tampering tag memory space
via RF channel is a common violation of intrinsic integrity on unprotected writable
tags. Usually, it is expensive to maintain intrinsic integrity.

Observable integrity is preserved if there is no way that an unauthorized party
can alter tag data that goes unnoticed by parties that are authorized for that data.
Observable integrity is weaker but more practical for RFID integrity. Usually it is
easier to implement observable integrity and it is also the minimum integrity that an
integrity-sensitive RFID application should provide.
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Confidentiality of identities is to protect the identity of tagged item from reveal-
ing the identity to an unauthorized reader via RF access. A tagged item is identifi-
able only to a reader authorized for it. If a tag contains multiple fields of data that
are owned by different authorized users, each field must be separately available to
the parties authorized for that field. For RFID enabled personal items that the owner
always bears, such as eye glasses, the identity of owners should also be protected.
Confidentiality of tag owners (bearers) is to protect the identity of the person who
carries an RF tagged item. Confidentiality of tag identity and owners are essential
to privacy protection.

Indistinguishability of tag identities and owners prevents a tag or a bearer being
tracked remotely. More strict than confidentiality, tag identity should not only being
unidentifiable to unauthorized readers, but also the RF signature of that tag are in-
distinguishable to those from other tags. Otherwise, an unauthorized reader will be
able to trace and track a tag even without knowing its identifier. Tag owners should
also be protected from being traced illegally by RFID tags they bear.

Forward security [22] requires that past history of a tag is untraceable and invis-
ible to an adversary even if it acquires the current cleartext data on tag. Past history
could be RF read and write transactions made by other parties. A more general ver-
sion of forward security is that the past k’s transaction, where k is a finite number,
on a tag is untraceable and invisible to an adversary.

Backward security requires that past access history of a tag does not help an
unauthorized reader identify an tag better than guessing. The “history” is a finite
collection of pairs of information and results obtained from prior remote accesses.’
A reader’s membership could change with respect to time (i.e., within one’s history).

Any canonical language can be chosen to formalize a security model. For ex-
ample, Zhang and King’s model [37] described security using a probabilistic math-
ematical definition. Using formal language for definitions provides provability of
security when the model is to apply on protocols.

4.3 Designing Security Protocols and Review

During the design process, we should often ask the following questions to improve
our protocol iteratively:

1. What function do we need to implement?
2. Does this solution solve our problem? How well does it solve the problem?
3. Do we actually need this function? How can we implement it in a effective way?

Selecting suitable cryptographic tools for our protocol is a core design decision.
According to our security models, our aim is to choose the right security mecha-
nism that provides adequate protection at a cost within our expectation. Although

5 A access record may be acquired by eavesdropping other parties active session or this party’s
own query.
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cryptography provides many tools for confidentiality, authentication, and integrity
of different security levels, most of them are very computational resource inten-
sive. Tag’s physical limitation is the biggest challenge. When passive RFID tags are
used, the chip may only be capable of preliminary computing like exclusive-or and
does not have much memory space. Following are a list of concerns that need to be
considered in the design an RFID cryptosystem:

1. How much computing and memory resources can be utilized for encryption and
decryption, respectively? Where will encryption and decryption be performed, on
the tag or the reader or both? Readers have more resources compared to tags. So
it is recommended to place computationally intensive tasks on readers as much
as possible. This is especially the case when public key encryption is employed.
In cases where tags may not have the ability to perform public key cryptographic
computations, a suitable symmetric-key cryptosystem should be selected.

2. How are plaintext and ciphertext transmitted and stored? One should avoid trans-
mitting cleartext via RF. Even ciphertext should be cautiously transmitted in the
air because the eavesdrop of a static ciphertext may provide RF signature to trace
a tag or tag owner.

3. How is the key distributed? If key distribution is a problem, then we could use
a public key cryptosystem. But public-key cryptography is computationally re-
source intensive. Thus typically a symmetric key cryptosystem is chosen. The
security of symmetric key encryption relies on the security of both encryption
and decryption keys. Tags can share a key with reader when the membership of
readers is obvious. But it becomes difficult when the system scales.

In a large system, several protocols may be needed for transactions for many
purposes. For example, in a secured merchandise chain network, we need a protocol
for identifying tags, one for modifying tags, and one for verifying tags. Each may
be individually designed and used for an access party.

After we have a protocol, we scrutinize the security performance of our protocol
against our model. We should either be able to prove a security function or find a
security vulnerability. We then improve the protocol by fixing security holes. After
every fix, we need to check all security functions again to make sure new modifica-
tion does solve the problem without introducing another problem.

Example 5 illustrates an m-history backward secure RF protocol for indistin-
guishability of tag identities with some security assumptions, and also discusses the
security briefly for different security models.

Example 5 Suppose a cryptosystem is secure against adaptive chosen ciphertext
attack (CCA2) if it is impossible to recover the plaintext from the corresponding
ciphtertext without the secret key even if at most m ciphertext-plaintext pairs are
obtained. However, if more than m pairs are obtained by the adversary, the cryp-
tosystem can be broken with some probability p. Here we have a security protocol
for a simple RFID system. Tag identification data is stored in tag via ciphertext
encrypted by the cryptosystem. The decryption key is assumed to be delivered to
authorized readers safely. When a reader interrogates a tag, a tag simply responds
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with its ciphertext. After each access, the ciphertext is re-encrypted. Assume that re-
encryption process is secure and ciphertext never collide with previously used ones.
We could show that the protocol satisfies m-history backward security for identifi-
cation indistinguishability. With any access history of entries less or equal to m that
contains pairs of ciphertext and corresponding plaintext, an unauthorized readers
cannot decrypt the current ciphertext to identify the tag because of the CCA2 cryp-
tosystem. This protocol is weakened if the adversary acquires a history of length
more than m. She could hack the ciphertext with a success rate p. For a security
model that tolerates failure rate q and adversary advantage r, such that g+ r < p,
the protocol does not satisfy the requirement. For the case q+r > p, the protocol is
secure enough.

5 Re-encryption: An Anonymity Tool

Re-encryption is an important tool to ensure anonymity, and is used in many appli-
cations for which anonymity is a necessary security service, for example e-voting
and mix networks.

In general, a ciphertext C can provide static information. For example, suppose
that banknotes were RFID tagged, information concerning the note’s serial number
and denomination were encrypted with some bank-regulatory public-key and the
resulting ciphertext information was available via public query. Even though unau-
thorized parties cannot decrypt, this static ciphertext provides a “tracing signal” to
the unauthorized parties. That is, if Alice has RFID enabled-banknote which will
transmit ciphertext C, and Bob, who possesses a reader, comes in contact with Alice
then he will be aware of the ciphertext C. Later at a different location, utilizing his
reader if he observes this same ciphertext then he knows that Alice is located nearby.

By re-encrypting the ciphertext, the message that was encrypted does not change,
but the ciphertext does. Thus preserving anonymity.

Re-encryption is performed in various ways, for example if one uses the discrete-
log based cryptosystem El-Gamal [11] (or the elliptic curve variant) then any user
with knowledge of the public-key can re-encrypt an El-Gamal ciphertext without
knowing the original message.

Obviously any party who knows the cryptosystem, the message, and the public-
key can encrypt. Further, by using a random value can make the appearance of a
ciphertext look random and nonstatic. For example if we encrypt message m with
public-key PK we have C = ENC(PK;m). This forms a static ciphertext of the mes-
sage m. If anyone encrypts m, they would have the same ciphertext. For example in
a voting application, if m represents a Clinton vote then all Clinton votes would have
the same ciphertext. One can make the encryption nonstatic by selecting a random
value r and concatenating it to m and encrypting it,

C = ENC(PK;m||r). (1)
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The value r is called the re-encryption factor. In the context of this work, we assume
that the encryption of content is padded by random value as illustrated in (1), here ||
represents a concatenation. A re-encryption is generated by a party with access to m
by having them select a new random value r’ and computing C' = ENC(PK;m/||r’),
thus giving the ciphertext of message m a new appearance.

6 A Generic Protocol to Demonstrate Integrity of RFID
Information

In [38,39] we introduced an anticounterfeiting protocol that was first introduced
to protect the integrity of currency. This protocol was developed by enhancing and
improving the integrity features of the protocol described in [18].

As discussed earlier one can see that software and human attacks are attacks that
can easily be distributed over the network and replicated by others. These attacks
are a major hindrance toward using RFID as an anticounterfeiting/integrity tool. For
this reason, we focus mainly on software tag integrity throughout this chapter and
our generic integrity protocol is constructed to withstand software attacks.

We assume that the protocol is to be applied to demonstrate the validity of prod-
uct P. Further each product P will have a unique serial number S associated with it.
We denote that information that is written to the tag by the manufacturer by . Of
course there will be other information, denoted by I, associated with each product.
Initially 7 will be set equal to S||Iy. As the product moves through the supply chain,
modification may occur, when modification occurs, in order to provide integrity of
information /, one would need to make changes to the information /. This modifica-
tion to / would be limited to append only, any modification would need to be signed,
and the signing party would need to be identified. Thus at different times the infor-
mation / available on the tag is such that Jy C /. Serial number S and information
Iy will be signed by the manufacturer Zya = Sig(SKma; S||lo) where SKya is the
signing key of the manufacturer.

We assume that an authorized party needs to monitor the existence of product
P and its information from remote sources. The concerns of this party revolves
around the “authenticity of the product,” is it valid or counterfeit. Such an authorized
party could be a customs/border agent or law enforcement agent or some type of
regulatory official. We denote the authorized party by L. The intent is to provide
L with serial number S and relevant information which is denoted by I* where I*
is a subset of the information 7 satisfying Iy C I* C I. Authorized party £ may
wish to access S and I*, further in order to determine that this information is valid,
L needs Xya. This will be transmitted over the RF channel, but if transmitted as
cleartext this would violate privacy. Then it must be encrypted with the public-key
of law enforcement. However if we encrypt S, I*, X4, then this would form a static
ciphertext and could violate bearer’s (consumer) privacy. Thus, as recommended
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in [18], we use a random factor r and encrypt S,/*, and r, this is denoted by C =
Enc(PK;S||[I*||Zmal|r), where PK . is the public-key of authorized party £. As the
product P travels though the supply chain and consumer environment the ciphertext
can be refreshed by selecting a new r and re-encrypting it.

Our protocol will need to provide a cryptographic link between the serial num-
ber printed on the product and its RF ciphertext. We assume that the adversary is
not be able to remove/replace, physically clone, tamper or block a tag. Recall our
focus concerns software attacks and not on physical attacks. The tool we developed
creates a cryptographic binding between the RF signal and the Serial Number (opti-
cal key). This provides a way for the authorized party £ to verify the serial number
remotely. In order to protect privacy we use re-encryption where the static signature
that is available to £ (encrypted with L’s public key) is re-encrypted by parties who
encounter the product via the supply chain or by consumers who wish to protect
privacy.

On the product label we place the serial number S, the manufacturer information
Iy, and the manufacturer’s signature X4 of S and Iy. Thus this information is avail-
able optically. The RF access key is used for access control of cell functions that are
password protected, this key is denoted by d. Here d is computed using the optical
information Xya, so that d = h(Xya) where h is a cryptographic secure publicly
known hash function. This mechanism of constructing the RF access key from op-
tical access was first utilized in [18]. Note that not all cell functions are password
protected. Thus some RF cell functions are public and other RF cell functions are
“keyed.”

The organization of the RF cells is to support several security services. One se-
curity service we need to provide is the integrity of the product, that is provide some
type of pedigree of the product, where has it been, who manufactured it, is the prod-
uct valid or is it counterfeit. A second security service is to ensure remote RF access
of the product information to authorized parties and to deliver this information in a
manner that allows the authorized party to ascertain the authenticity of this informa-
tion. In the first security service it may be assumed that the party checking on the in-
tegrity has physical control so that the RF access key is readily available. To achieve
the second security service capability, RF communication is necessary, but the RF
communication cannot compromise privacy. A primary concern of our work is to en-
sure owner/bearer privacy while providing the necessary security services. As noted
earlier, encrypting RF communication will not protect the tag bearer’s privacy. In
order to successfully allow authorized parties to access information remotely there
must exist a publicly available RF channel. But the information available must be
private, hence encrypted. By using public-key cryptography authorized parties pos-
sessing the secret key can receive this information, however, to ensure bearer privacy
a static ciphertext cannot be used, so re-encryption will be necessary. At the same
time, “nonstatic ciphertext” is not sufficient to provide authorized parties the neces-
sary information, in that counterfeit information could be placed in the ciphertext.
What is needed is mechanisms that will allow the authorized party £ the means to
determine the authenticity of the information.
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Some aspects of the RF cell organization was inspired by Juels and Pappu [18].
Some of the improvements were first discussed in [38] and [39].

As the authorized party £ need to be provided the necessary product information
remotely, there must exist a RF cell for which this information is available pub-
licly. As discussed earlier, this need to be encrypted, thus there exists some RF cell,
cell v, for which C is available publicly. Here C = ENC(PK; S||I*||Zma||r) where
PK is the public-key of £ and r is a random value which is periodically changed
(re-encrypted) to refresh the ciphertext. Those parties interacting with the product
will need to follow Algorithm 2 to refresh C by selecting a new value r. A weak-
ness exists that some malicious party could modify the product information so that
information revealed by the remote access to £ is incorrect. For example suppose
product P has serial number S and manufacturer information /y. A malicious party
may wish to dupe £, and attempt to pass P as product P’ by placing an encryp-
tion of S, I */, and E{VI A the respective serial number and information of P’. Without
optical access to the product P, £ would not be able to determine the authenticity
of the serial number and information that they decrypted from cell y. Thus other
information must be available to £, to determine the authenticity of the decrypted
information. It is a necessity that there exists some mechanism that provides £ the
capability of verifying the authenticity of the decrypted ciphertext. This is achieved
by the following.

We require that the random value r, used as the re-encryption factor, is available
via keyed read (see cell §). But in order for the authorized party L to retrieve it
they would have to compute the access password d = h(Xpa ) and transmit it in the
clear. Rather than doing this, since this could violate bearer’s privacy, we require
the following. The hash of the serial number S is stored internally. Thus A(S) is
stored internally where we assume it cannot be (physically) altered. We denote this
place by cell . During the process of re-encryption the value W = h(r) is computed
and transmitted to the tag and written to the tag via a keyed write into cell ¢. We
then allow a public function called “compare” to the RFID tag cell €. A reader may
transit a binary string b to the tag, the tag will XOR the values in cell ¢ and cell @ to
compute the value V. If b equals the XOR value V, then the tag sends a “1”” otherwise
the tag sends a “0.” Observe that the value in cell @ MUST BE A(S), and that the
value stored in cell  SHOULD BE h(r) where r is the re-encryption factor.® Thus
the XOR value should be V = h(r) & h(S). After decrypting the ciphertext, £ will
have S, I*, Xya, and r. They compute b to be i(S) @ h(r). If the tag responds with
a “1” then they know with a very high degree of probability that the information
revealed to £ is valid. Note that though A(S) is static, the value r is random, thus
h(r) is pseudorandom, hence /(S) & h(r) is pseudorandom. Therefore from a privacy
point of view, little side information is revealed during the compare request, which
is a public RF function.

6 It is possible that a malicious party may have placed an incorrect value in cell @ in an attempt to
fool £. However by using a cryptographic hash function, it is infeasible that a malicious party can
find A(r') and S, such that h(r') & h(S") = h(r) ® h(S).
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The integrity of the product P is enhanced by providing those in contact with
the product additional information. As discussed earlier the serial number S, initial
information Iy and manufacturer signature Xya = Sig(SKma;S||lo) is placed opti-
cally on the product. The information [ is placed in cell p. Information is placed in
an append manner. Any appending of information will be signed by the party mak-
ing the appending. The details of this is achieved is discussed in Sect. 6.4. This in-
formation is available via RF cell p, in order to ensure privacy of tag owner (bearer),
this is keyed read and keyed append. Recall that the RF access key d is computed as
d = h(Zyma). The party which has physical access to the product thus can read and
append to cell p. Another aspect of checking the integrity of the information is to
check that the ciphertext in cell y is correct. The party with physical access cannot
decrypt the ciphertext since they do not possess the authorized party’s secret key
SK, but both the serial number S and [ are available with physical access (so they
can compute [*) and that the random value 7 is available in cell §. Consequently
they can compute the ciphertext C. Cell § is both keyed read and keyed write. The
algorithm which describes the modification of cell § is given in Algorithm 2.

The organization of the cells for the RFID tag is provided in Table 1.

Once a product completes the manufacturing process the following algorithm
Algorithm 1 is enacted to set up the optical and RF cell information of the tagged
product.

Table 1 RF cell organization

Internal
Hash of serial number h(S)

Optical
Serial number S
Signature Znva = Sig(SKwma: S| [o)
Manufacturer information Iy

RFID tag Mem.?
Ciphertext C = Enc(PKz;S||[I* || Zmal|r) cell y: rw
Encryption factor r cell 8: Tw
Hash of encryption factor w cell ¢: w
Exclusive-or h(S)®ew cell &: ¢®¢
Information 1 cell p: ta
Hash of serial number h(S) cell m no access

Note that the RF access key is static, but the chance of tracking tags by a static key is far less
than tracking by static tag responses.

4There are six kinds of access control for each memory cell: Normal read r, keyed read T, normal
write w, keyed write W, keyed append a, compare c. Key is h(Zva )

b We denote the value in this cell by V

¢ This value is not “stored in memory,” merely computed from cells ¢ and
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Algorithm 1 Initializing the tag

1: for all product P do

2:  Choose and print a unique Sp

3 Collect manufacturer information Iy »
4. Print Xyja < Sig(SKMA;Sp | |10.79)

5:  Compute RFID key dp < h(Zma)
6.
7
8

Compute /2(Sp) and burn into @
Compute I, = I p
: Setlp =Sp | |1(),79
9:  Keyed write I to cell pp
10:  Randomly select rp and key write rp to cell 6p
11:  Compute h(rp) and key write it to cell ¢p
12:  Compute and write Cp — Enc (PKz;Sp||I5||Zma||rp) into yp

6.1 How Re-encryption is Applied

As noted earlier, static ciphertext can be used to trace and so it can violate bearer’s
privacy. One solution is to periodically change/refresh the ciphertext. Observe that
any party with physical access to the product possesses the secret key d (since this is
obtained by the optical information). Thus any party with physical access can update
the ciphertext, so third parties with physical access apply Algorithm 2 to re-encrypt
the information.

Algorithm 2 Re-encryption algorithm

1: Randomly select r/, and RF keyed write 77 into cell 8p
2: Compute h(r},) and RF keyed write h(r5 ) into cell ¢
3: Compute and RF keyed write Cl, < Enc (PK.;Sp ||} || Zmal|r)p) into cell yp

6.2 User Verification of Product P

When a party UV comes in contact with product P, they should use the information
available to verify the authenticity of the product. Since this party has physical ac-
cess to the product they possess the optical information so that they can compute the
secret key d. Once they have the secret key they can obtain all information from all
of the RF cells. This party ¢/} should verify that all information on the tag is valid,
even those cells that are intended for other purposes. In particular, (/) must ver-
ify the manufacturer’s signature Xyia. Further ¢/} can obtain information / which
contains Iy, any additional information that has been written to I was appended and
this information must have been signed by the third-party modifier. The party /)
should verify all of the signatures that have been placed on I. Algorithm 3 illustrates
the complete verification process, if at any time the algorithm is aborted then the
product’s authenticity is invalid.
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Algorithm 3 User verification algorithm

1: for all product P to be verified do

2:  Optically read Xya, Sp,lop

3 if Ver(PKma; Zma; S» ||l p) is false then

4: abort.

5: if RFread Cp or RF keyed read rp fails then
6.

7

8

abort.
if Vp #h(Sp)®h(rp) then
abort.
9:  if any of the signatures contained in information / does not verify then

10: abort
11:  Compute I, from I'p
12: if Cp 75 EHC(PKL;SPHI%HZMA‘ ‘rp) then
13: abort.
14:  Randomly select 5 and RF keyed write r/, into cell 6p
15 Compute h(r/5) and RF keyed write A(r},) into cell ¢p
16:  Compute and RF keyed write C), < Enc (PK ;87|15 || Zma || ) into cell yp

6.3 Authorized Tracing of Products

Authorized party £ can track product P, provided they have access to the secret
key SK,. To be considered authorized, it is assumed that they possess or have the
means to possess SK . The manner in which the secret key SK . is distributed may
vary depending on the application. Further, to gain access of the key some type
of legal procedure may have to be conducted, the exact procedure is outside the
scope of our work. The algorithm that describes how authorized party £ verifies
the authenticity of product P is described in Algorithm 4. Again, if at any time the
algorithm is aborted, then £ has detected that P is invalid.

Algorithm 4 Authorized tracing algorithm
1: for all product P to be traced do
2 if RF read y (value will be Cp) fails then
3 abort.
41 Sp||Ip||Zmallrp < Dec(SKz,Cp)
5:  Compute Iy p from I,
6:  if Ver(PKma; Zmas Sp||lo,p) is false then
‘7.
8
9
0
1

abort.
Compute b = h(Sp) @ h(rp)
Compare b to RF cell € (value is denoted by Vp)
if Vp £ b then

abort.

—_—
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6.4 Modification of Information I

Depending on the product P, additional information (beyond the manufacturer in-
formation) may need to be collected. If additional information is collected, it should
be appended to the manufacturer information Iy to form /. Every time / is modi-
fied, the modifying party appends it to the previous information and then signs the
current information /. The signature of the modification would also need to be app-
ended to /. In addition, the modifying party needs to identify themselves. So

I — I||datal|Sig(SKmp; || data)||[IDyp

here SKyp and IDyp represents the signing key and identification of the modifying
party and || represents concatenation. In order to conserve memory, IDyp will rep-
resent some type of efficient encoding of the identification of the modifying party.

Counterfeit products have proven to be a great problem, causing great finan-
cial woes as well as health hazards. In several situations, counterfeit products have
emerged from import countries into the consumer mainstream. These violations of
the marketplace form a real danger to consumers. For example, Proctor and Gamble
has found numerous instances of counterfeit toothpaste [7]. In addition to the finan-
cial impact of this counterfeit toothpaste, it has become a serious health risk causing
several deaths. This problem can be relieved by applying an integrity protocol as
illustrated in the following example.

Example 6 The BriteWash toothpaste company has decided to tag their toothpaste
products. In order to demonstrate authenticity of the product they will apply the
RFID integrity protocol. Initially when manufactured they set the manufacturer in-
formation I to include the company’s name (CN), day, time, place of manufacturing
and product name (PN). Also included in I is the country of destination for which
the product is to be sold (denoted by DEST).

Iy — CN||day/time||PLACE||PN||DEST.

Then I is computed as
I — S||lp.

Later when the product is imported to the country of destination, the importer will
note the receivership of the product by signing it and update information I to include
this signature.

I — 1||IMPORTER||daytime||Sig(SKipp: Io| IMPORT ER||day/time)

The information I, which is provided to L, would be I.

Another example of a potential application of using RFID to determine authen-
ticity is in the area of pharmaceutical drugs. Numerous documented instances of
counterfeit drugs have been observed. For example in [29] counterfeit versions of
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the products Viagra and Cialis were imported into the market. The results of coun-
terfeiting can be quite lucrative. To demonstrate how to reduce the amount of coun-
terfeit pharmaceutical products we provide the following example.

Example 7 The RexWay pharmaceutical company has decided to tag pharmaceuti-
cal products to assure its authenticity. The manufacturer will initialize Iy to include
the company’s name (CN), day, time, place of manufacturing and drug name (DN).

Ip — CN/||day/time||PLACE||DN. (2)

Then I is computed as I — S||Iy. Afterwards since pharmaceuticals represent high-
cost and valuable products, each party of the supply chain needs to denote who they
are and sign when they are delivered the drug (become custodian, labeled CTD).
Also to ensure that the supply chain is clear, each party who possesses the drug will
include in its information the party to which they will be delivering the product to
(PTDT, party to deliver to). So information I will have the following form

I — I||CTD||day/time||PTDT||Sig(SKcrp;I||CTD||day/time||PTDT).  (3)

The potential members of the supply chain include (and their role):

1. Law enforcement/Regulatory agency.

2. Manufacturer. An entity within the manufacturing system, they produce, label,
and package drugs. They often determine the supply chain (routing) and verify
that each drug is delivered to the right pharmacy.

3. Internal distribution channel. An entity within the manufacturing system, they
store, and sell drugs. May often be the manufacturer.

4. External distributor. Registered merchants or firms (wholesaler, warehouse, etc.)
that deliver products from manufacture system to pharmacies. In some situations
manufacturer directly deal with pharmacies.

5. Pharmacy. Registered retailers or dispensers that sell drugs to end consumers. A

medical clinic is also a form of pharmacy in this sense.

Consumer.

7. Recycling center.

o

A memory estimate for the RF cell organization in Example 7 is as follows. Al-
though we indicated that there could be seven members of the supply chain, we will
assume that there is no requirement for consumers to designate ownership, other-
wise we would require a huge PKI. Further we will assume that the recycling center
does not need to designate itself as a custodian. Lastly, observe that manufacturer
could represent more than one member of the supply chain. So we really require
memory for at most four members of the supply chain (one of which is the man-
ufacturer). We assume that a short signature is used to sign, such as the scheme
described by Boneh in [6]. Thus we estimate the size of a signature to be 160 bits.
Assume S requires 64 bits. To estimate the size of Iy, see (2), we assume an efficient
encoding of company name (CN) and drug name (DN). We assume CN to be 20
bits, which allows for 220 different members. We assume day/time to be 6 bits and
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PLACE to be 12 bits. Lastly assume DN to be 20 bits. Thus [y is 2x20+ 6412 =58
bits. Initially / is 64458 = 122 bits. Assuming only four custodians of the drug, then
there are at most threes appendings, as illustrated by (3). An estimate for the size
of the final 7 is 122 bits + 3% (20 4+ 6 + 20+ 160) bits which is 740 bits. Let I*, the
information that is provided to the authorized party, equal Iy. We assume that the
re-encryption factor is on the order of 160 bits, thus the ciphertext C stored in cell y
is approximately 64 + 122 + 160 + 160 which is 506 bits. The re-encryption factor r
is stored in cell § is 160 bits. The value W = h(r) is stored in cell ¢, so 160 bits are
needed, As estimated above, we require 740 bits to store 7 in cell p. The value A(S)
is stored internally. Thus as a very rough estimate, we estimate 1,566 bits would be
needed. Current RFID technology does not support this amount of RF memory, but
as technology develops the cost of constructing such tag would decrease.

6.5 Security of the Protocol

As mentioned earlier, the goal of the protocol is to defeat a software and/or human
attack and not physical attacks on the tag. Physical attacks can always be created
given one has the expertise and resources. However, software attacks represent at-
tacks that can be distributed over the internet. Assessing the security of this protocol
from software-based attacks we assume the following. First we use a cryptographic
digital signature scheme, thus it is infeasible to create forgeries. We also assume
that each party protects the secret key and has constructed suitably strong keys.
We utilize a cryptographic hash function, which is preimage and collision resistant.
Further, we utilize the hash function to generate serial numbers, so they are unique.
Thus forgeries can be attempted but it is infeasible to generate a forgery without
the secret key. Further collisions of values (like serial numbers) can be attempted
but they too are infeasible. Now a malicious party could clone information from
product P’ and place in onto product P. However, such attempts will be discovered.
In [39] we established that when applying an integrity protocol as a banknote in-
tegrity tool, £ would be able to detect fraudulent behavior. More formally, in [37],
we constructed a model for integrity of RFID tag information, described as perfect
integrity of tag information. In [39], we established that a banknotes application of
the integrity protocol for authorized tracing satisfied perfect integrity of tag infor-
mation for L.

7 Conclusion

We have discussed several of the security challenges concerning the use of RFID as
an anticounterfeiting tool. Further, we have discussed several of the security threats
and vulnerabilities. Moreover, we have discussed the security design criteria, as well
as several security models. Lastly, we have provided a generic integrity protocol, and
illustrated the model with two examples that utilize the integrity protocol.
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RFID Security and Privacy

Tassos Dimitriou

Abstract Radio Frequency IDentification (RFID) is a method of remotely storing
and retrieving data using small and inexpensive devices called RFID tags. Products
labeled with such tags can be scanned efficiently using readers that do not require
line-of-sight. This form of identification, often seen as a replacement of barcode
technology, can lead to improved logistics, efficient inventory management, and ul-
timately better customer service.

However, the widespread use of radio frequency identification also introduces
serious security and privacy risks since information stored in tags can easily be re-
trieved by hidden readers, eventually leading to violation of user privacy and track-
ing of individuals by the tags they carry.

In this chapter, we will start by building some background on the types, char-
acteristics, and applications of RFID systems. Then we will describe some of the
potential uses and abuses of this technology, discuss in more detail the attacks that
can be applied to RFID systems and, finally, review some of the countermeasures
that have been proposed to date.

1 Introduction

Radio Frequency Identification (RFID) is a new technology for automated object
identification. An RFID tag is an electronic device that consists of an antenna and
an inexpensive chip, often smaller than a grain of rice, that can be read from distance
by a nearby reader. This device is typically attached to an object and upon request
it can return information related to the tagged item, such as product characteristics,
date of manufacture, date of purchase, and so on.
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RFID tags can be passive or active. Passive or semiactive tags get their power
directly from the signal broadcasted by a reader. This ability to draw power from
a nearby reader is what makes passive tags attractive; they do not need batteries,
so they can be smaller and cheaper opening a new way of interesting applications.
Active tags, on the other hand, have their own power source but are typically more
expensive and are used only in specialized applications.

Tags, of the “passive” variety, are often envisioned as a next-generation bar-code
technology, automating inventory procedures, thus cutting costs for manufacturers
and retailers. Their two most important characteristics are small size, which allows
them to be implanted within objects, and their ability to be read inside boxes, pallets,
etc. which does not require line-of-sight. Passive tags are consequently less expen-
sive and offer an unlimited operational lifetime. The tradeoff is that they have shorter
read ranges and memory capable of holding a very small amount of information.

Despite these limitations, however, RFID tagged items can have remarkable ap-
plications. One can imagine a future where passive RFID tags are in every human-
made object and even in some natural ones (such are animals or even people). This
would allow better tracking of items in complex automated chains and revolutionize
distribution networks, thus permitting goods to be traced from manufacturers to re-
tail stores. This may help companies combat theft or improve management of stock
and inventories in shops or warehouses (many industries and government agencies
in the US, including the Department of Defense, already mandate the use of RFID
tags by all of their suppliers [1,2]).

However, the introduction of RFID tags in all objects could also directly benefit
the consumer: One could imagine refrigerators issuing warnings about expired food
or about remaining bottles of milk. Laundry machines could select washing cycles
based on color and sensitivity of clothes. Waiting times at checkout lines may be
drastically reduced since RFID readers can scan tags at rates of hundreds per sec-
ond. Pharmaceutical products may be checked for being counterfeit or expired and
animals (or more controversially children) could be retrieved in case they are lost.

Despite this increased productivity and convenience, one must wonder about the
social consequences of a world full of tagged items. Will this pervasive use of RFID
tags open up the possibility for violating user privacy? Consider for example the
communication between tag and reader. The mere fact that this communication is
wireless and does not require physical contact opens up the possibility for abuse.
Currently, RFID tags respond to any reader request within range. Consequently,
a person carrying a tagged item effectively broadcasts a fixed identifier to nearby
readers. Thus anyone with a reader can read the information in the tag, potentially
violating the owner’s privacy.

To see how this new technology can be (ab)used, under today’s bar-code tech-
nology, an ABC wrist watch sold in Athens has the same bar-code as a watch sold
in Paris. With RFID, however, each watch carries a unique identification number
which could be tied to a particular person, the buyer of that watch. The person could
then be tracked if he/she ever entered the same store, or if they entered any other
store with an RFID reader at the premises. Eventually, the reader may be able to
identify that wrist watch, the time and date it was bought, where it was bought, and
how frequently one visits a particular store.
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In general, violation of privacy can have two forms: information leakage and lo-
cation tracking. The first form deals with direct information obtained from a tag
that may help in identifying the owner’s preferences and physical condition. For
example, information about medication may point to a particular disease, clothing
information may reveal a particular life style, and so on. One of the major worries
of privacy advocates is that purchased tagged items would link buyers to these spe-
cific items in central databases. Marketers could then use this information to build
personal profiles and target individuals with specialized sale offers. However, even
if tag responses are not tied to a particular product, static data can help in tracking
the whereabouts of a person. This second form of privacy violation can be achieved
by correlating tag “sightings” from multiple readers at fixed locations. Thus people
can be tracked by the tags they carry!

The use of RFID tags in products and everyday items offers many benefits for
both industry and consumers alike. The concern, however, is that this technology
can potentially be abused in numerous ways. Unless changes are incorporated at a
time when this technology is still developing, we may suffer the consequences later
on. In this chapter, we are going to describe some of the potential uses and abuses
of this technology and review in more detail some of the countermeasures that have
been proposed to date.

The remainder of this chapter is organized as follows: Section 2 aims to build
some background on RFID technology by giving more details about the types, oper-
ational characteristics and applications of RFID systems. Section 3 is the heart of the
chapter; it focuses on the security and privacy concerns introduced by the use of this
technology and presents possible solutions and countermeasures. It starts by listing
a set of requirements that should be true of any secure solution and then presents in
more detail the various approaches that have been proposed to date. While this list
by no means is complete, it serves to highlight the issues that need to be taken into
account when providing for secure and anonymous RFID transactions.

2 RFID Primer

At the highest level, RFID tags can be characterized as either active or passive.
Active tags require a power source and they may have limited lifetime if they are
powered by integrated batteries. Passive tags are of more interest to retailers for
various reasons: they exhibit indefinite operational lifetime, they require no battery,
and they can be made small enough to fit almost everywhere. They consist of an
antenna, that is used to receive power from a reader and send back information to
it, and a chip, whose simplest operation can be that of retrieving a unique ID that
identifies the tag.

The simplest approach for implementing a passive tag is the use of near-field
coupling. In near-field coupling, a reader first creates a magnetic field in its locality.
If the tag is placed in such a field, an alternative voltage will be generated in the
antenna’s coil, which can be used to power the tag’s chip. The data sent back to the
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reader typically uses load modulation, a technique in which a varying load is applied
in the tag’s antenna that eventually can be detected by the reader as a small change
in the current flowing through the reader’s coil. Different modulation techniques can
be used depending on the number of bits required in the tag ID as well as the rate of
data transfer. In near-field coupling, however, the range of communication between
tag and reader is proportional to ¢/27 f, where c is the speed of light and f is the
operational frequency. As f must be increased to accommodate for larger IDs and
higher data rates, this technique poses certain limitations and new tags have been
developed that are based on the concept of far-field coupling.

In far-field communications, tags are equipped with a dipole antenna which al-
lows the tags to be outside the reader’s near field, thus allowing for longer commu-
nication ranges. The technique used to send data back to the reader is called back
scattering in which some of the reader’s incoming signal is reflected back, thus al-
lowing the tag to communicate its ID. Far-field tags, by means of a larger antenna,
can achieve better data rates and longer read distances.

Passive tags can operate using a number of frequencies. Low-Frequency (LF)
tags operate in the 125-135 kHz range; they have a typical read range of less than
half a meter and a data rate of a few kbps. High-Frequency (HF) tags operate at
13.56 MHz, may have ranges up to a couple of meters and typical data rates of
tens of kbps. Ultra-High-Frequency (UHF) tags operate in the 860-960 MHz range
(also in 2.45 GHz), they can communicate in distances of up to tens of meters and
achieve rates up to a few hundred kbps. Typically, tags operating in UHF use far-
field communications and back scattering while LF and HF tags use load modulation
for tag-to-reader communications.

2.1 Standards

There have been many standards in the world of RFID, however, two important
families include those developed by EPCGlobal and those developed by the Inter-
national Standards Organization (ISO).

EPCGlobal is a consortium of several companies and universities that created the
standards for Electronic Product Code or EPC. The most important standard coming
out from EPCGlobal is the Generation-2 standard that was created to mitigate many
of the issues that limited the success of its Generation-1 standard (mainly interop-
erability issues for tags of the Gen-1 variety). Four classes of tags are distinguished
within Generation-2 that progressively build upon the properties of lower classes.
Class 1 refers to write-once read-many passive tags that carry unique ID, password-
based access control, and a kill switch that can be used in deactivating the tag at
a point-of-sale. Class 2 extends Class 1 passive tags mainly by allowing rewritable
memory and authenticated access control. Class 3 refers to semipassive tags that
carry an integral power source to supplement captured energy. Finally, Class 4 refers
to active tags that enable tag-to-tag communication, more complex protocols, and
ad hoc networking.
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ISO 18000 is a multistandard that specifies protocols for a number of frequencies,
including LF, HF, and UHF. One meeting point between the two families is the
incorporation of EPC Gen-2 Class 1 standard in the new ISO 18000-6 standard.
In addition to that, two other RFID standards are ISO 14443 and ISO 15693. ISO
14443 was created for proximity cards and RFID tags that operate at short distances,
typically in the order of several centimeters. ISO 15693, is a more recent standard
for both vicinity cards and RFID tags that typically operate at distances of about
1 m. Both standards operate in the HF band, while UHF is covered by EPC Gen-2
Class 1.

Another important development in the world of RFID standards is the estab-
lishment of the Near-Field Communications (NFC) forum that aims in integrating
mobile phones with existing passive RFID products based on near-field coupling.
The NFC standard is compatible with both ISO 14443 and ISO 15693 and allows
devices to operate as either a reader or a tag, thus allowing both transmission and
reception of data. One application of this technology is secure device pairing since,
for example, a mobile phone can communicate securely with others in the vicin-
ity by exchanging keys without the fear of eavesdropping or person-in-the-middle
attacks (physical proximity enhances security since an attacker that is present runs
the danger of being discovered). A complication of the wide-scale adoption of the
NFC standard is its incompatibility with the EPCGlobal standards which are based
on far-field communications.

2.2 System Architecture

An example of system architecture is shown in Fig. 1 consisting of a tag, a reader,
and a back-end database. RFID tags are relatively cheap nowadays but in order to
achieve greater penetration their cost must drop to a few cents per tag [3]. Upon a

Back-end
Database

Reader —_—
Tag Product info, etc.

Fig. 1 System architecture
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scan request by a reader, the tag responds with a unique ID that is transferred to
a back-end infrastructure for further processing. The tag is identified and particu-
lar info about the tagged product can be retrieved by means of accessing a system
database containing all possible tag identifiers.

Communication between tags and readers is wireless and is therefore subject to
eavesdropping. Thus most protocols aim to secure this part either by securing tag-to-
reader communications or by making tag responses indistinguishable from random
data (we will have to say more about this in Sect. 3). On the other hand reader-to-
database communications can be assumed to be secure since both reader and back-
end systems are more powerful devices and can handle the overhead introduced
by encryption. One issue, however, that needs to be remembered is that the use of
encryption should not affect the end-system’s performance. If the back-end database
does not have an efficient way to disambiguate the tag among (perhaps) millions of
concurrent encrypted tag responses, the database will become the bottleneck and
performance will be lost. Thus protocols must not only be secure but be efficient
as well. Scalability is therefore an important issue that affects protocol design and
choice of cryptographic tools.

Each tag carries a unique number called Electronic Product Code (EPC) as shown
in Fig. 2. The Header field allows for an expansion of the tag format to 64-, 96-,
and 256-bit versions. For the 96-bit format shown in Fig. 2, the EPC Manager field
defines the domain manager for the remaining fields. Object Class describes the
generic type of tagged product and Serial Number denotes an individual item num-
ber of 36-bits length.

This EPC serves as an identifier for the physical object carrying the tag, which
can now be recognized, identified, and tracked by the underlying IT-infrastructure.
Since information about objects should not in general be stored on the tag itself,
EPCGlobal has developed a lookup system by which such information can be sup-
plied by distributed servers on the Internet [4]. This system is called the Object
Name Service (ONS) and is similar in spirit to the Domain Name System for resolv-
ing Internet names. By using this system it will be possible to let parties dynamically
register any kind of EPC Information Service for the objects, e.g., the main manu-
facturer, suppliers, shops, or after-sale service providers, thereby opening the way
for new business ideas (however, for some security considerations regarding the
ONS, see [5)).

0L..0000AA89.000LLkF.000LL9DCO
E

lanager Number
bits

Fig. 2 Example of an 96-bit EPCGlobal tag
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2.3 Example Use

In this section, we review some of the basic applications of RFID technology along
with some privacy concerns regarding its use. Although this list is by no means
complete, it serves as indicator of how the technology can eventually affect our
every day life activities.

2.3.1 Supply Chain Management and Inventory Control

Perhaps the driving force behind the widespread adoption of RFID technology is
supply chain management and manufacturing logistics. RFID technology presents
a major improvement over bar-code technology in a number of ways. In addition
to their small size which allows them to implant within obje