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Abstract Network environments become more and more complex in terms of new
services, quality of service to handle and user demand for increasing
throughput. All these facts have to be performed in real time (or almost), and
consequently, network management and control are difficult to realise in this
continuously changing environment. The network is now unpredictable and
there is a real lack in the modelisation and simulation tools to handle this
dynamicity. In this context, agents and multi-agent systems seem to be good
candidates to provide a way to model and to manage the network dynamicity.
This is due to the fact that agents can perform tasks in an autonomous,
distributed, adaptable and cooperative manner. Our goal here is to model an
active network by using a multi-agent approach and more precisely a
behaviour based agent approach. Instead of representing the actions of the
network elements by complex algorithms, we rather describe them by their
behaviours which are usually simple and familiar words, inspired in part from
human behaviour. On this basis, we have made simulations of an active
network environment, and implemented different combinations of four
individual behaviours by using a multi-agent platform called Swarm. Results
of these simulations are significant and show that we do not loose important
packets (with priority) any more when we introduce a behaviour in the nodes.
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1. INTRODUCTION

The complexity (in terms of services and multimedia streaming) and
dynamicity of telecommunication networks are continually growing, making
network management, and control more and more difficult. The domain of
modern telecommunications is characterised by its continuous changes with
decentralised data and control, and mobility. The agent technology allows us
to manage such a dynamic world, due to its main characteristics namely the
autonomy, the ability to communicate with the others in order to solve some
common problems in a decentralised manner as well as learning aptitudes.

Our aim is to model an active network by using a multi-agent approach,
in order to include some intelligent and dynamic control to avoid congestion
and lost packets in order to get a better decentralised management task and
global performance of the network.

In order to obtain an agent-based model, several steps have to be
followed [5], (1) determine what we have to model, i.e. what are the entities
we need to represent, (2) decide what must be active in a network: will it be
nodes? (a certain percentage or all the nodes?), will it be packets? ( which
type of packets?) or the both of them?, (3) choose an agent model (number
of agents, their nature (cognitive, reactive, hybrid, adaptive,...), the relations
with the other agents (co-operation, negotiation, competition,....), (4) choose
the software platform that will be used for the implementation of our model,
(5) implement, verify and validate the model.

In this paper, we will not develop all the aspects of an agent-based
modelling, but we would rather present the behavioural approach and
benefits that are generated. We have implemented this approach with the
help of a software platform called Swarm.

The remainder of this paper is organised as follows. We first present the
target system of our modelling, i.e. active networks in section 2. Then, we
describe some behavioural modelling in other domains than network in
section 3. Some behaviours that could be applied in networks are proposed
in section 4, followed by the description of the simulations realised up to
now and the results obtained (section 5). In section 6 we conclude the paper.

2. ACTIVE NETWORKS - THE TARGET SYSTEM

An active network is a network in which some components are
dynamically programmable by third entities (operator, service provider,
applications, users) [8].

Active networks are classified by the following approaches:
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— active packets: where the deployment of services in nodes is conceptually
integrated to the user flow, and in which life span of a service depends
conceptually on the traffic in question;

— active nodes: where services are dynamically deployed in nodes, but not
in the same flow as the data processed by these services.

Several problems have occurred in current networks like the difficulty to
integrate new standards and technologies into the shared network
infrastructure, the poor performance due to redundant operations at several
protocol layers, and the difficult integration of new services in the existing
architectural model [13]. In order to solve these problems or at least a part of
them, many projects related to active networks (Smart Packets [12],
SwitchWare [1], COMPOSE [14], ANTS and Active IP (MIT) [16]...) are
currently being or are already developed in different universities.

Supervision and control of networks are certainly the predilection fields
of the active networks. Active networks are also used to make multicast
protocols more reliable. It allows to gracefully solve problems that result of
the implosion of the negative acknowledgement (NACK) and the useless
retransmissions. Active networks can be also used to avoid congestion that
may occur during the transmission of multimedia data, by allowing the
routers to ask sources to reduce their flows in case of congestion.

However, this new approach generates new problems, due to this
increment of complexity. There are new variables to be taken into account
and also new resources to be managed and protected.

We are mainly interested in the dynamicity and complexity introduced by
the active network concept through the active packets or active nodes.
Conceptually, nothing in that kind of network will remain static. This
dynamicity needs to be modelled and simulated and we propose the
behaviour-oriented approach to do it, because no tool in the
telecommunication area provides a real answer.

3. BEHAVIOURAL MODELLING

We propose to use behaviours to model the activities of the different
network’s elements. Thus, each element will have one or more behaviours,
and its interactions with the others will be based on that behaviour.
Moreover, instead of representing actions of network elements by complex
algorithms, we rather describe them by simple and familiar words, inspired
from human behaviour. We say for example that a node is faithful instead of
saying that it always sends its packets to the same node, by following the
same way, whatever the conditions of this route are. Thus, if a node A says
to a node B that its behaviour is faithful, it must not send it the actions that it
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is performing concerning the routing for example, because B can easily
predict them. The profile of a node will be the association of its elementary
behaviours, and interactions between the network’s nodes will be the result
of the interactions between their behaviours. The dynamicity of an active
network will be provided by the change of behaviour in response to the local
element’s environment,

We are mainly interested in behavioural modelling because there are
several successful behavioural simulations in other fields than networks
(road traffic simulation ([3], [10], [15])), biologic and social phenomena
simulation ([4], [6]). These fields are clearly as complex as the network area
and contain factors that are generally out of human control. Despite these
difficulties, scientists have obtain very good results, and have proven the
reliability of multi-agent simulations, and specially their utility in
understanding, explaining, and discovering new phenomena. For example,
road traffic simulations can be a good source of inspiration for us. After all,
in a telecommunication network, we face lots of problems that are also
handled in a road network such as traffic management, priority management.

A good example of these systems is Trafficopter [10], a multi-agent
system that provides fast and reliable way of assisting the driver of a vehicle
in deciding the most convenient route he has to take to reach his destination.
The behaviour of drivers is affected by the information on the traffic
conditions that lay ahead sent by the cars that are there now, or have been
there recently (helpful behaviour). This information can also be collected as
a result of a request sent by the driver (needy behaviour).

In the OLSIM project [3], [15], real time information on traffic is sent, in
order to affect the behaviour of drivers and consequently reduce the traffic.

All these behaviours model different entities in the system whatever this
system is.

4. BEHAVIOURS TO MODEL
4.1 What do we need to model?

The network entities that should be modelled are: nodes, links, and
packets.

According to our point of view, an entity is active if it has a behaviour,
which could change according to the state of the network (state of traffic and
neighbour nodes, etc...).

For the moment, packets do not have a behaviour; they are routed from
one node to another to carry data that might affect the behaviour and
decisions of covered nodes. This is also valid to links that are passive
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entities. Only nodes have one or several behaviours which modify the
actions that they are performing on data (packets). Data can be more or less
important depending on the quality the user is asking for its flows.
In our system, we distinguish three Qualities of Service [18]:
1. Premium packets have the highest priority. They have a total guarantee
for the required service : they are never lost, and are not delayed ;
2. Olympic packets belong to the second class of priority. Packets must
reach their destination (no lost) but with no guarantee of time;
3. Best Effort packets have the lowest priority. In fact, these packets are
routed only if the bandwidth is available, otherwise they are lost.
These classes are under study in the IETF (Internet Engineering Task
Force) normalisation group [18]. Each node has at least one behaviour that
reflects its actions and the set of conditions to which it responds.

4.2 What kind of agents ?

Agents can be reactive, cognitive, hybrid or adaptive depending of the
autonomy level, the capacity to reason or the ability to know their
environment. We have opted for adaptive ones because they support, by
definition, our goals. Adaptive agents are indeed entities that change their
behaviour in the light of changing circumstances; they can sense their
environment and act upon what they sense, hence the term adaptive [2], [5],
[7]- They can be therefore a good candidate to represent active entities, that
change their behaviour following the network states.

Adaptive agent simulations are often used in research to study issues that
are too complex to be addressed by any other way. They routinely are used
to model life and other complex, non-linear systems [9]. In this context, we
will use adaptive agent simulations to evaluate and to understand complexity
issues of the network environment.

4.3 Some behaviours in the network area.

The notion of behaviour of a node is important because it allows the
other nodes to acquire the profile of this node, and consequently be able to
reason and take new decisions on the basis of what should that node do, and
what should be its proper reactions.

In this paper, we will focus on the two following behaviours:

a) Careful: this behaviour consists to observe the state of the buffers with
the help of two thresholds (figure 1). When the buffer load is below 40%,
the node has no particular action to do. But when the first threshold is
reached, it starts to reject Best Effort packets coming from its own
sources. From 70% of buffer load (2™ threshold), the node rejects all
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Best Effort packets (even those coming from other nodes), and sends
control messages to its nearest neighbours;

Careless: the node starts to reject Best Effort packets coming from its
sources when the first threshold (60%) is reached, and rejects Best Effort
packets coming from its own sources and from one neighbour (router) if
the second threshold (90%) is reached. In this case, it sends control
messages to its nearest neighbours.

Careless behaviour 60 90
®

I no action ” reject }‘_

Careful behaviour

[re_]ecH send msg]

Ino action I | reject '|<__= | reject+ send msg I

Figurel. Careful and careless behaviours

These two behaviours have been implemented and tested in order to

demonstrate the benefit of the concept of behaviour in the network
management. Examples of other behaviours that have been defined but not
yet implemented are given in the following:

Faithful: is a node that never changes its routing tables; when an
Unfaithful node will change it according to the current state of the
environment;

Nationalist: if node A’s buffers are A% occupied, then it rejects packets
from the source which behaves in a different way than node A. The
priority is given to packets coming from nodes having the same
behaviour than A;

Self-seeking: is the opposite of the nationalist behaviour. In fact, this
behaviour can be applied if there is a hierarchy between behaviours and it
will consist to reject packets coming from nodes having behaviours that
belong to a less important class;

Thrifty: is an important behaviour because it avoids the existence of
useless packets. A is thrifty if it does not keep useless packets in its
buffers. In fact, if a packet P that must be routed to a node B has A as a
lifetime, and the minimum necessary time to achieve B is y>A, then A
will kill P. We can imagine also that when a Premium packet is lost the
node can reject packets belonging to the same flow;

Equitable: is a node that manages its buffers with equality vs inequitable
node that starts to process the one with the highest priority.
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4.4 Coexistence of behaviours

Including behavioural entities in the network is beneficial because these
entities can adapt (i.e. change) their behaviour to the current situation, taking
into account the profile of their neighbours, in order to make the most
convenient decision. But what can be more advantageous is the use of
entities that have more than one behaviour that tends to fill the gap of an
incomplete behaviour. In fact, each behaviour responds to a certain number
of situations and conditions but not to the whole condition. Including a
multitude of behaviours in the same node will make this one more watchful
to the changes in its environment, and therefore more adaptive, improving
thereby system performance.

4.5 Relations between behaviours

A node can adopt more than one behaviour at the same time; it may have
both careful and faithful behaviours for example. But in order to be coherent,
the node must not adopt contradictory behaviours simultaneously, and in
case this should happen, it will be considered as a node failure.

The relations between the different behaviours can be:

a) Contradictory: careful and careless behaviours are a good example of this
relation. Two contradictory behaviours can not exist in the same node at
the same time; if this case appears it will be considered as a failure node;

b) Complementary: two behaviours are complementary if the existence of
one of them is strengthened by the existence of the other. Thrifty
behaviour for example is strengthened by careful or careless behaviour;

¢) Indifference: this relation exists between two behaviours that affect
different parameters and are triggered by different factors. Nationalist
and faithful are indifferent behaviours.

4.6 Change of behaviours

An entity changes its behaviour as a result of the following events:

— reception of a packet from a node which asks it to adopt a certain
behaviour (distributed decision);

— change of the conditions of the current behaviour; the node must decide
what is the most convenient behaviour to the current network conditions
(local decision).

This entity can inform the other nodes of this change and especially the
nodes lying in the nearest neighbourhood but it is not mandatory. The other
nodes can reason on what they really know or on what they suppose to be
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true. This behaviour change can be followed by other changes at the
neighbourhood level and even at the entire network level.

S. SIMULATIONS

The aim of the present simulations is to measure the benefits introduced
by the behaviour concept in a node in terms of loss of Premium or Olympic
packets. There are of course other parameters that should be optimised like
the response time, the confidence interval, etc. According to the network
environment and the chosen parameter to optimise, one of the different
tested configurations fits best the current conditions.

The simulations are realised in a multi-agent platform called Swarm [17],
that provides a framework to simulate a large set of complex problems.
Swarm is a multi-agent, discrete event simulation, domain independent, that
is used in different projects. In the Swarm system, the basic unit of
simulation is the swarm, a collection of agents executing a schedule of
actions. Swarm provides object libraries of reusable components to build
models and analyse, display and control experiments on those models.

5.1 Parameters of the simulations

Our network topology (figure 2) is composed of six routers (1 to 6) and
eight clients (sources: la, 1b, 2a, 3a, 3b, 4a, Sa, 6a). A screen catch of that
topology is shown figure 3. The simulation environment is a two-dimension
grid, on which we place the network’s elements. Two kinds of entities are
represented: agents and objects.

5.1.1 Objects

The different objects of the simulation are: links (between two nodes),
packets (which move autonomously according to the decision taken by the
node; a packet has no goal and does not respond to any stimulus), queues or
buffers (contain packets waiting to be treated by the node).
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la

Figure 3. Network topology on screen
5.1.2 Agents

We have defined the following classes of agents:

— Service agent: processes packets lying in the node’s buffer. There are two
kinds of these agents: router service agent and client service agent. The
first one sends packets to other nodes according to the routing table and
their destination, while the second one is responsible of flow generation;

~ Queue manager: processes the packet arrival and places them in the
queue according to the current behaviour (taking into account the type of
the packet when the behaviour is selective, careful or careless, or without
caring about the priorities of packets (FIFO behaviour, C.f. 5.2);

— Master agent: monitors service agents and queue managers;

— Node agent: is the association of a service agent, a master agent and
several queue managers. It represents the entity in its environment.
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Each node possesses a static routing table. Packets are sent by a client to
another client. The time between two flows is 200 simulation steps. We
simulate the different flows in that proportion: 50% Best Effort flow, 30%
Olympic flow and 20% Premium flow. In the future we will adopt a 20%
Best Effort flow, 60% Olympic flow and 20% Premium flow proportion
which will be more realistic. Our choice here was to prove that no behaviour
will lead to an important loss of Premium and Olympic packets even if they
do not constitute an important percentage of the whole packets in the system.

The size of each queue depends on the number of input links (number of
input links *20), so queues of nodes 1, 2, 3 and 4 have 100 places, where
queues of nodes 5 and 6 have 60 places.

5.2 Implemented behaviours

Four behaviours have been implemented in the current simulations. A
node can have one of the following behaviours:

— FIFO: in that case, the node processes the packets in a FIFO manner; it
represents the current routers;

— Selective: the node places packets in the queue according to their priority,
but when its buffer becomes full, it will reject all packets even the
Premium and Olympic ones. Client agents have this behaviour by
default;

— Careful and careless: have been explained above (see 4.3).

The two last behaviours are different from the others by the fact that they
never loose Premium packets. These two behaviours reject Best Effort
packets in advance in order to gain time and buffer load. In fact, by starting
to loose Best Effort packets before the buffer becomes full, we let more slots
for Premium packets (and eventually Olympic ones) that should arrive later.
An important gain of time can be reached when we avoid to treat Best Effort
packets in the queue and to discard them (if the buffer is full) when Premium
packets arrive.

53 Results

We have made simulations with several configurations in order to see the
impact of the use of each behaviour on the node performances, and
consequently the global system. In this paper, we will focus on seven
configurations that will illustrate the main results that we got. These results
are given in Table 1 (I: careless, P: careful, F: FIFO, S: selective)

When all the nodes have queues which proceed in a FIFO manner (we
will call that nodes FIFO nodes) (figure 4), we have the worst results in term
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of global loss (35,16 %, Table 1). This result is decomposed into 42,66% of
Best Effort lost, 34,37% of Olympic lost and 22,97 of Premium lost.

In fact, by using selective nodes (figure 5), the global loss drops from
35,16% with the FIFO nodes to 30,55% with the selective ones. But we
cannot be satisfied with these results because the percentage of Premium and
Olympic lost packets remain important (Olympic packets represent 35,61%
of the lost packets, and the Premium ones 25%).

- =lolx
1500 — (ereialed packels
= Cunent packets
1000 Aurived packets
4 g — Lost packsts
o e == Lost pramium packels
~—— Losl olympic packets
1]
| Y I ! I T
0 1000 2000
lime

Figure 4. Configuration with only FIFO nodes

Table 1. Results of some simulations

Global loss | Best Effort | Olympic | Premium
(GL) in % | loss/GL loss/GL | loss/GL
FFF |[35,16 42,66 34,37 22,97
FFF
SSS {3055 39,39 35,61 25
SSS
111 29,17 98,87 1,13 0
111
PPP {3148 100 0 0
PPP
SPI [844 92,31 3,84 3,85
ISP
SPI |8,44 38,46 40,77 20,77
SPI
ISP |[10,06 100 0 0
ISP

Configurations with careless nodes only (figure 6) is better than the two
previous ones, because we loose only 1,13% of Olympic packets, the
reminder of loss concerns Best Effort packets. This is due to the fact that
when a node has this behaviour, it rejects Best Effort packets before that the
buffer becomes full, giving more space to Premium or Olympic packets that
should arrive. The loss of Olympic packets occur when the queue is only
composed of Premium and Olympic packets, and in this case the Queue
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Manager is obliged to remove one Olympic packet from the queue in order
to place the arrived Premium packet. This lost remains insignificant.

— Generated packels
1500 m%ﬂﬂﬁ
-g“m Lot packels
a = Lok premy o

Figure 6. Careless nodes only

Better results are achieved when all the nodes are careful (figure 7). In
fact, in that case, we do not loose Premium or Olympic packets, because we
start to reject Best Effort packets from low thresholds of buffer load in order
to let space for Premium or Olympic packets.

A configuration with the three behaviours (careless, careful and selective)
confirms the results obtained above (figure 8).
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Figure 8.2 S,21and 2 P nodes

In fact, node 1 which is selective here (Table 1 row 5, figure 9) looses
Premium and Olympic packets, whereas the node 3 (careless node) is
responsible of the majority of Best Effort packets’ loss. The number of lost
packets depends on the node’s behaviour and also on its position in the
network. In fact, we notice that the nodes 1 and 3 are always those that cause
the most loss because they are quite loaded (two sources) whereas the other
nodes have only one source, and so less traffic (see figure 10 where we
describe the node 4 in the same configuration than the node 1 in figure 9).
This is clearly illustrated in figures 9, 10, 11, 12, 13 and 14.
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Figure 11. Node 1 in all FIFO configuration
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N of the node |

Figure 12. Node 1 in all careless configuration

The simulations show that the use of routers having behaviours gives
better performance in terms of lost packets (Best Effort packets and
especially Olympic and Premium ones), than when we use FIFO routers.
This is due to the fact that we favour the processing of Premium and
Olympic packets by putting them in the head of the queue, and moreover
with careful and careless behaviours where we start to reject Best Effort
packets before the buffer becomes full in order to let more space to Premium
or Olympic packets that should arrive later.

i F'mhmn'!(‘n of the node 2 : =10] x|

Figure 13. Node 2 in the all selective configuration
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Figure 14. Node 3 in the all selective configuration

We proved through the different simulations that careful and careless
behaviours represent better results than selective one concerning the loss of
Premium or Olympic packets. Further simulations will be done by
introducing the time parameter and by implementing and evaluating other
behaviours, that should change in the light of the network change.

6. CONCLUSIONS

This paper presents a multi-agent simulation of an active network
realised with the Swarm platform. Using agents in telecommunication
network area is not new; many mobile agents platforms are used in many
projects (for more details see [11]), but our approach is however innovative
for three reasons: (1) the use of behaviour to model network entities, (2) the
use of behaviour to simulate the dynamicity of the network, and (3) the use
of simple concept inspired from the human model to name these entities. In
this light, many behaviours have been defined, but only four of them have
been implemented and tested in order to find the best combination regarding
the number of lost packets (Best Effort, Olympic or Premium). The first
results are really encouraging.

Adaptive agents are in a position to represent active entities, and will
allow the system to get better performance, because each entity will be able
to adopt the best behaviour regarding its local environment conditions, and a
global equilibrium will result of the different interactions of these
behaviours. This will be the next step of our research because it supposes
cooperation and interaction between agents.
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