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ABSTRACT 

Now t h a t  "random funct ions ' '  can be e f f i c i e n t l y  cons t ruc t ed ( [  G G M l ) ,  

w e  d i s c u s s  some of t h e i r  p o s s i b l e  a p p l i c a t i o n s  t o  cryptography:  
1) D i s t r i b u t i n g  un fo rgab le  I D  numbers which can be l o c a l l y  v e r i f i e d  
by s t a t i o n s  which c o n t a i n  only  a s m a l l  amount of s to rage .  
2 )  Dynamic Hashing: even i f  t h e  adversary can change t h e  k e y - d i s t r i -  
bu t ion  depending on t h e  v a l u e s  t h e  hashing func t ion  has  a s s igned  t o  
t h e  prev ious  keys ,  s t i l l  he can  no t  f o r c e  c o l l i s i o n s .  
3 )  Const ruc t ing  d e t e r m i n i s t i c ,  memoryless au then t i ca t ion  schemes 
which are  provably  s e c u r e  a g a i n s t  chosen message a t t a c k .  
4 )  Const ruc t ion  I d e n t i t y  Fr iend  o r  Foe systems. 
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1. INTRODUCTIOK 

I n  Our p a p e r  "HOW t o  C o n s t r u c t  Random Functions" ( [GGM]) , w e  have  
1) I n t r o d u c e d  a n  a l g o r i t h m i c  measure of  t h e  r a n d o m e s s  o f  a f u n c t i o n .  

(Loosely s p e a k i n g ,  a f u n c t i o n  i s  random i f  any polynomial t i m e  
a l g o r i t h m ,  which a s k s  f o r  t h e  v a l u e s  of  t h e  f u n c t i o n  a t  v a r i o u s  
p o i n t s ,  cannot  d i s t i n g u i s h  t h e  c a s e  i n  which it r e c e i v e s  t h e  t r u e  
v a l u e s  o f  t h e  f u n c t i o n ,  from t h e  c a s e  i n  which it r e c e i v e s  t h e  o u t -  
come of  independent  c o i n  f l i p s . )  
2 )  Const ruc ted  f u n c t i o n s  t h a t  a r e  easy  t o  e v a l u a t e  and,  n e v e r t h e l e s s ,  
ach ieve  maximum a l g o r i t h m i c  randomness, under t h e  assumption t h a t  
t h e r e  e x i s t  one-way p e r m u t a t i o n s .  

I n  t h i s  p a p e r ,  w e  describe i n  d e t a i l s  4 cryptographic  a p p l i c a t i o n s  
o f  t h e s e  "pseudo-random f u n c t i o n s "  : S t o r a g e l e s s  I D  Number D i s t r i b u t i o n ,  
Dynamic Hashing, D e t e r m i n i s t i c  Pr iva te -key  S i g n a t u r e  Scheme and 
I d e n t i f y  F r i e n d  or Foe. Before d e s c r i b i n g  t h e s e  a p p l i c a t i o n s ,  l e t  US 
recal l  some of t h e  d e f i n i t i o n s  which appeared i n  [ G G M ] .  

1.1 Poly-Random C o l l e c t i o n s  
L e t  I k  d e n o t e  t h e  se t  o f  a l l  k - b i t  s t r i n g s .  Consider  t h e  se t ,  

Hk, of a l l  f u n c t i o n s  f r o m  Ik i n t o  I k .  Note t h a t  t h e  c a r d i n a l i t y  of 
Hk is 2kzk. Thus t o  s p e c i f y  a f u n c t i o n  i n  Hk w e  would need k2k b i t s :  

an i m p r a c t i c a l  t a s k  even  f o r  a moderately l a r g e  k. Even more, assume 
t h a t  one randomly selects s u b s e t s  HtEHk of c a r d i n a l i t y  Zk so t h a t  
each f u n c t i o n  i n  H$ h a s  a unique  k - b i t  index: then t h e r e  is  no  poly-  
nomial t i m e  T u r i n g  Machine t h a t ,  g iven  k, t h e  index of  a f u n c t i o n  
fcHk and ~ € 1 ~ '  w i l l  e v a l u a t e  f ( x ) .  

1.e. t o  c o n s t r u c t  f u n c t i o n s  t h a t  can be e a s i l y  s p e c i f i e d  and e v a l u -  
a t e d  and y e t  c a n n o t  be d i s t i n g u i s h e d  from funct ions  chosen a t  random 
i n  Hk. Thus w e  r es t r ic t  o u r s e l v e s  t o  choose f u n c t i o n s  from a s u b s e t  
Fkc Hk where t h e  c o l l e c t i o n  F = IFk} has  t h e  fo l lowing  p r o p e r t i e s :  

1) 
w i t h  it. 
2 )  Poly-time E v a l u a t i o n :  There e x i s t s  a polynomial time Tur inq  
machine t h a t  g i v e n  a n  i n d e x  of  a f u n c t i o n  fEFk and a n  i n p u t  x, corn- 
p u t e s  f (x). 
3 )  Pseudo-Randomness : N o  p r o b a b i l i s t i c  a lgor i thm t h a t  r u n s  i n  t i m e  
polynomial i n  k c a n  d i s t i n g u i s h  t h e  func t ions  i n  Fk from t h e  f u n c t i o n s  
i n  Hk. 

More p r e c i s e l y :  i f  t h e  c o l l e c t i o n  F passes  a l l  polynomial  t i m e  
s t a t i s t i c a l  t e s t s  for f u n c t i o n s ,  where t h e  not ions  " s t a t i s t i c a l  t e s t  
f o r  f u n c t i o n s "  and " p a s s e s  a t e s t "  a r e  hereby def ined .  

# 

Our g o a l  is  t o  make "random f u n c t i o n s "  a c c e s s i b l e  f o r  a p p l i c a t i o n s .  

Indexing:  Each f u n c t i o n  i n  Fk has a unique k - b i t  index a s s o c i a t e d  
(Thus p i c k i n g  randomly a f u n c t i o n  fEFk is easy . )  



A polynomial time s t a t i s t i c a l  t es t  f o r  funct ion is  a p r o b a b i l i s t i c  
polynomial t i m e  a l g o r i t h m  T t h a t ,  given an input  k and access  t o  a n  

o r a c l e  of f o r  a f u n c t i o n  f : I k - >  I k ,  
T can query t h e  oracle Of o n l y  by w r i t i n g  on a s p e c i a l  query-tape some 
yEIk and w i l l  r ead  the o r a c l e  answer, f ( y )  , on a sepa ra t e  answer-tape.  
A s  usua l ,  Of p r i n t s  i t s  answer i n  one s t e p .  

L e t  F={FkI be  a c o l l e c t i o n  of func t ions .  W e  say t h a t  F passes 
t h e  tes t  T i f  f o r  any polynomial Q ,  f o r  a l l  s u f f i c i e n t l y  l a r g e  k :  

ou tputs  e i t h e r  0 o r  1. Algori thm 

F where pk denotes  t h e  p r o b a b i l i t y  t h a t  T outputs  1 on inpu t  k and 
access  t o  an o r a c l e  f o r  a func t ion  f randomly chosen i n  Fk. 

p r o b a b i l i t y  t h a t  T o u t p u t s  1 when given the  input  parameter k and 
access  t o  an o r a c l e  Of f o r  a func t ion  f randomly, picked i n  H k ( i . e .  a 
random f u n c t i o n ) .  

Such a c o l l e c t i o n  of  func t ions  F w i l l  be c a l l e d  a poly-random 
c o l l e c t i o n .  Loosely speaking ,  d e s p i t e  t h e  f a c t  t h a t  t h e  f u n c t i o n s  i n  
F a r e  easy  t o  select  and easy  t o  eva lua te ,  they w i l l  e x h i b i t ,  t o  an  
examiner wi th  polynomia l ly  bounded resources  , a l l  t h e  p r o p e r t i e s  O f  

randomly s e l e c t e d  f u n c t i o n s .  

p: is t h e  

The above d e f i n i t i o n  i s  h igh ly  cons t ruc t ive .  In[GGM] it w a s  
shown how t o  t r ans fo rm any one-to-one one-way func t ion  t o  an a l g o r i t h m  
AF €or  a poly-random c o l l e c t i o n  of  func t ions  F. The c o n s t r u c t i o n  i s  
i n  two s t e p s :  f i r s t ,  us ing  Yao's cons t ruc t ion  (see Appendix A )  t o  
t ransform a one-to-one one-way func t ion  i n t o  a Cryptographica l ly  
Strong Pseudo Random B i t  gene ra to r  (CSPRB-generator) ; nex t ,  u s i n g  ANY 

CSPRB-generator t o  c o n s t r u c t  a poly-random c o l l e c t i o n  (see Appendix 
9 ) .  However, f o r  p r a c t i c a l  purposes w e  w i l l  consider  on ly  poly-random 
c o l l e c t i o n s  whose unde r ly ing  CSPRB genera tor  i s  f a s t .  
Ef f ic iency  c o n s i d e r a t i o n s  

I n  the  r e c e n t  y e a r s  many CSPRB genera tors  have been proposed 
( [BBS 1 ,  [BM] , [ G M T ]  , [Y 1 ) , based on var ious  i n t r a c t a b i l i t y  assumptions 
and demonstrat ing v a r i o u s  degrees  of  p r a c t i c a l i t y .  

Using t h e  new r e s u l t s  of Chor and Goldreich[CG] it i s  now p o s s i b l e  
t o  c o n s t r u c t  f a s t  CSPRB gene ra to r s  which a r e  "equivalent"  t o  f a c t o r -  
ing: On inpu t  a k - b i t  long  seed ,  t hese  generators  ou tpu t  l og  k b i t s  a t  
the  p r i c e  of one modular m u l t i p l i c a t i o n  of two k -b i t  long i n t e g e r s .  
Fac tor ing  k - b i t  l o n g  i n t e g e r s  i s  poly ( k )  reducable t o  d i s t i n g u i s h i n g  
t h e  sequence gene ra t ed  by t h e s e  genera tors  from t r u e l y  random 
sequences.  

Le t  T denote  t h e  average  time needed f o r  generat ing one b i t  i n  t h e  
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underlying g e n e r a t o r  used i n  ou r  cons t ruc t ion  of a poly-random col- 
l e c t i o n .  Then, e v a l u a t i n g  a func t ion  chosen a t  random from Fk can 
be done i n  t i m e  0 (k2T) . 
1 . 2  Comparison w i t h  CsPm genera to r s  

The fundamental  d e f i n i t i o n s  and p r o p e r t i e s  of  Cryptographica l ly  
Strong Pseudo-Random B i t ( C S P W 3 )  genera tors  a r e  given i n  Appendix A. 

I t  i s  a t h e o r e t i c a l  cha l l enge  and an extremely use fu l  t a s k  t o  
f i n d  t h e  most g e n e r a l  p r o p e r t i e s  of randomness t h a t  can be achieved  
by e f f i c i e n t  pseudo-random programs. 

L e t  u s  cons ide r  t h e  e f f e c t  o f  such programs on p r o b a b i l i s t i c  
computation. 
CSPRB gene ra to r s  c u t  down t h e  number of  co in  tosses  

q u i r e s  k t  random b i t s  is  t r i v i a l  i f  w e  a r e  wi l l i ng  t o  f l i p  kt c o i n s .  
A very i n t e r e s t i n g  f e a t u r e  of  CSPRB genera tors  i s  t h a t  they gua ran tee  
t h e  same r e s u l t  of t h e  computation by f l i p p i n g  only k co ins!  

Poly Random C o l l e c t i o n  c u t  down t h e  s to rage  as wel l  

Performing a p r o b a b i l i s t i c  polynomial-time computation t h a t  re- 

The e x i s t e n c e  of poly-random c o l l e c t i o n s  allows t o  s u c c e s s f u l l y  

r ep lace  a random o r a c l e  ( f u n c t i o n )  , i n  any polynomial t i m e  computat ion,  
by k random b i t s .  

It  should be  n o t i c e d  t h a t  computing wi th  a random o r a c l e  is d i f -  
f e r e n t  from computing w i t h  a co in .  I n  f a c t ,  t h e  b i t  a s soc ia t ed  w i t h  

each s t r i n g  x, n o t  o n l y  i s  random, bu t  does not  change i n  t ime and i s  
s t o r e d  f o r  f r e e !  The advantages of the  random o r a c l e  model a r e  
c l a r i f i e d  by a l l  t h e  a p p l i c a t i o n s  d iscussed  i n  t h e  fol lowing s e c t i o n s .  

Aqain, i t  i s  t r i v i a l ( s e e  Appendix C)  t o  s imulate  a computation 
wi th  a random o r a c l e  ( f u n c t i o n )  t h a t  i s  quer ied  on k t  i npu t s  i f  one  
i s  w i l l i n g  t o  use  kt  b i t s  o f  s to rage .  
poly-random c o l l e c t i o n s  i s  t h a t  they guarantee t h e  same r e s u l t  o f  t h e  
computation by u s i n g  on ly  k b i t s  of s torage!  
Sharing Randomness i n  a d i s t r i b u t e d  environment 

A very i n t e r e s t i n g  f e a t u r e  O f  

An a d d i t i o n a l  advantage o f  ou r  so lu t ion  i s  t h a t  i t  enables  many 
p a r t i e s  t o  e f f i c i e n t l y  s h a r e  such an f i n  a d i s t r i b u t e d  environment.  
By sha r ing  f w e  mean t h a t  i f  f i s  evaluated a t  d i f f e r e n t  t i m e s  by 
d i f f e r e n t  p a r t i e s  on t h e  same inpu t  x, t h e  same value f ( x )  w i l l  b e  
obta ined .  Such s h a r i n g  is  e f f i c i e n t  a s  it can be achieved by an  i n i -  
t i a l  s t e p  which c o n s i s t s  of (1) One p a r t y  f l i p p s  k co ins ;  and ( 2 )  A l l  

p a r t i e s  r eco rd  the r e s u l t .  Af t e r  t h i s  i n i t i a l  s t e p  no more c o i n  
f l i p s  o r  message exchanges a r e  needed. The k b i t s  s t o r e d  by a l l  de- 
termine a sha red  f u n c t i o n  of  t h e  poly-random c o l l e c t i o n .  
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A s s u m e  t h a t  i n  " s i t u a t i o n "  S ,  some pa r ty  (processor )  p j  wants  t o  
make a random c h o i c e  so t h a t  t h e  o t h e r  processors  w i l l  know it. Then 

it w i l l  s imply compute f ( j , S ) .  Because of t h e  "randomness" of f ,  
such choices  are as good as t r u l y  random choices.  Note t h a t  any o t h e r  

processor  p i  can  compute t h e  random choices  processor  p j  d i d  i n  s i t u a -  
t i o n  S, without  any e x t r a  communication! 

2.  "STORAGELESS" DISTRIBUTION O F  SECRET NUMBERS 
2 . 1  The Problem 

Consider t h e  problem i n  d i s t r i b u t i n g  s e c r e t  i d e n t i f i c a t i o n  numbers 
( I D ' S ) .  Every u s e r  i n  t h e  system should rece ive  a secret I D  from t h e  

system, which i s  e a s i l y  v e r i f i a b l e  by t h e  system, b u t  hard t o  compute 
by anyone else. An example may be ass igning  c a l l i n g  ca rd  numbers t o  
te lephone customers .  W e  assume t h e r e  a r e  no two users  w i th  t h e  same 
name. 

A p o s s i b l e  s o l u t i o n  cou ld  be t o  a s s ign  each user  U a secret 
randomly s e l e c t e d  number r ,  and s t o r e  t h e  p a i r ( U , r )  i n  a p r o t e c t e d  
da ta  base.  This  s o l u t i o n  r e q u i r e s  s to rage  propor t iona l  t o  t h e  number 
of  u s e r s ,  which may be v e r y  l a r g e .  Using ou r  random func t ions ,  w e  
propose a " s t o r a g e l e s s "  s o l u t i o n  t o  t h i s  problem. 
2 . 2  Our So lu t ion  

L e t  Fk be a F ly - random c o l l e c t i o n ,  and le t  the  s e r v e r  p i ck  fEFk 
a t  random. Then, t h e  server a s s igns  each user  U ,  f (U)  a s  h e r  secret 
number. TO v e r i f y  whether(U,n)  i s  a l e g a l  p a i r ,  t h e  s e r v e r  computes 
f ( U )  and compares it w i t h  n. Now, suppose t h a t  A l i c e  has such a 
secret I D  and t h a t  a l l  of h e r  re la t ives(A1,A2 etc .  .) , who posses s  
t h e i r  own secret ID'S gang up t o  d iscover  A l i c e ' s  I D .  They t r y  t o  

e x p l o i t  t h e  f a c t  t h a t  t h e i r  names A1,A2.. . , A  a r e  s i m i l a r  t o  h e r s .  
However, f o r  f p i c k e d  b y  t h e  s e r v e r  from a ply-random c o l l e c t i o n ,  
they could n o t  compute f ( A l i c e )  given f (A1) , . . . , f (Aq)  . 

use r s  i n  t h e  sys tem is bounded by a polynomial i n  k .  

9 

This  s o l u t i o n  r e q u i r e s  on ly  k b i t s  o f  s to rage ,  when t h e  number of  

Notice t h a t  t h i s  s o l u t i o n  a l s o  works i n  a d i s t r i b u t e d  environment 
I f  each "branchn of  t h e  s e r v e r  has a computer wi th  t h e  ( shared  k - b i t )  
secret s embedded i n  it, a secret number can be handed o u t  i n  San 
Francisco and b e ( l o c a l 1 y )  v e r i f i e d  i n  Boston. 
2 . 3  The Cor rec tness  Argument: Simulat ion 

A s s u m e  t h a t  one-way permutat ions e x i s t s  and t h a t  g is  such a per -  
mutat ion.  L e t  E={Fk> be  a poly-random c o l l e c t i o n  cons t ruc t ed  u s i n g  g 
and l e t  f be  a f u n c t i o n  randomly s e l e c t e d  from Fk. 
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A s s u m e  t h a t  A 1 , A 2 ,  ..., Aq have some advantage i n  guessing f ( A l i c e )  
from f ( A 1 )  , - . . , f  . C l e a r l y ,  they could not  have such an advantage 
i f  f w e r e  a t r u e l y  random func t ion .  Thus, they can d i s t i n g u i s h  f 
from a t r u e l y  random f u n c t i o n .  T h i s ,  i n  tu rn ,  provides  an a lgo r i thm 
f o r  i n v e r t i n g  g .  

3 .  DYNAMIC HASHING 
3 . 1  The problem 

Consider t h e  problem o f  hashing a few long keys (names) i n t o  
s h o r t e r  addres ses  ( a b b r e v i a t i o n s ) ,  such t h a t  with very small  proba- 
b i l i t y  two keys are hashed i n t o  t h e  same address.  

The c l a s s i c a l  purposes  of  hash ing  a r e  : 
(1) To save on memory space .  (For  example, ass igning  phys ica l  memory 
l o c a t i o n  t o  v a r i a b l e s  can be done by applying a hashing func t ion  t o  
t h e  v a r i a b l e  names. Th i s  way t h e r e  i s  no need t o  s t o r e  t h e  v a r i a b l e  
names, which may b e  long.)  

( 2 )  TO al low fas t  r e t r i e v a l  of keyed information (hashing w i l l  h e l p  
i n  a p p l i c a t i o n s  where a c c e s s i n g  t h e  memory i s  slower than e v a l u a t i n g  
t h e  func t ion )  . 
3 . 2  Our s o l u t i o n  

I n  o rde r  t o  p r e s e n t  o u r  s o l u t i o n  l e t  us f i r s t  gene ra l i ze  t h e  
d e f i n i t i o n  of  a poly-random c o l l e c t i o n .  
two polynomials.  A g e n e r a l i z e d  poly-random c o l l e c t i o n  i s  a c o l l e c t i o n ,  
F={Fpl (k )  ,p2 ( k )  } ,  of indexed and easy t o  eva lua te  func t ions  from 

Ip l (k)  i n t o  I P 2 ( k )  such t h a t  a func t ion  chosen a t  random from 
Fpl (k) ,p2 ( k )  cannot  be d i s t i n g u i s h e d  i n  poly(k)  t i m e  from a random 

func t ion  from I p l ( k )  into Ip , (k)  - 
Fpl (k )  ,p2 (k) a s  a hashing  func t ion .  
address  f (K) ) . 
t o  polynomial t h e  computat ion than t h e  Universal  Hashing sugges ted  
by C a r t e r  and Weqman[CW]. I n  t h e i r  scheme, t h e  adversary p i c k s  an  
a r b i t r a r y  key d i s t r i b u t i o n  and the  hashing performance (expected 

number of c o l l i s i o n s )  i s  analyzed with r e spec t  t o  t h i s  f ixed  d i s t r i -  
bu t ion .  

L e t  p l ( . ) a n d  p2 ( . )  be  

Our s o l u t i o n  c o n s i s t s  o f  us ing  a func t ion  f chosen a t  random from 
( i . e .  key K is hashed i n t o  

Note t h a t  o u r  hash ing  func t ion  is much more roboust  with r e s p e c t  

Our scheme performs w e l l  even i f  t h e  adversary does not  f i x  h i s  
key d i s t r i b u t i o n  a p r i o r i ,  b u t  can dynamically change t h e  key d i s t r i -  
but ion  dur ing  t h e  hash ing  process  upon see ing  t h e  hashing f u n c t i o n  
values  on p rev ious  keys.  I n  o t h e r  words, even i f  an adversary  can 
pick t h e  keys t o  be  hashed and examine t h e  values  of  t he  hash func- 
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t i ons  on o l d  keys,  he  cannot  f o r c e  c o l l i s i o n s .  Moreover, t h e  ad- 
versary cannot  distinguish t h e  hashing value f o r  a new key from a 
random value .  

The robous tness  o f  o u r  hash ing  technique,  makes i t  p a r t i c u l a r l y  
s u i t a b l e  f o r  c ryp tograph ic  purposes .  For example, Brassard ([B]) 
has poin ted  o u t  t h e  advantages  of  au then t i ca t ion  schemes based on  
"cryptographica l ly  s t r o n g "  hashing  func t ions .  This them i s  f u r t h e r  
developed i n  s e c t i o n  5. 

4 .  MESSAGE AUTHENTICATION AND TIME-STAMPING 
I n  t h i s  s e c t i o n  w e  w i l l  show how t o  cons t ruc t  d e t e r m i n i s t i c ,  

memoryless, a u t h e n t i c a t i o n  schemes which a r e  highly robus t ,  a s  d i s -  
cussed i n  t h e  fo l lowing  c o n c r e t e  ' s e t t i ng .  

A s s u m e  t h a t  a l l  t h e  employees of a l a rge  bank communicate through 
a pub l i c  network. A s  an adversary  may be ab le  t o  i n j e c t  messages, 
t he  employees need t o  a u t h e n t i c a t e  t h e  messages they send t o  each  
o t h e r  ( e .g .  " t r a n s f e r  s u m  S from account A t o  account B " ) .  A sol- 
u t ion  may c o n s i s t  o f  appending t o  t h e  message m an a u t h e n t i c a t i o n  
t ag  which i s  ha rd  t o  compute by an adversary.  In  p a r t i c u l a r ,  w e  pro-  ' 

pose t h e  fo l lowing .  L e t  a l l  employees have access  t o  a u t h e n t i c a t i o n  
machines which compute a f u n c t i o n  fs i n  a poly-random c o l l e c t i o n .  

The t a g  a s s o c i a t e d  w i t h  a message m i s  f s (m) .  
s e c u r i t y  f o r  t h e  l e n g t h  o f  t h e  t ag .  For example, i f  one uses  o n l y  
t h e  f i r s t  20  b i t s  of fs(m) a s  an au then t i ca t ion  t ag ,  then t h e  chance 
t h a t  an adversary  c o u l d  s u c c e s s f u l l y  au then t i ca t e  a message i s  abou t  
1 i n  a m i l l i o n .  

TO avoi-d playback of  p rev ious ly  au thent ica ted  messages, i t  is 

W e  can t r adeof f  

common p r a c t i c e  t o  use  time-stamps. Namely, au then t i ca t e  m con- 
ca tena ted  wi th  d a t e  it w a s  s e n t .  So f a r ,  time-stamping w a s  o n l y  a 
h e u r i s t i c  as an a d v e r s a r y  who sees t h e  message m au then t i ca t ed  w i t h  
da t e  D could  conce ivably  a u t h e n t i c a t e  m with another  da t e  ( say  D+1). 
Using o u r  s o l u t i o n  f o r  message au then t i ca t ion ,  time-stamping makes 
playback provably ha rd .  This  i s  the  case  a s  f o r  a random f u n c t i o n  
f ( x )  is  t o t a l l y  u n r e l a t e d  t o  f (x+l) , and the re fo re  t h e  same ho lds  

( w i t h  r e s p e c t  t o  polynomial-t ime adve r sa r i e s )  f o r  poly-random collec- 
t i ons .  

Another t h r e a t  t o  t h e  Bank's s e c u r i t y  i s  the  l o y a l t y  of i t s  own 
employees. They have t h e  a u t h e n t i c a t i n g  computer a t  t h e i r  d i s p o s a l  
and can use  i t  t o  launch  a chosen message a t t ack  a g a i n s t  t h e  scheme, 
so t h a t  when they  a r e  f i r e d  they  c a n  forge  t r ansac t ions .  Our message 
au then t i ca t ion  scheme remains secure  even when the  employees are n o t  
t rus twor thy ,  if each  message t o  be au thent ica ted  i s  au tomat i ca l ly  
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t i m e  stamped by t h e  computer.  An employee who leaves  t h e  bank, 
a f t e r  having wide ly  experimented with the  machine, w i l l  no t  b e  able 
t o  a u t h e n t i c a t e  even one new message. 

5. AN I D E N T I F Y  F R I E N D  OR F O E  SYSTEM 

The members o f  a l a r g e  b u t  exc lus ive  soc ie ty  a r e  w e l l  known for  
t h e i r  brotherhood s p i r i t .  Upon meeting each o t h e r ,  anywhere i n  t h e  
world,  they ex tend  h o s p i t a l i t y ,  favors ,  advice,  money, etc.  N a t u r a l l y  
they f a c e  t h e  danger  o f  imposters  t r y i n g  t o  t a k e  advantage o f  t h e i r  
generos i ty .  Thus, upon meeting each o t h e r ,  they must execute  2 pro- 
t o c o l  f o r  e s t a b l i s h i n g  membership. A s  they m e e t  i n  pub l i c  p l a c e s  
(busses ,  t r a i n s ,  t h e a t r e )  , they must be ca re fu l  no t  t o  y i e l d  i n f o m a -  
t i o n  t h a t  can l e a d  t o  f u t u r e  success fu l  impersonations.  They go 
around c a r r y i n g  pocket  computers on which they may ,make c a l c u l a t i o n s .  

C lea r ly  a password scheme w i l l  no t  s u f f i c e  i n  t h i s  con tex t ,  as 
t h e  conve r sa t ions  a r e  pub l i c .  An i n t e r a c t i v e  i d e n t i f i c a t i o n  scheme 
i s  needed where the a b i l i t y  t o  ask ques t ions  does not  enable  f u t u r e  
s u c c e s s f u l  impersonat ions .  Note t h a t  t h e  ques t ions  t h a t  A may a s k  
member B ,  must b e  p icked  from an exponent ia l  range t o  prevent  a n  
a c t i v e  imposter  from a s k i n g  a l l  p o s s i b l e  ques t ions ,  r ece iv ing  a l l  
p o s s i b l e  answers and t h e r e a f t e r  success fu l ly  impersonating a s  a mem- 
be r  ( o r  t o  p r e v e n t  a p a s s i v e  imposter from having a non-negl ig ib le  
p r o b a b i l i t y  o f  be ing  asked a ques t ion  t h a t  he overheard the a n s w e r  t o ) .  

Using ou r  p ly - r andom c o l l e c t i o n ,  w e  can f u l l y  so lve  t h i s  problem. 
L e t  t h e  p r e s i d e n t  o f  t h e  s o c i e t y  choose a k-b i t  random s t r i n g  s ,  
spec i fy ing  a f u n c t i o n  f, i n  a poly-random c o l l e c t i o n .  
r ece ives  a computer which c a l c u l a t e s  f,. 
asks  " z ? "  where zE$k. Only i f  B answers fs(z), w i l l  member A b e  
convinced t h a t  B is  a m e m b e r .  In  add i t ion ,  i f  t he  computers t h a t  
c a l c u l a t e  f, can  b e  manufactured so t h a t  they can no t  be d u p l i c a t e d ,  
then l o s i n g  a computer does not  compromis t h e  s e c u r i t y  of t h e  e n t i r e  
scheme: it j u s t  a l lows  one non-member t o  enjoy t h e  p r i v i l e g e s  of 
t he  s o c i e t y .  

Each m e m b e r  
When member A m e e t s  B ,  he 

6 .  SOLVING BLUX BLUM & SHUB OPEN PROBLEM 

B l u m ,  Blum and Shub [BBSI have presented. an i n t e r e s t i n g  CSPRB 

gene ra to r  whose sequences pass  a l l  polynomial t i m e  s t a t i s t i c a l  tests 
i f  and only i f  dec id ing  Quadrat ic  Residuosity modulo a Blum-integer 
whose f a c t o r i z a t i o n  i s  n o t  known, i s  i n t r a c t a b l e .  

( ' ) A  Blum intecjer  i s  an i n t e g e r  of t h e  form p1p2 where p1 and p2 a r e  
d i s t i n c t  pr imes both congruent  t o  3 mod 4 .  

(1) 
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Notice t h a t ,  even thouqh a CSPREi sequence generated wi th  a k - b i t  
long seed  is P l ( k ) - b i t  l ong ,  a CSPREi genera tor  and a seed s d e f i n e  an  
i n f i n i t e  b i t - sequence  b ,,,bll... An i n t e r e s t i n g  f ea tu re  of B l u m  B l u m  

Shub's gene ra to r  i s  t h a t  knowledge of t h e  seed and of t h e  f a c t o r i z a t i o n  
of t h e  modulus a l lows  d i r e c t  access  t o  each b i t  i n  an exponen t i a l ly  
long b i t  s t r i n g  (1.e. i f  k denotes  t h e  length  of  t h e  seed and i < k, 
then t h e  i - t h  b i t  i n  t h e  s t r i n g  ( b i )  can be computed i n  po ly (k )  t i m e ) .  
This i s  due to  t h e  s p e c i a l  weak one-to-one one-way func t ion  on which 
t h e  s e c u r i t y  of t he i r  g e n e r a t o r  i s  based. However, t h i s  e x p o n e n t i a l l y  
long b i t  s t r i n g  MAY NOT appear  "random". Blum, Blum and Shub o n l y  

prove t h a t  any SINGLE polynomial ly  l o n g  i n t e r v a l  of CONSECUTIVE b i t s  
i n  t h e  s t r i n g  p a s s e s  a l l  polynomial t  t i m e  s t a t i s t i c a l  tests f o r  
s t r i n g s .  Indeed, it may be t h e  case  t h a t ,  given b l , . . . , bk  and 
b 2 d + ,  , . . . lb2& + k  it i s  easy  to compute any o ther  b i t  i n  t h e  s t r i n g .  

Another CSPRB g e n e r a t o r  which possess  t h e  d i r e c t  access  p rope r ty  w a s  
suggested by Goldwasser,  Micall and Tong GMT . Their  gene ra to r  is 
a l s o  based on a s p e c i f i c  i n t r a c t a b i l i t y  assumpt ion( fac tor ing  i n  a 
subse t  (of  h a l f )  o f  t h e  Blum i n t e g e r ) .  Also, it i s  not  known whether  
d i r e c t  access  i n  t h e  GMT gene ra to r  preserves  randomness. 

t o  exponen t i a l ly  far  away b i t s  i n  t h e i r  pseudo-random pad is  a 
"randomness p r e s e r v i n g "  o p e r a t i o n .  O r  more genera l ly ,  whether t h e r e  
e x i s t  gene ra to r s  which posses s  such a "randomness preserv ing  d i r e c t  
access"  proper ty .  

- 

The Blum B l u m  Shub open problem c o n s i s t s  of whether d i r e c t  access 

The B l u m  B l u m  Shub's  gene ra to r ,  when fed with a k -b i t  long  seed s ,  

def ines  a func t ion  f s  i n  t h e  fol lowing way: f o r  each k-b i t  i n t e g e r  

x,f,(X) is t h e  x - t h  b lock  of k b i t s  i n  t h e  pad. 1.e. fS(X)=bkmx,1 ... 
bkSX+k.  
i n t r a c t a b i l i t y  assumption o f  a s p e c i a l  permutation and fur thermore ,  
even under t h i s  assumption,  d i rect  access  was not  proved t o  b e  a 

randomness p r e s e r v i n g  o p e r a t i o n .  As a consequence f s  may n o t  b e  
"random" . 

Recal l  tha t  t h e  Blum Blum Shub generator  i s  based on c h e  

W e  so lve  t h e  above problem i n  a very s t rong  sense.  In  f a c t  w e  
c o n s t r u c t  random f u n c t i o n s  f ,  from k - b i t  s t r i n g s  i n t o  k -b i t  s t r i n g s ,  
given ANY one-way permuta t ion .  Having constructed such an f ,  w e  have 
v i r t u a l l y  c o n s t r u c t e d  t h e  k2k-b i t  long s t r i n g  s =f (1) f ( 2 )  . . . f ( 2 k )  . 
For t h e  set {sf) w e  prove t h a t  d i r e c t  access  i s  a "randomness p re -  
s e rv ing"  p rope r ty .  

f 
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APPEND1 CES 

Appendix A: CSPRB Genera to r s ,  One-way Permutations and Yao's Construc- 
t i o n .  

Following t h e  u n p r e d i c t a b l e  number genera tors  of Shamir [S ]  , Blum 
and Micali [BM] have in t roduced  t h e  not ion  of Cryptographical ly  S t rong  
Pseudo-Random B i t  (CSPRB) genera tors .  They have a l s o  presented  the 
f i r s t  i n s t a n c e  o f  it, r e l y i n g  on t h e  i n t r a c t a b i l i t y  assumption of t h e  
d i s c r e t e  l oga r i thm problem. 

program t h a t  r e c e i v e s  a s  i n p u t  a (random) k-b i t  long seed and o u t p u t s  
a k - b i t  long (pseudo-random) sequence such t h a t  t h e  next  b i t  i n  t h e  
sequence cannot  be p r e d i c t e d  i n  polynomial ( i n  k) t i m e  from t h e  pre- 
ceeding b i t s .  Yao [Y] in t roduces  t h e  not ion of a polynomial-time 
s ta t i s t ica l  t es t  and shows t h a t  t h e  outputs  of CSPRB gene ra to r s  pass 
a l l  p o l y n o m i a l - t h e  s t a t i s t i c a l  tes ts .  H e  a l s o  proves t h a t  one  can 
c o n s t r u c t  CSPRB g e n e r a t o r s  given any (weak) one-way permutat ion.  

L e t  t be any f i x e d  c o n s t a n t .  A CSPRB genera tor  is a d e t e r m i n i s t i c  

L e t  us  be  m o r e  formal .  Le t  fk : Ik->  I k  be a sequence of permuta- 
t i o n s  such t h a t  t h e r e  i s  a polynomial-time algori thm t h a t  on i n p u t  
X E I ~  computes f k ( x ) .  

f k ( x )  i f  XEIk. W e  say  t h a t  f i s  a one-to-one one-way func t ion  i f  f o r  
a l l  p o l y n o m i a l - t h e  Tur ing  Machines M t h e r e  i s  a polynomial P such  
t h a t ,  f o r  a l l  s u f f i c i e n t l y  l a r g e  k 

L e t  t h e  func t ion  f be def ined as fol lows:  f 

M ( X )  

LEMMA l(Yao Y 1 :  Given a weak one-to-one one-way func t ion ,  i t  i s  

fkV1(x) f o r  a t  least  a f r a c t i o n  L o f  t h e  X E I k .  
P ( k )  

poss ib l e  t o  c o n s t r u c t  CSPRB genera tors .  
Sketch of  t h e  p roof :  Given a one-way permutation, f ,  Yao c o n s t r u c t  a 
hard t o  e v a l u a t e  p r e d i c a t e  by tak ing  t h e  exclosive-or  of t h e  i n v e r s e  
of f on polynomial ly  many p o i n t s .  Namely, 

Bk(X1rX2,. ..rXkt)'XOR fk-1(x,)fk-1(x2) . . . f k - l ( x k t )  
where XOR s i s  t h e  exc lus ive -o r  of a l l  t h e  b i t s  of t he  s t r i n g  s .  

Appendix B :  The Cons t ruc t ion  of F(from any CSPRB Generator) ( GGM 

L e t  G be  a CSPRB-generator. Recall  t h a t  G i s  a func t ion  d e f i n e d  
X X on a l l  b i t  s t r i n g s  such t h a t  i f  XEIk,G(X)'bl,.. . , bP l (k ) .  

of g e n e r a l i t y ,  w e  can  assume t h a t  P ( k ) L  2k. 
(This  i s  t h e  case s i n c e  Goldreich and Mical i  ( GM ) have shown t h a t  
t he  e x i s t e n c e  of a CSPRB gene ra to r  which expand a k -b i t  long seed i n t o  
a ( k + l ) - b i t  o u t p u t  pad, y i e l d s  the  ex i s t ence  of a genera tor  which ex- 
pend a k - b i t  l ong  seed  i n t o  a 2 k - b i t  long pad) .  
L e t  S = 

With no l o s s  

Sk be d e f i n e d  a s  follows. s k  is  t h e  se t  of  a l l  t h e  f i r s t  
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2k b i t s  ou tpu t  by G on seeds  of  length  k .  Then S passes  a l l  poly-  
nomial t i m e  s t a t i s t i c a l  tests f o r  s t r i n g s .  

L e t  X E I k  be  a seed f o r  G ,  G O ( X )  denotes t h e  f i r s t  k b i t s  o u t p u t  
L e t  = = 

W e  de f ine  G , l = 2 . . . , t ( x ) = G a t ( . - .  (Gu2(GUl  

by G on inpu t  X ;  G1(X) denotes  t h e  next  k b i t s  ou tput  by G. 

a1a 2. . .at  be a b i n a r y  s t r i n g .  

( X I  1 )  . . . I  - 
Let XEIk. T h e  f u n c t i o n  f :Ik-> Ik i s  defined a s  fol lows:  

X 
For Y'y1y2. * .Ykf f X (Y)'Gyly2. - - y k ( x )  - 

Define Fk={f 1 and F={Fk}. 
X XEIk 

The r eade r  may f i n d  it u s e f u l  t o  p i c t u r e  a func t ion  fX:Ik-' I k r  
Note t h a t  a f u n c t i o n  i n  Fk needs no t  be one-to-one. 

a s  a f u l l  b i n a r y  t ree  o f  depth k with k -b i t  s t r i n g s  s t o r e d  i n  t h e  

nodes and edges l a b e l l e d  0 o r  1. The k-b i t  s t r i n g x w i l l  be s t o r e d  i n  
t h e  r o o t .  If a k - b i t  s t r i n g  is  s i s  s t o r e d  i n  an i n t e r n a l  node, V,  

then G 0 ( s )  is  s t o r e d  i n  v ' s  l e f t - s o n ,  vl ,  and Gl(s) is s t o r e d  i n  v'S 

r igh t -sonf  vr. The edqe (v ,v l )  i s  l a b e l l e d  0 and t h e  edge(v,v,) .  is 
l a b e l l e d  1. 
from t h e  r o o t  fo l lowing  t h e  edge path l abe l l ed  y. 

poly-random c o l l e c t i o n s .  A proof t h a t  F s a t i s f y  a l s o  proper ty  ( 3 )  
(pseudo-randomness) can  be  found i n  GGM (Main Theorem). 

The s t r i n g  f X ( y )  i s  then s to red  i n  the  l e a f  r eachab le  

I t  i s  easy  t o  see t h a t  F s a t i s f i e s  p rope r t i e s  (1) and ( 2 )  o f  

GENERALIZATIONS 
I n  some a p p l i c a t i o n s ,  w e  would l i k e  t o  have random func t ions  from 

I p j ( k ) - >  I p 4 ( k ) .  
1 1 0 .  W e  m e e t  t h i s  need by in t roducing  t h e  c o l l e c t i o n  F=CFk} d e f i n e d  
a s  fol lows:  For XEIk, f X  Fk is  a func t ion  from I p 3 ( k )  i n t o  I p 4 ( k )  
def ined  as fo l lows .  L e t  y=yl. . . yp3(k ) .  Define f X ( y )  = Fp4(k)  G y l - - -  

E.g. i n  hashing w e  might want func t ions  from I k  i n t o  

Yp,(k) ( x )  
fed  i n p u t  ZEIk, where G i s  a CSPRB genera tor .  

t r i v i a l l y  hold ,  and p r o p e r t y  ( 3 )  can be proved 
proof of t h e  Main Theorem i n  GGM . 

where rp ( k )  ( z )  a r e  t h e  f i r s t  P 4 ( k )  

Such an F is a l s o  a p ly- random c o l l e c t i o n :  

4 

Appendix C : An ( u n s a t i s f a c t o r y )  s t ra ight forward  s 

func t ions  

b i t s  ou tpu t  by G when 

p rope r t i e s  (1) and ( 2 )  

n a way s i m i l a r  t o  t h e  

mulation of random 

A s s u m e  one needs t o  b e  a b l e  t o  eva lua te  a funct ion t h a t  looks  as 
i f  it i s  randomly s e l e c t e d  from Hk. One can argue t h a t  s i n c e  he W i l l  

only need t o  e v a l u a t e  t h e  func t ion  on polynomially many(in k )  i n p u t s ,  
i t  i s  s u f f i c i e n t  t h a t  he proceeds a s  fol lows:  



287 

Choose a CSPRB g e n e r a t o r  G and a random k-Si t  long seed s. T h i s  
choice s p e c i f i e s  a k t + l - b i t  long pseudo-random bit-sequence bl,  - . . , 
b k t + l  t h a t  can b e  used  as secu re ly  a s  a t r u e l y  random pad. L e t  x 

"random func t ion"  f has  a l r e a d y  been evaluated.  

l'---' 
denote  t h e  c h r o n o l o g i c a l l y  ordered sequence of i npu t s  on which t h e  

A s s u m e  now t h a t  f needs t o  be  eva lua ted  on an inpu t  y. I f  y xi  
f o r  i=1 ...j, t h e n  f ( y )  i s  s e t  t o  be t h e  j+ ls t  block of k consecu t ive  
b i t s  i n  t h e  pseudo-random sequence. (1.e. f (y)=bk. j+ l . . .bk . j+k) .  Also, 
y is s t o r e d  as t h e  j+ls t  i n p u t ( s t o r i n g  f ( y )  is o p t i o n a l ) .  Otherwise,  

i f  y=xi for  some i, f ( y )  is  recomputed a s  t h e  i t h  block o f  b i t s  i n  
t h e  pseudo-random sequence ( o r  i s  r e t r i e v e d  from memory). 

no t  m e e t  t h e  t h e o r e t i c a l  cha l lenge .  Furthermore, it wastes s t o r a g e  
p ropor t iona l ly  t o  t h e  number of o r a c l e  quer iesc inputs  on which t h e  
func t ion  has been e v a l u a t e d ) .  This  i s  a s t r ic t  lower bound! If the in -  

pu t s  are randomly chosen they  cannot  be compressed a t  a l l !  
By means of a more c l e v e r  u se  of CSPm genera tors ,  our  s o l u t i o n  

r e q u i r e s  only  k b i t s  of s t o r a g e .  Thus it m e e t s  both t h e  t h e o r e t i c a l  
and t h e  p r a c t i c a l  cha l l enges .  
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