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Abstract. Quality assurance of Web-based applications is considered as a main 
concern. Many factors can affect their quality. Modeling and measuring these 
factors are by nature uncertain and subjective tasks. In addition, representing 
relationships between these factors is a complex task. In this paper, we propose 
an approach for modeling and supporting the assessment of Web-based 
applications quality. Our proposal is based on Bayesian Networks.  

1   Introduction 

Web-based applications are complex software systems that allow the user to create, 
publish, handle, and store data. Developing such applications in an ad hoc way may 
compromise their success and their viability. On the other hand, assuring their quality 
requires the use of sophisticated models. Nevertheless, in most cases, Web-based 
systems development lacks systematic approach and quality control [9].  

Many authors have proposed guidelines [7], metrics and tools [6], methodologies 
and models [12] to assess the quality of Web sites or pages. Most of these proposals 
focused almost exclusively on Web applications usability aspects. In addition, several 
works proposed hierarchical quality models that are considered as oversimplified. 
Moreover, as Web-based applications are evolving software systems, they often yield 
uncertain and incomplete measurements [1], which major existing studies do not 
specifically address.  

For Web applications, the quality is a multidimensional notion that involves a set 
of interdependent factors [3]. The majority of the studies recognize the importance of 
these factors, but some divergences exist for their definition, classification, and 
measurement [8]. Indeed, several quality factors are subjective [3]. In addition, 
modeling relationships that may exist between some factors is complex. From the 
measurement point of view, defining metrics for Web applications is difficult and 
often confusing [4]. These particular problems influence the objectivity of the 
assessment methodologies when evaluating the quality of Web applications.  

To be efficient, a Web quality model must consider the inherent subjectivity, 
uncertainty and complexity of the quality factors, their measures and their 
relationships. Our objective is to propose a framework that considers specifically 
these properties. This can be done through probabilistic approaches, particularly using 
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Bayesian Networks (BNs) [11]. Indeed, according to Baldi [1], the dynamic evolution 
of the Web is probabilistic in nature and probability methods apply to diverse areas of 
Web modeling. In addition to the handling of uncertainty, BNs offer a good support 
for causality relationships between factors.  

The rest of the paper is organized as follows: Section 2 discusses why and how to 
define a Bayesian-based quality model for Web applications. Section 3 illustrates the 
application of the approach to the evaluation of the Navigability Design criterion.  
Section 4 concludes the paper and gives some future work directions. 

2   A Probabilistic Approach to Model Web Applications Quality 

In this work, we are interested in the nonfunctional aspects of quality as defined by 
ISO/IEC 9126 standard [5]. Considering the criteria for Web applications quality, 
when looking into the related work, many limitations are reported. First, some criteria 
are subjective [3, 12], and optimal values are often contradictory for many of them 
[6]. This makes it hard to define realistic threshold values. Second, balancing criteria 
is important w.r.t. the variety of application domains [8]. However, although 
necessary, sub-criteria weight assignment adds a new subjective dimension. Finally, 
the same criterion can affect simultaneously several criteria [8]. These 
interdependences are difficult to represent in a hierarchical way. Thus, selecting a 
particular grouping (hierarchy) means that some relationships has to be ignored.   

Consequently, we propose a framework that addresses specifically the subjectivity 
in criteria evaluation, the uncertainty in the determination of the threshold values, the 
difficulty in balancing criteria, and the representation of interdependences between 
criteria. Both theory and experience have shown that probabilities are powerful tools 
for modeling uncertainty [1]. In the context of quality models, reasoning with 
probabilities allows to weight criteria and to handle uncertainty issues. Moreover, 
using graphical representation provides a naturally interesting interface by which we 
can model interacting sets of criteria [10]. This convey to the adoption of the 
probabilistic approach of Bayesian Networks (BNs) to build a quality model for Web 
applications. A BN model can be used to evaluate, predict and possibly optimize 
decisions when assessing Web applications.  

Building a BN for a quality model can be done in two stages. The first one consists 
in constructing the graph structure. Criteria are considered as random variables and 
represent the nodes of the BN. Criteria affecting the same criterion should be 
independent variables. The second step deal with the definition of node probability 
tables (NPTs) for each node in the graph. A conditional probability function models 
the uncertain relationship between each node and its parents [11]. As usual, 
probability tables are built using a mixture of empirical data and expert judgments.  

In our previous works [8], we attempted to collect Web applications quality criteria 
proposed by several authors. We extended the obtained list, refined it by applying 
GQM paradigm [2] and classified hierarchically retained criteria on the basis of the 
characteristics and sub-characteristics definitions in ISO 9126 standard [5]. Then, to 
apply the probabilistic approach, we represented the criteria gathered hierarchically in 
the form of a Bayesian Network. Considering the great number of criteria and sub 
criteria gathered, the resulting BN model is large and complex. 
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However, as explained in [11], a BN can be built starting from semantically 
meaningful units called network “fragments”. A fragment is a set of related random 
variables that could be constructed and reasoned about separately from other 
fragments. They should formally respect the syntax and semantics of BNs. However, 
their use decreases the complexity when dealing with large models. Although our 
ultimate objective is to propose a comprehensive BN model for Web applications 
quality, we concentrate in this paper on the definition of navigability design fragment 
(at the page level). This will illustrate our approach.   

3   Evaluation of the “Navigability Design” Criterion 

Several works recognize the navigability design as an important quality criterion for 
Web applications [7, 12]. For some authors, the navigability design is a criterion of 
functionality [12], for others it characterizes usability [6, 7]. Authors propose many 
design elements, control points, directives, and guidelines to ensure the quality of 
navigability design. According to many definitions [7, 15, 16], navigability design in 
a Web application can be determined by: “the facility, for a given user, to recognize 
his position in the application and to locate and link, within a suitable time, required 
information. This can be done via the effective use of hyper links towards the 
destination pages”. This criterion can be also assessed at the page level and be 
determined by the presence of some design elements and mechanisms that improve 
the navigability design.  

3.1   Network Structure Construction 

For the rest of this section, let’s consider the  NavigabilityDesignP as the variable 
representing the quality of the navigability design criterion at a Web page level, 
Locate as the variable representing the facility, for a given user, to know exactly in 
which page of the application he is and localize required information within the page, 
Access as the variable representing the facility, for a given user, to access to the 
required information in the destination page from the selected page, and Revisit as the 
variable representing the possibility, for a given user, to return to the selected page 
within a suitable time.  

NavigabilityDesignP, Locate, Access, and Revisit are represented by four nodes 
(Fig. 1). The node NavigabilityDesignP is defined in terms of the three others. The 
direction of the edges indicates the direction of the definition/influence between 
criteria [11]. As the definitional relation is by nature uncertain, this structure will be 
completed later by probabilistic functions to state the degree to which parent nodes 
define the child node [11].  

The obtained first structure is recursively refined. The same process is followed to 
construct the sub networks for Locate, Access, and Revisit nodes.  Let’s now discuss 
the Locate fragment. To ensure a good identification of “where I am”, the presence of 
many design elements (as shown in fig. 2) can help user to recognize his position [7, 
12]. Also, a good indication about the destination will help the user to determine his 
goal with less error [7]. Moreover, the presence of many navigational mechanisms 
supports the user in his information retrieval [7, 15].  Subsequently, the relationship 
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that exists between Locate and its parents is causal and not definitional as we have 
seen in figure 1. However, with 9 parents, a reorganization of this network is essential 
to avoid the combinatory explosion during the preparation of the probability tables. 
For that, we propose to group some nodes together when it is possible. The 
introduction of new nodes (meaningful or synthetic) gathering some parents’ nodes 
and decreasing their number helps in the definition of probability tables. According to 
many definitions [7, 15] we can add the synthetic nodes by grouping some other 
nodes when the presence of each one of these nodes is independent from the other 
(fig. 3).  

 
 

 

 

Fig. 1. BN sub network of 
NavigabilityDesignP criterion 

Fig. 2. BN sub network of Locate sub criterion 

 

 

Fig. 3. Final ‘Locate’ BN Fig. 4. Final Navigability design BN at Web page 
level 

After constructing the sub networks for “Access” and “Revisit” nodes, all the 
fragments are put it together to obtain the BN of the Navigability design at a page 
level (Fig. 4).  

3.2   Defining the Probability Tables for Navigability Design Nodes 

Now, to define the probability tables for navigability design nodes, we consider two 
types of nodes in the BN of figure 4: intermediate and input nodes. Intermediate 
nodes of the BN are defined/influenced by their parents such as nodes Locate or 
NavigabilityDesignP. These nodes are not directly measurable and their probability 
distribution is determined by expert judgments. Accordingly, for each node Cc that 
has possible values {Vc1, … Vck, … Vcn} and has parents {Cp1,… Cpi, … Cpm} with 
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possible values {Vci1, … Vcij, … Vcil}, we need to define a table that gives the 
probability for all the possible value combinations 

)...,,( 1 pmjjpck VVVP  

In an initial phase, the probability tables can be defined using expert judgments. 
They can be adjusted using automatic learning from data samples or from processed 
cases. 

Input nodes of the BN are criteria considered as measurable variables that do not have 
parents. For the majority, these criteria take binary values (present or not). According to 
various studies [7, 15], their presence is recommended and contributes to improve the 
quality of the navigability design. The other input variables have measurable numerical 
values. As the number of possible values can be infinite, we have to transform them into 
discrete variables with a limited number of values. This is done to ease the definition of 
probabilities. According to [13], this transformation can be achieved using fuzzy logic. 
Indeed, the fuzzification process takes the different criterion values and replaces them 
with a set of functions that represent the degree of membership of each value to different 
fuzzy labels (usually , “High”, “Medium”, and “Low”).  

More concretely, the process of transforming crisp values into probabilities of 
criterion labels is defined as follows. First, we measure the criterion value for a large 
number of Web pages. We apply then a fuzzy clustering algorithm on them specifying 
the number of classes (2 or 3 classes). Figures 5 and 6 are examples of obtained 
clusters for the criteria DlTime and LinksNb with respectively 2 and 3 classes. The 
third step consists in defining cluster boundaries using an approximation method 
(drawing intersecting lines segments tangent to the curves of clusters as shown in 
figures 5 and 6). Finally, when using the BN for assessing the quality of a particular 
page, the measure of the input criteria is transformed into a set of probabilities 
corresponding each to a label/class.  Note that as explained by Thomas in [14], the 
membership function degrees can be used as probabilities with the condition that both 
the fuzzy clustering algorithm and the approximation method preserve the condition 
that the sum of the membership degrees is always equal to 1.  

               

  Fig.  5. Fuzzy clusters of “DlTime”                Fig.  6. Fuzzy clusters of “LinksNb"   

3.3   Application Example and Preliminary Evaluation 

The following example shows the feasibility of our approach using the partial BN of 
NavigabilityDesignP of Fig. 4. Values for input nodes are directly measured for a 
chosen page (in our example http://www.pbs.org/). In the present application context, 
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probability value calculated for a measured criterion is known as “evidence”. This 
evidence propagates through the BN via the definitional/causal links, resulting in 
updated probabilities for other criteria. Although the quality of NavigabilityDesignP 
is not known with certainty, it is evaluated in our case as good with a probability of 
76.70 % good (fig.7). 

 

Fig. 7. State of BN probabilities showing the Navigability design quality for the PBS page 

In a first experimentation to evaluate our approach, we selected two groups of web 
pages. The first group is composed of web pages recognized for their good quality 
(from Top 100 of Webby Awards) while the second one contains pages with poor 
quality (from Worst of the Web or Webby Worthy). We applied our BN on each page 
of each group and collected the probability of “good” navigability design. The idea of 
the evaluation is that our assessment must not contradict the status of each group.  

As shown in table 1, we obtained a good score for the pages of the first group 
(Webby Awards) and low scores for the ones of the second group (Worst of the Web 
or Webby worthy). This score give a first indication that the selected and evaluated 
criteria are relevant.  

During this experience, we used the ability of BNs to generate “What if” scenarios, 
i.e. giving a fixed value for one or more variables. Then, when considering high speed 
connection, the quality of the Navigability Design has significantly increased for 
many pages. 

Table 1. Partial results for a rapid validation 

 
Web 

applications

Navigability  
design quality 
at page level 

Navigability  
design quality at 

page level if  
High Speed 
Connection 

 
Web 

applications 

Navigability  
design 

quality at 
page level 

Navigability  
design quality 
at page level if  

High Speed 
Connection 

85.44 % 85.44 % 59.24 % 67.84 % 

85.09 % 90.68 % 51.22 % 58.26 % 

80.96 % 89.40 % 74.33 % 74.33 % 

 
Winner of 

Webby 
Awards 

84.83 % 92.81 % 

 
The Worst of 
the Web or  
The Webby 

Worthy 57.88 % 57.88 % 
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4   Conclusions and Future Work 

This paper proposes a general framework that uses Bayesian networks to support the 
quantitative assessment of Web applications quality. We illustrate our methodology 
for a BN “fragment”, corresponding to the Navigability Design criterion, to 
demonstrate the feasibility of our model. A BN graph was constructed for the 
considered criterion. Many experiences, involving different Web pages, were 
conducted using this BN. A rapid validation of the proposed approach demonstrated 
its relevancy. The proposed framework is extensible and adaptable. It can be re-used 
for specific cases to assess a particular criterion, a super criterion, a sub characteristic, 
a characteristic or the whole quality of a Web application. This can be done for one 
page, for specific pages or for all the Web application. We believe that our proposal is 
for web quality evaluation a good alternative to the classical hierarchical models. As 
future work, we plan to extend the defined network to cover more quality 
characteristics, to complete a global evaluation for Web applications usability, and to 
validate empirically the proposed model using a large scale controlled experience. 
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