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Abstract. The method of broadcast encryption has been applied to the trans-
mission of digital information such as multimedia, software, and paid TV on the 
open network. In this broadcast encryption method, only previously au-thorized 
users can gain access to digital in-formation. When broadcast message is trans-
mitted, authorized users can first decode the session key using the previously 
given private key and get digital information using this ses-sion key. This way, 
users retrieve a message or a session key using the key transmitted by broad-
casters. For their part, broadcasters need to generate and distribute keys. Broad-
cast-ers should also carry out efficient key renewal when users subscribe or  
unsubscribe. This paper introduces how to generate and distribute key effi-
ciently and how key renewal works. The proposal uses two methods: (1) the 
server generates keys without the consent of us-ers by anticipating users, and; 
(2) the server and users generate keys by mutual agreement. The advantage of 
the two proposed methods is that the receiver can decode broadcast message us-
ing a secret key. Even if the key is re-newed later, the user can efficiently renew 
using only a single set of information.  

1   Introduction  

The broadcast encryption method has been recently applied to the transmission  
of digital information such as multimedia, software, pay TV, etc. As one of the key 
pro-viding methods, the public key method uses a single group key to encode  
the session key and an infinite number of keys for decoding. As such, the server en-
codes the session key and enables each user to decode it using different keys. In the 
broadcast encryption method, only previously authorized users can gain access to 
digital information. When broadcast message is transmitted, authorized users can first 
decode the session key using the previously given private key and get digital informa-
tion using this session key. In short, broadcast encryption involves generating,  
distributing, and renewing keys. This paper introduces the method of generating, 
distributing, and renewing keys efficiently. The proposal uses 2 methods: (1) the 
server generates keys without the consent of users by anticipating users, and; (2) the 
server and users generate keys by mutual agreement. The advent- age of the two pro-
posed schemes is that the receiver can decode broadcast message using a secret key.  
Even if the key is renewed later, the user can efficiently renew using only a 
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single set of information. In the proposed methods, key renewal factor is added for 
fast key renewal. This allows easy key renewal and provides users with renewal val-
ues even in case of new subscription or withdrawal. This paper briefly introduces 
application methods in broadcast encryption, goes through the existing methods, and 
discusses each stage of the proposed methods. Like-wise, the protocols of each stage 
are explained. Proposed methods are also re-viewed through comparison analysis 
between the existing methods and the proposed methods. Finally, the conclusion is 
presented.  

2   Overview of Broadcast Encryption 

Broadcast encryption is one of protocols to communicate between one sender and a 
lot of receivers. A sender who has one encoded key can broadcast the encoded mes-
sage. Only privileged receivers can get a message with a key to decode the message. 
Broadcast encryption can be applied for many kinds of scenarios where content pro-
viders send out many kinds of encoded information and only the privileged users can 
decode such information. One example can be Pay-TV which has provided many 
kinds of broadcast encryption technique. The first suggested method for broad-cast 
encryption presented by Cho and two other colleagues is composed into three steps. 

Initiation by a content provider: A content provider will generate necessary infor-
mation for all users, which step is called as initial information.  

User information initiation: This is a step for a user to register his or her personal 
information to the content provider. After this step, the user's information will be 
stored as his or her personal key. The content provider will renew the user's initial 
information after the user initiation step.   
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Fig. 1. Application Method 1 Fig. 2. Application Method 2 

Session Transmission: Content data will be encoded as session keys. These session 
keys will be transmitted by divided into small parts called session. Each session 
will be transmitted as an encoded form into different session part. Privileged users 
will get session keys to get real data by decoding part of session keys using his or 
her personal keys. 
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2.1   Application Methods 

Broadcast encryption is based on two models. Although there are some differences 
between the applied models, each of them will be discussed. To begin with, the first 
model is shown in the figure below: 

This method involves generating/distributing keys using information between the 
user and server. This is similar to the existing multicast method, since the message 
pro-vided is determined by the previous user group. The only difference lies in the 
transmitting method. The user participation time may be included in the key generat-
ing time, since it requires user participation in the process of key generation. Unlike 
the abovementioned method, the server in the second applied model generates keys. 
The server generates keys by anticipating user participation at its own discretion. This 
method enables quick creation and renewal since the server generates all users’ keys 
without their consent. In case the server becomes the target of attacks or other vicious 
purposes, however, it becomes very vulnerable. 

3   Conventional Scheme – Narayanan  

3.1   Protocol of the Narayanan Scheme 

Assume one contents provider broadcasting in m  number of channels and n  number 
of users. Protocol is divided into seven algorithms such as Setup, AddStream, Ad-
dUser, Broadcast, Receive, Subscribe, and Unsubscribe.  Whether or not users receive 
channels can be displayed with Subsc and a nm×  matrix. If user

jU  is registered at
iS , 

the value of ],[ jiSubsc  is 1.Otherwise, if the user is not registered, the value is 0. 

Setup: The contents provider generates the following variables: 
When { })(,,2,1,, NRdRpqN r ϕK≤= , tr +≤≤ 41 . P and q  are larger prime num-

bers, and R  is a random value. p , q , and d  are composed as secret keys of the 

contents provider. In turn, the contents provider opens the public key (N). 
AddStream: The contents provider randomly choose 

*Ni Zg ∈  to add new channel 

stream 
iS to the system and sets up ],[ jiSubsc  to set all j  to 0; thus preventing the 

opening of the 
ig  value. 

AddUser: The contents provider chooses ),,,( )4(21 jtjj eee +K , which satis-

fies∑
+

=

+Φ=
4

1

1)(
t

r
rrj NRde

. At this time, 
jU receives the decoding device (Set-Top 

Terminal) that stored the secret key in the safe memory. The secret key of 
jU  will 

be ),,,( )4(21 jtjj eee +K . 

Subscribe: When user 
jU  subscribes to service 

iS , the contents provider trans-

mits je
ig 1  to 

jU  and changes the ],[ jiSubsc  value to 1. 

Unsubscribe: When user 
jU  unsubscribe to iS , the contents provider sets 

0],[ =jiSubsc . Similar to the AddStream algorithm, the contents provider 
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chooses a new 
ig  value and transmits je

ig 1  to all users who have the value 

1],[ =jiSubsc . 

Broadcast: To transmit message M  to channel stream iS , the contents provider 

randomly chooses value x  as a value smaller than ( )NΦ  and transmits encrypted 

data ),,,,( 421 += tCCCxC K  as 4
4

2
2

1
1 ,, +

+ === dt
t

dx
i

d MCMCgMC . 

Receive: User 
jU  determines 
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 using secret key ),,,( )4(21 jtjj eee +K  to 

decode encrypted data ),,,,( 421 += tCCCxC K , which is transmitted to channel 

stream
iS . User 

jU  restores contents data M by going through this process. 
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Problems of the Narayanan scheme 
The Narayanan scheme requires the traffic of ),,,,( 421 +tCCCx K  per channel. Since 

traffic is related to the number of channels, increasing number of channels can also 
cause heavier traffic. In addition, despite managing to find traitor

jU , the contents 

provider has to distribute a new secret key to all subscribers again except 
jU  to dis-

qualify
jU . 

4   Proposed Scheme 

4.1   Overview of Proposed Schemes 

This section presents an overview of the proposed methods. This proposed scheme is 
a classification of scenarios that can occur using the proposed methods. The scenario 
is composed of the basic flow, renewal flow, new process flow, leaving flow, and 
flow of false user anticipation. The proposal can be classified into three large parts 
depending on the scenario: key generation and distribution, broadcast message gen-
eration, and key renewal. Similarly, two proposed methods can be applied to the en-
tire flow. Differences are only found in the initial key generation and distribution part 
through server anticipation and users; the rest proceeds in the same manner. 

In addition, the first method in the proposal has the following features: (1) the 
user’s private key is generated by the server; (2) persons other than the user cannot 
decode the broadcasting message, and; (3) renewing keys is easy, which is important 
when new subscribers subscribe and existing users unsubscribe. On the other hand, in 
the second method, the user’s private key is generated only upon obtaining the user’s 
consent. When many users gather, the server generates a public key. Through the 
public key, the encrypted broadcasting message is transmitted. Likewise, subscribing 
and unsubscribing can take place easily by deleting the information provided by the 
user. 
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4.2   System Coefficient 

The following is a description of the system coefficient used in this method:  

p : Prime number ( bit512≥ ) q : Prime number ( ( )1160 −≥ pqbit ) 

n : Prime number ( pqn = ) l : Number for Personal Key Generation 
e : Public Encryption Key M : Message 

S : Session Key kddd ,,, 21 L : List of Personal Decryption Key 

iiid γθ ⋅= : ( )Γ∈iγ  k : Number of Prediction User 

( )qk Z∈Γ=Γ γγ ,,1 K       
ii U,Θ : user Registered by User Information 

i : User ( )ki ,,1K=  j : Withdrawal user 

z : User in Broadcast Group iα : Random Number ( ){ }kqi Z ααα ,,1 K∈  

b : Server’s generated public information 

ir  : Set of Random Number (
pi Zr ∈ ): ( )krrr ,,, 21 L  

ngh i
i modγ=  a : Random Element ( )qZa ∈  

C : Broadcast message khhhy ,,,, 21 L : Public Key:  

nhy
k

i
i

i mod
1

∏
=

= α  ( ) k
ar
k

araT HHBhhyorSMC k ,,,,,, 11
1 LL ==  

( ) nyorSMB aT mod=  nhH ii modα=  

it : Element for Key Renewal ( )qk Ztt ∈,,1 K  ( )nttT k mod1 ⋅⋅= L  

o : Security Parameter CT : Encryption Message by Session Key ( )MECT S=  

iζ : User is random choose value iΞ : Stored User of iID  

4.3   Key Distribution Scheme on Server Prediction  

The first proposed scheme the server predicts the user and key generates and it is a 
scheme which after it distributes. Information of the user is not provided in the first 
scheme from the application model not to be, it is a scheme where the server gener-
ates. From the dissertation which it sees from in the scheme which it proposes focus 
the loach petty it will more be easy in key renewal and the possibility efficiently be-
coming the renewal in order to be, it proposed in the form which inserts a key renewal 
element. The key renewal element which is inserted it led and to eliminate only the 
renewal element of the case user where in order for the secession occurs after with 
whole to become the efficient key renewal. 

4.3.1   Key Generation and Distribution Stage  
Key generation is processed by the server. The generation and transmission of the 
private and public keys will go through the following process: 

Step 1. The server anticipates users( ki ,,2,1 L= ) and randomly chooses string ( )iγ   

accordingly. Based on this chosen string, the server generates the values 
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( )kiqgh ir
i ,,1mod K==  required to produce the public key and key renewal element it  

and generated for renewal. 

khhhy ,,,, 21 L , ( )nttT k mod1 ⋅⋅= K  

Step 2. The server produces 
iθ  using the public key and it for renewal. The server 

transmits the generated private key ( )ntd ziii mod⋅⋅= γθ  to user and include element zt  

of user z . 

nrta
k

i
ii

k

i
iiii mod

11
⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
⎟⎟
⎠

⎞
⎜⎜
⎝

⎛= ∏∏
==

γγθ  

Step 3. The user acquires 
iθ  from the received id . The 

id  personal key 
iθ  as different 

expression the Γ  is opened to the public but the 
iθ  it could be maintained with secret. 

( ) ( )ntd iziiii modγγθγ ⋅⋅= , ( ) ( )ntrt zi

k

i
iii mod'

1

⋅⎟⎟
⎠

⎞
⎜⎜
⎝

⎛ ⋅= ∏
=

αθ  

4.3.2   Broadcast Message Generation Stage  
Broadcast messages can be transmitted by encrypting the session key S  with the 
encrypted message M  and encrypting the message itself. Both methods are described 
as follows: 

Step 1. The server produces and transmit CCT  using the broadcast message 

k
ar
k

araT HHBhhySC k ,,,,,, 11
1 KK =⋅= . 

Step 2. User received message ( )MECT S=  and C  acquires message M or  

session key S  using the private key. 

iUBS θ=′ , ( )nHU
k

i

r
i
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1

∏
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=  

( )nyhgggHU aT
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'

1
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θ  

( ) ( )nyySS aTaT mod⋅=′ , ( )( )MEDM SS ''=  

4.3.3   Key Renewal Stage 
In case of existing users who unsubscribe or new users who subscribe, the following 
process is carried out: 

Step 1. User j  requests for withdrawal. 

Step 2. The server removes j ’s renewal factor from renewal factor 
jt  using 1−

jt  to 

update existing users’ private keys and renewal element T  update. After removal, the 
server renews private keys 'id  and re-transmits them to users. 1−⋅⋅ jzi ttθ  acquired to 

transmitted 'id . 
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( )ntttT jk mod' 1
1

−⋅⋅⋅= K , '1
ijzii dtt =⋅⋅⋅ −γθ  

( ) ( )nttttd jziijziiii mod' 11 −− ⋅⋅=⋅⋅⋅= θγγθγ , ( ) ( )nttrt jzi

k

i
iii mod'' 1

1

−

=

⋅⋅⎟⎟
⎠

⎞
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⎝
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Step 3. Users get broadcast message 
k

ar
k

araTt HHBhhySC kj ,,,',,, 11
1

1

KK =⋅=
− using  

the renewed keys and acquire message M by decoding the encrypted message  C as 
follows: 
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4.4   Key Distribution Scheme Using User Information 

Second proposal scheme possibility of the user to come being to decide, when the 
user provides information to server, with the character which will encryption key of 
the user creates and it is a scheme which it distributes. After information of the user is 
provided from the application model, with the character where the server will encryp-
tion key creation and the server predicts the user from the dissertation which it sees in 
the scheme which it distributes and user information which is a problem point of the 
scheme which creates a key is not contained not to be, it becomes and with to be 
caused by against the case the problem will be able to occur after it is a scheme which 
it complements. The proposal scheme which it sees efficient key renewal of section 
4.3 it was identical and is was applying, it contains information of the user with it 
confronted to the user, with it confronted to a server together, also the process will be 
able to control in one time in order, the fact that it proposes is feature. 

4.4.1   Key Generation and Distribution Stage 
Key generation is processed by the server. The generation and transmission of private 
and public keys will go through the following process:  

Step 1. The server generates value the set Γ  to acquire and open user information. 

Step 2. The user uses gathering information Γ  which and is opened to the public 
iID  

value of the oneself is contained ( ) nID i

ii mod1 γ=Ξ  where it calculates. This time 
iγ  

value which is selected the server is transmitted at the value which is identical with 
the number which is allocated to the user. Also it created to use, it calculates 

iΞ  value 

and pU ii modζ⋅Ξ= , the 
ii U,Θ  which generates data provider and it transmits. 

Step 3. The server from the user it uses 
ii U,Θ , it is provided and it acquires user 

information 'iID . Namely, it extracts ( ) ( ) 'mod
11 ζζθ == p

bbb
i

 from 
iθ , it extracts 

and 'ζ  uses ( ) ( ) 'mod'' iii pU Ξ=⋅Ξ= ζζζ  acquires. Its uses 'iΞ  and it calculates  
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( ) ( ) 'mod' 1
iii IDpID

iii ==Ξ
γγγ , 

iID  acquires keeps with 
iγ  it is provided to the user to-

gether, from information which is kept qgh i
i modγ=  calculates. Opening to the public 

which corresponds to the value which it draws up key it generates and it opens to the 
public, the server when the personal key  

id  which creates operation doing in the 

user, contains the renewal elements  zt of user and z  transmits. 

khhhy ,,,, 21 L , ( )nttT k mod1 ⋅⋅= K  
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Step 4. User acquires 
iθ ′  from the transmitted

id . 
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4.4.2   Broadcast Message Generation Stage 
Broadcast messages can be transmitted by encrypting the session key S  with the 
encrypted message M and encrypting the message itself. Both methods are described 
as follows:  

Step 1. The server produces and transmit CCT  using the broadcast message 

k
ar
k

araT HHBhhySC k ,,,,,, 11
1 KK =⋅= . 

Step 2. User received message ( )MECT S=  and C  acquires message M or session 

key S  using the private key. 
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4.4.3   Key Renewal Stage  
The broadcast encryption the personal key which is provided to the user who partici-
pates to a distribution/transmission, server broadcast message it creates and it trans-
mits. With this same process it transmits a message in the whole broadcast encryption 
participant. But this time, secession of the user the case where the new number occurs 
or, the next process it leads and it renews is renewed newly the key which and it uses 
broadcast message it generates and it is transmitted and user key. 

Step 1. User j  requests for withdrawal. 

Step 2. The server removes j ’s renewal factor from renewal factor 
jt  using 1−

jt  to 

update existing users’ private keys and renewal element T  update.  

( )ntttT jk mod' 1
1

−⋅⋅⋅= K , '1
ijzii dtt =⋅⋅⋅ −γθ  
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Step 3. After removal, the server renews private keys 'id  and re-transmits them to 

users. 1−⋅⋅ jzi ttθ  acquired to transmitted 'id . Users get broadcast message 

k
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araTt HHBhhySC kj ,,,',,, 11
1

1

KK =⋅=
− using the renewed keys and acquire message  

M by decoding the encrypted message  C as follows: 

( ) ( )nttttd jziijziiii mod' 11 −− ⋅⋅=⋅⋅⋅= θγγθγ , ( ) ( )nttrt jzi

k

i
iii mod'' 1

1

−

=

⋅⋅⎟⎟
⎠

⎞
⎜⎜
⎝

⎛ ⋅= ∏ αθ  

( )MECT S= , ''' iUBS θ=′ , ( )nHU
k

i

r
i

i mod
1

∏
=

=  

( )nyhgggHU aT

ak

i

t
i

ak

i

t

ak

i

r
k

i

ar
k

i

r
i

iiiii

i

ii

i

ii

i

ii mod
11

''

1

''

1

''

1

'' =⎟⎟
⎠

⎞
⎜⎜
⎝

⎛=⎟⎟
⎠

⎞
⎜⎜
⎝

⎛=⎟⎟
⎠

⎞
⎜⎜
⎝

⎛=⎟⎟
⎠

⎞
⎜⎜
⎝

⎛=⎟⎟
⎠

⎞
⎜⎜
⎝

⎛= ∏∏∏∏∏
=====

ααγ
θ

γ
θ

γ
θ

θ  

( ) ( )nyySS aTaT mod'⋅=′ , ( )( )MEDM SS ''=  

5   Comparison Analysis Between the Conventional Scheme and 
Proposed Scheme 

This paper proposes the broadcast encryption method, which is more efficient than the 
existing method in generating and renewing keys. The stability of the proposed 
method is based on discrete algebra issue. Compared to the existing method, the pro-
posed method achieves efficiency in user participation, key renewal, user withdrawal, 
or operating amount. In this section, the efficiency of the proposed method is pre-
sented vis-à-vis the existing method. 

 

User participation: In the existing method, the server anticipates users, generates 
keys in advance without user participation, and provides and distributes them to 
new users who subscribe. In this method, when an attack is made on the server it-
self, all keys created by the server can be affected. 
Key renewal: In the existing Key Pre-distribution Scheme (KPS), message is 
transmitted as encrypted using this scheme after the key is generated and distrib-
uted. When the session is closed after the user checks the transmitted message, a 
key is newly produced and transmitted. If an attack is made on the key, all keys 
will be re-generated instead of merely renewing them. In the proposed method, 
however, keys are ready to use after renewing the existing users’ keys in case of 
subscription or withdrawal. 
Re-operation due to false prediction error: In the existing method and the proposed 
method - I, the server should set up and control the system. If the server controls 
flexible users, the anticipation of users should be carried out correctly. Therefore, the 
server should implement re-operation or additional operation in case initial anticipa-
tion fails. In the existing method, however, there is no such operation in case of fail-
ure of user anticipation. In the proposed method, user anticipation can be achieved 
smoothly through a simple operation like rg when the server configures the system. 

Likewise, random number r can be generated on
pZ . Problems can also be solved 

by giving numbers larger than the expected number of users in advance. 
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6   Conclusion 

Broadcast encryption is used to provide contents only for authorized users on the open 
network. Except author-ized users, nobody can obtain messages from the broadcast 
message; authorized users can obtain the session key, with the private key transmitted 
in advance. This paper proposes the method of generation, distribution, and renewal 
of private key and suggests an easier way of renewing after users’ requests for with-
drawl or process of the server’s withdrawal for existing users. Further studies on user 
tracing and key cycling are recommended. 
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