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Abstract. The number of newly developed information systems has grown
considerably in their areas of application, and their concomitant threats of in-
trusions for the systems over the Internet have increased, too. To reduce the
possibilities of such threats, studies on security risk analysis in the field of in-
formation security technology have been actively conducted. However, it is
very difficult to analyze actual causes of damage or to establish safeguards
when intrusions on systems take place within the structure of different assets
and complicated networks. Therefore, it is essential that comprehensive pre-
ventive measures against intrusions are established in advance through security
risk analysis. Vulnerabilities and threats are increasing continuously, while
safeguards against these risks are generally only realized some time after dam-
age through an intrusion has occurred. Therefore, it is vital that the propaga-
tion effects and levels of damage are analyzed using real-time comprehensive
methods in order to predict damage in advance and minimize the extent of the
damage. For this reason we propose a modeling technique for information sys-
tems by making use of SPICE and Petri-Net, and methods for analyzing the
propagation effects and levels of damage based on the epidemic model.

Keywords: Risk analysis, Intrusion, Damage propagation, Safeguard,
Epidemic.

1 Introduction

Security risk analysis [1] of information systems is the best means of eliminating
vulnerabilities from information security services and safely controlling the systems
against potential threats. Currently, information systems operate in various environ-
ments with extended areas, a large number of assets and interoperations with hetero-
geneous systems such as controlling systems. This situation has enabled risk analysis
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simulation of information systems to emerge as a field of keen interests and to bring
innumerable studies and discussions. An important prerequisite to perform
simulations is to create an environment in which analysis of the propagation effects
and levels of damage to information systems can be analyzed. In such a simulated
environment, an analysis of the activities on information systems, resources and
information flow should be conducted in order to evaluate the affects of cyber intru-
sions on the information systems. For the analysis of activities on information sys-
tems, we model information systems through the SPICE model [3] and Petri-Net [4]
for circuit design, and analyze propagation effects and levels of damage by applying
the epidemic model [2][24]. The epidemic model has been studied for the propagation
of worms; we will use the model to analyze all cyber intrusions as well as worms.

It is normally difficult to identify which intrusion causes damage. Once an intru-
sion takes place, the related functions of the information system are degraded, or the
intrusion shuts down some of information systems. After recognizing the symptoms,
system administrators will begin to establish safeguards for the damage. Once these
safeguards have been established, recovery procedures for the affected systems may
begin. Meanwhile, damage from the intrusions might have been propagated to other
systems via unspecified routes, and the scope of the damage increases accordingly. In
such a case, damage continues to occur until safeguards are established to prevent
future intrusions.

Therefore, we propose a modeling mechanism to assist the analysis of possible in-
trusions in advance. Our proposed modeling mechanism will help system administra-
tors to analyze cyber threats and establish effective safeguards for prevention and
recovery from intrusions.

2 Related Work

2.1 Information System Modeling

In the most organizations, information systems are modeled to show network configu-
rations simply using Microsoft PowerPoint or VISIO. This type of modeling is capable
of showing the current status and connection features of assets only; thus, it is difficult
to analyze damage propagation using this kind of modeling, since the modeling is not
capable of showing job flows or predicting the propagation effects of damage occurred.
Flow charts or state transition diagrams can be used to identify information flow, but
these approaches have limitations to analyze and identify threats from the overall net-
work configurations of information systems. More recently, the state transition dia-
grams [5] have been extended for direct representation of sequence and elements of
events as well as simple illustration of behaviors and results of cyber intrusions in the
systems through Deterministic Finite State Machine (DFSM) [6] or Colored Petri-Net
[7]. The state transition diagram approach configures only the effects and damage
routes of cyber intrusions, so it has some limitations in risk analysis: This approach is
not capable of incorporating the unique features of respective assets when representing
the information system as a model, and this approach illustrates the distribution of
damage unevenly according the directions of propagation. To overcome these short-
comings, the SPICE model has been introduced to analyze transient effects.
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2.2 SPICE Modeling

The Simulation Program with Integration Circuit Emphasis, or SPICE [8], is a pro-
gram to simulate simple electronic circuits based on equivalent circuits for the respec-
tive elements. With SPICE, users can design, edit, and simulate electronic circuits,
and users can compile characteristics of elements and circuit configurations in a li-
brary for later analysis. However, the SPICE model may contain excessive unneces-
sary information assets to cover each asset in the entire information systems and may
contain more complex designs than network layouts. This may cause difficulties in
analysis of the routes for cyber intrusions and damage incurred by the intrusions.
Therefore, a new modeling technique is required for simple and easy analysis of dam-
age routes, so that the modeling technique can be used for risk analysis of information
systems.

2.3 Risk Analysis

Many studies on risk analysis of information systems are currently in progress in
different fields. The major three domains are as follows:

* Risk analysis processes and risk-level calculation
* Design and development of risk analysis tools
* Studies on control items and guidelines

Several risk analysis processes have been developed, including GMITS [9], CSE
(Communications Security Establishment) [10], HAZOP (Hazard and Operability
study) [11], FTA (Failure Model and Effect Criticality Analysis) [12], OCTAVE [13],
and CORAS [14]. In Korea, a process called PRAHA [15] has been developed and
utilized for analysis and assessment of vulnerabilities of systems in governmental or
public organizations. Risk analysis tools include CRAMM (CCTA Risk Analysis and
Management Methodology) [16], BDSS [17], and Buddy System [18]. The BS7799
[19] and IT Baseline Protection Manual from BSI [20] are under study for control
items and calculation of criteria. Most of the above processes or tools can be used for
risk analysis; however, they are somewhat limited in their analysis of the scope of
damage and effects caused by intrusions.

2.4 Intrusion Damage Estimation

The damage calculation proposed in [21] simply calculates the values of damaged
assets, labor costs, recovery expenses in a quantitative manner for the duration of
intrusions. This methodology does not really contain a technique for real-time analy-
sis of the rapid changes in information systems because of different intrusion acci-
dents; nor is it capable of analyzing the routes and affects of damage incurred. Some
studies [22] are currently in progress to analyze the extent of damage using the
propagation model for worms by making use of certain epidemic models [2], and
estimate the levels of damage through real-time analysis of the availability of infor-
mation systems. However, no study on overall damage propagation has yet been
completed.
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3 Information System Modeling

The modeling of information systems is a must for the analysis of the propagation
effect and level of damage caused by intrusion. To model systems, it is necessary for
the target systems and assets to be defined, while the functional restrictions of sys-
tems such as objectives and configuration shall be explicitly specified. However, the
authors of the study illustrate the mutual reliance between the assets comprising a
system and the similar functions of the assets in a block diagram [23]. To do this, the
authors illustrate system modeling as shown on Fig. 1, define the elements as follows:
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Fig. 1. Structure of information system

Info-Infra Model IM = <G(t), S(t), M(t), F(t), e, 1, y, t>

*  G(t): Information system

*  S(t): Information security system or encryption system

*  M(t): Monitoring or control system

e F(t): Communication system or security guard for output data
« e: Input into information security system

e r1: Input from monitoring or control system

* y: Output of information system or input of linked system

* h: Hacking from outside of system

e d: In-house intrusion accident

* u: Control level of input of, or access from, users

* t: Time

Where, {G;} is elementary assets including servers, networks and PCs.

The modeling of information systems for risk analysis is configured in a block dia-
gram. As shown in Fig. 2, it is assumed that a web server, an application server and a
database server reside inside an information system. Users are allowed to access the
Internet while they perform e-library jobs. However, there are difficulties in analyzing
the propagation effects and levels of damage caused by cyber intrusions in informa-
tion systems with the block diagram of the information system. Representing the
information system using modeling as shown in Fig. 3 may cause hacking threats
from the Internet; therefore, it should be possible to easily recognize in-house intru-
sion accidents and clearly acknowledge target assets protected by the information
system. Therefore, this simple network block diagram enables analysis of the propa-
gation effects and levels of damage.
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Fig. 2. Block diagram of a common infor- Fig. 3. Configuration of information system
mation system through modeling

4 Analysis of Levels of Damage

To analyze the propagation effects of damage using the suggested modeling, each
asset and network features should be configured in the modeling. For this purpose, we
define levels of damage to information systems as follows:

The fault conditions and the range of assets subject to damage should be identified
in order to analyze the entire level of damage to an information system. The current
epidemic model is as shown in Fig. 4:

Susceptible
¥
QtFpsit) - R{t)=p I{t]
i N-space

Fig. 4. Epidemic model

The epidemic model allows analysis of the infection feasibility of susceptible as-
sets from those infected by worms, and calculation of the number of infected assets
based upon the results of the analysis. Assets can be removed after infections. The
equation is as follows:

I(1) = BI(1)S() - U{t)
U(t) = Q) U B(t) = {p2N SO IU{p N I(1)}
sOUIHUUE =N

5(t) : susceptible Assets, I(t) : Infectious Assets,
U(t) : removed Assets from Infection, N : Total Asset Number,
A : Infection Ability, py, p2 Recovered Ability

This model does not suggest the propagation effect and level of damage occurred
during a period of activities such as analyzing the causes of intrusion, establishing
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safeguards, and recovering the systems from damage. Furthermore, this model is
applicable to worms only, and is not capable of identifying the damage probabilities
of different intrusions or the levels of damage to entire systems. Therefore, additional
elements should be defined to expand the model to other cases. We expanded the
epidemic model to include the following factors for intrusion:

1. Levels of damage by judging if damage is caused by normal operations or by
intrusions when the assets are loaded

2. A scope and levels of asset infections when an intrusion takes place

3. Levels of protection in phases of intrusion elimination after the causes of in-
trusions have been identified

Each asset will be infected if it is susceptible to intrusions. In such cases, the level
of damage to each asset is calculated using a relational function with the uncertainty
of asset infections. The level of damage to the entire information system is calculated
using functions relevant to existing safeguards and the level of recovery attained
through the safeguards. An information system is the sum of its assets: each asset
faces unique threats and it is vulnerable and subject to damage due to these threats
and its vulnerabilities. The level of damage of a system over time can be represented
in a function. The final results of the analysis are as follows when the probability and
the uncertainty of infection are included.

{L} = {P®)} N {Xi®H)}
{Ri(t+d)} = fa[{Lit + D}, {eit + D)} + frel{Ld)}, {ad)}]
{G:i)} = fr{Ai®)}, {Z:@)}, FrUP@) N X)), {eit)}])
= frl{p:(®) N {4}, (o} N AZ®D), fr{EE) N XK@}, {a®}]

M(t)=G{)/N x 100

{P} : Intrusion, {X} : Weaknesses attributed to intrusion

{R} : Level of damage to infected asset, {e} : Uncertainty of infection,
{A} : Level of existing safeguards, {d} : Time delay in analyzing infection,
{R} : Level of future safeguards, p,o : Probability of infection

M : Level of damage ( % )

S Damage Propagation and Calculation Using Modeling

We have performed the following case study for the analysis of security risks using
the suggested modeling. The test environment for the case study was configured as
shown in Fig. 5, and modeling was performed as shown in Fig. 6. The in-house net-
work is employed for business management, and the home page is operated in the
outside network. The data protection system is installed and operated on each client.
The switches and hubs at both ends to build the information security system are
removed from the major asset list, since they are not regarded as major assets. The
systems operating in a duplex structure and a dual configuration are indicated as
overlapping, since they are identical in terms of the probabilities of threats and vul-
nerabilities.

Configuring the information system in the manner illustrated above allows us to
analyze the propagation effects and levels of damage as well as assets, threats, vulner-
abilities, and safeguards.
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Fig. 5. Configuration diagram of a informa- Fig. 6. Modeling of a information system
tion system

5.1 Structure of Assets

The structure of assets is as follows: threats and vulnerabilities regarding an intrusion
in question are distinguished, and the probability of infections of the distinguished
items is defined. Table 1 contains an example of the asset parameters for a Windows
2000 server. As shown in Table 1, the Windows 2000 Server in an information sys-
tem is subject to threats of improper password control (2.19), an absence of logging
policies (2.35), and a deficiency in training programs for operators (3.09). Infection
information and a scope, and relational functions are recorded with time intervals.
The system is susceptible to buffer overflow attacks and format string attacks, which
can cause damage of up to 70% and 40% of the server assets respectively.

Table 1. File structure of the asset Table 2. Modeling results for each asset
Parameters
! Windows2000 Server ! Information System Net-list
! PARAMETER DATA DIM
! Threat Table 1 min! Time Interval
! Table number: Threat factor (1-5): IN 0 1 Attack

Damage_factor (%) OUT 0 1 Risk, Damage
2.19: 1, 2,2, 3, 4, 5: linear_function (a) ! Assets
2.35:1,2,3,4,5,5: exp_function (a) SERVER 12 S(WIN2000, SP2) IS
3.09: 1, 3, 5: log_function (a) DB 23 D(ORACLE, V8.0) 'D
...... PC 24 PC(WINXP,3) !PCset3
! Vulnerability Table SERVER 13 S(HP, SP3, APACHE) !S

! CVE ID: Threat_factor (1-5): | | ......
Damage_factor (%)

CAN-2000-1186: 4: 70
CAN-2003-1022: 3: 40

! Risk Table
! Damage Table

! SafeGuard Table
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5.2 Netlist File

A netlist file is defined as a basic network-structured input file for an information
system. When an information system is developed as shown in Fig. 5 with a netlist
file as shown in Table 2, details are displayed as follows. Since most of assets are
connected with switches or hubs, location determinations of switches and hubs as
nodes allow simple development of netlist files.

First of all, identify the assets currently used by the information system, and mark
the asset type, and the numbers and the values of adjacent nodes where the assets
reside. The core of the netlist file illustrates the information system based on node
numbers.

The modeling of the information system as shown in Fig. 5 is displayed as shown
in Fig. 7, and simulation is made for the propagation effects and calculations of dam-
age to show the results as in Fig. 8. The results indicate that the level of damage to the
information system escalated from 1 to 5 in 120 seconds after the intrusion, with the
total damage exceeding 80%. However, operations for the emergency recovery meas-
ures make the entire damage level become 2 and reduce the damage to 40%. As de-
scribed above, the modeling of an information system enables convenient real-time
analysis of the scopes and levels of damage.

mm_

Fig. 7. Modeling of an information system Fig. 8. Propagation effects and levels of damage

6 Conclusions

Security risk analysis of information systems is an essential task. However, the
current analytic techniques are, in general, of a static nature, and are not capable of
illustrating the propagation effects of damage to information systems and the appro-
priateness of role operations for information security systems. We suggest techniques
to analyze the propagation effects and levels of damage while resolving the above
problems.

The techniques suggested in this study have been shown to be capable of analyzing
the damage flow within information systems and the effects of damage in a given
time interval. This means that when an intrusion takes place, the level of infection and
its route are analyzed by identifying the threats and vulnerabilities of various types
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and levels of intrusions, while the variation in levels of damage and damage propaga-
tion effects are analyzed by employing pre- and post-information safeguards. In short,
these techniques allow safeguards for information systems to be defined in a rela-
tively short period of time as well as real-time analysis of appropriateness of the safe-
guards in order to execute more stable and efficient security risk analysis.
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