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Abstract. The Fujisaki-Okamoto (FO) conversion is widely known to
be able to generically convert a weak public key encryption scheme,
say one-way against chosen plaintext attacks (OW-CPA), to a strong
one, namely, indistinguishable against adaptive chosen ciphertext attacks
(IND-CCA). It is not known that if the same holds for identity-based en-
cryption (IBE) schemes, though many IBE and variant schemes are in
fact specifically using the FO conversion. In this paper, we investigate
this issue and confirm that the FO conversion is generically effective
also in the IBE case. However, straightforward application of the FO
conversion only leads to an IBE scheme with a loose (but polynomial)
reduction. We then propose a simple modification to the FO conversion,
which results in considerably more efficient security reduction.

1 Introduction

BACKGROUND. Identity based encryption (IBE) [IT] is a public key encryption
scheme where the encryption public key can be an arbitrarily string, such as
the recipient’s identity, thus the distribution of public key certificates can be
avoided for an IBE scheme. This was first motivated by applications to encrypt
emails under the recipient’s email address, however, it found more applications
ever since, e.g. [8A].

It has been shown [IL[7] that the strongest security notion for IBE is indistin-
guishability against adaptive chosen ID and adaptive chosen ciphertext attacks
(IND-ID-CCA). Nevertheless, many IBE schemes, other than (IND-ID-CCA), first
build a “basic scheme” which is one-way against adaptive chosen ID and cho-
sen plaintext attacks (OW-ID-CPA), then specifically use the famous Fujisaki-
Okamoto (FO) conversion [6] to upgrade the basic scheme to a scheme with
IND-ID-CCA security. However, it is still unknown whether the FO conversion
can generically upgrade OW-1D-CPA security to IND-ID-CCA security.
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It is crucial to note that the FO conversion is a generic conversion to enhance
a public key encryption scheme with security of one-wayness under chosen plain-
text attacks (OW-CPA) to security of indistinguishability against adaptive chosen
ciphertext attacks (IND-CCA) [I0] in the random oracle model. Many practical
PKE schemes are based on it.

OUR CONTRIBUTIONS. Our contributions are three-fold:

First, we investigate the generic security of the IBE obtained by applying the
FO conversion to an underlying OW-ID-CPA secure IBE and confirm the IND-
ID-CCA security of the IBE can be polynomially reduced to the OW-ID-CPA
security of the underlying IBE.

Additionally, we find that the straightforward application of the FO con-
version yields a significantly inefficient reduction cost. To be more precise, the
simulator’s time complexity is more than 21°°(> 289) times re-encryption com-
putation (in addition to an IND-ID-CCA adversary’s running time).

Finally, we slightly modify the FO conversion so that the simulator’s time
complexity is reduced to be 269(< 280) times re-encryption computation (in
addition to an adversary’s running time) which can be dealt with in practice.

2 Preliminary

In this section, we present the definitions of IBE, OW-ID-CPA, IND-ID-CCA and
~-uniformity.

ID-Based Encryption. ID-Based encryption (IBE) [11] is a public key en-
cryption scheme where the encryption public keys can be arbitrary strings. It is
formally defined as follows:

Definition 1 (ID-Based Encryption). Formally, an identity-based encryp-
tion (IBE) scheme II = {S,X,E,D} consists of the four algorithms.

— &, the setup algorithm, takes security parameter k£ € Z as input, and outputs
system parameters params and the master-key master-key. S is a probabilistic
algorithm. params consists of descriptions of a finite message space MSPC,
and a finite ciphertext space CSPC.

— X, the extract algorithm, takes as inputs params, master-key and an arbitrary
ID € {0,1}*, and outputs a private key d. ID is an arbitrary string and used
as a public key. d is the corresponding private key(decryption key). This
algorithm extracts a private key corresponding to ID.

— &, the encryption algorithm, takes as input params, ID and M € MSPC. Let
COIN(k) € {0,1}* be a finite set. £ chooses a random string coin € COIN(k)
and outputs a ciphertext C' € CSPC. &£ is a probabilistic algorithm. We
denote the result of running this algorithm & (params, ID, M; coin).

— D, the decryption algorithm, takes as input params, C' € CSPC and a private
key d, and outputs M € MSPC. The algorithm decrypts a ciphertext C' using
the private key d.
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These algorithms must satisfy the standard consistency constraint,
VM € MSPC, D(params,d,C) = M where C = £(params, ID, M).

One-Way Identity-Based Encryption. A notion of security called one-way
encryption(OWE) is an even weaker notion. Roughly speaking, this notion means
that when given the encryption of a random plaintext the adversary cannot
produce the plaintext in its entirety. Originally OWE is defined for standard
public key encryption schemes. Boneh and Franklin [3] extended the definition
of OWE for IBE schemes. An IBE scheme is an one-way encryption scheme if no
polynomial adversary A has a non-negligible advantage against the challenger
in the following game:

Setup: The challenger takes a security parameter k and runs the setup algo-
rithm S. It gives the adversary the resulting system parameters params. It
keeps the master-key to itself.

Phase 1: The adversary issues private key extraction queries ID1, ..., ID,,. The
challenger responds by running X" to extract the private key d; corresponding
to the public key ID;. It sends d; to the adversary. These queries may be asked
adaptively.

Challenge: Once the adversary decides that Phase 1 is over it outputs a public
key ID & {ID4,...,ID,,} on which it wishes to be challenged. The challenger
picks a random M € MSPC and encrypts M using ID as the public key. It
then sends the resulting ciphertext C' to the adversary.

Phase 2: The adversary issues more extraction queries ID,,41,...,ID,. The
only constraint is that ID; # ID. The challenger responds as in Phase 1.
Guess: Finally, the adversary outputs a guess M’ € MSPC and wins the game

it M =M.

We refer to such an adversary A as an OW-ID-CPA adversary. A’s advantage
in attacking the scheme is defined as: Adv(k) = Pr[M = M’]. The probability
is taken over the random bits used by the challenger and the adversary.

Definition 2 (OW-ID-CPA). We say that an IBE scheme is secure in the sense
of OW-ID-CPA if Adv 4 is negligible for any polynomial time algorithm A.

Chosen Ciphertext Security. Boneh and Franklin [3] defined chosen cipher-
text security for IBE systems. In their model, security for an IBE system is
defined by the following IND-ID-CCA game:

Setup: The challenger takes a security parameter k and runs setup algorithm
S. It gives the adversary the resulting system parameters params and keeps
the master-key to itself.

Phase 1: The adversary issues queries q1, - - -, ¢, Where query ¢; is one of:

— Extraction query (ID;). The challenger responds by running algorithm &

to generate decryption key d; which corresponds to the public key (ID;).
It sends d; to the adversary.
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— Decryption query (ID;, C;). The challenger responds by running algo-
rithm & to generate the decryption key d; corresponding to the public
key (ID;). Then it runs algorithm D to decrypt the ciphertext C; using
d;. It sends the adversary the resulting plaintext.

The query may be asked adaptively, that is, each query ¢; may depends on
the replies to q1,- -+, qi—1.

Challenge: Once the adversary decides that Phase 1 is over it outputs two
equal length plaintext My, M7 € MSPC and an ID on which it wishes to
be challenged. The only constraint is that the ID did not appear in any
Extraction query in Phase 1. The challenger picks a random bit b € {0, 1}
and sets C' = &(params, ID, My). It sends C to the adversary.

Phase 2: The adversary issues more queries ¢,,+1, - - - , ¢, Where query g; is one of:
— Extraction query (ID;) where ID; # ID. The challenger responds as in
Phase 1.

— Decryption query (ID;,C;) where (ID;,C;) # (ID,C). The challenger
responds as in Phase 1.
These queries may be asked adaptively as in Phase 1.
Guess: Finally, theadversary outputsaguessd’ € {0, 1} and wins the gameifd’ =b.

We refer to such an adversary A as an IND-ID-CCA adversary. An advantage of
an IND-ID-CCA adversary is defined as follows: Adva(k) = |Pr[b = b'] — }|. The
probability is taken over the random bits used by the challenger and the adversary.

Definition 3 (IND-ID-CCA). We say that an IBE system is secure in sense of
IND-ID-CCA if Adv 4 is negligible for any polynomial time algorithm A.
v-Uniformity. A property y-uniformity is originally defined for conventional

public key encryption schemes [6]. Here, we define vy-uniformity for IBE schemes.

Definition 4 (y-uniformity). LetIT={S, X, &, D} beanIBE scheme. Foragiven
ID€{0,1}*, the corresponding decryption key d, tcMSPC and yeCSPC, define

v(z,y) = Pr[h «—pr COIN(k) : y = E(params, ID, z; h)].

We say that II is v-uniform, if, for any ID € {0,1}*, any © € MSPC and any
y € CSPC, y(z,y) <.

3 Fujisaki-Okamoto Conversion for IBE Schemes

In this section, we discuss the security of the FO conversion for OW-ID-CPA
secure IBE. As far as we know, this is the first formal analysis which proves that
FO generically converts any OW-ID-CPA secure IBE into an IND-ID-CCA secure
IBE. We also give an observation that the straightforward application of FO to
achieve a strong security is insufficient.

Straightforward Application of FO. Let IT = {S,X,&,D} be an OW-ID-
CPA IBE. Then, we can construct another IBE II' = {S§’, X', &', D’} as follows:
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Let I; be a bit length of a plaintext of IT, I be a bit length of a plaintext of IT’
and COIN(k) be IT’s coin-flipping space.

— &', the setup algorithm. It is as S. In addition, we pick two hash functions
G :{0,1}11 x {0,1}!2 — COIN(k) and H : {0,1}"* — {0,1}'=.

— X', the extraction algorithm. It is as X.

— &', the encryption algorithm. It is defined as follows:

&'(params, ID, M; o) = &(params, ID, 0; G(o, M)) | H (o) & M

— D', the decryption algorithm. Let C' = C4]|Cy be a ciphertext to decrypt.
Algorithm D’ works in the following steps:
1. Computes D(params,d,Cy) = o.
2. Computes H(o)® Cy = M
3. Sets r = G(o, M). Tests that £(params, ID,o;r) = Cy. If not, outputs
“reject”.
4. Outputs M as the decryption of C'

Theorem 1. Suppose the hash functions G and H are random oracles and II is
a y-uniform IBE encryption scheme. Let B be an IND-ID-CCA adversary which
has advantage (k) against II' and it runs in time at most t(k). Suppose B makes
at most qg H queries, qc G queries, qg Extraction queries and qp Decryption
queries. Suppose that running time of € is at most 7. Then there is an OW-ID-
CPA adversary A which has advantage at least quqG (2e(k) — qpy — qD/2l2)
against I1. Its running time is t(k) + qa - qp - 7.

Proof. We show how to construct adversary A by using adversary B as an oracle.
The challenger starts an OW-ID-CPA game by executing S and generates params
and master-key. The master-key is kept secret by the challenger. A works by
interacting with B in an IND-ID-CCA game as follows:

Setup: A gives params to B.

Responses to G-Queries: A maintains a list of tuples (o;, M;, g;) as explained
below. We refer to this list as the G'**. The list is initially empty. When B
queries G(o;, M;), A responds as follows:

1. If the query o; and M; already appears on the G in a tuple (o;, M;, g;)
then A responds with G(o;, M;) = g;.

2. Otherwise, A picks a random element g; from COIN(k) of IT.

3. A adds the tuple (o;, M;, g;) to the G'** and returns g;.

Responses to H-Queries: A maintains a list of tuples (M;, h;) to respond
the queries. We refer to this list as H'*. The list is initially empty. When
B queries H(M;), A responds as following:

1. If the query M; already appears on the H'* in a tuple (M;, h;) then A
responds with H(M;) = h;.

2. Otherwise, A picks a string h; from {0, 1}/2 randomly.

3. A adds the tuple (M;, h;) to the H'* and returns h;.

Responses to Extraction Queries: Let (ID;) be an Extraction query issued
by B. A inputs (ID;) to its own extraction oracle and gets the corresponding
decryption key d;. A passes d; to B as the answer of the query.
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Responses to Decryption Queries: Let (ID;, C;) be a Decryption query is-
sued by B. A responds as follows:

1. Find a pair of tuples (o, M,g) and (o, h) from the G'*** and H'* re-
spectively, such that £(params, |D;, 03 g)||h & M; = C;.

2. Outputs M if there exists such a pair of tuples, or outputs “reject”
otherwise.

Challenge: Once B decides that Phase 1 is over it outputs a public key ID and
two messages My, M7 on which it wishes to be challenged. A sends ID to the
challenger and receives a ciphertext C. Then, A generates Cep1||Cena where
Cep1 = C and Ceps is a random string whose length is l5. A gives Cepy ||Ceno
as the challenge to B.

Guess: Once B decides that Phase 2 is over it outputs a guess b'.

After B outputs the guess o', A chooses a tuple (o, M, g) or (o,h) from the
GYst or the H'st, respectively. Then, A outputs ¢ in the tuple as the answer of
the OW-ID-CPA game.

We first define the following three events:

SuccB the event that B wins the IND-ID-CCA game.
AskB the event that B asks a query for G(D(params, d, Cep1), *) or H(D(params,
d, Ccp1)) at some point during the game, where d:= X (params, master-key,
ID) and * denotes any l-bit string.
Fail the event that the simulation fails before B submits a query for
G(D(params,d, C.p1), %) or H(D(params,d, Ccp1)).

Then, we have that
Pr[SuccB|—=Fail] - Pr[—Fail] > e(k) + ; — Pr[Fail].
Since Pr[SuccB|—Fail, =AskB] = 1/2, we also have
Pr[SuccB|-Fail] = Pr[SuccB|~Fail A AskB] - Pr[AskB] + ; (1 - PrfAske])
< ;Pr[AskB] + 1.

2

Hence, we have that
(1 Pr[AskB] + 1) - Pr[-Fail] > e(k) + L Pr[Fail]
2 2 - 2 ’
and therefore,
Pr[AskB] > 2¢(k) — PrlFail].

Next, we estimate Pr[Fail]. The event Fail occurs only when either

Case 1. B submits a Decryption query (ID,C1||H (o) @ M) such that C; =
E(params, ID, 0; G(o, M)) without asking G(o, M), or
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Case 2. B submits a Decryption query (ID, £(params, ID, o; G(o, M))||Cs) such
that Cy = H(o) ® M without asking H (o).

Case 1 and 2 happen with probability at most v and 1/2!2, respectively, and
therefore, we have that Pr[Fail] <1 — (1 —~ —1/2/2)p,
Hence, we have that

1
Adv 4 (k) > Pr[AskB
Alk) > G +an [AskB]

2 povan (0= (= (1-0)))

1 qp
2¢(k) — — ) .
q¢ + qu ( ()~ a0 2t

12

Finally, we estimate .A’s running time. Since in addition to B’s running time,
A has to run & for q¢ times for responding to each Decryption query, A’s running
time is estimated as t(k) + q¢ - qp - 7. O

Discussion: Running Time of A. As shown in Theorem 1, there exists a
polynomial time reduction from B to A, and consequently, any polynomial time
adversary cannot break IT’ in IND-ID-CCA sense if any polynomial time adver-
sary cannot break IT in OW-ID-CPA sense. However, this result does not imme-
diately imply that any realistic adversary cannot break IT’ in IND-ID-CCA sense
if any realistic adversary cannot break IT in OW-ID-CPA sense. Suppose that A’s
computational time is significantly larger than B’s. Then, it might be still infea-
sible to break IT in practice even if B can break II’ in IND-ID-CCA sense. Bellare
and Rogaway [2] proposed the notion of exact security for formally dealing with
this issue.

Now, we focus on the running times of .4 and B (rather than their advantages).
As in Theorem 1, A’s running time is estimated as t(k) + qg - ¢p - 7, where t(k)
denotes B’s running time. This means that 4 has to run the encryption algorithm
& for q¢ - qp times in addition to B’s running time. Consequently, assuming that
ge and ¢p are estimated as 250 and 240 respectively, A has to run & for 2100
times! (Notice that a Decryption query requires on-line computation while a
G-query only requires off-line hash computation.) It is believed that more than
280 operations are computationally infeasible in the real world, and therefore, A
cannot break OW-ID-CPA security of IT in practice (even if B works in a practical
time).

Hence, the above straightforward application of the FO conversion is insuffi-
cient for achieving a strong security. In the next section, we propose an improved
version of the FO conversion for IBE, which provides an efficient simulator with
less time complexity.

4 Modified Fujisaki-Okamoto for IBE Schemes

In this section, we propose a modified FO conversion with an improved reduction
cost, i.e. the simulator needs shorter running time but still obtains the same



190 P. Yang et al.

advantage when compared with the simulator in the straightforward FO. The
difference between our modification and the original FO is only that we take o,
M and ID as input to GG instead of o and M.

Basic Idea. The huge running time of .4 in Theorem 1 is caused by the following
reason. In order to respond to a Decryption query (ID,C), A has to find a pair
of tuples from G'** and H'** such that its corresponding ciphertext with public
key ID is identical to C. Since A does not know ID in advance, it is required
to carry out re-encryption with public key ID for all tuples in G*$t for every
Decryption query. This results in g¢ - ¢p times of re-encryption operations. For
solving this problem, we add ID as one of the inputs to G.

Modified FO Conversion. Let IT = {S,X,£,D} be an IBE scheme which
is secure in the sense of OW-ID-CPA. We denote the new encryption scheme as
" ={8",x",£",D"}. Let l; be a bit length of a plaintext of II, ls be a bit
length of a plaintext of II"” and COIN(k) be IT’s coin-flipping space.

— 8", the setup algorithm. It is as S. In addition we pick two hash functions
G :{0,1} x {0,1}"2 x {0,1}* — COIN(k) and H : {0,1}1r — {0, 1},

— X", the extraction algorithm. It is as X.

— &”, the encryption algorithm. It takes system parameter params, public key
ID € {0,1}*, random coin o € {0,1}"* and a message M € {0, 1}'2.
It is defined as follows:

&"(params, ID, 0, M) = &(params, ID, 0; G(0, M, ID)) || H(c) & M

— D", the decryption algorithm. Let C' = C1||Cy be a ciphertext to decrypt.
This algorithm works in the following four steps:
1. Computes D(params,d,Ci) = o
2. Computes H(o) @ Cy =M
3. Sets r = G(o, M, ID). Test that £(params, ID, M;r) = C4. If not, outputs
“reject”.
4. Outputs M as the decryption of C.

Theorem 2. Suppose the hash functions G and H are random oracles and II is
~v-uniform IBE encryption scheme. Let B be an IND-ID-CCA adversary which has
advantage €(k) against II" and it runs in time at most t(k). Suppose B makes
at most qc G-queries, qg H-queries, qg Extraction queries and qp Decryption
queries. Suppose that encrypting one message needs time 7. Then there is an OW-
ID-CPA adversary A which has advantage at least ,  (2e(k) —qpy—qp/2'?)

qH+qG
against II. Its running time is t(k) + qg - 7

Proof. To prove Theorem 2, almost same strategy as the proof of Theorem 1
can be used. That is, assuming IND-ID-CCA adversary B for IT”, constructing
OW-ID-CPA adversary A for IT which uses B as an oracle.

There are two different points between the proof of Theorem 1 and 2. The points
are how to answer G-queries and Decryption-queries in the IND-ID-CCA game be-
tween A and B. Due to the space limitation, we describe only these different points.
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Responses to G-Queries: A maintains a list of tuples (o;, M;,ID;, g;, C;) as
explained below. We refer to this list as the G'***. The list is initially empty.
When B queries G(o;, M;, 1D;), A responds as follows:

1. If the query o;, M; and ID; already appears on the G'* in a tuple
(04, M;,1D;, g;, C;) then A responds with G(o;, M;, 1D;) = a;.

2. Otherwise, A picks a random element g; from COIN(k).

3. A generates a ciphertext C; = E(params, |D;, 0; ¢:)||H (0;) ® M;.

4. A adds the tuple (o}, M;,1D;, g;, C;) to the G'**! and responds to B with
G(Oi, MZ', |D1) = G-

Responses to Decryption Queries: Let (ID;,C;) be a decryption query is-
sued by B. A responds this query in the following steps:

1. Finds a tuple (o;, M;,1D;, g;, C;) from the G'*** such that ID; = ID; and
C; =Cj.
2. Outputs M; if there exists such a tuple, or outputs “reject” otherwise.

After B outputs the guess o', A chooses a tuple (o, M, ID, g,C) or (o, h) from
the G¥s or the H'* randomly and outputs o in the tuple as the answer of the
OW-ID-CPA game.

The advantage of A can be evaluate in the same way as in Theorem 1. So, we
omit to describe the detail of the evaluation here.

Finally, we estimate A’s running time. In addition to B’s running time, .4 has
to run &€ for ¢g times to make the G'*s*. Thus, A’s running time is estimated as
t(k) +qc-T. O

Comparison. Here, we compare the running times of simulators for I’ and IT"”.
In the comparison, we especially focus on times to run the encryption algorithm
& which is required for each simulation. It is believed that if a simulator has to
run & for more than 289 times, then it does not properly work in a realistic time.
Now, we have that

#g (H/)(: 2100) > 280 > #g(H//)(Z 260)7

where #¢(-) denotes the times to run £ in the simulation. This implies that the
running time of the simulator for IT” is considered realistic, and on the other
hand, that for I’ is not.

However, it should be noticed that existence of an adversary which can break
II" does not always imply existence of another adversary which can break IT in
practice. This is due to its non-tight reduction cost in terms of advantage, i.e.

2 e(k).

qc+qH

5 Conclusion

In this paper, we confirmed the generic security of FO conversion in IBE schemes,
and investigated the fact that there exists a significantly inefficient reduction cost
in the straightforward application, say, the additional 2'°° times re-encryption
computation. Under this circumstance, we modified FO and reduced the addi-
tional time down to 250 times re-encryption computation.
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Our discussion started from the OW-ID-CPA schemes, and we can also address
the case starting from the IND-ID-CPA schemes. When we apply REACT [9] and
the PKC' 99 version of FO [5] to IBE, some similar but more interesting results
will appear. We will present them in the full version of this paper.
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