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Abstract. This paper studies the smartcard based fingerprint encrytion/auth-
entication scheme for ATM banking systems. In this scheme, the system au-
thenticates each user by both his/her possession (smartcard) and biometrics
(fingerprint). A smartcard is used for the first layer of authentication. Based on
the successful pass of the first layer authentication, a subsequent process of the
biometric fingerprint authentication proceeds. The proposed scheme is fast and
secure. Computer simulations and statistical analyze are presented.

1 Introduction

With rapidly increasing number of break-in reports on traditional PIN and password
security systems, there is a high demand for greater security for access to sensi-
tive/personal data. These days, biometric technologies are typically used to analyze
human characteristics for security purposes [1]. Biometrics based authentication is a
potential candidate to replace password-based authentication [2]. In conjunction with
smartcard, biometrics can provide strong security. Various types of biometric systems
are being used for real-time identification. Among all the biometrics, fingerprint-
based identification is one of the most mature and proven technique [3].

Smartcard based fingerprint authentication has been actively studied [4-6]. A fin-
gerprint based remote user authentication scheme by storing public elements on a
smartcard was proposed, each user can access to his own smartcard by verifying him-
self using his fingerprint [4]. In [5] and [6], the on-card-matching using fingerprint
information was proposed. However, these schemes require high resource on the
smartcard and the smartcard runs a risk of physical attack. Together with the devel-
opment of biometric authentication, incorporate biometric into cryptosystems has also
been addressed [2]. However, instability of fingerprint minutiae matching hinders its
direct use as encryption/decryption key. With the widely studied of automatic per-
sonal identification, a representation scheme which combines global and local infor-
mation in a fingerprint was proposed [3, 7], this scheme is suitable for matching as
well as storage on a smartcard.
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Biometric authentication is image based. For remote biometric authentication,
the images need to be encrypted before transmitted. Chaotic map used in image
encryption has been demonstrated [8-10]. The permutation of pixels, the substitu-
tion of gray level values, and the diffusion of the discretized map can encrypt an
image effectively.

In this paper, a biometric authentication protocol is proposed. Based on the
modified Needham-Schroeder PK protocol [11], strong smartcard public key system
for the first layer of authentication and then fingerprint authentication for the re-
maining parts are used. The primary application of our scheme is ATM based bank-
ing systems due to its popularity and trusted physical terminal that has 24 hours
camera surveillance.

The rest of the paper is organized as follows: Section 2 provides the description of
the new hybrid crypto-biometric authentication protocol. Generation of encryption
key is studied in Section 3. Evaluation of the encryption scheme is conducted in Sec-
tion 4. Conclusions are presented in Section 5.

2 Hybrid Crypto-Biometric Authentication Protocol (HCBA)

Generally, there are two basic fingerprint authentication schemes, namely the local
and the centralized matching. In the central matching scheme, fingerprint image cap-
tured at the terminal is sent to the central server via the network, then is matched
against the minutiae template stored in the central server.

There are three phases in HCBA: registration, login and authentication. In the reg-
istration phase, the fingerprints of a principal A are enrolled and the derived finger-
print templates are stored in the central server. The public elements and some private
information are stored on smartcard. The login phase is performed at an ATM termi-
nal equipped with a smartcard reader and a fingerprint sensor. The hybrid smartcard
and ATM based fingerprint authentication protocol is shown in Fig.1.
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Deny
access

Processing

Fingerprint No Attack
i Recover 2
Smart card
(Principal A)

Fig. 1. Diagram of the new hybrid chaotic-biometric authentication protocol (HCBA)
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The smartcard releases its ID and private key after being input at the terminal. The
first layer of mutual authentication is done via messages 1 and 2 as following:
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1. Alice sends message 1 Ep (A, R,) to identify herself A together with a random
number (nonce) R, by using the principal B (bank)’s public key.

2. Message 1 can only be read by principal B with its private key. Then B generates
its own random number (nonce) Ry and sends it together with R, in message 2 E
(Ra, Rp) encrypted with Alice’s public key.

When Alice sees R, inside the message 2, she is sure B is responding and it is
fresh for she sent R, milliseconds ago and only B can open the message 1 with B’s
private key. Conventional public key cryptographic protocols (modified Needham-
Schroeder PK protocol [11]) can be used to exchange further challenge-response
messages.

Fingerprint is integrated to complete the process of mutual authentication which
is illustrated via messages 3, 4 and diagrams within the bank server as shown in
Fig.1. In this process, Alice needs to provide her fingerprint, then the terminal will
encrypt it. The encryption key K, can be generated from the raw fingerprint image,
and is transmitted to the central server via secure channel (such as RSA crypto-
graphy).

When B finds Ry in message 3, it knows that the message 3 must come from Al-
ice’s smartcard and also fresh. Message 4 is the encrypted fingerprint of Alice.

After being verified that the smartcard belongs to the claimed user Alice, the
En(FP) in message 4 is recovered. At this stage, the bank B can still not be sure the
fingerprint is from Alice. The recovered fingerprint is then matched against Alice’s
fingerprint template. If the minutiae matching are successful, then B will process the
message m. Till now, the authentication phase is finished.

2 Improved Pixels Permutation and Key Generation

One complete encryption process consists of (1) One permutation with simultane-
ous gray level mixing, (2) One diffusion step during which information is spread
over the image. The detail procedures are referred to [10]. The image encryption
technique is based on [10], which assigns a pixel to another pixel in a bijective
manner. The improvement of this proposed scheme is the permutation and the
key generation.

3.1 Improved Permutation of Pixels

An image is defined on a lattice of finitely many pixels. A sequence of i integer,
ni, ..., n; such that Xn; = N (i< N) is employed as the encryption key for the permuta-
tion of pixels. The image is again divided into vertical rectangles N X n;, as shown in
Fig.2(a). Inside each column, the pixels are divided into N/n; boxes, each box contain-
ing exactly N pixels. Take an example of 8x8 image shown in Fig.2(b), it is divided
into 2 column (n,=3, , n,=5). The pixels permutation is shown in Fig.2(c), the key
is (3, 5).

The key is an arbitrary combination of integers, which add up to the pixels number
N in a row. One can choose whatever digits in the key arbitrarily.
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Fig. 2. Permutation of pixels. (a) N x 4 blocks; (b) A 8x8 block; (c) After permutation.

If the raw fingerprint image is a PXQ rectangular, it can be reformed into a square
NxN image first, where N is the integer makes (NXN—-Px(Q) minimum.

3.2 Key Generation

Encryption keys are vital to the security of the cipher, which can be derived in the
following three ways:

e From the randomly chosen values of pixels and their coordinates in raw image.

Randomly choose 5-10 points in the raw fingerprint image. The vertical and hori-
zontal position of pixels, as well as the gray level values of each point is served as
key. Mod operations are conducted. The key consists of the remainders and a supple-
mentary digit that makes the sum of key equals to N. For example, in a 300x300 gray
level fingerprint image, there are five points picked up, their coordinates and pixels
values are: (16,17,250); (68,105,185); (155,134,169); (216,194,184); (268,271,216).
After conducting mod(40) and mod(10) operations for the coordinates and the gray
level values, respectively. The result is: (16,17,0); (28,25,5); (35,14,9); (16,34,4);
(28,31,6). The sum of above five groups numbers is Ss=268. At last, a supplementary
digit N — S,, =300-268=32 is the last digit of the key. The encryption key is: {16, 17,
0,28, 25,5,35,14,9, 16, 34, 4, 28, 31, 6, 32}.

e From the stable global features (overall pattern) of fingerprint image.

Some global features such as core and delta are highly stable points in a fingerprint
[13], which have the potential to be served as cryptography key. Some byproduct
information in the processing of fingerprint image can be used as the encryption key.
For example, the Gabor filter bank parameters are: concentric bands is 7, the number
of sectors considered in each band is 16, each band is 20 pixels wide; there are 12
ridge between core and delta, the charges of the core and delta point are 4.8138e-001
and 9.3928e-001, and the period at a domain is 16. Gabor filter with 50 cycles per
image width. Then the key could be: {7, 16, 20, 12, 4, 8, 13, 8, 9, 39, 28, 27, 1, 16,
50, 42}. The last digit is the supplementary digit to make the sum of key equals to N.

e From the pseudo random number generator based on chaotic map.

One can also use the pseudo random number generator introduced in [10] to pro-
duce the key.

The users can choose how to generate keys in their scheme. To encrypt a finger-
print image, three to six rounds of iterations can hide the image perfectly; each itera-
tion is suggested to use different key, and different way to generate the keys.
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4 Simulation and Evaluation

In this section, the proposed encryption scheme is tested. Simulation results and its
evaluation are presented.

4.1 Simulations

The gray level fingerprint image is shown Fig.3(a). The first 3D permutation is per-
formed with the key {16, 17, 0, 28, 25, 5, 35, 14, 9, 16, 34, 4, 28, 31, 6, 32}. After
first round 3D permutation, the encrypted fingerprint image is shown in Fig.3(b). The
second round permutation is performed with the key {7, 16, 20, 12, 4, 8, 13, 8, 9, 39,
28, 27, 1, 16, 50, 42}. After that, the image is shown in Fig.3(c). The third round
permutation is finished with a key {1, 23, 8, 19, 32, 3, 25, 12, 75, 31, 4, 10, 14, 5, 25,
13}. After this, the image is shown in Fig.3(d), which is random looking.

(a) (b) (©) (d

Fig. 3. Fingerprint and the encrypted image. (a) Original image; (b) One round of iteration;
(c) Two rounds of iterations; (d) Three rounds of iterations.

4.2 Statistical and Strength Analysis

e Statistical analysis.

The histogram of original fingerprint image is shown in Fig.4(a). After 2D chaotic
mapping, the pixels in fingerprint image can be permuted, but as the encrypted fin-
gerprint image has the same gray level distribution, they have the same histogram as
that in Fig.4(a). As introduced in Section 3, 3D chaotic map can change the gray level
of the image greatly. After one round and three rounds 3D substitution, the histograms
are shown in Fig.4(b) and (c) respectively, which is uniform, and has much better
statistic character, so the fingerprint image can be well hidden.

e Cryptographic strength analysis.

In [10], the known plaintext and ciphertext only type of attack were studied: the ci-
pher technique is secure with respect to a known plaintext type of attack. With the
diffusion mechanism, the encryption technique is safe to ciphertext type of attack. As
the scheme proposed here use different keys in different rounds of iterations, and the
length is not constrained, it can be chosen according to the designer’s requirement,
there is a much large key space than that Fridrich claimed.
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e Compared with Data Encryption Standard (DES).

The computational efficiency of the proposed fingerprint encryption scheme is
compared with DES. The computation time use DES to encrypt the fingerprint image
in Fig.4(a) is 24185ms in 33MHz 386 computer. To encrypt this fingerprint image
with the proposed scheme in this paper, three rounds of iterations with 16 digits key
in each iteration costs 5325ms with the same computer. Around one-fifth time of the
DES did.

e Key transmission and decryption.

The security strength of messages 1, 2, and 3 in Fig.1 relies the asymmetric cryp-
tography, such as RSA scheme which is widely employed. Even in the worst case that
the attacker has Alice’s smartcard, he/she can successfully proceed the whole authen-
tication process in terms of exchanging messages 1 through 4 in Fig.1, the attack will
fail at the final fingerprint matching phase conducted in the bank sever B as the at-
tacker does not have Alice’s fingerprint. If the attacker has Alice’s smartcard and
legitimate messages from Alice’s last session, there seems a risk of breaking the secu-
rity system. However as the encryption/decryption as well as key generation are
within the secure ATM terminal, the attacker can not get access to the key K to re-
cover the legitimate Alice’s fingerprint as only the bank B can open message 3. We
also propose to use different keys generated with different methods in different
rounds of iterations. This will make the protocol more secure.

AEEEE
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(a) (b) (©)

Fig. 4. Histograms of fingerprint image and the encrypted image. (a) Original fingerprint im-
age; (b) One round of 3D iteration; (c) Three rounds of 3D iterations.

5 Conclusions

A smartcard based ATM fingerprint authentication scheme has been proposed. The
possession (smartcard) together with the claimed user’s biometrics (fingerprint) is
required in a transaction. The smartcard is used for the first layer of mutual authenti-
cation when a user requests a transaction. Biometric authentication is the second
layer. The fingerprint image is encrypted via 3D chaotic map as soon as it is captured,
and then is transmitted to the central server via symmetric algorithm. The encryption
keys are extracted from the random pixels distribution in a raw image of fingerprint,
some stable global features of fingerprint and/or from pseudo random number genera-
tor. Different rounds of iterations use different keys.
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Some parts of the private key are transmitted to central server via asymmetric algo-
rithm. The stable features of the fingerprint image need not to be transmitted; it can be
extracted from the templates at the central server directly.

After decryption, the minutia matching is performed at the central server. The suc-
cessful minutia matching at last verifies the claimed user.

Future work will focus on the study of stable features (as part of encryption key) of
fingerprint image, which may help to set up a fingerprint matching dictionary so that
to narrow down the workload of fingerprint matching in a large database.
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