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Abstract. Certified e-mail delivery has become one of the basic require-
ment in performing business transactions over the Internet securely. How
to construct efficient fair protocols for certified e-mail delivery is of great
interest. The notion of identity based cryptosystem has attracted much
interest since its introduction by Shamir in 1984, as it eliminates the need
of certificates and simplifies the key management. In this paper, we pro-
pose a fair protocol for certified e-mail delivery based on identity-based
signatures. A semi-trust third party (TTP) is involved in our protocol
to ensure fairness, who does not need to store anything except its own
private-key. There is no need for an additional registration between users
and TTP. The proposed scheme is the first identity-based protocol with
such a concise frame and is computation- and communication-efficient.

Keywords: Fair exchange, Certified E-mail, Security protocol, Identity-
based signature.

1 Introduction

Communication by e-mail has become a vital part of everyday business and has
replaced most of the conventional ways of communicating. The basic e-mail se-
curity services include the provision of privacy (only the intended recipient can
read the message) and authentication (the recipient can be assured of the identity
of the sender). Cryptographic mechanisms for providing these security services
have been applied in Internet mail systems, such as S/MIME [24] and PGP [25].
In addition to sender authentication and message privacy, S/MIME can also
provide a signed receipt service. A signed receipt from the recipient (requested
by the sender) serves as a non-repudiable proof of receipt for a specific e-mail.
However, the return of this receipt relies on the willingness of the recipient to
honor the sender’s request and provides no protection to the sender if the recip-
ient chooses not to sign and return the acknowledgement after having read the
message. In other words, this technique does not truly provide non-repudiation
of the receipt security service.
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Important business correspondence may require certified e-mail delivery ser-
vice, analogous to that provided by conventional mail service. For a viable cer-
tified e-mail service, the following security properties are needed:

— Non-repudiation of origin - the recipient must have a way of proving that a
specific e-mail indeed originates from the sender;

— Non-repudiation of receipt - the sender must have a way of proving that the
recipient has indeed received a specific e-mail;

— Strong fairness for the exchange - the recipient should obtain a specific e-mail
if and only if the sender obtains a receipt for it.

By now, certified e-mail delivery (CEMD) has become one of the central prob-
lems in performing business transactions over the Internet securely and can
be applied in numerous e-commerce transactions. Briefly speaking, this is the
problems of how two mutually distrustful parties can fairly exchange a sender’s
valuable e-mail for a receiver’s digital signature representing a proof of recep-
tion. A CEMD protocol [I3,[I7] shall provide strong fairness to ensure that the
recipient receives the e-mail if and only if the sender receives the receipt.

The most practical and efficient approach to the fair exchange problems is
to make use of an off-line trusted third party (TTP) to help the participants
with the exchange. By this approach, the exchanging parties attempt to ex-
change their respective items themselves, i.e. without any involvement of the
TTP. Should any dispute arise during the exchange process due to a party’s
misbehavior or a network failure, TTP is invoked to recover the disputed items
and restore fairness.

Recently, a new category of off-line TTP-based fair exchange protocols has
been proposed based on a cryptographic primitive called verifiable and recover-
able encryption of a signature (VRES) [1}2] 3,418,101, 14]. The VRES represents
a digital signature encrypted in such a way that a receiver of the VRES can verify
that it indeed contains the correct signature without obtaining any information
about the signature itself (verifiability). The receiver can also verify that a des-
ignated TTP can help to recover the original signature from the VRES, in case
the original signature sender refuses to do so (recoverability).

In SAC’04, Nenadic et al. [2I] proposed a new RSA-CEMD protocol for the two
communicating parties to fairly exchange an e-mail message for an RSA-based
receipt. The main contribution of their work is a novel RSA-based method for the
verifiable and recoverable encrypted signature, which is utilized as a crucial prim-
itive to construct their RSA-CEMD protocol. The proposed protocols has been
used as a main cryptographic primitive in the Fair Integrated Data Exchange
Services (FIDES) project [22] provided for E-commerce transactions. However,
as a building block, their VRES scheme was shown to be insecure recently by [23]:
an adversary can easily generate a valid VRES which cannot be recovered by the
designated TTP, and hence the proposed certified e-mail delivery protocol can
not guarantee the claimed fairness.
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As we know, in traditional public key cryptosystems, an entity’s public-key is
generated from some random information that is unrelated to his identity, and
hence needs to be certified to provide users with confidence in the authenticity
of the public keys they are using. PKI is an important infrastructure to manage
these digital certificates and the trust relationships between entities in a hierar-
chical manner. Unfortunately, these certificate-based infrastructures turned out
to be very heavy to deploy, cumbersome to use and non-transparent for the user.

In order to bypass the trust problems encountered in conventional Public
Key Infrastructures, Shamir [I8] introduced the concept of ID-based public-key
cryptography (ID-PKC) in 1984, where an entity’s public key can be a unique
binary string identifying its owner non-ambiguously, such as an e-mail address,
an [P address combined to a user-name, a social security number, et. al.. The
motivation of ID-PKC was to simplify key management and remove the need of
public key certificates as much as possible: since a key is the identity of its owner,
there is no need to bind them by a digital certificates, and thus end users do not
have to enquire for a certificate for their public key. A breakthrough work in the
research of ID-PKC shall owe to Boneh and Franklin [7], who proposed the first
efficient identity encryption scheme based on the bilinear pairings over elliptic
curves. Since then, a great deal of research has been done about the ID-based
cryptosystems. Moreover, the identity-based protocols constructed over elliptic
curves are more suitable for ad hoc and sensor networks. However, as far as we
know, no identity based protocol for certified e-mail delivery has been proposed.

In this paper, we proposed an efficient identity-based fair protocol for certified
e-mail delivery, which work with an identity-based signature scheme constructed
over elliptic curves. In our protocol, there is no registration between a party and
TTP, which makes our protocol much concise and easy to implementation. In
fact, TTP generates a trapdoor permutation as the system parameter, and does
not need to store anything except the private-key of permutation. The trapdoor
kept secret by TTP is only used in the recovery phase to ensure fairness.

The rest of the paper is organized as follows. In section 2, some notations
and assumptions that will be used in this paper are given. Then we present our
identity-based fair certified e-mail delivery protocol and analysis its security and
efficiency in section 3. A conclusion is drawn in section 4.

2 Notations and Preliminaries

The following notations will be used in the remaining part of the paper.

— E(m) expresses a signature of an item m created with a private key sk.
— h(-) is a suitable collision-resistant one-way hash functions.
— z|ly denotes the concatenation of data items x and y.

The following assumptions are used in the design of a certified e-mail delivery
protocol.
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— Alice wishes to send an e-mail message M to party Bob in exchange for
Bob’s receipt for M.

— Alice and Bob have agreed to employ an off-line TTP to help them with the
exchange if they cannot reach a fair completion of the exchange themselves.

2.1 The Bilinear Pairing

Let G; be a cyclic additive group generated by P, whose order is a prime ¢, and
G- be a cyclic multiplicative group of the same order. Let e : Gy X Gy — Go be a
pairing which satisfies the following conditions:

1. Bilinearity: For any P,Q, R € Gy, we have e(P + Q, R) = e(P, R)e(Q, R)
and e(P,Q + R) = e(P,Q)e(P, R). In particular, for any a,b € Z,,

e(aP,bP) = e(P, P)* = ¢(P,abP) = e(abP, P).

2. Non-degeneracy: There exists P, Q € Gy, such that e(P, Q) # 1.
3. Computability: There is an efficient algorithm to compute e(P, Q) for all
Pa Q S g1~

The typical way of obtaining such pairings is by deriving them from the weil-
pairing or the tate-pairing on an elliptic curve over a finite field. We refer to [6}[7]
for a more comprehensive description on how these groups, pairings and other
parameters should be selected for efficiency and security. The interested reader
is also referred to [I6] for a complete bibliography of cryptographic works based
on pairings.

Computation Diffie-Hellman (CDH) Problem: Given P, aP, bP € G, for ran-
domly chosen a,b € ZZ, to compute abP.

2.2 The Identity-Based Setting

In an identity-based cryptosystem, there is a trusted authority called the private
key generator (PKG) who holds a master key and issues private keys for all users
in the system domain. The public-key of a user can be derived publicly and
directly from his unique identifier information. The following is a brief overview
of the identity-based setting. We refer to [7] for a detailed description.

— Setup. Given a security parameter k, the PKG chooses groups G; and G
of prime order ¢ > 2%, a generator P of G, a bilinear map e : G x G; — Ga,
a randomly chosen master key s € ZZ and the associated public key Py =
sP. Tt also picks cryptographic hash functions of same domain and range
Hy, Hs : {0,1}* — G;. The system’s public parameters are

params = (G1,Ga, e, P, Py, Hy, Hy).

— Extract. Suppose the identity of a user is ID. Given an identity ID, the
PKG computes Q;p = Hi(ID) € G and dip = sQrp € G1, and then
transmits it to the user securely. The private key of the user is d;p.
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Now we briefly present the identity-based signature scheme proposed by Sakai,
Ogishi and Kasahara [19], which has been commonly called SOK-IBS scheme

in [5].

e Sign: In order to sign a message M, the signing algorithm takes as input
the signer’s private key d;p and its identity I D, and performs as following;:

1. Pick r eg Zg, compute U = rP € G, and H = Hy(ID,M,U) € G;.
2. Compute V =d;p +rH € G;.

The signature on M is the pair 0 = (U, V) € G; x Gy.

e Ver: To verify a SOK-IBS signature o = (U, V) € G; x G; on a message
M for an identity ID, a verifier first takes Q;p = H1(ID) € G; and H =
Hy(ID,M,U) € Gy, and then accepts the signature if and only if

B(P, V) = e(Ppub7 QID) : e(U7 H) (1)

In [B,[15], the SOK-IBS signature scheme has been shown to be non-existential
forgeable under adaptive chosen message attacks in the random oracle model,
assuming the computational Diffie-Hellman problem in G, is hard.

3 Our ID-CEMD Protocol

Let the system parameter params = (G1,Ga, e, P, Pyus, H1, H2) be defined as in
the Setup algorithm of section 2.2.

System Setup. Suppose the identity of user Alice is ID4, and the
corresponding private key is dg = sQa € Gi, which is generated by PKG
and is transmitted to Alice via a secure channel, where Q4 = Hi(ID4) € Gi.
Similarly, assume the identity of Bob is IDp. The private key of Bob is then
dp = sQp € G1, which is also computed by PKG and transmitted to him via a
secure channel, where Qp = H1(IDg) € G;.

In our protocol, a designated TTP chooses = € ZZ at random, generates a
public key PK = xP € G; and publishes it as a system parameter, while keeps
SK = x secret.

Bob’s receipt for a message M, denoted as receiptpg = (U, V), is represented
by Bob’s SOK-IBS signature on M.

The ID-CEMD protocol consists of two protocols: the exchange protocol and
the receipt recovery protocol.

3.1 The Exchange Protocol

In the exchange protocol, Alice and Bob attempt to exchange a message M for its
receipt, without any involvement of the TTP. The exchange protocol comprises
steps (E1)-(E4), as shown in Table 1.
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Table 1. The ID-CEMD Protocol

(E1): Alice — Bob : h(M), Eq, (h(M))
(E2): Bob — Alice: U, V'

(E3): Alice — Bob : M

(E4): Bob — Alice : V

(E1): Alice first transfers to Bob the hash value A(M) and her digital signature
Ei,(h(M)) on M. This signature is optional. If this option is selected, it will
serve as a non-repudiable proof of origin of M.

(E2): Upon receipt of the two items, Bob verifies Alice’s signature Eq, (h(M))
with Alice’s public key Q4 = H1(IDa). If the verification is negative, Bob may
either ask Alice to re-send message (E1) or terminate the protocol execution.
Otherwise, Bob produces a wverifiable and recoverable encryption of its receipt
for message M, denoted as (U, V’). To do so, Bob performs as following:

— 1. First choose r € Z; at random and compute U = rP € G;, and then let
H = HQ(IDB,}Z(M), U) € G.
— 2. Compute V' =dg +rH +rPK € G;.

Now o/ = (U, V') € G x G, is Bob’s VRES on M and is delivered to Alice.

Remark: Similar to that in [5,[15], the above VRES scheme can also be shown
to be non-existential forgeable under adaptive chosen message attacks in the
random oracle model, assuming the CDH problem in G, is hard.

(E3): Upon receipt of this item, Alice performs the following verification to check
the correctness of Bob’s VRES (U, V’). First compute Qp = H,(IDp) € G; and
H = Hy(IDp,h(M),U) € Gy, and then accept the VRES if

e(P, V') =e(Pyu,Qp) - e(U, H + PK), (2)

and reject it otherwise. If this verification is negative, Alice may either ask Bob
to re-send message (E2) or terminate the protocol execution. Otherwise, Alice
transfers the message M to Bob.

(E4): Upon receipt of M, Bob performs the following verification to ensure the
correct message M was received. Confirm that the message M received generates
the hash value identical to that received in step (E1), i.e. calculate the fresh hash
value h(M)" of the received message M and compare it with the hash value h(M)
received from Alice in step (E1).
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If the verification is negative, Bob may either ask Alice to re-send message
(E3) or terminate the protocol execution. Otherwise, Bob computes V = V' —
rPK and transfers it to Alice.

Upon receipt of V', Alice uses it to check that

e(P.V) = e(Pyup, Q5) - e(U, H). (3)

If this verification is positive, the certified e-mail delivery is completed success-
fully, i.e. Alice has obtained Bob’s receiptg = (U,V) and Bob has obtained
Alice’s message M together with its proof of origin E4, (h(M)).

3.2 The Receipt Recovery Protocol

In case when Alice fails to obtain Bob’s correct receiptp after handing over M
to Bob, Alice may request TTP for the receipt recovery by invoking the recovery
protocol.

Table 2. The Recovery Protocol

(R1): Alice — TTP : M, U, V'
(R2): TTP — Alice: V'
(R3): TTP — Bob: M

(R1): Alice transfers the items M and (U,V’) to TTP, which performs the
following verification. Compute Qg = Hi(ID) € Gy and H = Hy(IDp,h(M),U)
€ G1, and then check

e(P,V') = e(Ppup,Qp) - e(U, H + PK). (4)

If the verification is negative, TTP rejects Alice’s request. Otherwise, TTP uses
his knowledge of the trapdoor x to compute

V=V -2U, (5)

and returns V.

(R2): TTP sends V to Alice, who checks that
e(P, V) = e(Ppub, QB) : e(U, H)
(R3): TTP forwards M to Bob.

Note that, the TTP’s public key PK is used for the generation and verification
of a VRES, while the private-key SK is sufficient for TTP to extract a SOK-IBS
signature from a valid VRES in the recovery protocol. The TTP does not need
to maintain an additional state, such as secret-public key pair, for each user via
a special registration phase so as to resolve a dispute. What the TTP needs to
store is only his own private-key SK.
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3.3 Security and Efficiency Analysis

We shall show that the proposed protocol is secure against various attempts of
cheating by either Alice or Bob.

For a malicious Bob, he attempts to cheat by generating a VRES (U, V') on
h(M) in (E2), which will pass Alice’s verification, but the corresponding V' can-
not be recovered correctly by the designated TTP in (R2). After getting the
message M in (E3), Bob refuses to send V to Alice, or just send a wrong V.
However, this is always not the case. In fact, for any VRES (U, V') satisfying

G(P, V/) = e(PpubaQB) . G(U,H -+ PK),
and V = V' — aU, we have

e(P,V) =e(P,V')e(P,—zU)
e(P,V")e(PK,U)™*
= e(Ppub, QB) . e(U, H)

Thus, for the V extracted by TTP, the (U,V) is definitely a valid SOK-IBS
signature on M, and the signer Bob cannot deny it. Therefore, a malicious Bob
cannot gain any advantage over Alice in our ID-CEMD protocol.

Alice may attempt to cheat by refusing to send M or sending an incorrect
M’ in step (E3). If Bob does not receive M before a timeout or detects the
incorrect message M’ through the verification in step (E3), Bob will consequently
terminate the protocol. Note that it is computationally infeasible for Alice to
compute V from (U, V’) by himself, without the knowledge of SK = z. In fact,
since V! —V = 2U = arP, to compute V from (U, V') is equivalent to solve
the computational Diffie-Hellman problem for the instance of (P,U = rP, PK =
aP). This means that Alice will not receive Bob’s receipt receipt g, so Alice gains
no benefit from this misbehavior.

Alice attempts to cheat by requesting TTP to recover Bob’s receipt after step
(E2) without sending M to Bob in step (E3). One of the conditions for TTP
to accept Alice’s request is that Alice must provide message M that can pass
the verification in step (R1). If the verification is positive, TTP forwards Alice’s
message M to Bob while passing V' to Alice. Thus, Alice cannot benefit from
this misbehavior, as message M will ultimately be delivered to Bob by TTP.

There is another attack we must take into consideration: colluding attack.
That is, Alice may attempt to collude with another user, and try to have TTP
recover V from (U, V’). However, the signer’s identity ID is explicitly included
in the signature as H = Ho(IDpg, h(M),U), thus the colluding attacks proposed
by Bao [] will not work here.

Finally, we remark that our trust on TTP is minimal: it is only semi-trusted,
which means that TTP cannot generate a valid receipt (U, V') without getting
the corresponding VRES (U, V). From TTP’s point of view, a VRES is actually
equivalent to a receipt since he has the trapdoor of the permutation V = V' —zU.



208 7. Zhang, J. Xu, and D. Feng

Noting the underlying receipt (U, V) is a SOK-IBS signature, which is non-
existential forgeable under adaptive chosen-message attacks, a malicious TTP
cannot generate a valid receipt (U, V) by himself, without the corresponding
VRES (U, V). So, our protocol is also secure against a malicious TTP.

Efficiency Analysis: In [2]], it is shown that their protocol requires less com-
putation and communication overhead, and places less security and storage re-
quirements on the TTP. It seems appropriate to compare our protocol with [21].
The following analysis shows that our protocol is more efficient and concise.

In Nenadic et al.’s CEMD protocol, it requires an initialization phase for a
party and a TTP to agree on a shared secret, which is then used by the TTP for
possible receipt recovery. In our protocol, there is no need for such a registration
between a user and TTP. This feature will greatly reduce the communication
overhead and managing cost. And the time-consuming computations arise from
(2) and (3) for verifying a VRES and a signature respectively. The corresponding
computational cost is the same to that of a SOK-IBS scheme, which is roughly
two pairing operations, as the term (P, @) can be pre-computed and stored
before the exchange procedure.

In our ID-CEMD protocol, the end-users Alice and Bob need not to have
their own certificates. Of course, as all the identity-based cryptosystems, the
system parameters and the public key of TTP need to be certified by a cer-
tificate. Moreover, the designated TTP can be anyone different from the only
PKG of an identity-based system. In fact, if we let PKG be the designated TTP,
then we must have full trust in it since each user’s private key is escrowed by
PKG.

4 Conclusions

Certified e-mail delivery over Internet is an important e-commerce application
that will proliferate in the coming years. This paper proposed a novel and efficient
scheme enabling the wverifiable and recoverable encrypted signature (VRES) for
an identity-based signature scheme. Based upon the identity-based VRES, we
presented an efficient identity-based fair protocol for certified e-mail delivery,
which provides strong fairness to ensure that the recipient receives the e-mail if
and only if the sender receives the receipt, and is more efficient in computation
and communication. Moreover, there is no registration between a party and TTP,
which makes our protocol much concise and easy to implementation.
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