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Abstract Interpretation

Abstract interpretation is a theory of effective abstraction and/or approximation
of discrete mathematical structures as found in the semantics of programming
languages, modelling program executions, hence program properties, at various
levels of abstraction [3,7,8,10,12].

Static Analysis by Abstract Interpretation

The prominent practical application of abstract interpretation has been to static
program analysis, that is the automatic (without any human intervention), sta-
tic (at compile time) determination of dynamic program properties (that always
hold at runtime) involving complex abstractions of the infinite state operational
semantics (e.g. [4,5,9,11]). Abstract interpretation fights undecidability and com-
plexity by approximation of the program execution model which may lead to
false alarms in correctness proofs. This happens whenever the combination of
the abstract domains involved in the analyzer is not precise enough to express
any inductive argument necessary in the correctness proof. Hence, among other
possible alternatives, the idea to specialize static analyzers to well-defined fam-
ilies of programs and properties for which abstract domains can be designed to
express all information necessary to perform inductive proofs [6].

Static Analysis of Embedded Control Software

This approach was successfully illustrated by the ASTRÉE static analyzer which
is specialized for proving the absence of run-time errors in synchronous, time-
triggered, real-time, safety critical, embedded software written or automatically
generated in the C programming language [1,2,13]. It was able to prove the
absence of run-time errors in large industrial avionic control-command programs
[14]. It is a remarkable well-design criterion that the absence of runtime errors
can be proved in such control/command software without any hypotheses on
the controlled systems (but, maybe, for ranges of variation of very few volatile
input variables). This means that the software will go on functioning without any
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runtime error whichever the behavior of the controlled system can be, as long as
the processor on which the program is running does not fail (a situation which
can be handled by fault-tolerance techniques [15]). Obviously not all desirable
properties of the controlled physical system can be proved in this way by a very
coarse abstraction of the properties of this physical system.

Integrating Physical Systems in the Static Analysis of Embedded
Control Software

To go beyond, e.g. to prove robustness or stability, is is necessary to take into
account the full feedback control system that is the controller (from which the
control/command program was generated) but also the mathematical model
of the physical system (either in the form of differential equations, difference
equations or of a numerical model as given e.g. in SimulinkTM):
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We advocate an approach in which code is generated by discretization both for
the continuous dynamic nonlinear model of the controlled system (e.g. from the
block diagram description of the plant, actuators and sensors) and for the digital
implementation of the controller (as given by the control/command program to
be verified).

This code can be that of a specification language when reasoning at the model
level or that of a programming language when reasoning at the implementation
model.

A static analysis of this code can provide information (like reachability sets)
which can hardly be discovered by traditional simulation or test techniques. Such
numerical simulations also involve discretization techniques and floating-point
computations which might not be the same as those involved in the generated
control/command program. Such intricate differences would disappear in an in-
tegrated approach.

Taking the environment of execution of the control/command program into
account allows for more refined properties of this control/command program to
be proved such as reachability in the actual context of use, reactivity, stability,
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uncertainty and robustness, performance validation, etc of feedback control. Such
properties are not always easily expressible as traditional temporal properties
commonly used in computer science correctness proofs.

By static analysis, such refined properties can be verified from the more or
less idealized and precise model of the controller and plant down to the ac-
tual embedded control program. Information can be translated between levels of
refinement to ease static analysis or checking at lower levels and to ensure coher-
ence and soundness of the inferred information at all levels of refinement. The
verification is thus performed from the model to the derived program with re-
spect to the full specification of the execution environment. A central advantage
of this integrated approach is the potential for early discovery of design errors
much before the costly experimentations on an actual physical implementation.

Convex Abstractions

We present new abstract interpretations and abstract domains issued from mod-
ern control theory and convex optimization as a first step towards reaching these
ambitious objectives of integrating physical systems in the static analysis of em-
bedded control software.
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