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Abstract. Certified e-mail is a value-added service for standard e-mail systems, 
in which the intended recipient gets the mail content if and only if the mail 
originator receives a non-repudiation evidence that the message has been re-
ceived by the recipient. As far as security is concerned, fairness is one of the 
most important requirements. Recently, Galdi and Giordano (2004) presented 
an optimistic protocol for certified e-mail with temporal authentication. In this 
paper, we analyze their protocol and demonstrate that it cannot achieve true 
fairness and has some other weaknesses. We further propose the improvements 
to avoid those security problems. 

1   Introduction 

The lack of evidence for message receipt is a missing piece of the infrastructure re-
quired for the more professional use of email [14]. Certified e-mail uses the notion of 
a signed receipt and strengthens the binding between the evidence and the mail being 
certified. In other words, the main purpose of a certified e-mail scheme is to achieve 
the fair exchange of a message and a receipt in the sense that either the sender obtains 
a receipt from the receiver and the receiver accesses the content of the e-mail simulta-
neously, or neither party gets the expected item. Although fairness is probably the 
most important one, there are other properties on the application of certified e-mail. 
The following security properties are defined in [12,13] and extended in [7]. 

• Fairness: The protocol should be fair in the sense that either each party receives 
the expected item or neither party receives any useful information about the 
other’s item. 

• Non-repudiation: Neither the sender nor the receiver of a message is able to deny 
the transmission. 
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• Timeliness: Both the sender and the receiver of a message should have the ability 
to reach the end of a protocol run in a finite amount of time unilaterally without 
losing fairness. 

• Authenticity: The players should be guaranteed of their reciprocal identity. 
• Confidentiality: None but the intended parties can get access to the plaintext 

items sent during the protocol. 
• Integrity: Message transmission should be protected against unauthorized opera-

tions in order to guaranty the correctness and authenticity of data. 
• Temporal Authentication: The sender can obtain the evidence to prove the time at 

which the message was sent. 
• Sending Receipt: The sender can obtain the evidence to prove that he/she started 

the process of sending a certified e-mail.  

Certified e-mail has been discussed for years, and there are two major classes of 
schemes to address the certified mail problem: schemes that require the existence of a 
trusted third party (TTP), and schemes that don’t require the existence of a TTP.  
Oppliger showed clearly that the second class, i.e., either based on a simultaneous 
secret exchange or trusted system is inappropriate to provide certified mail services 
for the Internet [14]. Therefore, the use of TTPs seems advantageous and various 
types of TTPs can be considered according to their involvement in the certified e-mail 
protocol: schemes with in-line TTPs [3], schemes with on-line TTPs [1,5,14] and 
schemes with off-line TTPs [2,6,9].  

An in-line TTP, i.e. acting as a delivery authority, involves in each message’s 
transmission during the protocol. The main advantage of in-line TTPs for certified 
mail is to ensure strong fairness since the TTP collects all information necessary be-
fore forwarding them to the concerned entities; and further, the in-line TTP has full 
control over the message flows and likely provides the sender anonymity services. 
However, it also implies a communication and computation bottleneck due to the 
heavy involvement of the TTP. 

An improvement to reduce the TTP’s involvement is the use of an on-line TTP. 
The on-line TTP is actively involved during each session of the certified e-mail proto-
col but not during each message’s transmission. Its task may only deal with signaling 
information, such as cryptographic keys and/or receipts sent back to the originator 
[14]. In academic literature, there is often an emphasis on reducing the role and the 
expense of a TTP. Protocols with a light-weight TTP have been proposed. For exam-
ple, Abadi et al. proposed an efficient certified e-mail scheme with a light on-line 
TTP [1]. A key feature of their scheme is not to deploy any public-key infrastructure; 
and further, Imamoto and Sakurai [8] revised their scheme in order to provide the 
non-repudiation of origin service.  

A big step towards more efficient solutions was the introduction of off-line TTPs. 
That is, an off-line TTP involves in a protocol only in case of an incorrect behavior of 
a dishonest entity (for example, the recipient claims having not received the message 
or the originator claims having not received the receipt), or in case of a network error. 
Considering most of the time no problem will occur, this approach using an off-line 
TTP is also called the optimistic approach. 

Galdi and Giordano proposed an improved optimistic protocol for certified e-mail 
at TrustBus 2004 [7].  Their effort is to introduce a feature of “temporal authentica-
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tion” into certified e-mail along a four-message optimistic protocol. Galdi-Giordano’s 
certified e-mail scheme (GG scheme, for short) is effective against misbehavior of 
one of the players in some cases. However, we demonstrate in this paper that it suffers 
from a few severe security problems, and some of the security properties mentioned 
above cannot be satisfied. For example, the receiver can get the e-mail content by 
replay attacks even though he/she did not give the sender a receipt of the message. In 
this paper, we give a thorough security analysis of the GG scheme and further propose 
the improvements to avoid these problems. 

The rest of this paper is organized as follows. We introduce the notation in Section 
2, and briefly review the GG scheme in Section 3. We point out the vulnerabilities 
and propose solutions in Section 4. We end the paper with conclusions in Section 5. 

2   Notation 

In this paper, we use the same notation used in the original paper [7]. For complete-
ness and readability, we summarize the model and all cryptographic symbols below. 

–Alice, Bob, Ted, Sam: four different participating entities in which Alice is the mes-
sage sender, Bob is the message receiver, Ted acts as an off-line Trusted Third 
Party (TTP), and Sam plays as an online Trusted Stamping Server (TSS). 

–msubj: the message subject associated with the message m. 
–PKX(m): the encryption of the message m using the public key of the player X, where 

X ∈ {A(lice),B(ob),T(ed),S(am)}. 
–SigX(m): the signature of player X on message m. 

– ),( rmPK X : the encryption of the message m, obtained by using the public key of 

the Player X and random string r.  
–X→Y: m: player X sends the message m to player Y. 
–x||y: the concatenation of strings x and y. 
–h(‧): a collision resistant one-way hash function. 

3   The GG Scheme 

We first sketch the GG scheme proposed by Galdi and Giordano in [7]. In this 
scheme, the basic protocol is the core of the certified e-mail scheme that ensures 
timelines and message verifiability. It consists of three messages exchanged between 
the sender Alice and the receiver Bob in the normal situation. The extension of the 
basic protocol is provided that introduces an on-line time stamping server and add a 
single message due to the temporal authentication. In addition, the recovery proce-
dures are launched in the abnormal situation to achieve fairness for all participants 
under the help of the TTP’s involvement. We now review these three protocols in 
more detail below. 
 
(1) The basic protocol. Assume that the sender Alice wants to deliver a message m to 
the receiver Bob with a guarantee that Bob can access the message m if and only if 
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Alice obtains a receipt from Bob. To this end, they run the following three-message 
optimistic protocol for fair exchange of certified e-mail. 

(b1). Alice → Bob: 1m  

where 〉〈= )(,1 envSigenvm A , 

〉〉〉〈〈〈= )),((),),(,(,, rmsgPKPKrmhmPKIDIDenv BTsubjBBA , 〉〈= mmmsg subj ,  

(b2). Bob → Alice: 2m  

where )( 12 mSigm B=  

(b3). Alice → Bob: 3m  

where 〉〉〈〉〈〈= )),((,),(3 rmsgPKSigrmsgPKm BAB  

Clearly, the key idea in the basic protocol is to use an electronic envelope to lock 

the message. In the first message flow (b1), 1m  is composed of two parts besides the 

players’ identities. The hash value ),( 〉〈 rmh  in the first part will be used to verify that 

the message received corresponds to the one for which the receipt has been sent. The 
second part that is a cipher of the actual content of the email by Ted’s public key for 
recovery procedures. In the second message flow (b2), 2m  is the message receipt for 

m that ensures the non-repudiation of receipt for Alice. Finally, in the third message 
flow (b3), Bob must make sure that the receipt sent to Alice corresponds to the re-
ceived message. That is, Bob needs to confirm the integrity between m in 3m  and m 

of ),( 〉〈 rmh  in 1m . There are three items needed to verify: (1) subjm  received in the 

first message 1m  matches the one received in 3m ; (2) the new hash value of 〉〈 rm,  

retrieved in 3m  is in correspondence with the one in 1m ; (3) the ciphertext 

)),(( rmsgPKPK BT  drawn from 1m  and the new one produced from 3m  by using 

Ted’s public key are the same. 
 
(2) The extension protocol. Due to temporal authentication the time stamping server, 
Sam, is involved in the protocol to provide a time certification of the message m, 
notated as t(m). More specifically, Sam sends a copy of the message m2 to Alice dur-
ing the second message flow (e2) in order to obtain a sender’s receipt.  

(e1). Alice → Sam: 1m  

where 〉〈= )(,1 envSigenvm A , 

〉〉〉〈〈〈= )),((),),(,(,, rmsgPKPKrmhmPKIDIDenv BTsubjBBA , 〉〈= mmmsg subj ,  

(e2). Sam → Bob and/or Alice: 2m  

where 〉〉〈〉〈〈= ))(,(,)(, 11112 mtmSigmtmm S  

(e3). Bob → Alice: 3m  

where 〉〈= )( 2,23 mSigmm B  

(e4). Alice → Bob: 4m  

where 〉〉〈〉〈〈= )),((,),(4 rmsgPKSigrmsgPKm BAB  
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(3) The recovery procedures. The recovery procedures will be launched by one of 
the players once the other player P misbehaves on the message im , notated as  

P failed on im . There are two failures discussed in the GG scheme: Alice failed  

on 3m  and Bob failed on 2m . Regarding Alice’s failures, i.e., by sending 3m  to Bob 

with wrong information or by not sending 3m to Bob, Bob can obtain the message for 

which he issued a receipt by the involvement of the TTP. The detailed treatment of 
the recovery procedures is shown below: 

(r1). Bob → Ted: 1m , 2m  

(r2). If  ( IDA in m1 = Alice  and  IDB in m1 = Bob)  and  
       (verify Alice’s signature )(envSig A  and  Bob’s signature )( 1mSigB ) 

then  Ted → Bob: ),( 〉〈= mmPKenc subjB  

Ted → Alice: 2m  

As for Bob’s failures, Bob can only fail to reply 2m  to Alice. In this case the fol-

lowing recovery procedures (r3) and (r4) are used for the basic protocol; others are 
used for the extension protocol.  

(r3). Alice → Ted: 1m  

(r4). Ted → Bob: 1m  

Ted’s verification: 
If ( no response from Bob )   
then  Ted → Alice: 〉〉〈〉〈〈= ),(,, 11 mREJSigmREJrej T  

If ( 2m  from Bob )  then  Ted → Alice: 2m  

(r5). Alice → Sam: 1m  

(r6). Sam → Ted: 〉〈 )(, ss mtm  

where 〉〈= )(, 11 mtmms  

(r7). Ted → Bob: sm  

Ted’s verification: 
If ( no response from Bob )   
then  Ted → Alice: 〉〉〈〉〈〈= ),(,, tTt mREJSigmREJrej  

If ( 2m  from Bob )  then  Ted → Alice: 2m  

4   Security Analysis of the GG Scheme 

4.1   Vulnerabilities 

V-1. Replay Attack 
Replay attack is one of active attacks that an adversary records a communication 
session and replays the entire session, or a portion thereof, at some later point in time. 
Unfortunately, the sender in the GG scheme may suffer severely from a replay attack. 
That is, the receiver can collude with some party Cindy to obtain the content of the 



706 M.-H. Shao, J. Zhou, and G. Wang 

 

message from the TTP without providing a valid receipt to the original sender. Our 
attack scenario on the basic protocol of the GG scheme is illustrated in Figure 1. The 
detailed treatment of replay attack on Figure 1 is described below. 
 

Alice
(the Original

Sender)

Bob
(the Receiver)

Cindy
(the colluder,

a  fake Sender)

Ted
(the TTP)

(1) encrypted message

(2) encrypted m
essage

(3) encrypted revised
m

essage

(4) encrypted revised message

and its receipt

(5) decrypted message

(6) non-repudiation of receipt

 

Fig. 1. Replay attack scenario on the basic protocol 

(1). Alice → Bob: 1m  

where 〉〈= )(,1 envSigenvm A , 

〉〉〉〈〈〈= )),((),),(,(,, rmsgPKPKrmhmPKIDIDenv BTsubjBBA , 〉〈= mmmsg subj ,   

(2-3). Bob colludes with Cindy. Cindy creates a revised version 1m̂  of the message 

1m  where IDA is replaced with IDC, and then generates her signature on the re-

vised message ven ′  in order to disguise as the sender. 
Bob → Cindy: 1m  

Cindy → Bob: 1m̂  

where 〉′′〈= )(,ˆ
1 venSigvenm C , 

〉〉〉〈〈〈=′ )),((),),(,(,, rmsgPKPKrmhmPKIDIDven BTsubjBBC  

(4). Bob produces a false receipt 2m̂  on the message 1m̂  and then make a claim 

“Cindy failed on 1m̂ ” to Ted. 

Bob → Ted: 1m̂ , 2m̂  

Where )ˆ(ˆ
12 mSigm B=  
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(5-6). Ted follows the recovery procedure (r2). Bob will obtain the content of the 
message and Cindy, the conspirator, can get the receipt. 
Ted → Bob: ),( 〉〈= mmPKenc subjB  

Ted → Cindy: 2m̂  

Similarly, the same weakness towards replay attack is appeared in the extension 
protocol in the GG scheme. The attacking scenario is depicted in Figure 2 and the 
description of the figure is as follows. 
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Fig. 2. Replay attack scenario on the extension protocol 

(1). Alice → Sam: 1m  

where 〉〈= )(,1 envSigenvm A , 

〉〉〉〈〈〈= )),((),),(,(,, rmsgPKPKrmhmPKIDIDenv BTsubjBBA , 〉〈= mmmsg subj ,   

(2). Sam → Bob: 2m  

where 〉〉〈〉〈〈= ))(,(,)(, 11112 mtmSigmtmm S  

(3-4). Bob colludes with Cindy. Cindy creates a revised version 1m̂  of the message 

1m  in order to disguise as the sender. 

Bob → Cindy: 1m  

Cindy → Sam: 1m̂  

where 〉′′〈= )(,ˆ
1 venSigvenm C , 

〉〉〉〈〈〈=′ )),((),),(,(,, rmsgPKPKrmhmPKIDIDven BTsubjBBC , 〉〈= mmmsg subj ,  
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(5). Sam → Bob: 2m̂  

where 〉〉〈〉〈〈= ))ˆ(,ˆ(,)ˆ(,ˆˆ
11112 mtmSigmtmm S  

(6). Bob produces a false receipt 3m̂  and then gives 1m̂ and 3m̂  to Ted for recovery. 

Bob → Ted: 1m̂ , 3m̂  

where 〉〈= )ˆ(ˆˆ
2,23 mSigmm B  

(7-8). Ted follows the recovery procedure (r2) after successful verification. Bob can 
get the content of the message without providing the valid receipt to Alice. 
Ted → Bob: ),( 〉〈= mmPKenc subjB  

Ted → Cindy: 3m̂  

The above replay attack demonstrates that fairness cannot be preserved in the GG 
protocol. 
 

V-2. Incomplete Recovery Data on “Alice Failed on m3”  
According to the recovery procedures (r1 and r2) of the GG scheme, in case Alice 
fails on message 3m  Ted will compute the message enc from 1m  and send enc to Bob 

and 2m  to Alice after verifying the correctness of the message 1m  and 2m  provided 

by Bob. Here the problem is how to prove that the message enc is consistent with the 
non-repudiation receipt 2m . The receiver Bob in the GG scheme is designate to take 

the responsibility. However, it is beyond Bob’s capability due to insufficient data. 
That is, Bob is short of the random string “r”, and thus he cannot generate the hash of 

〉〈 rm,  from enc to compare it with the hash value ),( 〉〈 rmh  from 1m . 

4.2   Improvements 

I-1. Protection Against Replay Attacks   
A basic mechanism to prevent replay attacks is the challenge-response technique, in 
which, one entity (the claimant) proves its identity to another entity (the verifier) by 
demonstrating knowledge of a secret known to be associated with that entity [11]. 
This can be done by providing a response to a time-variant challenge that consists of 
three main classes of time-variant parameters: random numbers, sequence numbers, 
and timestamps. The weakness of the GG scheme against replay attacks is due to the 
inability of the TTP in detection of the real initiator of the message m1 in the recovery 
procedures. Therefore, the identities of the involved parties (Alice, Bob, and TTP) 
and timestamp should be considered. The revised env in the message m1 is 

〉〉〈〉〉〈〈〈 )),(,,,,(),),(,(,,, rmsgPKtIDIDIDPKrmhmPKIDIDID BdTBATsubjBTBA . Here, the 

identities of the involved parties 〉〈 TBA IDIDID ,, will be effective against such an at-

tack; and further, the timestamp dt is used to provide the TTP with the deadline for 

dealing with the recovery procedures. 

I-2. Provision of Complete Recovery Data on “Alice Failed on m3” 
The key to verify whether the delivered message corresponds to the non-repudiation 
of receipt m2 and is also the promised one in m1 is the hash value ),( 〉〈 rmh . That 
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means, both m and r are required in verification. Therefore, a supplement to recovery 
data on “Alice failed on m3” is the random string r contained in the recovery message 
enc. That is, Ted will compute the message 

〉〉〈〉〈〈= )),((,),( rmsgPKSigrmsgPKenc BTB  from m1 and send enc to Bob and m2 to 

Alice after the correct verification. Then, Bob will be able to verify that the receipt 
sent to Alice corresponds to the received message. 

I-3. Specification of Encryption Algorithms 
In the GG scheme, there is no clear specification on the public encryption algorithms 
PKB and PKT, except the authors stressed that PKT is required to be a randomized 
encryption algorithm. So it seems the GG scheme works well with (a) any secure 
randomized encryption algorithm PKT and (b) any secure encryption algorithm PKB. 
However, this is not the fact. First, the random number r is needed to check 

),( 〉〈 rmh . In order to guarantee the TTP can recover r, it is required that from the 

ciphertext )),(( rmsgPKPK BT , the TTP can recover not only the message m but also 

r. This requirement is satisfied by the OAEP series of encryption schemes [4], but not 
by the Cramer-Shoup cryptosystem and the ElGamal encryption scheme. Similarly, 
we also need to assume PKB is a deterministic encryption algorithm or a randomized 
encryption algorithm with the above mentioned property. If this is not true, a verifier 
(e.g., a judge) cannot verify the non-repudiation evidences. 

5   Conclusion 

The binding between the irrefutable evidence and the electronic mail being delivered 
is the purpose of certified email. The evidence will be a proof-of-delivery that the 
message was delivered to the recipient. A desirable requirement for a certified e-mail 
protocol is fairness. 

In this paper, we briefly reviewed an optimistic scheme for certified e-mail pro-
posed by Galdi and Giordano. Their scheme is effective against the failures of the 
participants in most cases. However, we found that it cannot achieve true fairness, i.e., 
in case of collusion. We further proposed the improvements to avoid such an attack.  
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