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Abstract. Nonlinear methods are attractive alternatives to the linear
congruential method for pseudorandom number generation. We intro-
duce a new particularly attractive explicit nonlinear congruential method
and present nontrivial results on the distribution of pseudorandom num-
bers generated by this method over the full period and in parts of the
period. The proofs are based on new bounds on certain exponential sums
over finite fields.
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1 Introduction

Let F, = {0,1,...,p — 1} be the finite field of prime order p > 3. Further let
n € F, be an element of multiplicative order 7" > 2. For a given polynomial
f(X) € F,[X] of positive degree D we generate a sequence o, 71, . . . of elements
of F), by

Yo = f(0™) forn=0,1,.... (1)

This sequence is purely periodic with least period ¢ for some ¢|T. We may restrict
ourselves to the case where t =T and D < T. If D < T, then we have t = T
if and only if, for all proper divisors d of T', the polynomial f(X) is not of the
form f(X) = g(X7/9) with a polynomial g(X) € F,[X]. For example, this is
guaranteed if T is a prime or if f(X) is a permutation polynomial of F, (or
more generally, f(X) is injective on the group generated by 7).

We study exponential sums over [F), which in the simplest case are of the form

N-1
Z X(n) for 1< N<T,
n=0

where x is a nontrivial additive character of IF,. Upper bounds for these expo-
nential sums are then applied to the analysis of a new nonlinear method for
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pseudorandom number generation. This new method is defined as follows. We
derive explicit nonlinear congruential pseudorandom numbers of period T in the
interval [0,1) by putting

Yn =n/p, n=0,1,....

After some auxiliary results in Section [2] we prove some new bounds for
complete and incomplete exponential sums over finite fields in Section [3] which
allow us to give nontrivial results on the distribution of sequences of explicit
nonlinear congruential pseudorandom numbers of period T. The application to
explicit nonlinear congruential pseudorandom numbers is presented in Section [l

Similar results on a different family of explicit nonlinear congruential pseu-
dorandom numbers of period p were obtained in [13].

2 Auxiliary Results

We recall Weil’s bound on additive character sums (see [8-Theorem 5.38], [I9-
Chapter II, Theorem 2E]).

Lemma 1. Let x be a nontrivial additive character of F, and g be a nonconstant
polynomial over IF,. Then we have

Z x(9(€))| < (deg(g) — 1)p'/2.

§eFp

For the following analog on hybrid character sums see [T9-Chapter II, The-
orem 2G].

Lemma 2. Let x be a nontrivial additive character and ¥ a nontrivial mul-
tiplicative character of F), and g a nonconstant polynomial over F,. Then we
have

> x(g(€)e(&)] < deg(g)p'/?.

gk,

Lemma 3. Let y9,71,... be a sequence of the form ). If wo, pia, - -, ps—1 € Fp
and

s—1
ZM%H =c, 0<n<T-1,
i=0

for some c € Fy,, then either

po=p1=...=pls—1 =0
or
s > w(f),

where w(f) denotes the weight of f(X), i. e., the number of nonzero coefficients

of f(X).



268 H. Niederreiter and A. Winterhof

Proof. We assume that not all y; are zero and denote by j the largest index with
p; #0 (so 0 < j <s—1). Then we have

J
» Himri=c¢, 0<n<T—1, (2)
and
j+1
Z,ui_wnﬂzc, 0<n<T-1. (3)

Subtracting @) from (2)) yields

foYn + Z — Mi-1)Vnti — HiTntjr1 =0, 0<n<T—1

Hence, j + 1 is at least as large as the linear complexity L of the sequence

Y051, - - -, i.e., the order of the shortest linear recurrence relation over F,
L—1
Tnt+L = ZUﬂnH, 0<n<T-1,
i=0

satisfied by the sequence. Lemma [3 follows from the well-known result
L =w(f) (1)
of Blahut [I]. We refer to [T-Section 6.8] for a proof. O
Put er(z) = exp(2wiz/T).

Lemma 4. For any integer 1 < N < T we have

N-1 4
Z er(un T (—2 logT + 0.8) .
™

n=0

T

M

u=1

Proof. We have

T—1|N—-1 =1 | ging FNU/T)
53 ertum]| - 37 atre/ )
u=1 | n=0 u=1 SlIl u
4 d(N, T)?
< W—TlogT+038T+0608+0116%

by [2-Theorem 1]. O
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3 Bounds for Exponential Sums

Let 40,71, - - . be the sequence of elements of F), generated by (). For a nontrivial
additive character x of IFp, for po, pt1,. .., 1s—1 € Fp, and for an integer NV with
1 < N < T we consider the exponential sums

N-1 s—1
Sy =Y _x <Z Mi')/n-i-i) :
n=0 =0
Theorem 1. Let 1 < s < w(f) and suppose that po, 11, ..., ps—1 € Fp are not

all 0. Then we have
T T
sl (0 L )wee T
p—1 p—1

2 ()

Zx(Zufnf(p ”T)) :

£eFs,

Proof. We have

|ST| =

Since at least one p; is nonzero and s < w(f), Lemma [ implies that

s—1

> wif (g X D/T)

i=0
is not constant and the result follows by Lemma [Tl 0

Theorem 2. Let 1 < s < w(f) and suppose that po, pa,- .., ps—1 € Fp are not
all 0. Then we have

4
|Sn| < Dp/? (—210gT—|—1.8> for1< N <T.
T

Proof. With o, = Ef;g WiYn+i We have

T—1
Sn =2 x(on) Z ZeT (n=1)
7;:;71 N-1 " T-1
= f (Z eT(—ut)> (Z X(Un)eT(un)>
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and so
N T—1|N-1 T-1
|Sn| < ?|5T| Z ; er(u nz_:o X(on)er(un)|.

For 1 <u < T — 1 we define the nontrivial multiplicative character v, of IF, by
Yu(9") =er(un), 0<n<p-2,

with a primitive element ¢ of F,,. Then we have

= ZX(Zﬂfﬁﬁpl)/T)>¢(§)

§€Fy

x(on)er(un)

S Dp1/2

by Lemma 2l Lemma [ yields

—1|N= T-1 T—1|N-1
Z Z O x(on)er(un)| < Dp'/? Y " 1>~ er(ut)
u=1]t=0 n=0 u=1 | t=0

Hence we obtain by Theorem [I]

N T T
Syl < = D——|pt/2 4 —
|N|_T<( p1>p +p—1

4
+Dp'/? (F log T + 0.8) .

Simple calculations yield the theorem. O

4 Discrepancy Bound

We use the bounds for exponential sums obtained in Theorems [Il and 2 to de-
rive results on the distribution of sequences of explicit nonlinear congruential
pseudorandom numbers of period T over the full period and in parts of the
period.

Let vo/p,71/p, - -. be a sequence of explicit nonlinear congruential pseudo-
random numbers of least period T > 2 obtained from (II) with a polynomial
f(X) of degree D > 1. For any integer 1 < N < T we define the s-dimensional
(extreme) discrepancy

where the supremum is extended over all subintervals J of [0,1)°, Ax(J) is the
number of points
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(’Yn/pv-“v’}/n—&-s—l/p)e[0,1)57 0<n<N-1,

falling into J, and V' (J) denotes the s-dimensional volume of J.
In the following we establish an upper bound for D4(N).

Theorem 3. For any fized integer 1 < s < w(f), the s-dimensional discrepancy
Dy(N) satisfies

1\° Dp'2 [ 4 4 s
DS(N)<1—<1—1—)) +—5 <ﬁlogT+1.8) (Flogp+1.72>

for L< N <T and

1\° T pl/2 1 5
DA(T)<1— S D— — | & __ — .
S( ) 1 (1 p> —|—<( » 1) —|— 1 10gp+172

Proof. By a general discrepancy bound in [I4-Corollary 3.11] we obtain

1\° B /4 8
DS(N)§1<1p> +N(71_210gp+1.72> ,

where B is the maximum over all (uo, ..., ps—1) € F; \ (0,...,0) of the expo-
nential sums Spy. The result follows from Theorems [] and 21 O

5 Final Remarks

For 1 < D <T —1 with ged(D,p — 1) = 1 and a,b € F}, the polynomial

f(X) =a(X +b)P :aZ( )bD i (5)

of weight D + 1 is a permutation polynomial of IF,,, and so the sequence (1) has
least period T. It has linear complexity D + 1 by (). Therefore and by [I7-
Section 2] it passes the D-dimensional lattice test introduced by Marsaglia (see
[9]). In contrast to sequences defined with a general polynomial of large weight,
it can be rather efficiently generated.

Theorem [l is nontrivial only if D is at most of the order of magnitude
Tp~'/?(logp)~*. However, for polynomials of the form (&) with D close to p — 2
(in case T = p — 1), or more generally for rational functions of the form

f(X)=a(X +b)7 ¢

(with the convention 0~ = 0) with small d, we can obtain similar results using
the following analogs of Lemmas [I] and B for rational functions which can be
found in [12}18].
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Lemma 5. Let x be a nontrivial additive character of Fp, and let f/g be a ra-
tional function over Fy,. Let v be the number of distinct roots of the polynomial
g in the algebraic closure F), of F,. Suppose that f/g is not constant. Then

;«; X <%> < (max(deg(f),deg(g)) +v* — 2)p1/2 )

9(&)#0
where v* = v and § =1 if deg(f) < deg(g), and v* =v+1 and § = 0 otherwise.
Lemma 6. Let x be a nontrivial additive character and i a nontrivial multi-
plicative character of Fy, and let f/g be a rational function over F,. Let v be the

number of distinct roots of the polynomial g in the algebraic closure F, of F,,.
Then

Z X (%) ¥(&)| < (max(deg(f), deg(g)) + v* — 1)p*/2,
g(&);o

where v* = v if deg(f) < deg(g), and v* = v+ 1 otherwise.

The particularly interesting case d = 1 is investigated in [20]. In this case we
have the following main character sum bound.

Theorem 4. If uq, pa, ..., us are not all 0, then we have
4
|Sn| < s <2p1/2 + 1) <—2logT—i— 1.8> for1< N <T.
™

These inversive generators have also desirable structural properties (see [3]
4,10]).
Mordell [IT] established the bound

Z ep(f(g)) S (kle e kw ng(p - 17 kla k?v L) kUJ))l/2wp171/2w
§€Fp

for polynomials of the type
fX)=a XM 4+ e Xhv, 1<k <...<ky<p—1,p fe1- - cp.

This bound is nontrivial for a restricted set of polynomials of large degree and can
be used to obtain nontrivial discrepancy bounds for these particular polynomials.
For the p-periodic sequences 7,71, . .. defined by

Yo = f(n) forn=0,1,...
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we have discrepancy bounds of the same order of magnitude as in Theorem [3]
for all dimensions s with 2 < s < deg(f) (see [13]). For the analogous results on
the inversive sequence

Yo = (an+b)"" forn=0,1,...

see [5]. Appropriate bounds for corresponding sequences over arbitrary finite
fields were obtained in [16].
Recursively defined generators

Ynt1 = f(yn) forn=0,1,...

with some initial value ug were investigated in [I5]. However, the results are
much weaker than for the explicitly defined sequences. For the particular case
of inversive sequences

Vi1 =ay,t+b forn=0,1,...

much better results were proven in [6]. The character sum bounds are of the
order of magnitude O(N'/2p'/4) (vs. O(p'/?logp) in Theorem @ or in [5]). The
method of [6LI5] can also be applied to explicit generators yielding character
sum bounds of the order of magnitude O(N1/2p'/4).
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