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Abstract

Hybrid MTJ/CMOS-based Logic-in-Memory (LiM) architecture-based circuits show high potential in designing low-power
circuits by reducing the leakage power. In this work, we have proposed a novel energy-efficient and Secure MTJ/CMOS
Logic (SMCL) circuits to design ultra-low-power and DPA-resistant MTJ/CMOS circuits. Similar to the existing MTJ/CMOS
designs, the proposed MTJ/CMOS design also works in two different modes of clock. The proposed MTI/CMOS designs
have considerable power savings during the pre-charge of the clock. During the pre-charge phase, both output nodes are pre-
charged to VDD/2, while during the evaluate phase, one node will be charged to VDD, while the other node will discharged
to ground. Moreover, the proposed SMCL consumes uniform power by masking the MTJ during the write operation from the
power supply, thereby thwarting the power analysis-based side-channel attacks. From our simulations, we have observed that
the proposed SMCL-based PRESENT-80 cryptographic hardware has about 42% and 59% of energy savings as compared
to the PCSA-based MTJ/CMOS and conventional CMOS-based implementation. Furthermore, we have also performed the

DPA attack on the SMCL-based PRESENT-80 and the secret key was not revealed after 16,000 power traces.

Keywords Cryptography - Hardware security - Logic-in-memory (LiM) circuits - Low-energy computation - Magnetic

tunnel junction (MTJ) - Side-channel attacks

Introduction

Spin Transfer Torque Magnetic Tunnel Junction (STT-MTJ)
is considered as a promising candidate for designing low-
power circuits [4, 7, 8]. Hybrid MTJ/CMOS-based Logic-
In-Memory (LIM) architecture-based circuits show high
potential in designing low-power circuits [22], especially
in portable electronic devices. MTJ/CMOS-based LIM cir-
cuits have nearly zero leakage power dissipation and they are
very appropriate to design low-power hardware. However,
the security of the MTJ/CMOS circuit against side-channel
attacks must be thoroughly verified before implementing in
commercial devices.
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Side-channel attack uses the unintentional information
leaked by the cryptographic device to retrieve the secret
key. Power analysis attack is one of the side-channel attack,
where the attacker monitors the power consumption of the
cryptographic device without making any physical changes
to the device [9, 12]. In the recent years, researchers have
focused on the security evaluation of Spin Transfer Torque
Magnetic Random Access Memory (STT-MRAM) against
power analysis attack [3, 6, 17]. However, there is no secu-
rity evaluation of hybrid CMOS/MT]J circuits against power
analysis attack.

In this paper, we are evaluating the security of the exist-
ing CMOS/MTIJ-based LIM circuits against power analy-
sis attacks. Furthermore, we are also proposing a novel
CMOS/MTI circuit which consumes 50% less energy than
the existing CMOS/MT]J-based LIM circuits and less Nor-
malized Energy Deviation (NED) and Normalized Stand-
ard Deviation (NSD) values. In this paper, we have made
the existing LIM-based CMOS/MT]J circuits secure against
DPA attacks by masking the MTJ’s during the writing of
data in the MTJ. The preliminary version of this work has
appeared in [10]. Furthermore, we have implemented a
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PRESENT-80 lightweight cryptographic hardware using
the proposed SMCL logic. From our simulations, we have
observed that the proposed SMCL-based PRESENT-80
cryptographic hardware has about 42% and 59% of energy
savings as compared to the PCSA-based MTJ/CMOS and
conventional CMOS-based implementation. Furthermore,
we have also performed the DPA attack on the SMCL-based
PRESENT-80 and the secret key was not revealed after
16000 power traces.

Section 2 discusses the background of MTJ device,
CMOS/MTJ-based LIM architecture and Differential Power
Analysis (DPA) attack. Section 3 analyzes the information
leakage in the existing CMOS/MTJ LIM circuits. Section 4
presents the circuit design of the proposed low-power and
DPA secure CMOS/MTI circuit. Section 4 presents the pro-
posed Secure MTJ/CMOS Logic (SMCL) circuits. Section 5
presents simulation results of SMCL-based logic gates. Sec-
tion 6 presents the analysis of SMCL-based PRESENT-80
cryptographic hardware. Section 7 concludes the paper.

Background
Magnetic Tunnel Junction (MTJ)

Magnetic Tunnel Junction (MTJ) is a vertical nanopillar
structure which consists of two ferromagnetic (FM) lay-
ers and an oxide barrier [13]. In the standard application of
MT]J devices, the magnetization of one of the FM layers is
fixed, while the other FM layer is free to take one of the two
orientations (parallel and anti-parallel), as shown in Fig. 1
[20]. Based on the orientation of the FM layers, parallel
(P) or anti-parallel (AP), MTJ device shows either a low
resistance (RP) or high resistance (RAP) characteristic [1].
The resistance difference between the two configurations of
MT]J device is given by the tunnel magnetoresistance ratio
TMR = (R,p — Rp)/Rp.

I Mty

| mTJ

Fig. 1 Vertical Magnetic Tunnel Junction (MTJ) nanopillar structure
with Spin Transfer Torque (STT) switching mechanism
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Fig.2 Structure of existing LIM-based CMOS/MTI circuits

CMOS/MTJ-based Logic-In-Memory (LIM) circuits

Figure 2 shows the structure of the existing Logic-In-Mem-
ory (LIM)-based CMOS/MT] circuits. The LIM architecture
consists of a Pre-Charged Sense Amplifier (PCSA) circuit
which is used for sensing the outputs. The dual-rail CMOS
logic tree is used to evaluate the inputs and the MTJs are
used to store the non-volatile data.

Differential Power Analysis attack

Differential Power Analysis (DPA) attack is one of the most
widely used hardware attack to reveal the secret key stored
in the cryptographic device. DPA attack is used to reveal the
secret key stored in the cryptographic device by correlating
the instantaneous power consumed by the device with the
input data. To guess the key, DPA uses statistical methods
and evaluates the power traces with uniform plain texts.

Information Leakage in Pre-charge Sense
Amplifier-Based CMOS/MT)J Circuits

This section explains the information leakage in the Pre-
charge Sense Amplifier (PCSA)-based CMOS/MT]I circuit.
As an example, the information leakage in the PCSA-based
CMOS/MTI circuit is illustrated by PCSA-based CMOS/
MTJ XOR gate.

The operation of PCSA is explained through the exist-
ing PCSA-based CMOS/MTJ XOR gate (Fig. 3) [4, 5].
The PCSA works in two phases depending on CLK: (i)
when CLK is set to “0”, the outputs (XOR, XNOR) are
pre-charged to “1”; (ii) when CLK is set to “1”, the output
voltages start discharging to ground. However, due to the
difference in resistances of the different configuration of
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Fig. 3 Existing PCSA-based CMOS/MTJ XOR gate [4, 5]

0 20 ) 60 80 100 120 140 160

1

L ‘ —A

0 ‘ !

0 20 40 60 80 100 120 140 160
<K ‘ : S
bt 8/
Q 0 1 L
g 0 20 ) 60 80 100 120 140 160
= 1 ;

0 L WR
> 1 Il

0

0 20 40 60 80 100 120 140 160

1 —

[ T T —

0 L L

0 20 40 60 80 100 120 140 160

1

L x \ \ — XORIXNOR

0 | |

0 20 40 60 80 100 120 140 160

Time (ns)

Fig.4 Transient waveform of existing PCSA-based XOR gate

the MTIJ (parallel and anti-parallel), the discharge speed
will be different for each branch. For example, if the MTJ1
is configured in anti-parallel configuration and MTJ2 is
configured in parallel configuration, then Ry, > Rypys-
Due to the difference in resistances between R,;;;, and
Ry772, the discharge current through MTJ2 will be greater
than MTJ1. When XNOR becomes less than the threshold
switching voltage of the inverter composed by MP2 and
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Fig.5 Current consumption of PCSA-based CMOS/MTJ XOR gate
for input in Fig. 4

MNZ2, XOR will be charged to “1” and XNOR will be
discharged to “0”.

As we can see in Fig. 5, during the input change in
MTJ, PCSA-based CMOS/MT]J circuit consumes huge cur-
rent. The current consumption during the writing of data
to MT]J can reveal the data stored in MTJ which can be
vulnerable to DPA attack.

Proposed Secure MTJ/CMOS Logic (SMCL)
circuits

This section explains the operation of the proposed Secure
MTJ/CMOS Logic (SMCL) circuits. In the proposed SMCL
circuit, the MTJs are masked from the power supply dur-
ing the data are written to the MTJ. If the MTJ value is not
changed, then both PCSA and SMCL circuits will consume
uniform power. However, our proposed SMCL-based MTJ/
CMOS logic gates are more energy-efficient than the exist-
ing PCSA-based MTJ/CMOS logic gates.

Operation of the Proposed SMCL Circuit

This section explains the operation of the proposed SMCL
circuit. The circuit operation of the proposed SMCL cir-
cuit is explained by the operation of an XOR gate. Figure 6
shows the schematic diagram of the proposed SMCL-based
XOR gate. Transistor MP1 is used to disconnect the MTJ
from V,; when the data are written in it. Transistors MP2,
MP3, MNI1, and MN2 are used to stabilize the outputs.
Transistors MP4 and MP5 are used for charge sharing the
outputs.

The operation of the proposed SMCL circuit is explained
with the example of XOR gate through each phase of the
clock.

Charge-sharing phase: During the charge-sharing
phase, CLK = 0, CLK = 1. When CLK = 0, transistor MP4
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A SPRINGER NATURE journal



92 Page4of10

SN Computer Science (2021) 2:92

MP4 MPS
CLK_o| MFIT_:i |o— Fq |IIA;L CLK
oL MNz| | | [Vne -l_rci(OR
T £2

I
A__'T

[T TIE A N

circuit circuit
T
B B

MTJ1 MTJ2

cLk — [MN3

GND

Fig.6 Schematic of the proposed SMCL-based XOR gate

and MP5 will be turned ON. Since, the proposed SMCL
XOR gate is dual rail in nature, the outputs will be shared
between the output nodes during the charge-sharing phase.
During the charge-sharing phase, MP1 is turned OFF to
mask the MTJ while writing the data in the MTJs. Moreover,
in the proposed SMCL circuits, the outputs are pre-charged
to V,;,/2 unlike the conventional PCSA MTJ/CMOS circuit
where the outputs are pre-charged to V. Since, the outputs
are pre-charged to V;,;/2, the proposed SMCL circuits con-
sume low power as compared to the existing PCSA-based
MTIJ/CMOS circuits.

Evaluate phase: During the evaluate phase, CLK =1,
CLK = 0. In this phase, transistor MP1 and MN3 will be
turned ON and MP4 and MP5 will be turned OFF. For analy-
sis, let us assume that the input A =0, B = 1. When A =0,
transistor T2 and T3 will be turned OFF, while T1 and T4
will be turned ON. The resistance of MTJ1 will be less as
compared to resistance of MTJ2. When CLK = 1, the charge
stored in XNOR output will be discharged to ground through
T1 and MTJ2 which makes transistor MN2 to turn OFF.
Since, the transistor MN2 is turned OFF, the XOR output
will be charged to V. The transient waveforms of the pro-
posed SMCL XOR gate are shown in Fig. 7. Figure 8 shows
the uniform current consumption of the proposed SMCL
XOR gate. Figure 9 shows the schematic of the proposed
SMCL AND gate.
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Fig. 7 Transient analysis of the proposed SMCL-based XOR gate
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Fig.8 Current consumption of the proposed SMCL-based XOR gate
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Fig.9 Schematic of the proposed SMCL AND gate

Simulation Results of SMCL-Based Logic
Gates

This section presents the simulation results of the proposed
SMCL circuits. Simulations are performed using Cadence
Spectre simulator with 45 nm standard CMOS technol-
ogy with perpendicular anisotropy CoFeB/MgO MTJ
model [16]. The MTJ device parameters used for simulations
in this work can be found in [10]. The simulations are per-
formed at 50 MHz with V;; = 0.9V and load capacitor is 1{F.

The sizes of all the transistors are W/L = 120nm/45nm.
Table 2 gives the comparison of the PCSA-based XOR
gate and the proposed SMCL XOR gate. From Table 1,
we can see that the proposed SMCL XOR gate has 50% of
energy savings as compared to the existing PCSA-based
XOR gate which is same as the results obtained in theo-
retical analysis.

Table 2 shows the comparison of the PCSA-based AND
gate and the proposed AND gate. From Table 2, we can
see that the proposed SMCL AND gate has 42.7% and 50%
of power and energy savings as compared to the existing
PCSA-based AND gate.

Furthermore, we preformed a reliability analysis on the
SMCL XOR gate. We varied our TMR and V,, and deter-
mined that at V;; = 0.9 and TMR values ranging from 50
to 500, the output is correct for each combination. For
Vs = 0.8, the output produces incorrect results at TMR
values 350 and above. For V; = 0.7, the output produces
incorrect results at TMR values 300 and above.

Security Metrics Analysis of the MTJ/CMOS Gates

This section discusses the security metric analysis of the
MTJ/CMOS gates. The parameter Normalized Energy
Deviation (NED), defined as (E,,,x — Epin)/Emax X 100, is
used to indicate the percentage difference between mini-
mum and maximum energy consumption for all possible
input transitions. Normalized Standard Deviation (NSD)
indicates the energy consumption variation based on the
inputs, and it is calculated as £ % 100. E denotes the aver-
age energy dissipation for Varlous input transitions. In
general, ‘n’ input gate will have 2%" possible input transi-
tions. For example, 2 input gate will have 16 input transi-
tions. oy denotes the standard deviation of the energy

Table 1 Performance

. PCSA-based XOR [4] Proposed SMCL XOR gate % impr.
comparison of PCSA-based
XOR gate and proposed SMCL Avg. energy (fT) 3.604 1.871 50
XOR gate Avg. power (nW) 40.34 23.1 427
Device count 11MOS +2MTJ 12MOS+2MTJ -
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Table 2 Performance

. PCSA-based AND [4] Proposed SMCL AND gate % impr.
comparison of PCSA-based
AND gate and proposed SMCL Avg. energy (fT) 3414 1.768 50
AND gate Avg. power (nW) 38.24 21.37 44.11
Device count 10MOS +2MTJ 12MOS+2MTJ -
Table3 Simulated and calculated results for XOR gate for various VDD CLK

DPA-resistant adiabatic logic families

Logic family PCSA-based XOR gate Proposed
XOR gate

Ein () 29 1.431

E o @) 6.3 1.85

NED (%) 53.9 22.6

NSD(%) 61.27 12.3

Table 4 Simulated and calculated results for AND gate for various
DPA-resistant adiabatic logic families

Logic family PCSA-based AND gate ~ Proposed
SMCL AND
gate

E i, (D) 2.71 1.25

E o (00) 6.56 29

NED (%) 5717 56.8

NSD(%) 64.33 322

consumed dissipated by the circuit, and it is shown as

| 2 (E—E)

Frorril Tables 3 and 4, we can see that the NED and
NSD values for the proposed SMCL circuit are very less
than the existing PCSA-based MTJ/CMOS circuit. Lower
the values of NED and NSD, higher the resilience of the
circuit towards power analysis attack.

Analysis of SMCL-based PRESENT-80
Cryptographic Hardware

This section discusses the energy-efficiency and secu-
rity analysis of the proposed SMCL-based PRESENT-80
cryptographic hardware. MTJ/CMOS logic circuits is not
energy-efficient as compared to the CMOS-based logic cir-
cuit when data stored in MTJs toggle [14]. To minimize
this issue, we look to Look-Up Table-based design, so that
the MTlJs are only switched once. Numerous MTJ-based
look-up tables have been proposed and shown to be energy
efficient [19, 21]. As proposed in [11], we have used the
Look-Up Table (LUT) method to implement PRESENT-80
cryptographic hardware [2, 15] in proposed SMCL logic.
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Fig. 10 Circuit design of the MTJ-based LUT with four selection
lines

Figure 10 shows the LUT-based SBOX with four selec-
tion lines.

Figure 11 shows the sense amplifier circuit to read the
data stored in MTJ. Figure 11a shows the existing PCSA-
based sense amplifier and Figure 11b shows the proposed
SMCL-based sense amplifier circuit. As discussed in pre-
vious section, SMCL-based circuit is more energy-efficient
than the PCSA-based circuit due to pre-charging the output
nodes to VDD/2. Therefore, to have charge sharing, we
are increasing the width MP3 and MP4 to 6 times than
the other PMOS transistors (refer Fig. 11b). As we know
that increasing width of transistors reduces the resistance
which helps to charge share the output nodes fast.

Figure 12 shows the transient waveforms of the PRE-
SENT-S-box circuit [2, 15] implemented using the proposed
SMCL logic-based sense amplifier circuit. The MTJs in the
SMCL-based PRESENT-80 S-box circuit are used to store
the S-box data, while the CMOS logic is used to choose
the corresponding data from the MTJ. SMCL-based sense
amplifier is used to read the data stored in the MTJs. As
discussed in previous section, SMCL-based circuits pre-
charge the output nodes to Vdd/2 which improves its energy
efficiency as compared to existing PCSA-based circuits. In
Fig. 12, X0, X1, X2, and X3 represent the input to the S-box,
while SO, S1, S2, and S3 represent the output of the SMCL-
based PRESENT-80 S-box circuit.
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Table 6 Energy consumption
comparison of PRESENT-80

cryptographic hardware

E 0 1 1 1 1 | 1 g‘-‘
I 0 50 100 150 200 250 300 350
g o.; T T T T —so
E :0 50 1(‘}0 1?0 2?0 2.")0 300 350
05 —$S1
00 50 100 150 200 250 300 350
4
i g T 4 UL Y UL g =
0 50 100 150 200 250 300 350
05 ‘ | ’ | —s3
00 50 100 150 200 250 300 350
Time (ns)
Implementation Energy/cycle Avg. power Energy savings
PCSA-based MTJ/CMOS [11] 24311 1.23 yW 45%
CMOS 32.41] 1.72 pyW 59%
Proposed SMCL-based MTJ/CMOS 13.41) 0.74 pW -
Implementation Energy/cycle Avg. power Energy savings
PCSA-based MTJ/CMOS [11] 402.96 fJ 20.65 pW 42.18%
Conventional CMOS 566.8 {J 28.336 pyW 59%
Proposed SMCL-based MTJ/CMOS 232.96 {1 12.65 pW -

Energy-Efficiency Analysis of SMCL-Based
PRESENT-80 Cryptographic Hardware

This section presents the energy-efficiency analysis of the
SMCL-based PRESENT-80 cryptographic hardware. We

initially implemented a PRESENT-80 S-box circuit using
the existing state-of-art PCSA-based MTJ/CMOS circuit
[11] and proposed SMCL-based circuits. Furthermore, we
have also implemented CMOS-based PRESENT-80 S-box
circuit to compare its energy efficiency with the proposed
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SMCL-based PRESENT-80 S-box circuit. To characterize
the CMOS and MTJ/CMOS designs in equivalent condi-
tion, 32 D Flip-Flops are added to CMOS-based one round
of PRESENT-80 cryptographic hardware to synchronize
the outputs with clock signal as PCSA-based MTJ/CMOS
circuits are naturally synchronized. Furthermore, it has to
be noted that in our MTJ/CMOS-based PRESENT S-box
design, data are written only one time. Once the data are
written in the S-box circuit, there is no need to flip the data
stored in the MTJs. The constant storage of data in MTJs
without toggling helps in improving the overall energy-effi-
ciency of the MTJ/CMOS circuits.

Table 5 shows the energy consumption comparison of the
PRESENT-80 S-box circuit implemented using PCSA-based
MTI/CMOS [11], conventional CMOS circuit, and proposed
SMCL-based MTJ/CMOS circuit. From the table, we can
see that the proposed SMCL-based MTJ/CMOS imple-
mentation of PRESENT-80 S-box circuit saves up to 59%
of energy as compared to the conventional CMOS-based
PRESENT-80 S-box circuit. Moreover, the proposed SMCL-
based MTJ/CMOS-based PRESENT-80 S-box circuit saves
up to 45% of energy/cycle compared to PCSA-based MTJ/
CMOS design proposed in [11].

Furthermore, in this research, we have also implemented
one round of PRESENT-80 cryptographic hardware with the
proposed SMCL-based MTJ/CMOS circuit. Table 6 shows
the energy consumption comparison of the PRESENT-80
cryptographic hardware implemented using PCSA-based
MTIJ/CMOS, conventional CMOS-based circuits, and pro-
posed SMCL-based MTJ/CMOS. From our simulations, we
can see that the proposed SMCL-based MTJ/CMOS saves
up to 42.18% of energy as compared to the PCSA-based
MTIJ/CMOS circuits proposed in [11]. Furthermore, SMCL-
based MTJ/CMOS PRESENT-80 cryptographic hardware
saves up to 59% of energy as compared to the conventional
CMOS-based PRESENT-80 cryptographic hardware.

Security Analysis of SMCL-Based PRESENT-80
Cryptographic Hardware

This section presents the security analysis of the SMCL-
based PRESENT-80 cryptographic hardware. Figure 13
shows the current consumption of the PRESENT-80 S-box
circuit implemented using conventional CMOS circuits,
proposed SMCL-based MTJ/CMOS circuits, and PCSA-
based MTJ/CMOS circuits. From the Fig. 13, we can see
that the conventional CMOS-based PRESENT-80 S-box
circuit consumed non-uniform power consumption which
makes it susceptible to DPA attack. In this research, we
have used the look-up table-based method (refer [11]) to
implement the cryptographic circuit using MTJ/CMOS
circuit. From Fig. 13, we can see that the proposed SMCL
MTJ/CMOS-based PRESENT-80 S-box circuit has
reduced uniform current consumption as compared to the
PCSA MTJ/CMOS-based PRESENT-80 S-box circuit.
Figure 14 shows the non-successful DPA attack on the
proposed SMCL-based PRESENT-80 S-box circuit with
key = 06.

Conclusion

In this paper, we have shown the susceptibility of MTJ/
CMOS circuits to power analysis attacks where the attacker
uses the power traces to reveal the secret key. To improve
the security of the existing MTJ/CMOS circuits against
power analysis attacks, we have proposed a novel Secure
MTIJ/CMOS Logic (SMCL) circuit which has uniform
power consumption. The proposed SMCL consumes uni-
form power by masking the MTJ during the write operation
from the power supply, thereby thwarting the power anal-
ysis-based side-channel attacks. From our simulations, we
have observed that the proposed SMCL-based PRESENT-80

Fig. 13 Current consumption of 0
the CMOS, proposed SMCL- -50
based MTJ/CMOS, and PCSA- -100

[ ‘ [owos.

RRERRRERER

based MTJ/CMOS implementa- 2 150
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e
qc) 0 T T T T T T T | T T : T T ‘ T T I‘ __SMCL
[3) -40 B
> _60 1 Il
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Fig. 14 A non-successful DPA 1
attack on PRESENT S-box
implemented using proposed

SMCL logic with key = 06
ogic with key 0.5

Correlation Coefficient

0 2000

cryptographic hardware has about 42% and 59% of energy
savings as compared to the PCSA-based MTJ/CMOS and
conventional CMOS-based implementation. Furthermore,
we have also performed the DPA attack on the SMCL-
based PRESENT-80 and the secret key was not revealed
after 16000 power traces. The proposed SMCL will find
applications in the design of sudden power outage resilient
non-volatile DPA secure processors.
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