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Abstract The Information and Communication Technology
(ICT) revolution has brought considerable socio-economic
benefits to humanity over the last 50 years. However, one of
its side effects has been an increased threat to personal privacy
owing to the widespread use of digital services that make
utility of personal information, the extreme ease with which
that information is captured, transmitted, analyzed and stored
coupled with the incentives for a range of actors to misuse the
information at their disposal or reach. This article presents a
ministerial view that one should not have to trade-off between
privacy and security, or be told to give-up privacy for safety. In
part, this declaration is foundationally germane to Rwanda’s
digital transformation, and our society’s approach to erecting
Privacy protections, harnessing the deep value that Privacy
had once held in Rwanda’s pre-colonial tradition, and has
again, in her most recent history. In view of a rapid transfor-
mation that is presently turning the country into a digital hub
for the Continent of Africa, Rwanda is charting a path forward
to achieve a double purpose; on one hand the prospect of
leveraging information technology for the benefits of her cit-
izens, and on the other hand, securing and protecting the pri-
vacy of her citizens, as a key component of Rwanda’s societal
identity. This article further presents that given the leadership
that Rwanda has demonstrated in Information and
Communication Technology (ICT) for Development in
Africa, the nation’s course of action in relation to data and

personal privacy protection will have a positive influence on
the rest of the African continent that is now bracing to form a
single digital market through the Continent-wide Smart Africa
initiative.
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1 Introduction

The advances in information and communication technologies
over the last five decades, have caused a profound transfor-
mation in how individuals, communities and entire nations
live, learn and work. These changes have been so significant,
and so much so, that global societies needed to consider the
collective intersection of changes as initiating a shift, from the
second, to the third industrial revolution. The first industrial
revolution was marked by the introduction of mechanical pro-
duction, enabled by the steam engine during the second half of
the eighteenth century. That shift ended the agrarian revolu-
tion, which had been in place for more than ten thousand
years; with a production mode based on human and animal
muscle power. The second industrial revolution was ushered
by the advent of electricity and it enabled further improve-
ments in mass production. The third revolution often referred
to as the digital revolution was born as a product of the 1960s,
and it was enabled by the development of semiconduc-
tors, mainframe computing, parallel processing, personal
computing and Internet. Today, the world is at the brink
of yet another revolution, the 4th, driven by a rapid
convergence of technologies across the biological, phys-
ical and multiple digital domains [1].

Rwanda is not isolated from these world transforms. As
part of her vision 2020 [2], Rwanda is undergoing a massive
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digital transformation, aimed at moving the economy and so-
ciety from a subsistence agriculture base, to an information
and technology hub for the region and the continent. This
transformation pathway, in Rwanda’s case, will permit her to
almost leapfrog the second industrial evolution - to position
the country firmly in the third industrial age, while aspiring to
be among the leaders of the fourth. One of the side effects of
rapid digitization in the economy has been the increased threat
to people’s privacy, driven by the extreme ease with which
private information is in present times captured, exchanged,
used and maintained. Coupled with the existence of enormous
economic and other malicious incentives for a range of actors
to unlawfully access and misuse personal information, it be-
came an imperative for the Rwandan Government - to take
measures that would ensure the sanctity of privacy in world
where is an ever increasing demand to digitize information.
Given such considerations therefore, article 23 and 38 of
Rwanda’s constitution have enshrined privacy as a constitu-
tional right, which is linked to the person’s honor and dignity
[3]. The Government has, and continues to put in place, num-
ber of policies [4], legal [5], regulatory, institutional and tech-
nical instruments in place to ensure that personal information
and privacy shall remain protected, and that any infringement
thereof is met with appropriate consequences [6] (relating to
the Code of Criminal Procedure).

2 Privacy: the Rwandan context

2.1 The pre-colonial Rwanda

Historically, Rwandans have accorded great significance and
importance to the societal value of privacy. In a society where
oral communication was the main way to transmit informa-
tion, it was highly dishonorable act to publicize or otherwise
make common, any detail regarding ‘self,’ one’s family or
others in a variety of contexts. Children were taught at a very
young age to refrain from saying, what they ate at home,
describe the whereabouts of their parents, or recounting any
conversation they may have heard from adults. In fact as a
measure of precaution, children were always dismissed from
places where grown-ups would gather and have certain con-
versations. Several social relations required even higher levels
of privacy. For example, within in-law relations, parties had to
observe strict behaviors such that none would invade the pri-
vacy of parents-in-law, even accidentally. Strangers were un-
trusted by default, and were not allowed to be party to any
information related to the environment they found themselves
within, until some basic level of trust had been established.
Still, being party to communications, or otherwise available
privileged information beyond the establishment of trust, did
not mean that any such information heard could be repeated,
anywhere. Privacy of community or political leaders or elders

was strictly protected by those around them. No information
about the former’s personal activities, health conditions, or
social relations was to be shared. Information about personal
property was also protected. Cows were the main form of
wealth accumulation, and it was strictly prohibited to count
a person’s cows, and, or to tell of that count to anyone.

2.2 The post-colonial Rwanda and 1994 genocide
against the Tutsi

Privacy, as understood by Rwandans was dealt a great blow
by many aspects of colonialism. First, it was shattered by the
culture clash that accompanied colonialism, which was further
exacerbated by the nature and compositions of colonial ad-
ministrations, and the introduction of Christianity into the re-
gion. Pre-existing ‘social taboos,’ which included a great deal
of personal privacy protection dimensions were destroyed by
the spread of Christianity. Agents of the Catholic Church gave
blanket absolutions for those Rwandan people who violated
their ‘traditions’ such as Privacy Protections. Thereafter, a
common Rwandan adage emerged, which said: “Kiliziya
yakuye kirazira”, translated roughly, it suggested: “the church
killed all taboos”. As an example, one of the taboo’s that was
widely disregarded or violated was that people’s cows could
now be counted publically - to levy tax, and, or categorize
people into social classes and ethnic origins; an act – for
which, the Church delivered absolution. Another was the in-
troduction of mandatory identity cards for all citizens 18 years
of age, and above, which detailed their ethnic origins. Indeed,
some roots of the 1994 Genocide against the Tutsi can be
traced to a stage in Rwanda’s history of the 1920s. The forced
classification of people into income classes, further segregated
by ethnic groups, was subsequently used to ‘divide and to
rule’ [7] the society. This malicious set-up was unremittingly
and heartlessly exploited by successive generations of colo-
nial, and post-colonial leaders, which then became a strong
constituting and foundational component to the genocide
ideology [7]. With the introdion of writing as an increasingly
important form of communication in Rwanda, since the
beginning of the twentieth century, privacy practices shaped
by the oral traditions came under a new threat. The informa-
tion that would be known by only a few, such as certain royal
rituals, was openly disclosed and published [8].

3 The global dash to a hyper connected society:
a ministerial view

Today, privacy has come under a different, perhaps more pow-
erful force: ICT. The extreme convenience that technology has
provided to many daily routines, in exchange for people’s
private information has already put privacy in jeopardy at a
large scale on several highly publicized occasions. The
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digitalization of the many aspects of human lifestyles and their
respective compartments, and, or components have gone be-
yond a ‘non-return’ point. Indeed, a growing range of vital
services today are provided as “digital by default” [9]. For
Example, today, business registration in Rwanda can only be
done online.1 Governments and private service providers are
working to provide a seamless digital experience from “the
cradle to the grave”. The digital identity that is assigned at
birth, or is subsequently acquired through one’s own volition,
and with one’s first account on a “connected system” –wheth-
er it is in the form of an email or bank account, generates a foot
print, that keeps growing – with associated services and trans-
actions. Over time, the amount of information in one’s digital
footprint processed through increasingly powerful machine
learning, targeted data mining algorithms and artificial intelli-
gence systems, is potentially able to be turned into a powerful
lens, providing deep-insights into one’s life that can be
used for the good, the bad or regrettably, the ugly. This
is true for individuals, entire communities and nations.
The good use of digital identities include the responsi-
ble and constructive use of personal information by
Governments, for example, to provide personalized ef-
fective, reliable and highly efficient experiences across
multiple domains including healthcare, education, busi-
ness and leisure. The bad use ranges from the careless
handling of personal data by its custodians, to the ma-
licious exploitation of personal information for the eco-
nomic gain of various parties. Misuse of personal infor-
mation shifts to the realm of ugliness when it is used to
assail the existence and maintenance of basic human
rights, societal cohesion, and stability.

A higher degree of personal awareness - related to
the risks to privacy, exercising deliberate personal dili-
gence and the existence of a good deal of technical
competence is necessary to deliver the good - while
preventing the bad and ugly from taking hold. Indeed,
the dignity of people whose lives have been saved
through telemedicine for example, can be jeopardized,
if their digital health records and sensitive genealogical
and other genetic data – were to fall into the hands of
ruthless people. The delivery of a Government and gov-
ernance systems that is self-service, available on 24/7
basis, and able to respond to citizen’s requests in real
time from a variety of connected smart devices, has
pushed the limits of convenience, safety, security, reli-
ability and accountability, all of which are invaluable
ingredients to the conservation of democratic values.
Such transformational experience requires however, the

digitization and integration, and the maintenance of such
matters as people’s identity, property information, civil
and fiscal status. In this context, the trust between the
people and governments that hold such vital information
about their respective citizens need to be irreproachable.
Lack of such trust and alternative recourse would be
equivalent to the people being taken hostage, or being
digitally colonized by whoever has access to their pri-
vate data against their will. The consequences of the
misuse of such vast amount of information upon person-
al dignity, and, social and national order could only be
termed as immense. The constructive human relation-
ships initiated and maintained though social media plat-
forms has enriched lives in a measure only evidenced
by the widespread and rapid adoption of such platforms.
Many of the “free” social networks and other online
services such as instant messaging, banking, even edu-
cation and entertainment, require that users submit per-
sonal information, for example, into “a cloud” that is
supposed to be protected by the service provider. The
collection of technologies called as the Internet of
Things (IoT) is increasingly finding way into our hous-
es, cars, farms, workplaces, and even our bodies. The
network of CCTVs2 in city’s security sensitive loca-
tions, public transport, hotels and other public spaces
is being expanded to ensure people’s safety and further
national security aims. The word “Smart” that is sup-
posed to mean: instrumented, interconnected and intelli-
gent [10] – can be found being applied routinely to
almost everything: from entire cities to communities in
rural areas, from schools to hospitals, from cars to
household items, and even living organisms such as
cows. The principle and intent of connecting everything
is perhaps a noble goal: remote monitoring of a patient
– to save lives, climatic controls in a greenhouse farm
for increasing food security, energy consumption optimi-
zation for buildings and entire cities to reduce their
carbon footprint in an effort to keep global warming
in check, self-driving cars to reduce traffic accidents,
etc. Indeed, given the momentum that the mobile indus-
try and broadband internet connectivity [11] has taken,
as well as the IoT industry [12], it can be safely as-
sumed that it is only a matter for time before everyone
and everything that can be connected - will be
connected.

The question, for not only Rwanda, but also the world,
remains whether sufficient awareness of the risks associated
with such hyper-connectivity poses to personal and so-
cietal privacy exists, and the necessary respective pro-
tections have been built to ensure that the public is
appropriately safeguarded.

1 “Your step-by-step guide to investment related procedures in Rwanda,”
Business Registration - E-Guide from Government of Rwanda, Business
Facilitation Programme - United Nations Conference on Trade and
Development (UNCTAD), 2017 http://businessprocedures.rdb.rw/menu/1?l=
en 2 Closed Circuit Television
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And, as it has been proven many times, custodians of
data repositories have not been forthright with respect to
a divulgence of information (Sean [13]), diligent in their
efforts to protect [14], and are in many instances plainly
delinquent in general practices to be secure [15]. As it
is often said, those conducive circumstances that lead to
the occurrences of large-scale breaches poses the ques-
tion, not of “whether,” rather, “when.” It has also been
said that following the aforementioned statement, it may
not be difficult to imagine a future where privacy as it
used to be known – could be seen as becoming extinct
[16]. Such a course could very well lead to a vastly
different type of society, with wholly different set of
values, rule and systems of governance, as well as cor-
responding organizational and operational constructs.

Nevertheless, none of the threats to Privacy should be
attributed to technology per se’. The blame should be
fairly apportioned across to those who have made, and
continue to make, conscious and deliberate decisions to
use technology in ways that will permit the invasion of
people’s privacy. “Ignorance is insufficient as defense”
[17]. The reasoning that, the provision of all the excel-
lent uses of technology have to be accompanied by loss
of privacy as a trade-off, is a fundamentally flawed pre-
sentation. Furthermore, asserting that security cannot be
guaranteed without sacrificing people’s privacy cannot be
justified [18]. Indeed, as much as some technology
platforms were intentionally designed to deliver benefits,
while putting privacy at stake, the market could provide
alternative technologies and, or choices that deliver the
same, if not even greater benefits, while ensuring privacy
protection [19]. Principally at least, while nations of the
world are undergoing states of digital transformation
previously thought to be inconceivable, the ‘big-ask’ to
accept the need, and to then make monumental sacrifices
in one’s privacy for the sake of security is appercipiently
equal to the crusades of argumentors on either side of
the "Dialogue on the Two Chief Systems of the World."
[20].

Accordingly, for the sake of encouraging the build-
out of energetic, creative, healthful, productive, stable
and a thriving “virtual commons” in our Digital
Century, humanity must address the great insufficiency
before us in terms of Privacy, that is to identify and
disentangle the natural truth from the "Two Chief
Systems of the World"3 as presented; and to construct
a ‘manifest’ life and living habitat, where none will
ever have to make a trade-off between Privacy, Safety

and Security, on account of some circumstance that
would impose an unnecessary and definitely harmful
requirement to people and communities. Today, this
habitat as it is proposed here, by degrees, share, what
seems to be an enormous capital similarity to the once
contrarian idea of heliocentricism - representing natural
truth on one hand, and the dominant theologically
backed4 pre-telescope knowledge of geocentricism on
the other [21] Additionally, possessing great awareness
to the existence of technologies able to assist in the
preservation of privacy while ensuring safety and secu-
rity; political, business and community’ leaders having
the necessary courage to investigate and promote much
needed technological and paradigmic alternatives, and to
act with focus and determination to face market forces
threatening to make humanity’s privacy history, are now
- a must. Privacy: a shared common goal to establish
strong social cohesion in Rwanda.

In a country with a recent history of division, and massive
human loss, providing Information and Communication
Technologies (ICT) as a medium for reconciliation, healing
and the linking of families and of communities, was seen as an
ideal enabler of social cohesion. The commitment to connect
the whole country, and not just the commercially viable urban
areas, allowed Rwanda to avoid the common pitfalls of
exacerbating income inequalities, gender, and rural/
urban divides. Information and Communication
Technologies (ICT) thus became an exceedingly handy
tool, to advance “post-genocide” Rwanda’s key philo-
sophical and sociopolitical foundations – related to the
building of an inclusive and people-centered society.

Many of Rwanda’s core traditional and cultural values have
Privacy as one of the key foundations. The leading founda-
tional value is that of “agaciro”, only loosely translated as
“dignity”, but also including elements of self-confidence, re-
spect for self, and for others, as well as freedom. In Rwanda,
agaciro is only attainable if Personal Privacy is, for oneself
and others, respected. From the first paragraph of the consti-
tution, human dignity is defined as a foundational attribute for
the Rwandan society of the present and the future, ranked at
the same level as security, freedom and justice [3].
Supportingly, the abolition of death penalty - within a post-
genocide Rwanda context should be seen as the ultimate dem-
onstration that the State has put respect for life and human
dignity above all. Another leading societal value is
“ubupfura,” or nobility, added to the elements of loyalty and
humility, which also places Privacy at the forefront. A person
of ubupfura – or a noble person, is a sophisticate, and is

3 With respect to Privacy, the reference to “Two Chief Systems of the World”
refers to two schools of thought; one (echoed by some of the highest author-
ities in World Governments) proposes: Security and Safety of populations can
only be achieved at the expense of Privacy, while the other proposes: necessary
levels of Safety and Security can be achieved - without sacrificing Privacy

4 Ruling of Cardinal Robert Bellarmine and the 11 Theologians to the Holy
Office (under signature of Pope Paul V, to assess heliocentricism) made public
on 24 February 1616, that ‘heliocentricism’ was: “foolish and absurd in phi-
losophy and formally heretical as it expressly contradicts the teachings of Holy
Scripture.”
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therefore, among other things, naturally expected to abstain
from invading, or even be seen as trying to invade other peo-
ple’s privacy.

Amidst tumultuous digital transformation, Rwanda is be-
ing guided by all that we treasure in our society (in a return to
our roots), to not compromise or fail in the maintenance and
preservation of such key societal pillars, because the
very strength and durability of our present society, and
our nation’s future are inextricably linked to the survival
of such societal pillars.

4 Rwanda’s digital transformation journey –
a review

The 1994 Genocide against the Tutsi - left Rwanda covered in
blood, and in smouldering ashes. The country was on the
brink of literally becoming a failed state [22], or worse,
disappearing as a nation entirely. On the international stage,
the country was vilified and isolated by the same forces that
had planned and orchestrated the genocide. Meanwhile, the
genocidal regime, operating from the Great Lakes of Africa, a
location to which they had been driven into exile, threatened
to come back, and attack the country again, to “finish the job”
– of killing all Tutsis who had survived the genocide, and to
annihilate the forces that had stopped it. The “apocalyptic”
outcome could have happened, had the forces that stopped
genocide and found their own families almost exterminated
by their neighbors had opted to carry out revenge killings. It
was amidst cries of babies left orphans, thousands of injured to
be treated, the dead to be buried, the need to secure and estab-
lish homeland security, justice to be rendered amidst chaos
and a loss of confidence, and the need for a traumatized nation
to heal, that a bold vision was born, from the leadership of the
RPF,5 the movement that had stopped the genocide.
Determined not to fail but clearly at crossroads as to
how to turn around a deeply wounded society, the lead-
ership counter-intuitively opted to transform the largely
agrarian society into a twenty-first Century information
society where National Unity and Reconciliation as well
as ICT were going to be cornerstones.

By the early 2000, as the country was emerging from the
fiery aftermath of the Genocide, a 20 year socio-economic
development plan – vision 2020 - was introduced. In a very
counter- intuitive fashion, President Paul Kagame pushed to
position ICT at the center of the development strategy. At a
time where everything was a priority – from food security to
public education, providing healthcare, and justice for geno-
cide survivors and their families, alongside the need to deal
with literally hundreds of thousands of genocide perpetrators,

every dollar in the national treasury needed to be spent very
wisely and cautiously.

The significance of the visionary Presidential prioritization
was the recognition that ICT was going to be a significant
enabler for all the other sectors, which research would later
reveal as being factually important, that there is a strong causal
relationship between broadband penetration, and GDP growth
of a nation [23].

Rwanda’s ICT development journey proceeded through a
series of 5 year strategic National Information and
Communication Infrastructure (NICI) plans. A condensed
representation of that ICT development - in relationship to
the conception, development and deployment of Privacy pro-
tection instruments for the present and posterity, are immedi-
ately presented herein.

NICI I (2001–2005) focused on the liberalization of the
Telecommunications Sector and the setting up of legal, regu-
latory and institutional mechanisms to attract private sector
investments and grow the sector. The Rwanda Information
Technology Authority (RITA) was established to coordinate
the implementation of NICI Plans. In 2001, Rwanda Utilities
RegulationAuthority (RURA), an independent multi-sectorial
Regulator with mandate to regulate the ICT sector was also
established. Through its mandate of customer protection of
telecommunication sector, RURAwas given a pivotal role in
enforcing people’s right to Privacy in the digital domain.

The second NICI Plan (2006–2010) paved the way for
large-scale investment into ICT infrastructure. At a time when
most countries in Africa were dependent on satellite
Communication for access to the Internet, the Rwandan
Government invested into situating 2300 Km of 50 Gbps fiber
optic cable, connecting all the 30 Districts of the country, and
9 Border Posts, making it Africa’s densest national fiber optic
cable backbone network deployment then, in anticipation of
connecting to the submarine cables that were being laid adja-
cent to Africa’s East Coast.

While the private sector was initially reluctant at the to
invest, citing an unclear business case, investors quickly real-
ized that the move towards digital transformation of Rwanda
was unstoppable, and started to invest into installation of their
own optical fiber channels and the setting-up of accompany-
ing network infrastructure, bringing the total installed optical
fiber cabling to more than 6000 Km today. Today, the back-
bone in part, is being used as a backhaul for the national 4G
LTE network that aims at reaching 95% of the population by
end of 2017.

With regard to Privacy, at a very fundamental level, and is
presented here only as an example, that the One Laptop Per
Child (OLPC - introduced in partnership with MITMedia Lab
- into 416 schools across the country to 200,000 students) and
the smart classroom programs have been designed to impart
Privacy consciousness to young learners from the onset.
Prompted by a need to securely share one terminal, by more5 Rwanda Patriotic Front
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than one student, a unique “One Digital Identity per Student”
program was implemented. When a student logs on any ter-
minal, they only have access to their private learning
workspace, which is intentioned to instill the sense that,
in the digital world, everyone deserves their own space
that should be respected, and not made accessible to
any other person.

The main focus on the third NICI III (2011–2015) plan was
on digitizing public services. Up to 100 digital services were
developed across the key social and productive sectors of agri-
culture, education, healthcare, government and financial ser-
vices. Today, Rwanda has three times more mobile wallets than
bank accounts. Mobile wallets are mobile-based identities or
accounts used to send and receive payments and access an
increasing range of financial services. Between 2011 and
2015, the number of mobile financial subscribers increased
more than 10 fold, from about 600,000 subscribers to more than
7.5 million [24]. The use of mobile phones to access financial
services in turn accelerated economic growth in many other
ways, such as allowing millions of Rwandans to enter and
participate in a formal national economy – extending economic
opportunities such as encouraging personal and family savings,
and providing access to capital and forms of credit to the many
who were previously financially excluded. However, the use of
mobile wallets has sometimes raised serious security concerns,
due to cases of theft that can be orchestrated from inside the
mobile network operator organization [25] or through identity
theft, based on social engineering and fraudulent SIM
(Subscriber Identity Module) registration on which users ac-
counts are based on [26]. The inherent security weaknesses of
the SIM technology itself [27, 28] call for a superior technolog-
ical mechanism to deliver the important digital financial ser-
vices. One option being explored by the Republic of Rwanda
in conjunction with other technologies, is the use of
Blockchain, which is able to assure greater security of informa-
tion, and thereby, better personal privacy also.

With increased penetration of mobile devices and Internet
use, the need to provide a stronger framework for protecting
personal Privacy, while ensuring that information technology
utility does not turn into a threat for national economic secu-
rity – has become very pressing, and to the forefront of na-
tional leadership considerations. The task has been ren-
dered more complex by Interoperability demands in the
heterogeneity or convergence of diverse telecommunica-
tion systems, hardware and software systems, and many
information processing domains/platforms and accompa-
nying support systems.

4.1 The smart Rwanda 2020 master plan (SRMP)

The fourth generation of the national ICT plan was named
Smart Rwanda Master Plan 2020 (SRMP) [29] and was de-
veloped in line with the principles of the Smart Africa

Manifesto, endorsed by the seven founding Heads of State
of the Smart Africa Alliance. The Masterplan defined the fol-
lowing three key areas of focus:

National digital transformation – the intention is to
leverage digital technologies to improve outcomes for
the following key social and economic sectors: education,
agriculture, healthcare, government services delivery, fi-
nancial services, trade and industry, youth and women
empowerment. Anticipating that massive digitization
would inevitably lead to sophisticated implications on
data protection and raise privacy concerns the Cabinet
ordered that each concerned sector elaborates a specific
policy to guide its digital transformation and identifies
any legal or regulatory requirements to safeguard infor-
mation security and people’s privacy. In particular, the
Health Sector is presently engaged in the development
of a framework that is comparable to USA’s HIPPA6

When the e-Health sector policy gets approved within
the financial year ending in June 2017, Rwanda will have
been among the first African countries to have specific
measures in place to assist the advancement of privacy
protections, through the deployment of a legislative
framework specifically oriented toward the health sector.
Innovation and business - With the aim of becoming an
Innovation Hub in the region, Rwanda is building an
innovation ecosystem that should result into an environ-
ment for African technology startups to flourish and tap
into the growing African and global markets for technol-
ogy enabled goods and services. In anticipation of the
increased production and use of personal data by the dif-
ferent applications that the technology companies are go-
ing to produce for the pan-African market, Rwanda is
currently investing time, energy and financial resources
to have in place, the necessary technical, legal and regu-
latory guideposts and protections, to position the country
as a competitive, trustworthy, safe and secure place to
host globally produced data. In line with this commit-
ment, Rwanda has invested in a Digital Forensic
Laboratory under the Rwanda National Police, a
CSIRT7 and PKI8 under the Rwanda Information
Technology Authority as well as a Regional Internet
Exchange (IX), all of which have the vision of enabling
the provision of secure digital services. The Digital
Forensic Laboratory is developing advanced capabilities
to investigate cybercrimes and other technology assisted

6 Health Insurance Portability and Accountability Act of 1996, USA. It is
recognized here that while HIPAA is not a Privacy Law per se,’ the act serves
as a guidepost to information exchange within healthcare transactions in the
United States of America. Rwanda is in the middle of developing such statutes,
and it is in such a context, the reference is being made.
7 Computer Security Incident Response Team
8 Public Key Infrastructure
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crimes such as financial crimes but also illegal access,
and the use of private information.

Rwanda’s ICTstrategy has only been able to advance prop-
erly, due to the fact that key aspects of the national vision, and
necessary governmental support systems have intrinsically
been given great care and attention, internal focus and alloca-
tion of valuable and scarce national resources to suitably de-
velop. Rwanda has received praises for her excellent perfor-
mance in dramatically transforming the national business cli-
mate, as evidenced by the World Bank’s Doing Business
Index [30], which has ranked Rwanda as the second best place
to do business on the African Continent. Rwanda was also
ranked by the World Economic Forum Global Information
Technology Report as top performer in Africa on the
“Government Success in ICT Promotion”, “ICT use and
Government Efficiency” as well as “Impact of ICT on access
to basic services,” in such areas as education, healthcare and
financial services [31]. Rwanda’s success in establishing a
regional ICT hub will only be achieved if the country also
becomes a very safe place to store data, and a very safe place,
where globalized and virtualized enterprises can discover the
structural, regulatory and operational stability and confidence
that is constantly sought to conduct virtual business by all. It is
therefore imperative that the move towards a deeper regional
integration, and the digitization of regional economies be ac-
companied by more elaborate Privacy Protection instruments
comparable to, and perhaps those that distance, the European
GDPR [32]. Indeed, stronger privacy protection measures are
already being evaluated and proposed, as part of the “National
Data Revolution Policy,” which is nearing it’s developmental
completion.

Research andDevelopment (R&D): For the first time in
15 years, the national ICT plan has prioritized R&D, in
recognition of the need, and the readiness to start shifting
from being passive technology consumers - to active pro-
ducers of information technology hardware, software,
content, applications, and services. The plan has defined
five domains where the country would like to focus upon,
with the strategic intention of creating a regional compet-
itive advantage: Internet of Things (IoT), Big Data/Data
Science, Cybersecurity, Creative Industries, Mobility and
Digital Lifestyle.

All 5 of the identified key domains for R&D have one great
commonality: Data, as the domain driver. Indeed, since
Rwanda is geographically landlocked, she will always be at
a competitive disadvantage when material considerations of
‘use intensity’ related costs involving transportation and other
conveyance related logistics are under the microscope in busi-
ness analyses. However, in the matter of data conveyance,
travel at the speed of light is possible, and once the

communication infrastructure has been deployed, and is func-
tioning, the geographical position of any one party and, or any
transactors in concern, become less relevant - in the context of
our globalized existence. Today, digital economies are grow-
ing much faster than traditional ones, and the cross-border
flow of data is surpassing in value, the flow of physical goods
[33]. It is against this background that Rwanda has initiated
the drafting of aNational Data Revolution Policy,which seeks
to define and to formalize, just how the country will turn
‘data,’ into an economic and social advantage, which is only
possible when the security of data and privacy of citizens is
assurable andmaintainable too. TheNational Data Revolution
Policy will therefore be mandating what needs to be done, in
complement to all current efforts that are underway, in
order to properly build the human, technical and insti-
tutional capacities necessary to protect data and privacy,
in addition to the implementation of the necessary legal
and regulatory instruments.

5 Privacy protection and digital transformation –
essential national components

The modern roots of privacy protection for the digital century
in Rwanda, began with the formulation of the nation’s digital
transformation vision and strategy. One of the earliest shifts in
this direction emerged in 1997, with the establishment of the
first computer science school and programs, at the National
University of Rwanda, and also to transform the country’s
military school and largest military barracks located in
Kigali’s City Centre, into a Science and Technology
Institute. The initial curriculum included programs focusing
on computer security as a strong component to student educa-
tion, to equip the first graduates - with knowledge and the
leadership ability for instance, to provide the necessary stew-
ardship skills for Personal Privacy and information security
for the digital century, and beyond. More recently, in a con-
tinuous effort to raise a home-grown talent base, the govern-
ment of Rwanda partnered with Carnegie Mellon University
to launch its first and only Continent of Africa campus, which
offers graduate studies in Information Technology, Computer
Science and Electrical Engineering related majors.

Another strategic decision was for the Rwandan
Government to exit the Telecom business in 2000 and to lib-
eralize the sector. The move was accompanied by promulga-
tion of the law Governing Telecommunications [34], which
dedicated its entire 16th Chapter to “Privacy and Data
Protection.”According to this law, unlawful interception com-
munications, or accessing other people’s private data, is first
sanctioned by a monetary fine, and secondly, through the pain
of imprisonment, for up to one year.

In 2010, the Government introduced a draft ICT bill in
parliament, as the first comprehensive legal and regulatory
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instrument to align and direct these increasingly converging
sectors. For instance, the bill provided the strongest mecha-
nisms yet for data protection, personal privacy and for the
confidentiality of personal communications. The bill9 [5]
would make history as one of the laws that took the longest
to be approved by parliament, and would finally be signed into
law in June 2016. In its article 102, the Bill mandates
Government licensed Telecommunications providers to
protect the privacy of their customers. In article 124, the
law states that “every subscriber or user’s voice or data
communications carried by means of an electronic com-
munications network or services, must remain confidential
to that subscriber, and, or user, for whom the voice or data
is intended”. The bill has other provisions related to
protecting users’ personal information and privacy by pri-
vate and public entities while performing operations such
as billing, customer registration, issuing of digital signa-
tures, etc. The regulatory authority which has the mandate
to protect the customers of electronic communications and
services, has availed several avenues for initiating and
escalating complaints related to the services including
those complaints related specifically to privacy.10In case
a provider is convicted of abuse, the law provides for
administrative sanctions that range from monetary fines,
to the loss of Government provided operating license.
Meanwhile, a lawful interception legislation was put in
place in 2008, to provide a framework for “the regulation
of interception of communications in the interest of na-
tional security”. The spirit of the law proposes that na-
tional security and personal privacy should not be mutu-
ally exclusive, but quite the opposite. Indeed, personal
privacy is an important foundation of national security,
understood in its broad sense of having a stable, cohesive
and harmonious society, and vice versa.

However, as the country has moved through the many
stages of digitalization, the need to have stronger national
policies, legal remedies and regulatory emphasis on jurisdic-
tions, powers and the instruments of power to protect pri-
vacy, have become more pressing than ever. Consequently,
the Smart Rwanda Master Plan’s implementation is expect-
ed to define Privacy as a central concern, even as we con-
tinue to learn how best to leverage: continually evolving
best practices in the world, the best available Privacy
Protection institutional and infrastructural frameworks
from those in the world, that have been actively engaged
in making their environment and services safer for their
users, and the availability of tools and techniques across
the multiple domains of digital transformation.

5.1 From a failed state to an African trailblazer in ICT

By 2005, Rwanda’s ICT developments had gained a remark-
able level of attention from other nations of the Continent, as
well as a growing number of international community players.
In 2007, the country hosted “Connect Africa” Summit, in
collaboration with the United Nation’s International
Telecommunications Union (ITU), the African Development
Bank (AfDB) to invite more African countries to emulate
Rwanda’s experience.

Fast forward to 2013, Rwanda had gained the recognition
as a Trailblazer in ICT development, in Africa. The Smart
Africa Alliance, launched in 2017 by seven countries, has
now grown to 17 countries, joined by a growing number of
international private sector companies, all seeking to be part of
Africa’s digital transformation.

The successful implementation of the Alliance’s agenda
[35] is expected to accelerate the digitization of important
aspects of business, government and the private lives of citi-
zens, in a cross-border context. One flagship initiative aims at
promoting indigenous culture, while “helping African coun-
tries develop globally acceptable standards, norms and
methods” to establish, stabilize and assure - a continuity
framework for societal concerns such as privacy, safety and
the security of data.

One early indication of the formation of the single African
digital market has been the removal of cellular telephone ser-
vice related roaming charges, and the enablement of cross-
border mobile financial services, among all members of the
Smart Africa Alliance. In the four countries of the Northern
Corridor of East Africa (Kenya, Rwanda, Uganda and South
Sudan) citizens are able to use their national identification
cards to travel across the region, which requires the exchange
of personal information among several immigration authori-
ties. The countries have also established frameworks that en-
able cooperation to fight cybercrime, terrorism and other
forms of threats to national and citizen safety and security.

It is expected that other members of the Smart Africa
Alliance will emulate the experiences of the Northern
Corridor, and will thereby facilitate the expansion of the ben-
efits of regional integration to a much bigger market, and that
the Alliance and such integrated practices will permit for bet-
ter Privacy risks containment andmanagement, in that broader
digital single market. Such expectations have already trig-
gered action within the northern corridor partner states
(Rwanda, Uganda, Kenya, South Sudan), who have
established a framework for data exchange and data protection
within the region. The framework is expected to provide the
foundational basis for countries to cooperate, in the establish-
ment and running of, specific measures to prevent, but also
prosecute - privacy related crimes that may occur in a cross
border context. Conscious of her aspirational role as Africa’s
tech hub, Rwanda understands that privacy needs to be a

9 Law N°24/2016 of 18/06/2016 Governing Information and Communication
Technologies, Government of The Republic of Rwanda
10 For instance, a toll free number, and an online portal has been set up for this
purpose.
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central concern to Africa’s digital transformation. And while
Rwanda is prepared to spearhead the mobilization of Smart
Africa partner states [36], as well as to lead the broader
African Union (AU) members to adopt high standards of in-
formation security and privacy protection, there is no better
way to achieve that goal than to lead by example [37]. Such is
that, the SRMP endeavors to accomplish.

6 Privacy, data security and safety – a top priority

From the onset of Vision 2020, ICTwas seen as an enabler for
other sectors to achieve their strategic outcomes, in both de-
sired quality, and quantity parameters. The successive NICI
plans have laid out in details for each project, clear policies
and operational objectives, requirements for human resources
to execute those projects, governance, reporting and monitor-
ing and evaluations mechanisms – often with templates pro-
vided. The outcome of mainstreaming ICT into the public
sector has been an incremental process, also introducing in-
crementally, improvement in the quality of services provided
to citizen or business; but most of the time, it was an
enablement of a totally new experience that could not be
achieved with the most efficient paper based process.

An example in point is with the TRACnet platform [38]
which was used to help manage the national HIV/AIDS pro-
gram. TRACnet used simple feature phone to report on 42 key
performance indicators on monthly basis from more than 400
health centers across the country. At the beginning of the
program in 2005, Internet penetration in Rwanda was less than
0.1% and phone penetration was still below 3%. In a country
where most of the health centers are located in rural areas,
without a highly efficient postal system, it was practically
impossible to obtain timely and quality data on monthly basis,
which was a critical criteria and contributing factor for scaling
up the HIV/AIDS program at national level. Today, Internet
penetration has reached 35%, and telephonic services penetra-
tion is above 80%. Broadband Internet penetration is expected
to grow rapidly in the next few years, based on the investment
that is being made to extend 4G LTE coverage to at least 95%
of the country by the end of 2017. By this infrastructure alone,
95% of all Government transactions with Rwandan Citizens,
and those others within the national boundary who also need
Rwandan Government’s services will be able to interact and
acquire services by 2018, through the “Rwanda Online”
Platform [24].

From TRACnet implementation in 2005 to “Rwanda
Online” in 2015, the need for a strong framework for
Privacy protection has been clear to all key stakeholders in-
volved in the country’s digital transformation; ranging from
citizens, to service providers, and to policy makers. TRACnet
contained individual records of all HIV/AIDS patients receiv-
ing treatment in the country. Public health authorities took

necessary measures to ensure that the information is protected
at all times. Data protection mechanisms spanned from ensur-
ing the individual records are only available at a certain time,
in paper format, and only at the point of care delivery – and all
digitally transmitted information is de-identified. The data had
to always be encrypted and stored in country, on verified
hardware, and only accessed by secure connections.

The Government strategy to protect information having a
bearing on the preservation of people’s privacy have always
hinged on the development of clear policies, legal, regulatory
and institutional frameworks; human capacity development,
investment in infrastructure, and capacities to detect, investi-
gate, respond, and to prosecute cybercrimes.

At this point, the reader must be reminded that the right to
privacy is presently enshrined in Rwanda’s Constitution,
which now guides the development and implementation of
other legal and regulatory instruments, both current and fu-
ture. Article 23 of the Rwandan Constitution [3] stipulates
that, “the privacy of a person, his or her family, home or
correspondence shall not be subjected to interference in a
manner inconsistent with the law; the persons honor and dig-
nity shall be respected. A person’s home is inviolable. No
search or entry into a home shall be carried out without the
consent of the owner, except in circumstances and in accor-
dance with procedures determined by the law. Confidentiality
of correspondence and communication shall not be waived
except in circumstances and in accordance with procedures
determined by the law”. This provision is in line with a num-
ber of international covenants that Rwanda has adhered to,
including the Universal Declaration of Human Rights [39],
and the International Covenant on Civil and Political Rights
(UN Office of the High Commissioner - Human Rights [40])–
to which Rwanda acceded in 1975. In Article 38 of the
Rwandan constitution of 2003, as amended in 2015 [3], clear-
ly places personal and family privacy above the freedom of
press and right to access to information in the following terms:
“Freedom of press, of expression and of access to information
are recognized and guaranteed by the State. Freedom of ex-
pression and freedom of access to information shall not prej-
udice public order, good morals, the protection of the youth
and children, the right of every citizen to honor and dignity
and protection of personal and family privacy.”

The adherence of Rwanda to the aforementioned cov-
enants however, suffered a serious blow - with the
Genocide against the Tutsi of 1994. Indeed, genocide,
in no-uncertain terms, represents an absolute negation of
people’s fundamental rights, with the right to privacy
among the first - to be infringed. In the particular case
of Rwanda, the use of rape and sexual violence as a
weapon of genocide [41], the identification of victims
through their identity cards that carried ethnic group
affiliations - were extreme violations of privacy, that
have not been seen anywhere else in the world at such
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a large scale in modern times [42]. At the time, the
psychological devastation caused by such a massive vi-
olation of personal and familial privacy, threatened to
plunge survivors of the genocide into a trauma that
would be irreversible. Indeed, the rebirth of Rwanda,
largely seen as a failed state in 1994, had to go through
the restoration of the social fabric by way of a combi-
nation of unity and reconciliation initiatives, and a
home grown restorative justice system locally known
as “gacaca”. As one of the very first major decisions
taken - on the road to national reconciliation and unity
involved the initiation of a prime directive by govern-
ment - to scrap all national identity cards that qualified
one’s ethnicity and related affiliations, and to start forg-
ing a new – “inclusive” and integrated societal parame-
ters for identity, for all Rwandans.

The prosperity that resulted from Rwanda’s turnaround ef-
forts has been described as nothing short of a miracle [22], to
the credit of the RPF movement which stopped the genocide.
Over the last 25 years, Rwanda was recognized as the top
performer globally in the Human Development Index by the
UNDP.11 [43]. During this time, which includes all of the
22 years of post-genocide period in Rwanda, the life expec-
tancy of Rwandans has increased by 32 years, and Rwandans
stay twice as long in school. Maternal Mortality Ratio was
reduced by 77% between 2000 and 2013, while child mortal-
ity under-5 years of age was reduced by more than 70% [44].
The World Economic Forum’s 2015 report on the Global
Gender Gap also placed Rwanda as top in Africa, and number
6 globally, attesting to the leadership’s will, and ability to
extend equal access, and opportunities for economic partici-
pation, education, health and survival, as well as political em-
powerment. An important ingredient of these, and of many
other successes in socio-economic transformation areas, has
been the overwhelming support from the Rwandan peo-
ple for their government’s policies, and the great inves-
titure of their trust in Rwanda’s public institutions. This
trust rose from the painful yet, highly fruitful unity and
reconciliation journey that all Rwandans had to collec-
tively undertake, post the 1994 genocide against the
Tutsi, in order to mold Rwanda the nation-state it has
become today; a stable, thriving and forward looking
country with pronounced prospects. Throughout this
revolutionary journey, Rwandans have worked with their
government, hand-in-hand, to set, and to achieve goals.
While being actively engaged in Rwanda’s digital trans-
formation, governance instruments to exercise and to
ensure Government’s responsibility to all Citizens had
to be put into place, including those that direct and
institute the preservation and protection of critical soci-
etal values - such as personal privacy.

7 Conclusion

The challenges related to the protection of personal informa-
tion in our digital world, and indeed, this century, are complex,
and requires the aggressive and focused matching of immense
will, with a fiery commitment by all who are involved, toward
the stewardship and the custodianship of people’s Personal
Privacy, to achieve civilized society’s desired Privacy oriented
goals. The fast changing nature of ‘technology threats’ to
Personal Privacy requires great adaptive flexibility and agility
on the part of Government entities such as regulators and law
enforcement authorities - to the sometimes highly nuanced
nature and the frequency of changes represented in legal
frameworks, and established practices; all of which must be
deliberately directed to protect.

Societal frameworks conceived and erected to preserve and
protect citizen privacy for instance, must ensure that State’
pursuits to succeed in policy formulation and programs ad-
ministration, process and procedure maintenance, regulatory
enforcement, and any administration of restorative justice - do
not compromise, or otherwise suppress, citizen safety and
security. Societies must endeavor to adopt the best principles
that can morally ensure citizen safety and security without any
compromise in personal privacy. Among the many particular-
ities that the leadership of the Republic of Rwanda have had to
study carefully, regarding the protection of personal privacy of
all individuals in Rwanda, has been to investigate, and to
better characterize, the limits of ICT ‘user capacities and ca-
pabilities’, and the environmental risks that are consequential-
ly introduced, in order to mitigate such risks, and to properly
address potential loss considerations related to personal priva-
cy and data protection. As Rwanda continues to embrace the
many processes of digital transformation for her society, the
commitment from the central government will be to continue
to ensure that the use of ICT, and associated societal rewards
are not realized at the expense of sacrificing people’s privacy.
Given Rwanda’s ambition of becoming an ICT Connecting-
Point for the Continent of Africa, it is important that the coun-
try leads by example for all those on the Continent of Africa,
and beyond, by upholding a sustained commitment to the
protection of personal privacy, and to the preservation of deep-
ly rooted Rwandan traditions related to Privacy.
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