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Abstract The world has become less secure and less
private with the advent of technology. Law enforcement
agencies, such as the FBI, have sophisticated technology
that would amaze J. Edgar Hoover. In response to this
increasing surveillance capabilities, telecommunications
providers like Apple are seeking to keep pace with tech-
nological advances of their own to protect the personal
privacy of their consumers and subscribers. In the back-
ground of this factual situation, the article explores the
vagaries of security in our technological world in light
of the dispute between the FBI and Apple regarding the
iPhone at issue is the San Bernadino shooting. The cur-
rent law poses challenges for both the FBI and telecom-
munications providers like Apple. Moreover, legislative
solutions are also difficult to envision. Ultimately, the
government should be cautious about preventing soft-
ware manufacturers from seeking to create impenetrable
operating systems. Indeed, the prevention of develop-
ment of better software and operating systems comes
at the expense of the loss of privacy in financial and
health records.
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1 Introduction

Last year’s legal battle between Apple and the FBI raises
many concerns about privacy of the various types of data that
are at issue regarding the most intimate aspects of most of our
lives. For example, many among us, have access to, or interact
with multiple digital devices; and a typical iPhone contains a
myriad of personal data, including email, contact information
for friends and colleagues, photographs, videos, notes, and
many other types of information.

Among the apprehensions related to the well-advertised
dispute between Apple and the FBI in association to the San
Bernadino terrorist’s iPhone case are, the future concerns that it
portends. Recall the omnipotence paradox, which is essentially
a philosophical principle enunciated by St. Thomas Aquinas
among others." In a basic form of the principle, the question is
posited, whether it will be possible for God to create a stone so
large, which God then cannot lift.> While that does present a
dilemma for philosophers to grapple, how does this concern af-
fect privacy? Simply put, the paradox can be rephrased to ask
whether Apple can build an iPhone security system so secure,
and impenetrable, that even Apple could not access.

! Thomas Aquinas, The Summa Theologica, Book 1, Question 25, art. 3.

2 Philosopher Rene Descartes addresses this paradox in his work. See Rene
Descartes, “Mediation V: On the of Material Objects and More on God’s
Existence,” Meditations on First Philosophy.

Indeed, this philosophical question has even found a home in American pop
culture. The Simpsons provide a more modern whimsical version of this ques-
tion in a discussion between Homer and Ned Flanders:

Homer: Hey, I've got a question for you. Could Jesus microwave a burrito so
hot that he himself could not eat it?

Ned: Well sure of course, ... he could, ... but then again.... Wow, as melon
scratchers go, that’s a honey doodle.

Homer: Now you know what I’ve been going through.

https://www.youtube.com/watch?v=JhhXCuUG2pw (The Simpsons,
Weekend at Burnsie’s (Apr. 7, 2002)).
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2 The ins and outs of the dispute between the FBI
and Apple

How did we arrive to this highly contentious fight between
Apple, one of the most successful global telecommunications
companies, and the U.S. Federal Bureau of Investigations
(FBI), the United States’ leading domestic law enforcement
agency? It began on December 2, 2015, when a married cou-
ple Tashfeen Malik and Syed Rizwan Farook decided to em-
bark on a mass killing spree, at Farook’s workplace in San
Bernadino, California, killing fourteen people and wounding
over twenty others. Prior to the attack, Malik declared her
allegiance to the Islamic State in Iraq and the Levant (ISIL),
also known as ISIS. This pledge - in our age of social media,
was most fittingly made via Facebook. During their assault on
the workplace, law enforcement officers killed both terrorists.
Afterwards, the FBI launched an investigation of the two at-
tackers, in order to ascertain whether there were more individ-
uals involved.

During the course of the FBI’s investigation, it was learned
that one of the terrorists left behind an Apple iPhone that may
have some important data or information still on it. Initially,
the FBI sought Apple’s assistance in unlocking the cell phone
to access the data. Indeed, Apple had provided technical as-
sistance on numerous occasions in the past - for the FBI.

As one may recall, Farook had an iPhone 5c, which was ran
the 10S Version 9 Operating System, and was issued to him by
his employer, the San Bernadino County Public Health
Department, who then authorized the FBI to access his
government-issued cell phone. The existing problem stemmed
from the fact that Farook had enabled the settings feature
requiring a password in order to access the phone. Thus, if
the FBI’s specialists attempted to randomly generate the cor-
rect password for the iPhone, they could cause the phone to
delete all data after a set threshold for incorrect password
attempts was reached, if Farook had set the iPhone to erase
all data automatically when 10 failed password attempts had
been made.

In February 2016, the FBI sought Apple’s assistance in
decrypting Farook’s iPhone so that the agency could obtain
access to the data onboard the iPhone. When Apple did not
cooperate in a manner that the FBI found satisfactory, and
given its investigatory needs, the FBI sought and received a
federal court order, mandating that Apple assist the FBI in its
onboard search of Farook’s iPhone.’

In addition to the courtroom battle, Apple and the FBI
waged a media campaign to convince the public of the value
of their respective positions. Apple CEO Tim Cook issued an

3 In the Matter of the Search of an Apple iPhone Seized During the Execution
of a Search Warrant on a Black Lexus 1S300, California License Plate
35KGD203, No. ED 15-0451 M (C.D. Cal. Feb. 16, 2016) (Order
Compelling Apple, Inc. to Assist Agents in Search).
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open letter to Apple’s customers decrying the FBI’s request as
a “dangerous precedent.” Cook wrote,

“We have great respect for the professionals at the
FBI, and we believe their intentions are good. Up to
this point, we have done everything that is both within
our power and within the law to help them. But now
the U.S. government has asked us for something we
simply do not have, and something we consider too
dangerous to create. They have asked us to build a
backdoor to the iPhone.

Specifically, the FBI wants us to make a new version of
the iPhone operating system, circumventing several im-
portant security features, and install it on an iPhone
recovered during the investigation. In the wrong hands,
this software — which does not exist today — would
have the potential to unlock any iPhone in someone’s
physical possession.

The FBI may use different words to describe this tool,
but make no mistake: Building a version of iOS that
bypasses security in this way would undeniably create
a backdoor. And while the government may argue that
its use would be limited to this case, there is no way to
guarantee such control.”*

FBI Director James Comey responded a few days later,
challenging Apple’s account and arguing that its request for
assistance is necessary, and justified, stating:

“The particular legal issue is actually quite narrow. The
relief we seek is limited and its value increasingly obso-
lete because the technology continues to evolve. We sim-
ply want the chance, with a search warrant, to try to
guess the terrorist’s passcode without the phone essen-
tially self-destructing and without it taking a decade to
guess correctly. That’s it. We don’t want to break any-
one’s encryption or set a master key loose on the land. 1
hope thoughtful people will take the time to understand
that. Maybe the phone holds the clue to finding more
terrorists. Maybe it doesn’t. But we can't look the survi-
vors in the eye, or ourselves in the mirror, if we don't
follow this lead.

So I hope folks will remember what terrorists did to
innocent Americans at a San Bernardino office

* Tim Cook letter to Apple customers dated February 16, 2016, available at
http://www.apple.com/customer-letter/.
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gathering and why the FBI simply must do all we can
under the law to investigate that. And in that sober spir-
it, I also hope all Americans will participate in the long
conversation we must have about how to both embrace
the technology we love and get the safety we need.”

Thus, the battle lines were drawn. This fevered pitched
raged for a while in the media.

Then, on March 28, 2016, the FBI abruptly informed
the district court and Apple that it would not need
Apple’s assistance as it had “successfully accessed the
data stored on Farook’s iPhone.”® This report followed
the revelation by the FBI that it had obtained a method
by which to circumvent the security system for Farook’s
iPhone thus obviating the need for any assistance from
Apple [2].

In the end, the FBI paid a third-party more than $1.3 mil-
lion to hack into Farook’s iPhone so that Apple’s assistance
was rendered unnecessary [3]. This figure of $1.3 million, was
based on a statement by FBI Director Comey that the agency
paid more than the remaining amount he would earn over the
course of his term as director [3]. It raises the question, of why,
the FBI had to hire a private individual or firm - to engage in
this work - instead of handling it internally with its agents.
Fortunately, the FBI got value for its investment, as it indicat-
ed that the information extracted from Farook’s cell phone
was useful, even though there was no evidence of any contact
with ISIS [4].

Of course, Apple now wanted to know how the FBI
succeeded in accessing Farook’s cell phone [5]. It would be
interesting to know whether the FBI did share how it accessed
Farook’s cell phone with Apple. Such cooperation by the fed-
eral government with private industry would be consistent
with the longstanding federal policy to notify companies of
specific vulnerabilities.” The downside for the government
was that Apple would repair the vulnerability thus preventing
the government from obtaining access in the future when it
encountered a similar problem. In a situation where the gov-
ernment cannot access an Apple iPhone because the vulnera-
bility has been correct, it would again have to pay another
hacker or teams of hackers to access the device. If this ap-
proach failed, then it would have to pursue the legal wrangling

5 FBI Press Release dated February 21, 2016, available at https://www.fbi.
gov/news/pressrel/press-releases/fbi-director-comments-on-san-bernardino-
matter.

® In the Matter of the Search of an Apple iPhone Seized During the Execution
of a Search Warrant on a Black Lexus IS300, California License Plate
35KGD203, No. ED 15-0451 M (C.D. Cal. Mar. 28, 2016) (Government’s
Status Report); [1].

7 See “Commercial and Government Information Technology and
Industrial Control or System Vulnerabilities Equities Policy and
Process,” available at https://www.eff.org/files/2015/09/04/document
71 _- vep_ocr.pdf; see also [6].

that was short-circuited here by the government’s hacking
success. Regardless, Apple is no doubt unhappy that the cell
phone buying public now views its security as breakable. Still,
it could market the new and improved iPhone once it has fixed
the vulnerability.

3 The government argued that Apple’s assistance
was required pursuant to the All Writs Act

Prior to accessing Farook’s cell phone with the assistance of
its hacker, the FBI argued that the A/l Writs Act provided the
basis for the court to order Apple to access the cell phone. A
judge may exercise the discretion to grant a request pursuant
to the All Writs Act, if the statute’s requirements are met, but is
not obligated to grant any such request.® In other words, a
federal judge has discretion whether even to exercise the au-
thority provided in the A/l Writs Act.

The All Writs Act was enacted in 1789, and allows federal
courts to “issue all writs necessary or appropriate in aid of
their respective jurisdictions and agreeable to the usages and
principles of law.”® The Supreme Court has characterized this
as an extraordinary writ - that should be used only in extraor-
dinary circumstances.'®

In United States v. New York Telephone Company,'" a piv-
otal case regarding the dispute between Apple and the FBI, the
Supreme Court addressed the use of the All Writs Act to com-
pel a telephone company to provide telephone numbers
pursuant to a pen register.'* In addressing whether the use of
this statute was appropriate regarding a pen register, the Court
concluded that “that the power of federal courts to impose
duties upon third parties is not without limits [as] unreason-
able burdens may not be imposed.”'?

Consequently, use of the All Writs Act regarding appli-
cations for court orders authorizing electronic surveillance
are impermissible when the order unreasonably burdens
the provider. How unreasonable burden is measured or
assessed is difficult, but at minimum, Apple would have
had a good argument - that the FBI’s request for it to create
a means to hack into Farook’s iPhone (especially if such
action would jeopardize the security provided to Apple
iPhone users with the same operating software), would be
unreasonably burdensome.

8 See In re Order Requiring Apple, Inc. to Assist in the Execution of a Search
Warrant Issued by this Court, 149 F. Supp. 2d 341, 350-51 (E.D.N.Y. 2016).
218 US.C. § 1651.

19 platt v, Minnesota Mining & Mfg. Co., 376 U.S. 240, 245 (1964) (quoting
Ex parte Fahey, 332 U.S. 258, 260 (1947)).

1434 U.S. 159 (1977).

12 See id. at 161-64.

B 1d at172.
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4 Congress cannot succeed in enacting legislation
to either bar Apple’s efforts or protect Apple’s efforts

Notwithstanding the fact that Apple will continue to struggle
with its ability to create an iPhone so secure that it cannot hack
into it, the federal government has begun murmuring about
taking measures to prevent Apple (and other technology pro-
viders) from creating software or technology that is so secure
it is impenetrable. Senator Richard Burr, a Republican from
North Carolina, and Senator Diane Feinstein, a Democrat
from California, as the leaders of the Senate Intelligence
Committee have co-sponsored a bill proposing legislation that
would bar technology so impenetrable it cannot be accessed.'*
A few states have also proposed similar legislation, either
requiring companies like Apple to be able to decrypt their
smartphones for law enforcement, or penalizing providers that
cannot decrypt.'® Like the federal proposal, none of these state
bills became law.

This phenomenon of passing laws to enable access to
encrypted devices has also reached Europe. The European
Union law makers are considering legislation that would en-
able governmental authorities to “access data stored in the
cloud by encrypted apps” [8]. Vera Jourova, the European
Union Justice Commissioner explained that European offi-
cials needed better more reliable ways to obtain such informa-
tion from providers.'® In March 2017, the German govern-
ment proposed a law requiring companies to remove with
24 h any content that was obviously criminal in nature or face
at 50 million euro fine.'”

Interestingly, just a few years earlier, American federal leg-
islators proposed protections for providers like Apple, seeking
to ensure that they could create impenetrable technologies. In
2014, members of Congress introduced a bill entitled “Secure
Data Act of 2014,” proposing “[t]o prohibit Federal agencies
from mandating the deployment of vulnerabilities in data se-
curity technologies.”'® However, this bill failed. More recent-
ly, some members of Congress have introduced legislation to
prevent law enforcement officers from search cell phones at
the border without a warrant.'” Relying on a Supreme Court
decision mandating a warrant for a search of a cell phone,
Riley v. California,*® Senators Ron Wyden and Rand Paul

14 https://www.burr.senate.gov/imo/media/doc/BAG16460.pdf; see also [7].
15 See Assem. Bill 1681, 2015-2016 Reg. Sess. (Cal. 2016); House Bill
1040, 2016 Reg. Sess. (La. 2016); Assem. Bill A8093, 2015-16 Leg.
Sess. (N.Y. 2015).

 1d.

"7 1d.

'8 H.R. 5800, 113th Cong. (2d Sess. 2014); see also S. 2981, 113th Cong. (2d
Sess. 2014).

19 Morgan Chalfant, “Lawmakers introduce bill to end warrantless phone
searches at border,” The Hill, www.thehill.com/policy/cybersecurity/
3277246-bipartisan-bill-would-end-warrantless-searches-of-digital-
devices-at.

20573 US. _, 134 S. Ct. 2473 (2014).
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have introduced a bill.?' Members of the House of
Representatives have introduced a similar bill.** As Senator
Paul explained, “innovation does not render the Fourth
Amendment obsolete.”*

The fact that Congress has been unsuccessful in both bar-
ring federal agencies from mandating decryption in support of
law enforcement, or requiring that providers refrain from cre-
ating unbreakable encryption software, does not mean that
there have not been adverse consequences for providers. For
example, Lavabit was an encrypted email service created and
operated by its owner Ladar Levison in 2004 to provided
secure email for paying subscribers, including his most infa-
mous client, Edward Snowden.>* Based on a federal investi-
gation regarding a target who was a Lavabit customer, the
federal government sought court orders requiring Lavabit to
provide information pursuant to the Pen Register Statute and
the Stored Communications Act.>> Lavabit employed a so-
phisticated encryption system that was designed to protect a
subscriber’s emails while they were being stored as well as
during transmission.”® This encryption system was dependent
on keys that were created by Lavabit and that the federal
government sought in order to access the data that Lavabit
had regarding the criminal investigation target. Essentially,
Levison refused to comply with the court orders to provide
the keys because he maintained that his other 400,000 sub-
scribers’ emails would be compromised.>’

In response to an adverse rulings by the federal courts re-
quiring Levison to produce the encryption keys, he had closed
down Lavabit instead, thus avoiding to have complied with
the request [10]. Levison explained his decision on Lavabit’s
website: “T have been forced to make a difficult decision: to
become complicit in crimes against the American people or
walk away from nearly ten years of hard work by shutting
down Lavabit.”® The federal government’s approach mirrors
many of those it took with Apple in the San Bernadino case.
Of course, there are large differences between Lavabit and
Apple, the latter being one of the most successful companies
today and Lavabit at its height had 410,000 subscribers [11].

It would be highly unlikely for Apple to close, or be shut
down by the federal government. Apple is a top Fortune 500
company that is only behind WalMart and Exxon Mobil in the
rankings with revenue of $233.7 billion.? There are well over
one billion Apple devices being used worldwide [12]. Indeed,

2h

2.

2 1d.

24 See In re Under Seal, 749 F.3d 276, 279 (4th Cir. 2014); [9].
25 See In re Under Seal, 749 F.3d at 279.

26 See id.

%7 See id. at 280.

3 https:/lavabit.com/; see also Ackerman, supra note .

2 fortune.com/fortune500/apple-3.
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Apple has sold over one billion iPhones around the world,
including about 100 million in the United States [13, 14].

Arguably, the closing of Lavabit was an extreme response
and was not compelled directly by the government’s actions.
However, the ultimate concern is that the government could
use its power in cases similar to Apple’s against companies like
Lavabit that result in either the complete capitulation by the
company, or the complete destruction of it, by the government.
It seems unlikely that Apple was willing to cooperate with the
government unless ordered to do so by a court of law. In the
case involving the San Bernandino shooting, it is unlikely that
a court would have ordered Apple to decrypt the cell phone if
Apple could demonstrate that it was truly burdensome. If the
decryption would have jeopardize Apple’s overall security of
its iPhones, then decryption likely was truly burdensome.

Even if Congress could reasonably put forward some type
of legislation toward the goal of requiring providers to enable
access encrypted devices, the response by providers would no
doubt be quick and firm against it. It appears unlikely that in
this era of legislation the American legislators would be will-
ing to stand up to such political pressures.

5 Congress should be wary of thwarting
the development of impenetrable operating systems
and software

The federal government may want to be cautious about ban-
ning the use of impenetrable encryption. Such a ban would
disincentivize companies from developing this capability and
reduce greatly the likelihood that it will be created; when the
federal government quite likely would benefit from such
encryption.

Indeed, a congressional committee report indicates that the
Chinese government hacked into computers and servers at the
Federal Deposit Insurance Corporation between 2011 and
2013, including the computer of its Chairwoman Sheila Bair
[15]. Moreover, American federal officials have accused the
Chinese government of hacking into an Office of Personnel
database compromising sensitive personal information of
about 21 million current and former federal employees [16,
17]. Additionally, the federal government has indicted five
individuals employed by the Chinese military to hack into
private American companies seeking trade secrets.>*

Similarly, Iranian hackers sponsored and supported by their
government have targeted American State Department offi-
cials who worked on Iranian matters and hacked into their
email and other social media accounts [19]. Other Iranian

30 United States v. Wang, Criminal No. 14-118 (W.D. Pa. May 1, 2014)
(Indictment); see also [18]

hackers have targeted a four-star admiral, through online con-
tacts with the person’s family and friends [20].

Finally, Russian governmental officials are hacking into
American computers in a new form of espionage. Russian
hackers working on behalf of the Russian government alleg-
edly hacked into the computers at the United States
Department of State, which in turn enabled them to hack into
the White House computer system [21]. The Obama
Administration took the significant step of publically accusing
the Russian government of being behind the hacking of the
Democratic National Committee’s computers, which in turn
led to a large release of sensitive emails, potentially in an
attempt to influence the 2016 presidential election in favor
of Donald Trump [22]. The Russian interference has led to a
large number of sensitive emails, including those from the
hacked account of Clinton’s campaign chairman John
Podesta, being released by WikiLeaks [23].

Even if this Russian attack on the DNC computers and the
Clinton presidential campaign was not perpetrated against a
governmental entity, they demonstrate the national security
interest in our elections. With the move from paper ballots
and hanging chads, many polling sites in the United States
have switched to electronic voting machines. Unfortunately,
these machines are quite vulnerable to cyberattacks around the
country [24]. Indeed, then-Secretary of Homeland Security
Jeh Johnson indicated that the federal government is con-
cerned about such attacks by a foreign government or even
terrorist organizations that could be designed to compromise
American elections [25]. Malcolm Nance who previously
served in the United State Navy as an intelligence officer,
characterized these Russians attacks as “a deliberate strategy
behind the timing of release of the hacked email” designed to
release false information with actual, stolen emails.>’

The notion that the American government can legislate its
way to safety is foolhardy. First, it is unlikely to make us much
safer. Apple marketed the iPhone used by Farook in San
Bernadino as having the latest innovations in software securi-
ty. In the end, those innovations were insufficient to prevent
the FBI from accessing Farook’s cell phone from being
hacked by Cellebrite [26]. In other words, the ability to pre-
vent providers from developing flawless security is only as
possible as the next hacker. It is like an arms race. Apple
and other providers will keep working on improving the se-
curity of their phones and operating software. Simultaneously,
the best individual hackers as well as companies like
Cellebrite will be working on cracking the code.

Second, the American public is unlikely to accept much leg-
islation restricting their privacy in such a draconian manner. The
reason that companies like Apple create sophisticated security

3 Wheelwright, supra note _.
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systems is, in part, because consumers demand it. In this age of
identity theft, there is a strong need. No doubt, Apple took the
position it did with the FBI over the iPhone used by the San
Bernadino shooter because they received significant media at-
tention and publicity. Indeed, Apple has previously assisted law
enforcement in criminal investigations that involved accessing
cell phones with passwords. Apple is not appearing to be con-
cerned about consumer privacy for its own, but because it is in
its best corporate interest if future cell phone purchasers view
their products as state of the art. Conversely, members of state
and federal legislatures should tread lightly when proposing to
limit such technological innovation.

Third, cell phone users have a right to privacy. Indeed, the
United States Supreme has determined that police officers
must obtain a warrant before search a cell phone because they
hold so much personal data.**> The government should tread
lightly when enacting legislation mandating the creation of a
backdoor that will enable it to readily invade the privacy of so
many people.

6 The loss of privacy in financial and health records

The vulnerabilities exposed by the Russian hackers seeking to
influence, or to manipulate the 2016 presidential election as
well as the federal government’s hacking of Farook’s cell
phone, just reiterate the vulnerabilities that we face in our daily
lives. North Korea’s hack of Sony Pictures - made for front
page news, but its hacks of foreign banks are less well known
[27]. The Chinese government was behind a series of hacks of
the Federal Deposit Insurance Corporation, which maintains
“extremely sensitive internal information at 4,500 banks and
savings institutions” [28]. Chinese spies also hacked into the
database of the Office of Personnel Management compromis-
ing the personal information of about four million former and
current federal workers [29]. Even though the United States
has signed an agreement to forgo hacking of each other’s
companies, Chinese spies are still actively targeting
American technology and pharmaceutical companies [30].

Hackers are not just threatening trade secrets of large com-
panies, but jeopardize privacy of American consumers.
Target, Home Depot, Nordstrom, Michael’s, and Nieman
Marcus have all been hacked in recent years [31-33]. These
hacks not only expose the companies to liability to their cus-
tomers, but also result in the loss of these customers’ personal
information [34, 35].

It is not just our personal information and financial records
that are vulnerable to hackers. Our health records are also
being attacked. In response to the barring from competition
of numerous Russian Olympic athletes, hackers released the

32 See Riley, 134 S. Ct. at 2489-90.

@ Springer

medical records of American athletes [36, 37]. It is not just
Olympic athletes that have cause for concern regarding the
security of their personal medical records. Indeed, one hacker
was selling over 650,000 patient records containing names,
dates of birth, social security numbers, addresses, etc. [38].
Health care insurance providers have been hacked, including
over 78 million people with insurance from Anthem and 10
million subscribers to Blue Cross Blue Shield [39, 40]. This
type of crime has become more profitable for hackers than
credit card information from retailer. In some cases, the insur-
ance information is used by people to obtain surgical proce-
dures that are billed to the actual insured [41].

All of these hacks as well as a myriad of other small mea-
sures chip away at individual privacy. The security of our
medical records and financial data is in jeopardy, which in
turn prevents easy access to capital, or medical care. These
are industries - that are continually seeking to acquire highly
secured systems for data control and management; secured
systems that are so strong, that no one can hack them.

We live in an age in which privacy is diminishing. Some of
that is our own doing. For example, the ardent consumers
among us will gladly trade personal information in exchange
for a couple entitling the holder to a free latte. Nonetheless, we
express outrage at revelations of spying by the NSA, but often
remain oblivious to the threats that other government surveil-
lance, such as the use of cell site simulators, pose.

7 Conclusion

This background and discussion brings us back to the question
of whether Apple can create an iPhone so secure that Apple
cannot access. Apple is in the business of advancing their
technology platforms and associated products. Apple’s product
security features and its corporate position regarding the dis-
pute over the San Bernadino case are designed to market their
iPhones to consumers. In other words, it behooves Apple’s
marketing department to be able to advertise that not even
Apple can access the security of its cell phones - once the
owner has configured the security features. This ability appeals
- to both savvy criminal professionals, as well as people para-
noid of Big Brother’s reach, and everyone in between.

It is unclear whether Apple can actually build an impene-
trable software and operating system. If you had asked Tim
Cook at the end of 2015 whether someone could hack into
Farook’s cell phone, he likely would have responded, no. He
optimistically would have presented that iPhone and operating
software as impenetrable, in part because such a feat of
hacking would have been extremely difficult for just about
anyone and because it was in Apple’s best interest from a
market perspective to depict its phones and software as im-
penetrable. Of course, such optimism on his part was over-
blown as evidenced by the FBI’s success in finding someone,
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or a group of individuals, who could hack into an iPhone, for a
large amount of money.

Regardless of whether Apple can achieve such a feat, why
would we want to stop them? In an insecure world, we are
probably all better off in having providers that at least attempt
to safeguard our secrets. However, we all have an obligation to
be better informed about the privacy security risks that we face
both from the private sector and the public sector and act
accordingly in a responsible manner.

Indeed, the limiting of companies like Apple from devel-
oping the best software security just limits individuals’ ability
to protect their own privacy. It shifts power from the people to
the government, which is not the appropriate place for it in the
context of who is better suited and more interested in preserv-
ing individual privacy concerns.
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