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Abstract

Purpose of Review People who use illicit drug substances (e.g., heroin) and sex workers are vulnerable to acquiring HIV.
Due to the criminalization of illicit drug substances and sex work in many countries, these populations often reside in rights-
constrained settings where their well-being, freedom, and access to HIV prevention and care services may be compromised

due to legal prosecutions and societal stigma.

Recent Findings This study conducted a literature review on papers that evaluated a combination of the following three
components: ethics, technology-based research, and populations who use drug substances and/or sex workers. We explored
research on these ethical perspectives from both key populations and researchers.

Summary Findings revealed potential risks in data security and possible harmful implications of compromised data within
these rights-constrained settings. Best practices were explored within the literature to identify potential methods for address-
ing these ethical concerns and improving HIV prevention and care.

Keywords Ethics - Social media - Apps - Rights-constrained - Sex work - Illicit substance

Introduction

Human immunodeficiency virus (HIV) continues to be a
significant global health problem, especially among popula-
tions living in rights-constrained settings, such as sex work-
ers and people who use drug substances. Approximately
1.5 million individuals became infected with HIV in 2020
[1]. Factors such as illicit substance use (e.g., heroin) and
substance misuse (e.g., prescription opioid misuse) increase
the likelihood of acquiring HIV. Roughly 1 in 10 HIV diag-
noses can be attributed to injection drug use [2]. Opioid
misuse has been associated with engagement in condomless
sex, also contributing to an increased chance of acquiring
HIV [3]. Sex workers are vulnerable to HIV exposure due
to socioeconomic factors that may contribute to not utiliz-
ing protection during sexual intercourse [4, 5]. People who
use drug substances and sex workers are often overlapping
populations. For example, research within Southeast Asia
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and East Europe has found high proportions of sex workers
who inject drugs [6]. Taken together, it is important to study
these key populations both individually and overlapping to
improve HIV prevention and care.

Rights-constrained settings impose additional bar-
riers among people who consume drug substances for
non-medical use and sex workers due to the potential
negative impact of surveillance and criminalization.
For instance, illicit substance use, such as heroin and
methamphetamine use, is criminalized in many parts of
the world and may lead to long-term harm to individu-
als and communities [7]. Heroin and crack cocaine are
both illegal within the USA, with heroin classified as a
Schedule 1 substance and crack cocaine as a Schedule
II substance under the Controlled Substances Act [8, 9].
Use and distribution of either of these substances are
a violation of the Controlled Substances Act and pros-
ecuted by the Department of Justice [10]. Due to this
criminalization, stigma is heightened within society,
creating negative or discriminatory attitudes towards
people who use illicit drug substances [11]. People who
use illicit drug substances may be deterred from seeking
health services, such as HIV prevention and care, due to
drug law enforcement practices [12].
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Criminalization is also a leading contributor to health
disparities among sex workers [13]. Research has sup-
ported that sex workers are one of the most marginalized
populations in the world, facing dangers such as homicide,
violence, and harassment [14]. Similar to groups who uti-
lize illicit drug substances, studies argue that the prosecu-
tion of sex workers leads to increased violence and stigma
towards these individuals [15, 16]. Criminalization may
also impact sex workers access to healthcare services that
could provide HIV preventative services or treatment [13].
Rights violations may also extend into housing, security,
and privacy and are a direct impact of criminalization and
stigma.

Technology may be a promising tool for improving HIV
prevention among people who use drug substances and
sex workers who are living in rights-constrained settings
[17, 18]. More broadly across populations affected by HIV,
social media technologies have shown promising capa-
bilities among men who have sex with men (MSM). For
instance, the Harnessing Online Peer Education (HOPE)
social media interventions have suggested an increase
in HIV testing among Peruvian MSM in a randomized
controlled trial [19]. Similarly, benefits have also been
observed among African American and Latino MSM on
Facebook [20, 21]. Online intervention studies utilizing
social media have also shown promise for reducing pre-
scription opioid misuse risk factors [22]. Furthermore, the
implementation of mobile health (mHealth) applications
for increasing pre-exposure prophylaxis (PrEP) uptake
have also reflected positive findings on technologies’ effec-
tiveness in aiding behavior change [23]. mHealth tools to
address HIV prevention among MSM have already proven
to be effective and feasible [24].

However, there are several potential ethical issues that
arise when implementing HIV prevention strategies among
people who use illicit substances and/or sex workers, espe-
cially among individuals living in rights-controlled settings
[25]. Information that participants provide in research on
their substance use, or engagement in sex work, may be
utilized against them in legal pursuits if data is released
to third parties, government entities, or other institutions.
The consequences of such third parties being privy to these
data may hold long-term ramifications for these individuals.
Hence, privacy and confidentiality are of the utmost impor-
tance to prevent harm to participants. In this study, we con-
duct a literature review on publications that evaluate ethical
components (e.g., acceptability, informed consent, risks of
harm) in the use of technology to address populations within
rights-constrained environments. This study focuses on peo-
ple who use illicit substances and sex workers because those
behaviors are often restricted and/or illegal across the world,
allowing us to investigate the ethical issues that may arise
among these populations within these settings.

Methods

We conducted a systematic literature search for papers pub-
lished between 2007 and 2022 worldwide on the National
Library of Medicine’s PubMed on November 28, 2022. Our
database search comprised the following three subject cri-
teria: (1) ethical considerations, (2) technological elements,
and (3) rights-constrained groups related to substance use
or sex work. Within PubMed, we utilized the advanced
search query option to apply Boolean logic and extract arti-
cles containing our criteria. Keywords of interest related to
ethical considerations were extracted from principles in the
Belmont Report [26]. Our search criteria for technological
elements included any use of technology within the interven-
tion or methods (e.g., data collection) of a study. Keywords
of interest for illicit substances were identified by the authors
based on the United States Drug Enforcement Agency
(DEA) Schedule I substances (e.g., heroin) that are illicit
within the USA [27] and not currently accepted for medi-
cal use. Inclusion of Schedule II substances (e.g., opioids,
cocaine) were also included due to their high potential for
abuse [27] and a recent link of opioids to an HIV outbreak
according to the Center for Disease Control and Prevention
(CDC) [28]. The incorporation of Schedule II substances
within the search query were to capture literature related to
non-medical use of substances. We utilized a combination
of the search terms outlined in Table 1.

Literature Criteria

Priority populations related to substance use or sex work are
described in Table 2. Our search criteria included literature
that studied priority populations in countries where sex work
or the substances utilized are illicit/or criminalized. Non-
medical use of opioids was included due to stigmatization,
which may create a rights-constrained environment, and
increase vulnerability to HIV [3].

Inclusion criteria for manuscripts were based on the clas-
sifications outlined in Table 3.

The records identified through database searching were
217 articles from PubMed. The search was led by the first
author (LF).

Exclusion Criteria

To narrow down our search, a manual review of literature
was conducted by first author (LF) to identify manuscripts
that discussed ethical perspectives. Manuscript abstracts
were reviewed for relevance and ethical perspectives related
to the acceptability of technology, informed consent, pri-
vacy, or confidentiality issues were marked as relevant. Due
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Table 1 Search query keywords

Subject criteria (1) ethical considerations

Ethics Ethics OR informed consent OR privacy OR confidential OR fairness OR benefits OR benefits and

risk OR subject selection OR respects for persons OR beneficence OR justice
Subject criteria (2) technological elements

Technology social media OR internet OR technology OR mobile apps OR MHealth OR eHealth OR big data OR

digital health
Subject criteria (3) rights-constrained groups related to substance use or sex work
illicit OR drug OR heroin OR meth OR ecstasy OR LSD OR methaqualone OR peyote OR marijuana

opioid OR crack/cocaine OR Vicodin OR methamphetamine OR methadone OR hydromorphone OR
meperidine OR oxycodone OR fentanyl OR Dexedrine OR Adderall OR Ritalin

sex work OR transactional sex OR exchange sex

Schedule I substances
Schedule II substances

Sex work

Table 2 Populations of interest

Description Substance

Rights-constrained
population 1 (P1)

- Use of heroin,
meth, crack/
cocaine

- Non-medical use
of an opioid

- Person with substance use disorder (non-medical use of a
drug)

- Person with dependence on an illicit drug substance

- People who consume drugs substances for non-medical
use (recreational)

Rights-constrained
population 2 (P2)

- Individuals engaged in sale of sexual services
- Sex worker

Table 3 Classification criteria

Publication year 2007-2022

Population of interest Sex workers and people who use drugs

Rights-constrained setting Use of substance or engagement in sex work is illegal within the targeted location/or country of interest.

Non-medical use of opioids or Schedule II drugs is stigmatized or illegal within location of interest
Keywords of interest in title/abstract ~ Title or abstract of manuscript must contain one keyword from each of the three subject criteria outlined

in Table 1

Technology-enabled component Any use of technology elements within the intervention or methods (e.g., data collection) of a study

Publication type Journal article

to gaps in literature that arose with this approach, we also
reviewed references within articles to identify additional
papers that met our search criteria. Literature discussing
harm reduction in relation to the harms that exist within
rights-constrained setting and their impact on populations
were included. The literature strictly discussing harm reduc-
tion in relation to drug effects (e.g., overdose, relapse) was
excluded. However, literature that evaluated both types of
harms was included. Manuscripts that referenced technol-
ogy broadly as an advancement in science, such as novel
vaccines or medical treatments, were excluded. Mentions
of technology involving computer-based processes or elec-
tronic devices were included.

Ultimately, the articles selected for this literature review
were composed of studies in over 7 different countries
with varying laws and regulations. Our literature review

@ Springer

focused on the following criminalized behaviors: illicit
drug usage (i.e., heroin, cocaine, crack) and sex work, as
these characteristics are confined to rights-constrained
settings. To address varying legal stances across coun-
tries, our definition of a rights-constrained setting also
encompassed stigmatization and its effects on human
rights among the two populations of interest. The literature
regarding individuals who misuse Schedule II substances,
whether illegal or not within the region of the study, was
included. The literature on sex work, whether sex work is
illegal or not in the study region, was included due to the
population’s vulnerability to human rights violations and
stigmatization.

These settings increase individuals’ chances of acquir-
ing HIV and hold unique consequences that prevent fair
access to public health services [3].
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Results

We found 23 articles focused on people who use drugs and 5
applicable to research on sex workers. To evaluate the unique
ethical considerations that arise within each subgroup, we
broke down the papers into the following two categories:
people who use drugs and sex workers. Table 4 outlines the
study types, technologies implemented, and ethical concerns
addressed throughout each paper related to persons who
are dependent on drug substances. Study types classified
as research reports were case reports that reported on the
population of interest through either qualitative or quantita-
tive methods. Cross-sectional observational reports assessed
the prevalence of an outcome at a given point in time.

Table 5 outlines the study types, technologies imple-
mented, and ethical concerns addressed throughout each
paper related to sex workers.

Non-Medical Substance Use

We identified 23 papers related to the ethics of utilizing tech-
nology among people who are dependent on drug substances
[29ee, 300, 3100 32ee 33ee 34ee 35ee 3(ee 37ee 3Zee
39ee 4(ee 4]ee 4Dee 43ee Alee A5ee AGee ATee] The first
paper, “Ethical considerations and potential threats to validity
for three methods commonly used to collect geographical infor-
mation in studies among people who use drugs” by Rudolph
et al. conducted interviews with residents who reported recent
illicit drug use (e.g., heroin, crack, or cocaine) to explore their
level of comfort with three methods for collecting geographic
information, surveys that collected self-reported addresses,
surveys that used web-based maps to find/confirm locations,
and geographical monetary assessments (GMA) [48ee]. The
authors recruited 15 Baltimore residents for semi-structured
in-person interviews. The criteria for participating in the study
included self-reported heroin, crack, or cocaine use within the
last 6 months. Most participants were living with HIV and/or
black, indigenous, person of color (BIPOC). Furthermore, 87%
of participants had previously been arrested for a drug-related
offense. Through semi-structures interviews, the authors evalu-
ated participant perspectives on the use of research surveys
that collect geographical information through web-based maps.
The author findings revealed participant concerns on provid-
ing exact addresses due to their engagement in illicit/stigma-
tized behaviors. Participants expressed discomfort in carrying
study phones and being tracked, with many being unwilling
to comply with this study procedure and taking measures to
disable phones or leave them at home. The authors findings
substantiated a call for more discussion on the ethical proto-
cols of research involving participants who engage in illicit or
stigmatized behaviors.

“A qualitative study of big data and the opioid epidemic:
recommendations for data governance” by Evans et al.
conducted interviews with big data researchers to identify
ethical concerns in utilizing big data to address the opioid
epidemic [49ee]. The Public Health Data (PHD) Warehouse
is an online health surveillance platform for the state of
Massachusetts that provides access to deidentified data on
opioid usage for research purposes. Researchers who had
previously utilized the PHD Warehouse were recruited for
semi-structured interviews and focus groups. This included
biomedical researchers, epidemiologists, and data scientists.
Additionally, big data gatekeepers (e.g., data managers) were
recruited and patient advocates who were recruited from
community forums were also included within the study.
Interviews were conducted in-person and through teleconfer-
ence. The following topics were the primary focus of these
interviews: protect and respect patients, ensure justice, and
foster public trust. Some of the questions that researchers
were encouraged to evaluate were “How do we ensure that
the potential harms of big data are outweighed by its ben-
efits?”” and “How do we ensure that big data does not further
privilege certain groups or widen existing disparities?”” Find-
ings suggested potential privacy infringement dangers due
to increased profiling and surveillance capabilities. Despite
the aggregation and anonymization of big data, authors sug-
gested it may hold potential to increase stigmatization and
discrimination of the population due to findings derived
from it. Within the topic of “protect and respect patients and
society,” participants raised concerns that big data on opioid
usage could be misused by government entities and insti-
tutions. The fear of prosecution and incarceration, despite
data anonymization, remained a prevalent concern among
participants. Furthermore, the fear of long-term individual-
level harm such as denial of health insurance, welfare, and
employment were also discussed. Along with highlighting
ethical concerns, this study presented strategies that could be
implemented to address ethical issues. The creation of com-
munity advisory boards (CABs) that directly involve indi-
viduals with opioid use disorder (OUD) within research was
presented as a potential solution to identifying harms and
benefits. Additionally, shared big data governance systems
may hold potential for ensuring individuals with OUD are
protected from harms. Authors expressed limitations within
CABs and co-governance in terms of their feasibility but
emphasized their potential in an ideal setting. This paper
called for a refocus on ethical concerns so that the benefits
of using big data for opioid research outweigh the potential
harm to rights-constrained groups.

The publication by Miller and Sgnderlund conducted
a systematic review of internet-based strategies utilized
to research populations who use illicit drugs. The authors
sourced their articles globally covering countries where
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Table 4 (continued)

&

Ethical concerns
- Acceptability

Mobile applications

Technology
N/A

Location

8 articles on mobile phone own-

Sample size

Study type
Literature review

Hsu et al., 2022

Author

Springer

- Privacy concerns (e.g., app track-

ing participant locations)

ership among individuals with

dependence on drugs

- Acceptability

Telemedicine

11 people who inject drugs. Data NC, USA

were collected through qualita-

tive interviews

Research report

Corneli et al., 2022

- Privacy in phone sharing

sex work is both legal and illegal such as the USA, Bra-
zil, Canada, and Japan [50-55]. However, this paper did
not directly aim to address ethical concerns. We included
this paper within our works as many of the disadvantages
that were highlighted such as newsgroups, spamming, and
online advertising included ethical concerns. The authors
highlighted concerns in utilizing newsgroups and spamming
as sampling methods, hence briefly touching on the underly-
ing concept of ethics that we aim to spotlight. It is important
to note that ethical considerations may also be contended by
evaluating the acceptability of technologies. Acceptability
may be evaluated by measuring the population adherences
to technology and/or their comfortability with the technol-
ogy’s efforts to preserve participant privacy. In the Lang-
don et al. study, the acceptability of text message delivered
interventions among people with opioid use disorder were
evaluated through interviews that inquired about privacy
and its impact on intervention engagement. One participant
expressed that their information should not be shared with
law enforcement, and another expressed that the data should
be anonymized. Literature, such as the Aronson et al. and
Hsu et al. manuscript, also evaluated acceptability through
a privacy and confidentiality lens.

In the Capon et al. article, “Realizing the technological
promise of smartphones in addiction research and treatment:
an ethical review,” the authors addressed how technical meth-
odologies such as data storage and transfer may pose risks to
participants [56ee]. The authors conducted an ethical review
of the implementation of smartphones in addiction research
by identifying 33 studies involving smartphones for research
and treatment on substance abuse ranging from tobacco, alco-
hol, heroin, and cocaine. We chose to focus on the components
related to illicit substances: heroin and cocaine. These studies
were conducted within the USA. Publications on cocaine usage
involved black, indigenous, or people of color as participants.
Privacy was discussed as a focal point of ethical concern as
criminalized behaviors and the location in which these behav-
iors are conducted may place participants at risk of prosecution.
The authors made the claim that it is an ethical obligation for
researchers to be proactive in protecting data from third parties
due to its sensitive nature and the potential consequences of its
release. Furthermore, the authors highlighted concerns on the
lack of information regarding data storage presented within these
studies that collect data on illegal behaviors. The security level
of this data was unknown and required addressing. Within the
Capon et al. article, third-party data access was discussed from
alegal perspective. The authors outlined situations where infor-
mation privacy may be compromised. For instance, if research-
ers are presented with a subpoena, they are legally obligated to
provide information on participants which may include drug-
related data. Law enforcement may also require participants
who they suspect are engaging in illegal behaviors to turn in
their smartphone device data. If involved in research, device
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Table 5 Characteristics of research studies observed focused on sex workers (N=5)

Author Study type Sample size

Location

Technology Ethical concerns

You et al., 2020 Research report 22 cisgender sex
workers. Data were
collected through

qualitative interviews

40 male sex workers.
Data were collected
through qualitative
interviews

Thomas et al., 2017 Research report

Brody et al., 2017  Observational 15 sex workers

research report

Fisher, 2014 Literature review Female sex workers

Peters et al., 2022 20 Male sex workers.
Data were collected
through qualitative

interviews

Research report

South Africa

Chennai, India

Cambodia

USA, India, Philippines Online recruitment or

Netherlands

Mobile phones and
advanced technolo-
gies (e.g., biometric
identification, social
media, chatbots)

- Privacy, such as incon-
sistent phone ownership
- Threats to security

Mobile phone technol- - Acceptability among
ogy population
- Privacy and confiden-
tiality
Mobile phone - Privacy assurance

- Potential research harms
- Recruitment incentives
- Consent comprehension

methods

Online health services - Acceptability based on

participant utilization

records may contain data on illegal behaviors and serve as proof
of engagement in them.

Sex Work

We identified 5 papers related to the utilization of technology
in research that engages sex workers as participants [57ee,
58ee 50ee (60ee]. We identified two manuscripts, the Thomas
et al. and Peters et al. articles that evaluated the acceptability of
technologies through an ethical lens. In the Thomas et al. article,
the authors evaluated the acceptability of mobile phone inter-
ventions among sex workers. Participants expressed concerns
on confidentiality and privacy as barriers to these interventions.
Furthermore, participants expressed fear of social harm if infor-
mation about their engagement in sex work were to be revealed
to family members. Fear of social harm was listed as a barrier to
participation. In the Peters et al. article, concerns on confidenti-
ality and privacy were also barriers to participation. Stigma and
disclosure concerns impacted the acceptability of technologies
and willingness to seek sexual healthcare services. The authors
addressed these ethical concerns by emphasizing the importance
of providers building trust among participants through providing
direct telephone numbers and/or tailored information.

Discussion

People who misuse drug substances and sex workers
are populations vulnerable to HIV and face unique chal-
lenges due to living in rights-constrained settings. Illicit

substance use behaviors are criminalized within rights-
constrained settings and impose long-term consequences
on the well-being and freedom of these individuals
[61ee]. Technology-enabled research, through platforms
such as social media and mobile applications, bring
forth additional risks to data security. Jointly, research
on key populations and technology-enabled tools create
unique ethical challenges that require addressing. Con-
cerns regarding privacy and confidentiality of data are
heightened when data may reveal engagement in illicit
behaviors that are criminalized. Methods of protecting
data from third parties such as government entities and
law enforcement are important to address. Consequences
of not protecting this data may involve criminal prosecu-
tion and hold long-term implications (e.g., incarceration,
denial of healthcare services) for these key populations.
Hence, data security and limiting third-party access to
research data requires constant evaluation and improve-
ment. This evaluation of ethics may help inform law
reforms and protect key populations susceptible to the
harms of their rights-constrained settings. One study
even suggests that decriminalizing sex work may lower
HIV acquisition by up to 46% over the next 10 years [16].

According to a study by John Hopkins Bloomberg
School of Public Health, research also suggests that
criminalizing drug use worsens health outcomes. Soci-
etal stigma surrounding criminalized behaviors may
heighten the harmful effects of compromised data. Fur-
thermore, stigma may lead to physical dangers and social
isolation. Implementation of ethical guidelines and pro-
cedures may be an effective method of addressing such
concerns [49ee].
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Table 6 Main takeaways on best
practices

e Updating and evaluating data security processes for safeguarding sensitive information

e Creating trust among populations through communication
e Transparency with participants regarding risks and safety measures in-place
e Importance of researchers to remain up to date with local laws and their implications

Best Practices

To better understand and address potential ethical con-
cerns in this area, we believe that it is important to
improve communication between researchers and people
who use drug substances and sex workers to understand
how to best safeguard their data and ensure confidenti-
ality. The development of strict data storage and access
protocols may be an approach to safeguarding and han-
dling technology-enabled sensitive data [26]. Informing
participants of these safety measures may help address
concerns related to privacy and confidentiality. Follow-
ing principles, such as those in the Belmont Report,
and identifying unique barriers to informed consent or
beneficence among sex workers or individuals who use
drug substances may help address ethical issues unique
to these populations [26]. It is through open commu-
nication with these populations that we may learn best
practices for keeping these individuals safe from third
parties and the potential harm that may come with them.
Furthermore, we urge researchers to learn about their
local laws and the implications that criminalization may
have on their participants’ rights. Rights-constrained
settings pose unique challenges that may often remain
overlooked by study teams, leaving participants at risk
of incarceration, discrimination, or harassment, etc.
This literature review is intended to highlight the ethical
considerations that arise in technology-enabled studies
involving marginalized populations and the implications
of their rights-constrained settings. Table 6 details high-
level takeaways for researchers to consider when devel-
oping studies.

Limitations

There are several limitations within the scope of this
literature review, most broadly being that this was not a
purely systematic review. Some papers that did not meet
inclusion criteria were included because we believe that
they have relevance to the topic even if they did not
explicitly meet all 3 search term criteria in the inclusion
criteria. The first of which is that the Miller and Sgnder-
lund literature review on studies involving people who
use illicit drugs did not focus on ethical concerns and

@ Springer

primarily evaluated methods [62ee]. We chose to high-
light the disadvantages of the methodologies evaluated,
which may inform future ethical research, but ultimately
it does not provide much insight into ethics.

More broadly, a limitation was the lack of manuscripts
that focused on the intersection of technology, ethics, and
HIV populations living in rights-constrained settings,
making it difficult to identify sufficient research and
take-home points based on research. The gap in literature
on ethical perspectives and best practices may exacerbate
the dangers rights-constrained populations may face in
research participation. Overall, one important take-home
point from this review is that more research needs to be
conducted on these topics to better inform research and
policy and improve HIV prevention and treatment efforts.

Conclusion

Ethical perspectives on technology-enabled research
may provide insights on the potential risks of harm that
key populations may be subject to in research partici-
pation. Evaluating concerns from key populations and
gathering expert opinion on best practices may help
reduce potential risks. Key populations such as those
who utilize drug substances and engage in sex work,
often live within rights-constrained settings, and face
elevated harms to their well-being and freedom due to
criminalization. Privacy and confidentiality are of the
utmost importance when data leaks may alter the dis-
course of an individual’s life. Participants face potential
harms to their physical and emotional welfare due to
legal prosecution and stigma. Such harms may com-
promise their safety and limit their access to health-
care services. Many of these harms may hold long-term
consequences and could be potentially deadly due to
an increased risk of being targets for stigma-related
violence. Through evaluating ethical perspectives
and establishing best practices, researchers can work
together to limit harm to key populations and create a
research environment that benefits and not endangers
participants. However, due to the lack of prior research
on this topic, additional research is needed to improve
HIV prevention and treatment among these underserved
and understudied populations.
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