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Abstract
The management of healthcare data has significantly benefited from  the use of cloud-
assisted MediVault for healthcare systems, which can offer patients efficient and conveni-
ent digital storage services for storing their medical records. Nevertheless, there are secu-
rity risks associated with the current digital healthcare data, as malicious parties may work 
with cloud storage service providers to alter patient records or to directly disclose health 
record content to other adversaries for monetary advantage. In this paper, a blockchain-
enabled MediVault for healthcare systems is proposed not only to provide safe storage 
of healthcare data in digital form but also secure access for authenticated entities such as 
patients, doctors, and pharmacists. In this MediVault, we introduced NFT generation and 
storage over the cloud using Interplanetary File System (IPFS) and FireBase as per user 
adaptability, Ehtereum Blockchain for immutability, and encryption and decryption using 
asymmetric keys for confidentiality. The empirical results and the performance evaluation 
demonstrate that the proposed MediVault is secure, simple, and efficient with a limited 
computation overhead.

Keywords  Non Fungible Token (NFT) · IPFS · Vault · Ehtereum Blockchain · Internet of 
Medical Things (IoMT) · Healthcare System

1  Introduction

The patient’s medical health record is a crucial component of the medical system, tran-
sitioning from traditional paper-based records to contemporary electronic medical health 
records [1]. Administrative issues and privacy concerns come with the conventional 
medical record storage model. Accessibility suffers by the loss or damage of paper-based 
records. Security vulnerabilities in electronic systems make unauthorized access feasible 
[2]. One point of failure that is susceptible to hacking and system failures is posed by cen-
tralized databases. Furthermore, patients’ control over their medical information is con-
strained. In order to ensure data integrity and privacy and to give patients control over 
their health information, Blockchain technology provides a decentralized, transparent, safe, 
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and secure solution [3]. Blockchain is a decentralized database that operates with verified 
nodes and securely stores immutable blocks of data to enable transactions with no interfer-
ence. Data preservation is given priority, especially in the healthcare industry, where there 
is a great deal of information sharing. Blockchain-enabled MediVault and non-fungible 
tokens (NFT) [4] over cloud [5] are essential for tackling issues in healthcare like claim 
authentication and public health management due to their versatility for creating decentral-
ized and trust-less transaction environments [6].

Blockchain technology used in the healthcare industry gives patients authority over 
data sharing, addressing ownership problems that are prevalent among current practices 
involving third-party data storage. It enables the secure integration, modification, and shar-
ing of health data. This data can be retrieved by authorized authorities using consensus 
procedures. The reason behind the technology’s delayed completion of expected results 
is a combination of organizational, social, security, and governance obstacles. The gen-
eral public, which includes healthcare providers and patients, has difficulty comprehend-
ing Blockchain’s technological features, data processing benefits, and workings [7]. It will 
take time to overcome these obstacles because the complexities of government regulations 
and legal enforcement are unclear. Current research endeavors to accelerate the adoption of 
Blockchain technology by mitigating these obstacles and bolstering operational expansion 
across diverse industries [8]. To address the issues in the healthcare industry, secure and 
fast medical record systems are needed. In this paper, Blockchain-enabled MediVault for 
healthcare systems is proposed to achieve secure and fast access over the cloud. Figure 1 
shows the block diagram of the proposed MediVault. It is a combination of all current 
technologies, such as NFT, vault, and Blockchain. Moreover, from a security perspective, 
an adaptive authentication technique is also proposed. The patient can access it securely 
from the cloud at any time, and doctors may also access it using patient credentials or self-
security credentials.

1.1 � Motivation

In the healthcare system, there are heterogeneous formats and types of data. Patient health-
care records, such as X-ray images, a doctor’s prescription, a blood test, and ECG/EEG 
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Fig. 1   The block diagram of the proposed MediVault over the cloud
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reports (as shown in Fig. 2), are big issues to safely store and securely access. Every year, 
not only is patient medical data increasing, but it is also increasing digital data nationwide, 
increasing 20–40 percent [9]. Data is also growing due to the internet of medical things 
(IoMT) [10]. The main motivation is to address the store with such a massive amount of 
healthcare data and also ensure its security in terms of confidentiality and integrity while 
maintaining high availability among patients, doctors, and other collaborators.

1.2 � Contributions

The following succinctly describes the main contributions of this paper:

•	 NFT generation and minting in Blockchain are presented.
•	 The Blockchain enabled MediVault for healthcare systems is proposed.
•	 User adaptive authentication and encryption/decryption for security issues are ana-

lysed.
•	 MediVault storage over the cloud using IPFS and Firebase is also discussed.
•	 Finally, the comparative analysis of the proposed system is also examined.

1.3 � Structure of the paper

The rest of this paper is organized as follows. Section 2 introduces literature review of the 
Blockchain enabled healthcare system. Problem formulation is presented in Sect. 3. The 
proposed scheme and performance analysis are explained in Sects. 4 and 5, respectively. 
We make conclusion and future scope in Sect. 6.

2 � Literature review

The Blockchain-enabled vault has not been the subject of many relevant previous stud-
ies; yet, Blockchain, NFT, and cryptography techniques are employed to overcome security 
issues. The patient’s medical health record (PMHR) using Blockchain and cryptography 
is discussed in [1]. In this work, Blockchain provides immutability and a proxy re-encryp-
tion scheme to ensure confidentiality for health records. The cryptography approach for 

Fig. 2   Health record data [9]
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healthcare data, especially the authentication of entities, is presented in [10]. In this work, 
the IoMT that is based on zero-knowledge proofs (ZKP) is discussed. In addition, hash-
ing functions with different data lengths over IoT devices are also analyzed. Blockchain-
based privacy preserving e-health system to ensure the security and confidentiality of the 
patients’ health record over cloud is illustrated in [11] and [5]. Both the work is combina-
tion of cryptographic approaches and Blockchain technology to provide not only immu-
tability but also provide other security issues as key management, and confidentiality 
(Fig. 3).

Hyperledger Blockchain-based cloud storage approaches are discussed in [12]. The 
paper presents a Blockchain-based system for private data management, focusing on 
healthcare research. Users store their data securely off-chain, while consent details are 
recorded on a permissioned Blockchain. Admins control data sharing, ensuring transpar-
ency and compliance with privacy regulations. The proposed solution uses Hyperledger 
Fabric, and its performance is evaluated using Hyperledger Calliper, demonstrating its 
potential in domains where managing user data privacy is critical.

VAULT is a permissioned Blockchain protocol facilitating secure collaboration [13]. It 
uses quorum-based consensus for fairness. Users can add members, create projects, and 
manage files with content stored on IPFS and references on the Blockchain. Experimental 
evaluations confirm linear scalability and efficiency. Future work aims to enhance consen-
sus fairness through measures like grey-listing, ensuring improved selection probabilities 
for nodes in quorums. One potential drawback of the VAULT protocol is its reliance on a 
quorum-based consensus system. While designed for fairness, it may face challenges in sit-
uations where nodes exhibit biased behavior or if there are malicious actors attempting to 
manipulate the consensus process.

A distributed ledger is essentially a shared database that is dispersed over several nodes, 
such as computers or institutions [14]. The distributed ledger in VAULT, which they’ve 
dubbed “Fragchain,” functions decentralized, protecting data. With capabilities like hash-
ing and encryption, it securely saves data using strong cryptographic algorithms. Fragchain 
acts as an unchangeable log in VAULT, recording each file upload since “time zero” and 
logging any further actions taken, such as sharing or deleting. It serves as the foundation 
for ensuring traceability and transparency in file activity.

In Blockchain technology, the NFT is widely utilized to offer digital assets or certifi-
cates integrity, trustability, safe access, and speed [4, 15]. Using Blockchain technology, 
the NFT functions as a certificate of ownership and proof of ownership for digital assets. 
NFTs are digital currencies that, because of their unique characteristics, cannot be traded 
or exchanged in the same way as Bitcoin or Ethereum. NFTs cannot be exchanged or 
replaced, in contrast to cryptocurrencies and actual currency, which are both fungible [6]. 
Although the idea of NFT is predicated on the characteristics of scarcity and uniqueness, 
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it is also frequently applied to inanimate objects. The use of NFTs for healthcare services 
is demonstrated in [4, 15]. They use NFTs on the private Blockchain infrastructure known 
as Hyperledger Fabric to ensure that patient records belong to their proper owners, mon-
itor all related activities, and offer accessibility, safety, and speedy access [16]. Health-
related data like as scans, test results, prescriptions, ultrasound reports, and more are rep-
resented by NFTs, digital assets stored using DLT with fixed, unchanging addresses. The 
evidence pertaining to crimes, property, or forgeries is delicate and simple to tamper with; 
NFT usage is presented in [6, 17]. Medical related document directly cannot enter into the 
Blockchain, document may minted either NFT or prescription or outcome of any disease 
computed from ML or DL approach [22–33]. In [22–24], a lightweight security mecha-
nism for ensuring patient privacy, authentication, and confidentiality using watermarking 
and the ChaCha20 algorithm are  discussed  in detail. In the healthcare system, there are 
heterogeneous formats and types of data. Patient healthcare records, such as X-ray images, 
a doctor’s prescription, a blood test, and ECG/EEG reports, are processed by deep learn-
ing and machine learning [25–29]. The outcome of processed healthcare records may be 
entered  into the blockchain or stored in  the cloud using  the  IPFS protocol. IoMT anom-
aly detection, wireless body area network data sensed by sensors and communicated with 
lightweight IoT protocols, and blockchain-enabled trust evaluation for networks are studied 
in [30–33]. Several studies are available on healthcare data privacy, preservation, and secu-
rity; however, a complete solution for urban and rural areas is needed.

3 � Problem formulation

In the healthcare system, there is a lot of paper and file work. The health reports, such as 
X-rays, CT scans, EGC/EEG, and the doctor’s prescription handling, are not only a big 
problem for villagers but also a major challenge for citizens. Time and expenses in terms 
of money are also a major issue if the patient needs to show the reports to the doctor, 
who is in another city or country. Doctors can better understand the history of all diagno-
ses and medications by digitizing all previous patient health records. This will facilitate a 
speedy and accurate diagnosis by the physician, and the digital form of the health record 
will ensure security. By digital record keeping, access to medical records is available for 
patients for a lifetime. Time can be completed in a couple of seconds if the patient needs 
to show the reports to the doctor, who is in another city or country. People can get accurate 
medical care faster, even in rural areas without modern hospitals. In spite of the many pros 
of digitizing health records, there are some cons. Storage, safety, and secure accessibility 
are the major problems. As a result, securely storing health records and providing doctors 
and patients with secure access to the system are needed. In this work, MediValut is pro-
posed using Blockchain, NFT, and cryptography approaches over cloud storage to address 
all available issues.

4 � Proposed methodology

In this section, a Blockchain-enabled MediVault for healthcare system is proposed. The 
proposed scheme aims to ensure the privacy-preserved authentication of patients, the integ-
rity of the healthcare data of patients, and the use of an adaptive encryption approach to 
preserve the confidentiality of patients’ healthcare records.
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4.1 � System architecture

Figure  4 illustrates a proposed blockchain-enabled MediVault system architecture, 
which comprises five main steps: NFT generation request, health card storage and 
access, registration for a doctor’s appointment (visit), minting of NFT and medical doc-
uments by blockchain, and secure access. The detailed description is as follows:

Step 1: NFT Generation Request.
In this proposed system, the patient is an actor and sends a request for any government 
agencies or competent authority to generate the healthcare NFT as an Ayushman Card [4, 
18]. The NFT will be stored in the cloud and processed using IPFS [19] or FireBase [20].
Step 2: Health Card storage and Access.
The proposed system recommends the FireBase service to store NFT in the cloud; how-
ever, it is a centralized service. The patient may also store NFT in the cloud using IPFS 
for distributed service; however, results also prove that it takes much more access time 
in comparison to FireBase.
Step 3: Registration for a Doctor’s appointment (Visit).
In this step, patient may directly visit a doctor or hospital. In hospital case after registra-
tion, as per the deceases and availability of doctors or patient recommendation appoint-
ment will be fixed.
Step 4: Minting NFT and Medical Documents by Blockchain.
After the doctor’s visit, prescriptions from doctors, NFT, medical bills, and medicine 
invoice(s) will be minted by Ehtereum Blockchain. We have also analyzed other Block-
chain to prove the efficacy of our proposed MediVault.
Step 5: Secure Access.
We have also proposed user adaptive encryption and decryption approaches for the con-
fidentiality of data. At anytime and anywhere, patients can access secure data, which 
also resolves the physical handling and damaging of medical records.

Fig. 4   An architecture overview 
of Blockchain enabled MediVault

Request for NFT Creation

Registration for 

 Doctor’s visit 

FireBase

MediVault

Health card NFT Store & Access

Minting NFT & Doctor’s 

Prescription with Medical 

Reports / Invoice (s)     

              (Medicine Bills)

Ethereum Blockchain

Storage 

Medical 

S
ec

u
re

 A
cc

es
s



Multimedia Tools and Applications	

1 3

4.2 � Working process

In order to implement the workflows outlined in our proposed MediVault, illustrated in 
Fig. 5, Here, patient, hospital, doctor, and chemist are actors. Firstly, patients will regis-
ter after completing the NFT process; if NFT is not available, patients may generate NFT 
through the hospital as well. Secondly, on the basis of disease and availability of doctors, 
the hospital will allocate the doctors, or the patient may directly select the doctor for con-
sultation. After receiving a doctor’s advice or prescription with medical reports (if avail-
able), the patient may take medicine from a chemist. Lastly, all records will be stored in 
MediVault using Ehtereum Blockchain transactions. NFT and records may be stored with 
encryption by the public key of the patient to provide confidentiality; however, this process 
is user-adaptive as per the requirements of the patient.

The encryption process is presented in Fig.  6. In this process, the master key, along 
with other security credentials such as public and private keys, will be generated by com-
petent authorities. The patient will remain safe with his or her security credentials. The 
process will also provide authentication for patients and other actors on the basis of Adhar 
Card credentials. In the proposed MediVault, we have taken three-factor authentication for 
patients, doctors, and pharmacists. However, for security constraints and simplicity, we 
have considered the OTP process for registered mobile Adhar cards only. After the authen-
tication process, a patient may take keys and, as per the requirement, may generate other 
pairs of keys from trusted, competent authorities. The key generation process is optional, 
and the authentication process uses a cryptography approach, so the authentication process 
is user-adaptive.

Figure 7 shows the authentication process for the patient and his or her medical records. 
The process will be repeated on every access record from MediVault, whether it is NFT-only 
or all records. The authentication process depends on three factors. Here, we have used all the 
credentials of the Adhar Card. For simplicity, any rural and urban patient will show Adhar card 
entries, and on the basis of these credentials, the authentication process will be completed, fol-
lowed by NFT creation. Rural people will also use the proposed MediVault, so key generation 
processes are user-adaptive. We used asymmetric ECC-based key generation, encryption, and 

Fig. 5   Working process of 
Blockchain enabled MediVault
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decryption in this work. The user may access MediVault by Adhar Card entities, OTP, regis-
tered mobile number, username/password, or public/private keys. The key generation may be 
at a registered, competent, trusted authority, such as a registered hospital, Adhar Card genera-
tion office, NFT or Health Card generation authority, or any Kiosk centre.

4.3 � Algorithms for mediVault

The algorithms of MediVault are discussed in this section. The smart contracts that are 
integrated into our system are made to make the system’s numerous functions simple.

4.3.1 � NFT generation and minting algorithm

The generation of NFTs, as depicted in Fig. 8, and their minting in the Blockchain are 
outlined in Algorithm 1. The first step in the process is uploading an NFT file in JSON 

Fig. 6   Working process of encryption/ decryption for secure access
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format that represents the object to IPFS. Figure 8 illustrates the NFT architecture and 
also shows some relevant information; most of the private information is in hidden 
form. The values in the proposed medical NFT are taken from the Ayushman Bharat 
Health Account (ABHA) [18]. Since the NFT being minted is dynamic, conditional pri-
vacy will be provided by the hash ID that is generated after minting. After storing the 
info on IPFS. The content is retrieved and accessed using the content identifier (CID), 
a unique hash of the content. To link the NFT record on the CID, a token Uniform 
Resource Identifier (URI) is generated. The token ID, owner address, and metadata URI 
of the freshly minted NFT are announced along with the token URI associated to the 
NFT following the completion of the minting process.

Fig. 7   Working process of 
authentication for secure access

Fig. 8   Health card NFT archi-
tecture
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4.3.2 � Blocks and blockchain transactions

The immutability of the MediVault and patient privacy in the MediVault, which uses a 
distributed system for data storage, have been confirmed in a significant way attributed 
to the Blockchain [21]. Figure 9 show that the block structure and Blockchain transac-
tions. Algorithm 2 shows the block entries and process of the Blockchain transaction.

Algorithm 1 NFT generation and minting

Input: Patient health data

Output: NFT storage and CID

contract MediNFTcol is ERC721, ERC721URIStorage

{

constructor()

ERC721(“MediNFTcol”, “MediNFT”)

{}

function_baseURI() 

{

return “ipfs://cd2306f3800684bd829e7670680742ed66195fcfbb   

7037e48485a7fdb66e17f”

}

function_safeMint(address to, unint256 tokenID, string memory uri) 

{

public 

_safeMint(to, tokenID)

_setTokenURI(tokenID, uri)

}

function_tokenURI(unint256 tokenID) 

public 

view

override(ERC721, ERC721URIStorage)

return (string memory)

{

return super.tokenURI(tokenID);

}

Function supportsInterface (bytes4 interfaceID) 

public 

view

override(ERC721, ERC721URIStorage)

returns (bool)

{

return super.supportsInterface (interfaceID);

}

}
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Algorithm 2 Block structure and Blockchain transactions

Input: NFT hash value, and Patient entries

Output: Blockchain Transactions IDs

Block number #2
{

Node ID #BMHS101

Signature list  #@@@@###$$$&&

}

Transaction A

{

Transaction Type Methods: Add File/ Update File/Access File 

File Name\Description:  2@..8Ortho

File ID: 2@..8

IPFS Hash: cd2306f3800684bd829e7670680742ed66195fcfbb   

7037e48485a7fdb66e17f

Owner List: BKC

}

Transaction B

{

…………..

}

4.3.3 � Delay computation

To evaluate the efficacy and performance of our proposed MediVault, we have computed 
the delays of transactions in Blockchain. We have considered both types of Blockchain per-
mission and permissionless.

Fig. 9   Block structure and Blockchain transactions
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Algorithm 3 Blockchain transaction(s) delay

Input: Blockchain Transaction(s)

Output: Delay (# ms.)
call async function calculateLatencies(promiseArr)

{

declare variable currBlock to store the block_number

declare variable startTime to store the date of current transaction

call the await function Promise.all(promiseArr)

if the event occurs then

{

declare variable elapsedTime which stores date - StartTime

declare variable lastBlock which stores receipts[0].blockNumber

for each receipt

{

set receipt.blockNumber>lastBlock ? 

receipt.blockNumber : lastBlock

set variable lastBlock - currBlock to variable blockLatency

}

}

}

4.3.4 � Encryption and decryption delays

MediValut is also providing secure access for patients, doctors, and medical insurance 
companies. Secure access in terms of confidentiality for authenticated users. At the time of 
authentication, the patient may receive the public and private keys. The keys will also pro-
vide encryption and decryption. Algorithm 4 and Algorithm 5 are encryption and decryp-
tion, respectively.



Multimedia Tools and Applications	

1 3

Algorithm 4 Encryption process from user to cloud

Input: Keys, Data

Output: Encrypt(Data) 

def encrypt(file_path, receipt_public_key_path, encrypted_path):

with open(receipt_public_key_path, ‘rb’) as public_key_file:

receipt_public_key = import_key(public_key_file.read ( ))

max_chunk_size = 190

encrypted_chunks = [ ]

with open(file_path, ‘rb’) as file:

data = file.read()

size = len(data)

start = 0

while start < size:

end  = min(start + max_chunk, size)

chunk = data(start : end)

cipher = PKCS1_OAEP.new(recipient_public_key)

encrypted_chunk = cipher.encrypt(chunk)

encrypted_chunks.append(encrypted_chunk)

start = end

encrypted_data = b “ ”.join(encrypted_chunks)

with open(file_path, ‘wb’) as file:

data = file.read()

size = len(data)

start = 0

while start < size:

end  = min(start + max_chunk, size)

chunk = data(start : end)

cipher = PKCS1_OAEP.ner(recipient_public_key)

encrypted_chunk = cipher.encrypt(chunk)

encrypted_chunks.append(encrypted_chunk)

start = end

encrypted_data = b “ ”.join(encrypted_chunks)

with open(encrypted_path, “wb”) as encrypted_file”

encrypted_file.write(encrypted_data)
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Algorithm 5 Decryption process from cloud to user

Input: Decryption(key) 

Output: Data 

def decrypt(encrypted_path, receipt_private_key_path, decrypted_path):

with open(receipt_private_key_path, ‘rb’) as private_key_file:

receipt_private_key = import_key(private_key_file.read ( ))

with open(encrypted_path, ‘rb’) as encrypted_file:

encrypted_data = encrypted_file.read ( )

decrypted_chunk = [ ] 

start = 0

while start < len(encrypted_data):

end  = min(start + 256, len(encrypted_data))

chunk = encrypted_data[start : end]

cipher = PKCS1_OAEP.new(receipt_private_key)

decrypted_chunk = cipher.decrypt(chunk)

decrypted_chunks.append(decrypted_chunk)

start = end

decrypted_data = b “ ”.join(decrypted_chunks)

with open(decrypted_path, “wb”) as decrypted_file”

decrypted_file.write(decrypted_data)

All algorithms are analyzed in terms of results in the results analysis section. We 
have also analyzed different Blockchain using IPFS and Firebase.

5 � Results analysis

In this section, results and analysis are presented. The simulation is tested using the 
Ethereum Blockchain over IPFS in the cloud against different throughputs. We have 
considered data such as patient NFT [4], medical reports in jpg and pdf, doctor’s pre-
scriptions, medicine purchase invoices, etc.

The simulation was run on an Asus Rog Strix G15 equipped with a Ryzen 7, 4800H 
Base Speed: 2.90 Ghz processor with eight cores and 16  GB of RAM. For realistic 
scenarios, we have also evaluated our proposed MediVault over two wired LANs with 
a capacity of 30 mbps with ten shared nodes and 1.5 gbps with more than 100 shared 
nodes. Moreover, the proposed Blockchain-enabled MediVault was also evaluated over 
a wireless LAN of 30 mbps with a single shared node. The actors in Blockchain are 
patients, government agencies (NFT creators), hospitals, doctors, and medical stores.

The results are analyzed in five phases in the proposed MediVault. Firstly, NFT will 
be generated for patients by any government agencies as an Ayushman card [18]; after 
that, patients will take appointments from doctors or be registered in any hospital for 
appointments of respective doctors as per disease.
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5.1 � Phase ‑1 NFT generation and registration in hospital or doctors clinic

Figure 10 shows the NFT generation delay and storage in the cloud using the IPFS. We 
have also considered that NFT may be in jpg format. The results show that the delay of 
NFT uploading and downloading of different sizes of NFT in the cloud using IPFS is up 
to 2628 ms and 5733 ms, respectively of 750 size of NFT. However, the recommended 
size of NFT is 350 kb, and the delays of uploading and downloading are 2284 ms and 
2546 ms, respectively. To reduce the delay of NFT uploading and downloading, we have 
also analyzed the proposed NFT over the cloud using the FireBase service [20].

Figure 11 shows the delay in uploading and downloading in the cloud using the Fire-
Base service. It is clearly observed that the delay is reduced significantly from IPFS up 
to 3.33 ms and 4.12 ms of uploading and downloading time in a cloud of 750 kb NFT 
size using the FireBase service. However, at the recommended NFT size, the uploading 
and downloading times are only 3.12 ms and 3.5 ms, respectively.

Medical reports may be in different forms or formats in different hospitals and coun-
tries. So, we have also evaluated the uploading and downloading delays of different for-
mats of files in the cloud using both the IPFS and Firebase approaches.

Figure  12 shows the uploading and downloading overheads of medical reports using 
IPFS from the cloud. It is evident from the results that the maximum downloading delay 
of doc/docx format medical records is up to 9600 ms; however, the uploading delay of pdf 
format medical records is up to 3200 ms. size of data.

Figure  13 shows the uploading and downloading overheads of medical reports using 
FireBase from the cloud. It is evident from the results that the maximum uploading delay 
of pdf format medical records is only 24.45 ms; however, the downloading delay of doc/
docx format medical records is only an order of 5.41 ms.

5.2 � Phase 2: blockchain transactions

Blockchain transactions are assessed in this step with regard to latency. Consequently, 
Fig. 14 presents the phase 2 outcome. It is observed that a data size of 1.0 mb is taken up to 
4154 ms using Ehtereum Blockchain. The delays are computed over different sizes as per 
the real sizes of different reports with NFT minting in Ehtereum Blockchain. In addition, 
the general results show that the blockchain delays are up to 2500 ms; however, at sizes of 
600 and 1000 kb, the delays are 3564 and 4154 ms, respectively.

5.3 � Phase 3: delay computation

In this phase, Blockchain delays are computed over different Blockchain technologies. 
Figure  15 shows the comparative analysis of computational overheads between the pro-
posed Ethereum-based public Blockchain and the Hyperledger Fabric, which is a private 
Blockchain. In comparative results, the public Blockchain is referred to as BC1, and the 
proposed Blockchain is considered BC. It is observed that delays are exponentially increas-
ing in both cases; however, proposed BC is completed transactions of 10 nodes in order of 
308 ms, and BC1 is completed within about 1000 ms. This proves the viability of our pro-
posed Blockchain-enabled MediVault for healthcare systems.

We have also evaluated the efficacy of the proposed MediVault for different Blockchain 
technologies. The computational overheads associated with various Blockchain technology 
are highlighted in Table 1. Additionally, it is mentioned that applying BC1 to other polygon 
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(private or permissioned) and public (permissionless) Blockchain is once more an effective 
approach. The result shown in the table clearly indicates that the computation of the 10 nodes 
of the proposed Blockchain is taking only 308 ms, which is less in comparison to other Block-
chain technologies.

5.4 � Phases 4 & 5: delay computation of encryption/decryption process

In this phase, encryption and decryption process delays are evaluated in Fig. 16. The computa-
tional delays are evaluated as encryption and decryption overheads using both the approaches 
of uploading with encryption and downloading with decryption overheads. To the best of my 
knowledge, it is the first work of all combined technologies; however, we have also evalu-
ated our proposed MediVault over the FireBase and IPFS approaches. The uploading with 

Fig. 10   NFT access delay from 
cloud using IPFS

0

500

1000

1500

2000

2500

3000

3500

4000

4500

5000

5500

6000

350

D
el
ay

at
IP
F
S
(m

s)

NFT Sizes (kb)

NFT Uploading Delay

NFT Downloading Delay

75015010050

Fig. 11   NFT access delay from 
cloud using FireBase
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encryption and downloading with decryption delays are under 10,000 ms. The approach is 
user-adaptive and may be used as per the requirements of the users (patients, doctors, etc.).

6 � Conclusion and future scope

In this paper, we have designed a Blockchain-enabled MediVault for healthcare systems. 
This ensures patients effective and practical digital storage solutions for keeping their 
health records. Specifically, we first demonstrated the creation and minting of NFTs along 
with the authentication process for MediVault. This was followed by Blockchain transac-
tions over the cloud, which are intended to offer secure access for patients, physicians, and 
chemists, in addition to safe digital storage of healthcare data.

To the best of my knowledge, it is the first complete, secure, and simple solution for 
rural and urban patients. The comparative analysis and performance evaluation have dem-
onstrated the usefulness and efficiency of our proposed MediValut, which has a low com-
putation overhead in order of milliseconds. In this work, blockchain-enabled MediVault 

Fig. 12   Healthcare system data 
uploading/downloading time 
from cloud using IPFS
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Fig. 13   Healthcare system data 
uploading/downloading time 
from cloud using FireBase
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Fig. 14   Blockchain Transactions 
over different size
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Fig. 15   Comparative analy-
sis of transaction delays in 
Blockchain(s)
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Table 1   Blockchain technologies 
overheads

Blockchain Technologies Number of Nodes

5 10

Ethereum (BC) 154 308
Binance (Permissionless) 155 338
Polygon (Permissioned) 190 316
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is secured by ECC-based asymmetric cryptography due to its wide usage. However, such 
approaches are suffering attacks. In our future study, we will investigate the use of block-
chain technology to guarantee the cloud-based deployment of patient health records while 
fending off collusion attempts from unscrupulous physicians, hospitals, and chemists. The 
fusion of post-quantum cryptography with blockchain is also the future.
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