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Abstract Telecare medicine information systems (TMIS)
present the platform to deliver clinical service door to
door. The technological advances in mobile computing
are enhancing the quality of healthcare and a user can
access these services using its mobile device. However,
user and Telecare system communicate via public chan-
nels in these online services which increase the secu-
rity risk. Therefore, it is required to ensure that only
authorized user is accessing the system and user is inter-
acting with the correct system. The mutual authentica-
tion provides the way to achieve this. Although existing
schemes are either vulnerable to attacks or they have
higher computational cost while an scalable authentica-
tion scheme for mobile devices should be secure and
efficient. Recently, Awasthi and Srivastava presented a bio-
metric based authentication scheme for TMIS with nonce.
Their scheme only requires the computation of the hash
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and XOR functions.pagebreak Thus, this scheme fits for
TMIS. However, we observe that Awasthi and Srivastava’s
scheme does not achieve efficient password change phase.
Moreover, their scheme does not resist off-line password
guessing attack. Further, we propose an improvement of
Awasthi and Srivastava’s scheme with the aim to remove the
drawbacks of their scheme.

Keywords E-medicine - Telecare Medicine Information
Systems - Smart card - Password - Biometric

Introduction

Telecare medicine information system (TMIS) provides cer-
tain healthcare services, which become a feasible solution
to the continuously rising demand in medical and health-
care sector. These health care services allow delivering
personal health assistance to the patients’ homes [1]. Most
of the medical institutes are developing medical informa-
tion systems to facilitate connected health care services.
This connected health care provides an opportunity to
improve financial and clinical performance. The technologi-
cal advances in mobile computing are enhancing the quality
of healthcare in the management of chronic disease. As a
result, the patients can access healthcare related information
on their mobile device. However, the user accesses the Tele-
care system via Internet (public network), which is subject
to security risks. Therefore, user and server should establish
authorized and secure connection in the beginning of these
services.

The smart card based authentication scheme provides
secure and authorized connection between the remote user
and server [2, 3]. In recent time, many authentication pro-
tocols have been proposed for TMIS [4-21]. In general,

@ Springer


mailto:dheerendra@maths.iitkgp.ernet.in
mailto:sourav@maths.iitkgp.ernet.in
mailto:ankita@maths.iitkgp.ernet.in
mailto:saryusiirohi@gmail.com
mailto:mkhurram@ksu.edu.sa

41, Page 2 of 11

smart card based authentication faces various attacks.
These attacks are based on the following security assump-
tions [22]: (i) An adversary is able to eavesdrop all the
messages, which are transmitted in a cryptographic proto-
col; (ii) An adversary is able to modify, delete and resend all
the messages, and can also reroute any message to any other
principal in a cryptographic protocol; (iii) An adversary may
be a legitimate participant or an outsider, or a combination
of both; (iv) An adversary is able to obtain all the value
of the session key that associate in any previously transmit-
ted message. In-spite of above mentioned assumptions, an
efficient and secure anonymous user authentication scheme
for connected health care system should meet the follow-
ing requirements: (a) Compatibility with TMIS; (b) Low
computational and communication overhead with less stor-
age requirement; (c) Efficient login and password change
phase; (d) Resistance to different kinds of attacks; (e) User-
friendly password change phase; (f) Mutual authentication
and session key establishment.

Biometric keys (fingerprint, face, iris, hand geometry and
palm-print, etc.) uniqueness property increase their applica-
tion in authentication protocols. These keys helps to identify
the correct user and enhance the security of authentication
protocols. The biometric keys have some of the follow-
ing advantages which have attracted significant research
attention.

(1) Biometric keys need not to remember.

(2) Biometric keys are extremely difficult to forge.
(3) Biometric keys maintain uniqueness property.
(4) Biometric keys cannot be easily guessed.

The above mentioned advantages suggest that use of bio-
metric keys in remote user authentication makes the remote
user authentication schemes more secure and reliable com-
pare to traditional password-based remote user authentica-
tion. Therefore, biometric-based remote user authentication
schemes with a password have attracted significant research
attention [23, 24]. In 2010, Li and Hwang [25] proposed
a biometric based remote user authentication scheme in
which user’s biometrics key is used to verify the correct-
ness of user. In 2011, Li et al. [26] pointed out that Li
and Hwangs scheme does not withstand man-in-the-middle
attack. They also proposed an improved biometrics-based
remote user authentication scheme to remove the weak-
nesses of Li and Hwangs scheme. Moreover, their scheme
presents session key agreement phase. In 2012, Truong
et al. [27] pointed out that Li et al.’s scheme does not
resist stolen verifier attack, man-in-the middle attack and
replay attack. They also presented an improved scheme.
However, their scheme does not provide efficient login and
password change phase. Recently, Awasthi and Srivastava
[28] proposed a biometric based authentication scheme for
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TMIS, which avoids the computation of time-consuming
exponential operation and is best fit for low cost mobile
devices.

In this paper, we briefly discuss Awasthi and Srivastava’s
scheme. We demonstrate how Awasthi and Srivastava’s
scheme fails to resist online and off-line password guessing
attack. Additionally, we show that their scheme pass-
word change phase is inefficient to identify the incorrect
input, which may cause denial of service attack. Further, we
propose an improvement of Awasthi and Srivastava’s bio-
metric based authentication scheme for TMIS. Moreover,
We present the security and performance analysis of the
proposed scheme to support its claim.

Remaining paper is organized as follows: “Review of
Awasthi and Srivastava’s Scheme” section presents the brief
review of Awasthi and Srivastava’s scheme. “Preliminaries”
section is a preliminary section which recalls the advantage
of Biohashing and defines some notations. “Cryptanalysis
of Awasthi and Srivastava’s scheme” section points out the
weaknesses of Awasthi and Srivastava’s scheme. The pro-
posed scheme is presented in “Proposed scheme” section.
The security analysis of the proposed scheme is demon-
strated in “Analysis” section. Finally, the conclusion is
drawn in “Conclusion” section.

Preliminaries
Biohashing

The biometrics provides unique identification methods for
the recognition on the basic feature of a human being
and it works only when the person to be authenticated
to be physically present for the authentication. In general,
imprint biometric characteristics (face, fingerprint, palm-
print) may not be exactly same at each time. The valid
users’ high false rejection resulting low false acceptation
which is often occurs in the biometric systems’ evalua-
tion. The failing to identify authorized users significantly
impacts on the usability of the system. On the contrary,
the Biohashing can decrease denial of service access prob-
ability without losing the acceptation of false performance.
In order to resolve the rejection of high false problem,
Jin et al. [29] presented a iterated inner products based
two-factor authenticator between user’s fingerprint features
and tokenized pseudo-random number. BioHashing tech-
nique is a mapping between biometric feature and user
specific tokenized pseudo-random numbers [30]. In recent
years, many improved BioHashing algorithms for human
authentication have been present for more realistic scenario
[31-35], which are a convenient mechanism to incorpo-
rate into small devices, such as mobile devices, smart
card etc (Table 1).
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Table 1 Notations that will be used throughout the paper

Notation Descryption

U User/Patient

S A trustworthy medical system
E Attacker/adversory

MD Mobile device

1Dy Unique identity of U

PWy Unique password of U

By Personal biometrics of U

X Master key of S

h(-) A collision free one-way chaotic hash function
H() Biohashing

[} XOR operator

Il String concatenation operation
Notations

Review of Awasthi and Srivastava’s Scheme

Recently, Awasthi and Srivastava [28] proposed a biometric-
based user authentication scheme for TMIS. Their scheme
has following four phases:

1. Registration

2. Login

3. Authentication

4. Password change

In this section, we discuss Awasthi and Srivastava’s
scheme in brief. We try to adopts the same terminology as
used in Awasthi and Srivastava’s scheme.

Registration phase

A user U selects his/her identity I Dy and password P Wy,
and chooses a random nonce N. He computes PWy & N
and encrypts PWy @ N using the public key PKg of §
and gets Epuppkg)(PWy @ N), then submits /Dy and
EpubPrg) (P Wy @ N) to the registration authority. User U
also imprints his fingerprint impression y = (By@N) at the
sensor. Upon receiving registration request, the registration
authority executes the following steps:

Step 1. Decrypt Epuppkg) (P Wy @ N) using the private
key SKg and achieve PWy @ N.

Step 2. Compute (PWy & N)® (By D N) = (PWy &
By), Ay = h(IDy & x) and Xy = h(Ay). Then,
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compute Vy = Ay @ h(PWy & By) where By is the
extracted fingerprint template of the user.

Step 3 Personalize the information [ Dy, Xy, Vy, By,
h(-) of U and store them into U’s mobile device.

Login phase

To start the login session, the user initiates the applica-
tion and inputs his/her identity I Dy and password P Wy,
and imprints his biometric By . If the biometric verifica-
tion succeeds, then the mobile device executes the following
steps:

Step1. Compute Ay = Vy & h(PWy @ By) and ver-
ify Xy =? h(Ay). If the verification does not hold, it
terminates the session. Otherwise, go to the next step.

Step 2. Compute Dy = h(Ay @ Ty) where Ty is the cur-
rent timestamp of the mobile device. Finally, U sends the
login message My =< I Dy, Dy, Ty > to the telecare
system.

Authentication phase

Step 1. Upon receiving the message My at time T, S ver-
ifies the format of I Dy . If I Dy is invalid, it terminates
the session. Otherwise, it verifies the freshness of times-
tamp using the condition Ts — Ty < AT . If the condition
holds, it runs step 2.

Step2. S computes Ay = h(IDy & x), then veri-
fies Dy =? h(Ay @ Ty). If verification holds, U is
authenticated by S.

Step 3. S computes Dg = h(Ay @ Ts), then sends the
message Ms =< Dg, Ts > to U.

Step 4. Upon receiving the message Mg, U checks that
Ts is invalid or Ts = Ty. If any of the condition hold,
he/she terminates the session. Otherwise, he/she verifies
Ds =?h(Ay & Ts). If verification fails, it terminates the
session. Otherwise, S is authenticated by U.

Password change phase

The valid user can change the password of his/her as
follows:

Step 1. U inputs By with a request of password changes.
After the success of authentication, the system asks old
password P Wy and new password P W,y .

Step 2. U inputs old password P Wy and a new password
PWyew.

Step 3. The system computes

View = Vu @h(PWU Y BU) @h(PWnew Y BU)

then it updates Vi with V0.

@ Springer
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Cryptanalysis of Awasthi and Srivastava’s scheme

In this section, we will analyze Awasthi and Srivastava’s
scheme and show the drawbacks of their scheme, which are
based on the following assumptions:

® An adversary is able to extract the information from the
smart card or mobile device [36-39].

e An adversary is able to eavesdrop all the messages
between user and server, which are transmitted via pub-
lic channel. Moreover, an adversary is able to modify,
delete and resend all the messages, and can also reroute
any message to any other entity [22, 40].

e An adversary may be a legitimate user or an out-
sider [22, 41].

Due to above mentioned assumptions, an adversary
can achieve the parameters from the medical device
IDy, Xy, Vu, By, h(-) and can intercept and record the
messages < [Dy,Dy,Ty > and < Dg, Ts >, which
are transmitted via public channel. With the help of
these assumptions, an adversary can perform the following
attacks successfully:

Undetectable on-line password guessing attack

In general, user selects a password, which he can easily
remember as long and complex password is generally dif-
ficult to remember. In case, if a user selects a long and
complex password and if he forget the password, he can
no longer use the medical device or device. Additionally,
if a user selects a long and complex password and stores
it into some place or device, it increases the security risk.
Therefore, to avoid these problems, user selects a password
which he can easily remember. However, an adversary can
try to guess the easy to memorable passwords. An effi-
cient medical device based authentication protocol should
resist password guessing attack. However, we identify that
Awasthi and Srivastava’s scheme does not withstand on-
line password guessing attack. With the help of achieving
values {I Dy, Xy, Vu, By, h(-)} from the medical device,
an active adversary can successfully guess a valid user’s
password as follows:

Step 1. E guesses the password PW;, and computes
A}, = Vy @ h(PW}; @ By) and D}, = h (A}, @ Tk),
then sends < IDy, Dj;, Tg > to the remote system
where Tf is the current timestamp.

Step 2. Upon receiving the message at time T, remote
system verifies the format of / Dy and freshness of times-
tamp. The verification succeeds as message includes
user’s original identity and current timestamp.
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Step 3. Remote system computes Ay = h(IDy & x),
then verifies Dj; =? h(Ay @ Tk). If verification does not
hold, it terminates the session. Otherwise, it replays with
a valid message.

Step 4. If the session terminates, E repeats Step 1 until
succeeded. Otherwise, password guessing succeeds.

Off-line password guessing attack

An adversary can guess a legitimate user’s password with
the help of achieving values {/ Dy, Xy, Vu, By, h(-)} from
the medical device as follows:

Step 1.  Guess the value P Wl’j, then compute A’{/ =Vy®
h (P W, @ BU) and verify Xy =? h(A7).

Step 2. If the verification succeeds, considers P Wy, as the
user’s password. Otherwise, he repeats Step 1.

Three factor authentication

In proposed scheme, only by knowing user’s password, an
adversary can generate a valid login message. Moreover,
an adversary can establish authorized session with the help
of leaked or guessed password to the server. This can be
justified as follows:

— E can achieve U’s secret value Ay = h(IDy @ x)
with the help of leaked or guessed password P Wy
and extracted biometric By and Vi from the device as
Ay = Vy @ h(PWy @& By).

— Using achieved secret value Ay, E computes Dg =
h(Ay @ Tg) where T is the current timestamp. Then,
E masquerades as a legitimate user and sends the login
message Mg =< I[Dy,Dg,Tg > to the remote
system.

— Upon receiving the message Mg at time T,., S verifies
the format of 7 Dy and freshness of timestamp. The ver-
ification succeeds as message includes user’s original
identity and current timestamp.

— S computes Ay = h(I Dy & x), then verifies Dg =
" (Ay @ Tg). Obviously, the verification will hold due
to correct secret value Ay used in Dg by E. In this way,
E authenticates itself to S as a legal user.

Biometric based authentication scheme supports three-
factor authentication where leakage of one authentication
parameter does not enable to an adversary to successfully
login to the system. However, by knowing user’s password,
an adversary can successfully login to the server in Awasthi
and Srivastava’s scheme. This shows that adoption of bio-
metric keys does not enhance security of authentication
scheme. In other words, Awasthi and Srivastava’s scheme
does not achieve three-factor authentication.
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Inefficient password change phase

In Awasthi and Srivastava’s scheme, mobile device executes
the password change after the successful verification of fin-
gerprint biometric without verifying the correctness of the
password. However, a user may enter wrong password as
human may sometimes forget the password or commit mis-
take or user can use one account’s password into another
account. This may cause the denial of service attack where
a user will no longer be able to login to the server using
the same device. To change the password, user U inputs By
then the mobile device verifies the correctness of By . If ver-
ification holds, it asks for old password and new password.
Let a user input the wrong old password P W/, instead of
PWy, ie., PW}, # PWy, then the password change phase
executes as follows:

— U inputs incorrect password PW/; and new password
PWew.

—  Without verifying the correctness of the old password,
the system computes

View = Vu @h(PW;}@BU)@h(PWnew@BU)
= Ay @ h(PWy @ By) ® h(PW[; & By) ® h(PWyew @ By)
7é Ay @ h(PWyey @ By), as PW;}?&PWU

and updates Vi with Ve

The above discussion concludes that the scheme is inef-
ficient to detect wrong password, this will cause denial
of service permanently where a legitimate user can never
establish an authorized session with the server using the
same mobile device. If a user has updated his password
using wrong password instead of old correct password, then
the user will face denial of service as follows:

e User inputs updated password PW,., and identity
I Dy, and imprints his fingerprint biometric By. The
biometric verification holds as user himself imprints his
fingerprint.

e Once the biometric verification succeeds, user’s device
computes Aj; as follows:

Ai] = View @h(vanew@BU)

Ay ® h(PWy @ By) ® h(PW[; @ By) ® h(PWyew ® By)
Dh(PWyew @ By)

= Ay @ h(PWy @ By) @ h(PW[; @ By)

75 AU, as PW;} 75 PWU

e  User,s device computes Dy, = h(A7;, @ Ty) and sends
< IDy, D;, Ty > to the remote system, where Ty is
the current timestamp.
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e Upon getting the message at time T7,, medical sys-
tem verifies format of I Dy . The verification holds as
message includes user’s original identity. It also ver-
ifies the freshness of timestamp using the condition
T(/] — Ty < AT. The verification succeeds as user used
current timestamp.

e System computes Ay = h(IDy & x), then verifies
D}, =? h(Ay @ Ty). The verification does not hold as
D, # h(A}, ® Ty), due to A}, # Ay. Thus the system
S terminates the session.

It is clear from the above discussion that user can-
not establish an authorized session with the server after
updating the password wrongly.

Proposed scheme

We modify the Awasthi and Srivastava’s scheme to remove
its drawbacks. The modified scheme comprises the similar
phases like Awasthi and Srivastava’s scheme. In proposed
schemes, the registration, login, authentication and pass-
word change phase work as follows:

Registration phase

A new user U needs to be registered in the Telecare
medicine information system to access the resources. In this
regard, a user needs to submit his registration request with
identity, password and biometric information to the system.
Upon receiving the information, the system verifies the reg-
istration details of user and registers him as an authorized.
This process executes as follows:

Step 1. User U selects his/her identity I Dy and password
P Wy of his choice, and chooses a random nonce N. He
imprints his/her fingerprint By and computes P Wy @
N and H(By) @ N. He submits the registration request
with I Dy, PWy @ N and H(By) @ N to S via secure
channel.

Step 2. Upon receiving registration request, S verifies the
registration of I Dy . If I Dy is registered with some other
user, it asks for a new identity. Otherwise, S computes
(PWy ® N) @ (H(By) ® N) = PWy @ H(By) and
Ay = h(I Dy||x||Tg) using its master key x, where Tg
is the registration time.

Step3. S also computes Xy = h(Ay) and Vy =
Ay @& (PWy @ H(By)) and then maintains the record of
registration time Tg corresponding to user identity 7/ Dy .

Step4. S personalizes the information /Dy, Xy, Vy,
h(-), H(-) for U and stores these personalized security
parameters in the user’s mobile device (Fig. 1).

@ Springer
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User U ‘

Select ID;, PW;, N,

<ID,,, PW, ® N, H(B) ® N>
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Y
Telecare system SJ

S

Compute

(PW, ®N) @ (H(B,) ® N) = (PW, ® H(B,))

Compute PWU @® N and H(BU) @®N, Secure channel

MD(ID, X Vi, h(.), H()

<

Ay =h(IDy || x || Tp). X, = h(A
Vy=A,© (PW,® H(B

o
o

Secure channel

Fig. 1 The pictorial representation of registration phase
Login phase

When a user wishes to access the Telecare system, he needs
to successfully complete the login and authentication phase.
With the help of his/her mobile device, a user executes the
login session as follows:

Step 1. U first initiates the application on the device and
then inputs his/her password P Wy. He imprints his/her
fingerprint biometric By .

Step 2. Mobile device achieves Ay = Vy & (PWy &
H (By)) and verifies Xy = ? h(Ay). If the verification
does not hold, it terminates the session. Otherwise, it runs
step 3.

Step 3. Mobile device computes Dy = h(Ayl|Ty),
where Ty is the current timestamp of the mobile
device. Finally, U sends the login message My
IDy, Dy, Ty > to the Telecare system.

=<

Authentication phase

In authentication phase, both user and server verify the
authenticity of each other.

Step 1. Upon receiving the message My at time T},
S verifies the freshness of timestamp using the condi-
tion T(/] — Ty < AT, where AT is the valid time
delay in message transmission. If the condition holds,it

e

Compute A =V, @ (PW ; ® H(B,)) (g T
Verify X, =?h(A|)
Compute D, = h(A | T\)

Checks Tg-T,<AT

Verifies Dg =? h(D, | A, [l Tg)

Fig. 2 The pictorial representation of login and authentication phase
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searches I Dy in its database. If I Dy is in the database, it
achieves user’s registration time 7g and computes Ay =
h(IDyl|x||Tg), then verifies Dy = ? h(Ay||Ty). If
verification holds, U is authenticated by S.

Step 2. S computes Ds = h(Dy||Ay||Ts), then sends the
message Ms =< Dg, Ts > to U at time Tys.

Step 3. Upon receiving the message Mg, U verifies the
condition Ts — Ty < AT. If verification does not hold,
he/she terminates the session. Otherwise, he/she verifies
Ds = ? h(Dy||Ay||Ts). If verification fails, he/she ter-
minates the session. Otherwise, S is authenticated by U
(Fig. 2).

Password change phase

To change the password of device, a user first selects a
new password and then he can change the password without
server assistance as follows:

Step 1. U inputs passwords PWy and imprints his/her
fingerprint By with a request of password change to the
mobile device.

Step 2. Mobile device computes H (By) and Ay = Vy @
(PWy @ H(By)), then verifies Xy =? h(Ay). If the
verification does not hold, it terminates the session. Oth-
erwise, it asks for a new password from the user U. Then,
U enters a new password P W, (Fig. 3).

Step 3. Mobile device computes

(VU)new = VU@(PWU®H(BU))®(PWneweaH(BU))

then it updates Vi with (Vi) new.

L Telecare system SJ

Check T' ;- T; <AT

Compute A\, = h(ID, || x || Tp),
Verify D, =2 h(A || T}))
Compute Dg = h(D [| A || Tg)
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User U

Input PW; and imprint B
Input PW __

Fig. 3 The pictorial representation of password change phase

Analysis
Security analysis

The detailed security analysis of the proposed scheme to
verify how the scheme satisfies the security requirements is
as follows:

Insider attack

A malicious insider in server’s system may try to achieve
user’s secrets, such as the user’s password. However, in the
proposed scheme, the user does not submit his/her pass-
word PWy and biometrics By in its original form, i.e.,
user submits PWy @& N and By @ N instead of PWy
and By to the registration authority, where N is a random
number. Therefore, an inside can only achieve PWy & N
and By @ N, and can at most compute PWy & By.
Since N and By both are unknown to the insider. There-
fore, it will be hard to achieve PWy form PWy @& N or
PWy @ By. This shows that the proposed scheme resists
insider attack.

Stolen device attack

Suppose an attacker has stolen user’s mobile device. Then,
the attacker may wish to use the stolen device to login
to the Telecare system. Although the attacker cannot be
authenticated successfully by the medical server because the
attacker cannot compute the valid login message. This is
clear from the following facts:

— The attacker can retrieve the information {I/ Dy, Vy,
Xy} from the stolen mobile device. However, an
attacker cannot achieve Ay = h(IDyl|x||Tg) from
Vy = Ay ® (PWy & H(By)) as both parameters P Wy
and By are unknown to the attacker.

— The attacker cannot construct Ay = h(I Dy ||x||Tg) as
both x and Tk are unknown to the attacker.

The above discussion shows that, the proposed scheme
withstands stolen mobile device attack.

W 4 ..............................................
> (Ve = Vi © (PW, © H(B)) ® (PW,
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N

Mobile device MD

\ J

Compute H(B)), A, =V, @ (PW;® H(B)),

Verify XU =7 h(AU)

If condition holds.

W ©HBY)

e

Updates V; with (V) .,

On-line password guessing attack

An active adversary can try to perform on-line pass-
word guessing attack using the information /Dy, Xy =
h(Ay), Vv = Ay & (PWy @& H(By)) and Dy =
h(Ay||Ty) because of the following facts:

— Let E guesses the password PW*.

— To verify the guessed password PW*, E tries to gen-
erate a valid login message < I[Dy,Dy,Ty >,
which is equivalent to achieve Ay from Vy = Ay @
(PWy @ H(By)) using guessed password PW*.
However, Ay cannot be achieved from Vi even by
using user’s original password PWy as Ay is pro-
tected with the password along with biometric where
biometric is a unique identifier and is difficult to
guess.

Off-line password guessing attack

An adversary can try to guess a user’s password. However,
he cannot verify the guessed password correctly with the
achieved information I Dy, Xy = h(Ay), Vu = Ay &
(PWy @ H(By)) and Dy = h(Ay||Ty) because of the
following facts:

— Let E guesses the password PW*.

— To verify the guessed password PW* with Xy =
h(Ay) is equivalent to achieve Ay from Vy = Ay &
(PWy @ H(By)). However, to achieve Ay from Vi =
Ay @ (PWy & H(By)), requires user’s fingerprint
biometric By. Since, no third party can imprint the
biometric information of a user, £ can not achieve
Ay from Vy. Therefore, E cannot successfully guess
password with Xy;.

— To verify the guessed password PW* with Dy =
h(Ayl|Ty) is also equivalent to achieve Ay from
Vv = Ay © (PWy & H(By)). Although it is
not feasible to compute Ay from Vy as discuss
above.
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Replay attack

The timestamp is considered to be the countermeasure to
resist the replay attack. The proposed scheme adopts times-
tamp as a counter measure to resist replay attack. However,
an attacker E can try to perform replay attack, which will
not succeed due to following facts:

— E replays the previously transmitted message <
IDy, Dy, Ty >. Since, the remote system identifies
the freshness of message by verifying the freshness of
timestamp. Therefore, remote system can easily iden-
tify replay message.

— E replaces the message < IDy, Dy, Ty > with <
IDy, Dy, Te >, and sends < IDy,Dy,Tg > to
the remote system, where Tg is the current timestamp.
When a remote system verifies the freshness of times-
tamp, the verification holds as an adversary replaces
the old timestamp with the current timestamp. However,
when the remote system verifies Dy =? h(Ayl|TE),
the verification does not hold as Dy = h(Ay||Ty) and
Ty # Tg.

— E can try to replace the message < I Dy, Dy, Ty >
with < IDy, Dg, T >, where Dg = h(Ayl||TE).
However, E cannot compute Dg as Ay is unknown to
E.

User impersonation attack

In user impersonation attack, an attacker masquerades as
a legal user to server. To succeed the user impersonation
attack, an attacker has to generate a valid login message
< IDy, Dg,Tg >, where D = h(Ay||Tg) and Tk is the
current timestamp. However, to compute Dg = h(Ay||TE)
is equivalent to achieve Ay from Vy = Ay & (PWy @
H(By)). However, to achieve Ay from Vi user’s password
along with fingerprint are needed. Since, the attacker can not
imprint user’s fingerprint and unknown with the user’s pass-
word. Therefore, an attacker cannot generate a valid login
message. This shows that the proposed scheme resists user
impersonation attack.

Server impersonation attack

The proposed scheme resists server impersonation attack as
follows:

— User computes the login message and sends <
I Dy, Dy, Ty > to the remote system.

— An adversary intercepts U’s messages and tries to
respond with a valid message < Dg, Ts >, where
Ds = h(Dy||Ay||Ts). However, to compute Dsg =
h(Dyl|Aul|Ts), user’s secret key Ay is needed, which
is unknown to E. To compute Ay from Vy = Ay &

@ Springer
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(PWy @ H(By)) requires PWy and By. Since both
the values PWy and BWy are secret, an adversary
cannot masquerade as the remote system. Moreover,
to compute Ay = h(IDyl||x||Tr), server’s master
key x is needed which is also a secret. This shows
that the proposed scheme resists server impersonation
attack.

Mutual authentication

In mutual authentication mechanism, both user and server
verify the authenticity of each other. In the proposed
scheme, user and server both authenticate each other. To
achieve this, user and server exchange Dy = h(Ayl|Ty)
and Ds = h(Dy||Ay||Ts), where Ty and T are the current
timestamps of U and S, respectively. To forge user or server,
an attacker has to construct Dy or Dg, respectively. How-
ever, to construct Dy or Dy is equivalent to achieve user’s
secret key Ay, which can compute only user and server.
Since an adversary can not forge user or server. Therefore,
the server and user can correctly identify the correctness of
each other.

Efficient login phase

In the proposed scheme, mobile device can quickly detect
incorrect login input as follows:

Case-1 1If a user password is leaked or guessed by an
adversary and wish to fraud in fingerprint imprint,
i.e., if the mobile device receives inputs including
correct password P Wy and imprints of wrong fin-
gerprint biometric B, it can quickly detect and
identify as follows:

— Mobile device computes H(Bj;) and then
A}, =Vy @ (PWy @ H(B}))). Itis clear that
Ay # A}, as Bj; # By.

— When the mobile device verifies Xy =
? h(A},;), the verification does not hold as
Xu = h(Ay) # h(Ap).

If a user inputs incorrect password PW; and
imprints his/her correct fingerprint biometric By
then

Case-2

— Mobile device computes H(By) and then
A}, = Vy @ (PW{; @ H(By)). Itis clear that
Ay # Aj; as PW, # PWy.

— When the mobile device verifies Xy =
? h(A},;), the verification does not hold as
Xy = h(Ay) # h(A7).

If a user inputs incorrect password PW; and
imprints of wrong fingerprint biometric By,

Case-3
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Table 2 Security attributes comparison of the proposed scheme with other relevant biometric based authentication schemes

Security attributes \ Schemes [25] [26]
Insider Attack X Vv
Stolen verifier attack Vv X
User impersonation attack X Vv
Stolen mobile device attack Vv Vv
Replay attack 4 Vv
Denial of service attack Vv Vv
Off-line password guessing attack Vv Vv
Mutual authentication X Vv
User-friendly password selection Vv Vv
Efficient login X X
Efficient password change X X
Three factor authentication X X

— Mobile device computes H(B;) and then
AL = Vu © (PW[; @ H(By))). Itis clear that
Ay # A}, as PW[; # PWy and H(By)) #
H(By).

— When the mobile device verifies Xy =
? h(A*l‘]), the verification does not hold as
Xu = h(Ay) # h(Ap).

In all three cases, mobile device can efficiently detect the
incorrect input and can terminate the session. This shows
that the proposed scheme has efficient login phase.

User-friendly and efficient password changes phase

In the proposed scheme, the user can change his/her pass-
word without remote system assistance anytime and any-
where. Moreover, the user’s device verifies the correctness
of inputs with the condition Xy =? h(Ay) as demonstrated
in login phase, i.e., device performs the same verification
test in password change phase as it performs in the login
phase. Therefore, efficiency of password change phase is
equivalent to the efficiency of the login phase in incorrect
input detection. Since the login phase is efficient, therefore
password change phase is also efficient.

[27] [42] [28] Proposed
v X v v
i v v v
i v v v
i v v N
i v v v
v v x v
i x x v
i v v N
i v v v
X X Vv Vv
X X X Vv
J X X Vi

Three factor-authentication

As it is clear from the above discussion that in order to
successfully login to the remote system, a user has to com-
pute Dy in the proposed scheme. However, to compute
Dy, user’s secret key Ay is needed. To achieve Ay from
Vu, the correct password PWy and fingerprint By are
needed. This shows that to generate a valid login message
or to access the mobile device both the security parameters,
password and biometric are needed. This shows that the
proposed scheme achieves three-factor authentication.

We will also compare the security attributes of our
scheme with Li and Hwang’s [25], Li et al’s [26],
Troung et al.’s [27], Chang’s et al.’s [42] and Awasthi and
Srivastava’s [28] schemes in Table 2. If the scheme prevents
attack or satisfies the property, the symbol ',/ is used and if
it fails to prevent attack or does not satisfy the attribute, the
symbol X is used.

Performance Analysis

In general, the medical devices have limited storage
space and limited computation power. Therefore, the

Table 3 Computation cost comparison of the proposed scheme with some relevant schemes

Phases\ Schemes [25] [26] [27]
Registration 3Ty 4Ty, 5Ty
Login 2Ty, 4Ty, 5Ty
Authentication 5Ty 1Ty, 9T},
Password Change 3Ty 4Ty, 4Ty,
Total 137, 197;, 23Ty

[42] [28] Proposed
4T, 2Tpkx + 3T 3Ty

3T 3T 3Ty

T ATy 4Ty

3T 2Ty 2T,

17T}, 2Tpk + 12T, 127},

@ Springer
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authentication protocol must give priority to the efficiency
due to resource constraints in mobile device [43]. In
this section, we show the efficiency analysis of proposed
schemes with some relevant schemes in Table 3, where
Tpk, Ty and Ty denote the time complexity of public key
encryption/decryption, hash function and XOR operation,
respectively. It is stated Tpx >> T, >> Tx in [44, 45].
Since the computation overhead of XOR is relatively very
less, we are ignoring the computation of XOR operation in
our comparison.

Conclusion

The proposed article presents a brief review of Awasthi and
Srivastava’s scheme and points out the drawbacks of their
scheme. The analysis shows that Awasthi and Srivastava’s
scheme does not fulfill their claims as it suffers on-line and
off-line password guessing attack. We also demonstrated
that their scheme does not achieve three-factor authenti-
cation. Moreover, we identified that inefficient password
change phase in their scheme causes denial of service attack.
Further, we have presented an improved biometric based
remote authentication scheme for TMIS to remove the flaws
of Awasthi and Srivastava’s scheme. The security and per-
formance analysis show that the proposed scheme resists
all kinds of attacks and provides efficient password change
phase where incorrect login can be quickly detected.
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